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1. In a communications system having a plurality of digital computers coupled to a

channel over which computers exchange digital messages, a method for processing

information among said computers comprising the steps of: .
hoving an coleck.orienked dgitol dota struckure, sand program

executing on a first computer a travelling program,\czompdsing a sequence of digital
program instructions including instructions which determine at least one next destination that
receives the sequence of instructions, said scquence of instructions defining a plurai.. » &
related object instances which are bound together; and

transmitting to said next destination digital information comprising at least said
plurality of ebject instances together with accompanying digital data associated with said
sequence of instructions.
11.  In a communications system wherein a plurality of users of one or more digital
computers exchange digital messages on behalf of said users, a method for processing
information among said computers comprising the steps of:

associating with a travelling program cell a plurality of object instances, at least one
of said object instances having data centained in the cell, said travelling program cell
cortiptising a sequence of digital program instructions including instructions which determine

at least one next destination that receives the sequence of instructions;
L3N ) .!2
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associating with each object instance a plurality of program instructions;
computing a cryptographically secure hash value which depends, at least in part, on
at least one of said program instructions;
executing on a first computer a sequence of the instructions associated with at least one
object instance in said travelling program cell; _
wherein at least one of the executed instructions modifies digital data associated with
an object instance;
wherein at least one of the instructions determines &t least one next destination second
computer user to receive the modified travelling program cell after it is transmitted from the

first computer user; and

transmitting the modified travelling program cell to said next destination secend
computer user including said digital information comprising at least said plurality of object
instances, together with accomparnying digital data with indicia of said program instructions
~ssociated with each object instance, and wherein at least one data itern in at least one of the
u,2ct instances has been medified by execution in the firsi computer of the associated

program instructions.

39. In a communications system having at least one computer and a memory, a method
of operating said computer comprising the steps of:

loading 4 digital cell in said memory comprising a digital data structure that identifies
at least one class definition and a collection of related programs which are bound by said class
definition, said digital data structure including instructions for transmitting at least a portion
of itself to a next destination; and

transmitting at least a portion of said digital ceil including class definition identifying

data structure to a next destination.
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Jitee The following statement is a fuii description of this invention, including the best method
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The invention relates to a method for operating computers and for processing

20 information among computers. More particularly, but not exclusively, the invention relates to

a method and apparatus for validating unique travelling object-orierted programs using digital

signature methodology.

In object-oriented programming using existing object—oriented languages, such as,

25 "C", and "Small Talk", programmers are able to define object "data types" (or "classes”)



which are data structures. each associated with a program that knows how to process that
data type. Object-oriented programming permits existing programs to be reused and ex-
tended without having to modify the program. This feature of object oriented program-
ming is known as the “inheritance feature” and is the ability to define new data rype

classes derived as “extensions” of other (more fundamental) data classes.

The extension class only needs to define those functons (known as the object’s
“methods”) for the new data type which differ from the existing (“base”) class. Such
methods may be endrely new or may supersede (by replacing or augmentirig) methods
defined for the base class. This simplifies the creation of novel variadons of existing data

classes, either by adding new functions or by superseding (modifying) exisdng funcdons.

Some object-oriented methodologies allow “mudidple inheritance” whereby there can
be more than one “base” class from which a given class inherits characteristics. The
present invention contemplates the possible use of muldple inheritance. The lineage of a

given class is the aggregate set of its base class(es) together with the base class’ lineage.

Using more conventional “procedural” programming methodologies, different data
types are processed in different manners based upon processing rule defined for the data
type. Object-oriented programming provides a different processing methodology. Each
individual occurrence of a programmer-defined object data type or class is known as an
“instance” of that class. Once a class is defined, then its data type can be used over and

over again in different programs with no extra programming effort.

The class program definition for each data type defines the functons that can be
applied to instances of that data type. Programs use objects by invoking one of the ob-
jects methods (i.e., the functons that can be applied to instances of that dawa type) in
conjunction with a particular instance of that object. The method then processes that par-

ticular instance of data.



Thus, one of the strengths of object-oriented programming methodology is that the
same method name can be implemented differendy in different data rype classes. An
application program can perform a “generic® operadon on data without having to be con-
cerned about exacdy how it is implemented. This facilitates the addition of new varieties

(classes) of data types with minimal changes, if any, to applicadon programs using these

types.

The logic to perform these “methods” is built into each data class once. In this
fashion, the way in which programs use such data types is simplified by allowing differ-
ent data types to each implement a particular functdon in a way appropriate to that data
type. -

Object-oriented programming thus provides a different methodology for compart-
mentalizing programs which is highly useful in many different complex application areas.
In object-oriented programming, data is not typically treated as an isolated bitstream, but

rather, it is bound to a program which manages the data.

This feature of object-oriented methodologies—the ability to have a particular func-

tion operate differently on a variety of data types—is known as “polymorphism.”

Polymorphism permits a program to operate on data without being concerned with
what that data represents. The polymorphic feature of object-oriented methodology per-
mits a particular operation to be implemented in different ways depending upon the data
type so that the funcdon will be performed appropriate to that data type. An example of
polymorphism may, for example, involve a “muldply” op#radon. For real scalar data
types, two scalars are arithmerically muldplied together. But for matrix data types, the
“multiply” method could be implemented to yield the more involved “matrix® muldplica-
don. By treadng these as objects, program designers can use muldplicadon without

worrying about whether the particular operands wese zeal numbers or matrices. Then, at



some future time, for example, 2 new ‘complex” number data type with yet a different
multiply mechanism could be introduced into existing programs with no further pro-

gramming effort

Another example of object-oriented methodology may involve objects associated
with a graphical display. Most of such objects would have a “quick” click method that
would be invoked whenever the mouse pointer lies atop the object’s associated graphical

image and the user clicks the mouse switch.

Counsider graphical display of a group of buttons. Each “button” graphic may be
represented and controlled by a separate instance of the “button” class. Other types of
graphical items, such as data fields, will be controlled with instances of their own
respective classes. [t would be possible to treat an “icon” as a special class of “button®

but one which has addidonal or modified characteristics.

In developing the “icon” class as an extension of “button,” all of the meth¢d rou-
tines for “button” would be effecdve for the “icon” class, except those which are specifi-
cally supplied for the disdnct “icon” class definidon. Whenever the user clicks the mouse
switch, the system determines the items over which the mouse appears to be positioned

and invokes the “click” method for the object instance associated with that graphical itern.

Different funcdons such as “scroll contents up,” “delete this object,” “print contents,”
or “handle mouse-button—click request® may be interpreted differendy depending upon
the pardcular graphical object involved. Allowable functions are defined when the data is

defined, not each time the data is used.

The present inventon is directed to significantly enhanced object-oriented pro-
gramming methodologies which create a framework for efficiendy performing automated

business transactons. The object-orented programming methodology of the present in-
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vention is particularly useful in the context of the applicant's “travelling program

methodology” described in the Travelling Program Patent, U.S. Patent No. 5,390,247, which

is expressly incorporated in its entirety by reference herein.

5 A travelling program is a digital data structure which includes a sequence of
instructions and associated data which has the capability of determining at least one next
destination or recipient for receiving the travelling program and for transmitting itself,
together with all relevant data determined by the program to the next recipient or destination.
Using the methods described herein, the data is more closely bound to the program in such

10 a way that objects may be most efficiently transferred from one computer user to another

i‘..:f without the objects being previously known to the recipient computer user.

::3 : In accordance with the present invention there is provided in a communications system
g "% having a plurality of digital computers coupled to a channel over which cemputers exchange
R 15 digital messages, a method for processing information among said computers comprising the
steps of. hoving an Seck-oriented dugtal data stracture, said program
Lo executing on a first compuier a travelling program&omprlsing a sequencei)i} digital
g.’... program instructions including instructions which determine at least one next destination that
.. receives the sequence of instructions, said sequence of instructions defining a plurality of
:.:..f 20 related object instances which are bound together; and

R transmitting to said next destination digital information comprising at least said

plurality of object instances together with accompanying digital data associated with said

sequence of instructions.

25 The present invention also provides a communications system wherein a plurality of
users of one or more digital computers exchange digital messages on behalf of said users, a
method for processing information among said computers comprising the steps of:

associating with a travelling program cell a plurality of object instances, at least one
of said object instances having data contained in the cell, said travelling program cell

FETHADN ) N . o . . .
4"7,,}0 comprising a sequence of digital program instructions including instructions which determine

G
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at least one next destination that receives the sequence of instructions;
associating with each object instance a plurality of program instructions;
computing a cryptographically secure hash value which depends, at least in part, on

at least one of said program instructions;
5 executing on a first computer a sequence of the instructions associated with at least one

object instance in said travelling program cell;
wherein at least ene of the executed instructions modifies digital data associated with

an object instance;
wherein at least one of the instructions determines at least one next destination second
10 computer user to receive the modified travelling program cell after it is transmitted from the
first computer user; and
transmitting the modified travelling program cell to said next destination second
computer user including said digital information comprising at least said plurality of object
instances, together with accompanying digital data with indicia of said program instructions
15 associated with each object instance, and wherein at least one data itern in at least one of the

object instances has been modified by execution in the first computer of the associated

program instructions.

The present invention further provides a communications system, wherein a plurality
20 of users of one-or more digital computers exchange digital messages on behalf of said users,
a method for processing information among said computers comprising the steps of:
associating with a travelling program cell, a plurality of object instances, at least one
of said object instances having data contained in the cell, said travelling program cell
comprising a sequence of digital program instructions including instructions which determine
25 at least one next destination that receives the sequence of instructions;
associating with each object instance a plurality of program instructions;
computing at least one digital signature;

executing on a first computer a sequence of the program instructions associated with

at least one object instance in said travelling program cell;

(Hay
% 25 . . . . . . .
23 wherein at least one of the executed instructions modifies digital data associated with
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an object instance,
wherein at least one of the executed instructions determines at least one next

destination second computer user to receive the modified travelling program cell after it is
transmitted from the first computer user; and

5 transmitting the modified travelling program cell to said next destination second
computer user including said digital information comprising at least said plurality of object
instances, together with accompanying digital data with indicia of said program instructions
associated with each object instance, and wherein at least one data item in at least one of the

object instances has been modified by execution in the first computer of the associated

10 program instructions.

The present invention also provides a communications system, wherein a plurality of
users of one or more digital computers exchange digital messages on behalf of said users, a
method for processing information among said computers comprising the steps of:

15 associating with a travelling program cell, a plurality of object instances, at least one
of said object instances having data contained in the cell, said travelling program cell
comprising a sequence of digital program instructions including instructions which determine
at least one next destination that receives the sequence of instructions;

associating with each object instance a plurality of program instructions;

20 executing on a first computer 4 sequence of the instructions associated with at least one

object instance in said travelling program cell;

wherein at least one of the instructions determines at least one next destination second |
computer user to receive the modified travelling program cell after it is transmitted from the
first computer user;

25 transmitting the modified travelling program cell to said next destination second
computer user including said digital information comprising at least said plurality of object
instances, together with accompanying digital data with indicia of said program instructions
associated with each object instance, and wherein at least one data item in at least one of the
object instances has been modified by execution in the first computer of the associated

30 program instructions; and
executing on af least one computer at least one of the instructions associated with at

!
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least one object instance in said travelling program cell which causes a digital signature to be

performed which depends, at least in part, on the value of data that is associated with an

object instance.

The present invention also provides in a communications system having at least one
computer and a memory, a method of operating said computer comprising the steps of:

loading a digital cell in said memory comprising a digital data structure that identifies
at least one class definition and a collection of related programs whick are bound by said class

definition, said digital data structure including instructions for transmitting at least a portion

of itszlf to a next destination; and
rransmitting at least a portion of said digital cell including class definition identifying

data structure to a next destination.

The present invention can utilize object "cells". A cell is a data structure stored, for
exumple, on a disk that reflects a collection of (related) objects instances whose execution has
been suspended, and which can be resumed later on the same or a different platform. The
collection of object instances can be gathered together into cells (or "electronic forms™)
suitable for storage or transmission to another computer user in such a way that instances are

unambiguously bound to their respective class definition.

A preferred embodiment of the present invention is hereinafter described, by way of

example only, with reference to the accompanying drawings, wherein:
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FIGURE 1 is a block diagram showing an exemplary communication system which

may be used in conjunction with a preferred embodiment of the present invention.

FIGURE 2 is a representation of the "cell block” data structure in accordance with the

5 preferred embodiment of the present invention.

FIGURE 3 is a representation of a "class block" data structure in accordance with the

preferred embodiment of the present invention.
10 FIGURE 4 is an exemplary "program block" data structure.
FIGURE S is an exemplary "program structure” data structure.
FIGURE 6 is an exemplary "execution block" data structure.

FIGURE 7 is an exemplary "instance value" data structure.

FIGURE 8A is an exemplary "variable block" data structure, and FIGURE 8B is an
exemplary "value Block" data structure.
20
FIGURE 9 is an exemplary master area block data structure.
FIGURE 10 is an exemiplary "stored cell” as written to disk in accordance with the
preferred embodiment of the present invention.

25
FIGURES 11A through 11K are expanded data structures associated with the stored

cell.

FIGURE 12 is a general flowchart depicting the sequence of operations performed by

LSRAGQ , the interpreter/executor.
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FIGURE 13 is a flowchart delineating the sequence of operations performed by the
perform method routine referred to in conjunction with the flowchart FIGURE 12.

FIGURE 14 is a flowchart delineadng a sequence of operations in the create new

instance subroutne.

FIGURES 15A and 15B are flowcharts delineadng the sequence of operadons in the

load class roudne.

FIGURE 16 is a flowchart delineating the sequence of operations and establishing a

class autherizadon.

FIGURE 17 is a flowchart delineating the sequence of operatons of the test class
authorizadon roudne which tests to insure compliance with the program authorization

infofmadon.

FIGURES 18A, 18B and 18C delineate the sequence of operatons performed by the

reload class routine.

FIGURE 19 is a flowchart delineating the sequence of operadons and the exit
method funcdon.
FIGURE 20 is a flowchart delineating the sequence of operadons for the delete

instance huilt<in funcdon.

FIGURE 21 is a flowchart delineating the sequerice. of eperations in the reser vari-

able value routine.

FIGURE 22 is a flowchart delineating the sequence of operatons performed in

deleting a current value.
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The communication system, as shown in FIGURE 1, includes a communications
channel 12 over which communication between terminals A, B, ... N may take place.
Communication channel 12 may, for example, be an unsecured communications channel such
as a telephone line. Terminals A, B, ... N may, by way of example only, be IBM-PC
compatible computers having a processor (with main memory) 2, which is coupled to a
conventional keyboard/CRT display 4. The processor with main memory 2 is also coupled to
a nonvolatile storage 7, which may be a disk memory. Each terminal A, B, ... N also includes
a conventional IBM-PC communications board (not shown) which, when coupled to a

conventional modem (6, 8, 10, respectively), permits a terminal to transmit and receive

10 messages including travelling programs.

As used herein and as described in detail in the Travelling Program Patent, which has
been incorporated herein by reference, a travelling program is a digital data structure which

includes a sequence of instructions and associated data which has the capability of detérmining

15 at least one next destination or recipient for receiving the travelling program and for

transmitting itself together with all relevant data determined by the program to the next
recipient or destination. An exemplary travelling program data structure is shown in FIGURE
2 of the Trawelling Program Patent. The data structures utilized during the execution of a

travelling program and the software for executing the travelling program are described in the

20 Travelling Program Patent and incorporated herein by reference.

Each terminal A, B, ... N is capable of generating a message and performing whatever
digital signature operations may be required to load and execute the logic, data, and functions

inherent within the travelling program in transmitting the message to other terminals connected

25 to communications channel 12 (or to a communications network (not shown) which may be

)
L"‘ 78

connected to communication channel 12). The enhanced digital signature and certification
methodalogy described in the inventor's U.S. Patent Nos. 4,868,877; 5,005,200 and 5,001,752
may be used herein, which patents are expressly incorporated herein by reference.

Alternatively, more conventional digital signature methodologies may be utilized.

O
Sy o
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The preferred embodiment's enhancement of object—oriented programming techniques
is particularly wuil suited and designed to facilitate the travelling program methodologies that
are described in the applicant's Travelling Program Patent. However, the preferred
embodiment also significantly enhances the ability to efficiently generate applications

5 programs and thus has great utility if only used in conjunction with a single computer user.

The preferred embodiment utilizes discrete files, or electronic forms called "cells".
These cells represent a package of objects which are essentially self contained and are a

collection of instances whose execution can be suspended and stored as a file. A cell can be

.. 's
:.5.:: 10 later reloaded (either by the same user or another) into main computer memory where
:": : execution can be resumed at a then—designated method.
34 In the presently preferred embodiment, data classes are defined in modified versions
. of the high-level programming languages, such as REXX, or the well known BASIC
¢ 3
Sreen 15 language. These languages have been converted from a procedural high-level programming
.:::. language to the unique object-oriented extension as described herein. The object—oriented
Jovee extensions to the high-level language provide ways to define a program's class and specify
see the base classes (if any) from which this class is extended (by inheritance) to define the
P various methods associated with a particular class (for polymorphism) to distinguish the scope
*9ee
20 of program variables, and to easily create, invoke and process other objects instances.
/§ AAZZE\\
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The cell may be viewed as a set of data, i.e., an electronic form that inherendy in-
cludes within it all the programs which are associated with that informadon and controls
how to manipulate the informaton. Within a cell may be collections of programs which
may be treated as a single variable. For example, a cell may include a name and address
field which would be an object that may have associated classes. The associated program
defines the various diverse operadons that may need to be done with the name and
dddress fields. The variable, e.g., address data, is bound to the cell and contains the pro-
gramming informadon that knows the rules for manipulating it, so that at higher level the
data may be handled only by reference o the variable name without concern as to how
to manage the underlying informadon. In this fashion, the overall system may be simpli-

fied leaving the complexity of processing to the individual objects.

By idendfying an instance as a variable, complex data structures including pro-
grams, may be manipulated through an instance designator. An instance variable is a

mechanism for referring to the endre object instance.

The stored cell is a stored file on disk. The stored cell is used to create an internal
control block “cellBlock” as well as ancillary blocks which are used during execudon by

the operating system'’s interpreter/executor.

preferred embodiment
To beuer illustrate the manner of operation of theA present-invenson: consider the

task of writing a new income tax related object class in accordance with the methodology
of the present invendon. The object class program will include statements that call other |

already exisdng programs for acconiglishing necessary tasks.

In this example, the “cell® created may be viewed as an electronic form designed to
handle income taxes. The program for performing the income tax calculadons and form
of genération may call existing income tax generadng roudnes. Inidally, the inter-

preter/executor (I/E) is directed to run the income tax class. Since the class is only a



.
seee
KLIIS

* &

e L

(&)
o wese

*ee

LN
[TX 1]
sene
seoe
PN
.o .
ae o0
.
vene
esee

.

E ]
.
see Ses

L ]
-

/@.

JoR
program~-it is not a cell with existing data, the I/E compiles the class (unless it is already
pre-compiled into a p-code form), and proceeds to create a new cell. The program is
compiled and loaded into the main storage. The interpreter then builds a classBlock for
the programs as will be described in detail below. The class may, for example, be de-
fined in terms of generadng a “Form 1040.° A routine in the interpreter creates a cell
block for this initial instance of a class, prepares it for execution, and performs the

“Create” method of the “Form 1040" class |

During execution of methods in this class, other classes may be invoked and new
instances generated if there is a need to create further related forms in additon to the
Form 1040. The generadon of an additonal form may cause yet another program to be

brought into main storage necessary to generate the related instance.

Due to the nature of income tax filings, there may be srariouea variety of classes,
each having various instances which need to be created. Each of such instances is auto-

pr e-Pere:‘g_A 'Q,M\aod..me_n\: .

madcally handled by the methodology of the /fm:em:mmnen:

A functon or “method” narne may be treated differently by each of the related class
instances. For example, consider a request to determine the net income tax owed. For
each of the associated classes and instances, a different net income tax owed may be
generated but only a single functon request is necessary to gather such informadon. Each
of the instances associated with a cell may compute the net income tax owed based on
the methodology of which it is internally aware but which may be unknown to the

higher-level D “Form 1040 main program class itself.

Each of these instances may have associated completely different variables, but yet,
at a higher levei, the program may use a single variable name, such as "net ax owed,” to
acquire all necessary informadon. All related programs which generate different forms are

written into a cell upon the storage of the cell. The so-stored cell may then be readily




1%
electronically transmitted as a self-conitained module to an accountant at a remote loca-
gon,

The accountant, upon receiving the stored and transmitted cell runs it with the in-
terpreter/executor. [t then determines that this is a cell, rather than a class, which is being
executed or a cell is being executed. Since the cell has been executed and transmitted
already exists, the executor causes the exisdng cell to be loaded into the accountant's
computer’s main memory as an internal control block data structure idendfied as a “cell
block.” Other internal control blocks are also generated, as will be explained further

below.

Upon execudon in the accountant’s computer, the form-generadng program will be
executed in a “restart” mode, as will be explained below. The routine executing in the
accountant’s system performs the processing fiécessary to display the appropriate tax

forms for which the net tax owed was calculated.

Prior to describing the presently preferred daw structures, we first turn to some
definidons and concepts which will be helpful in understanding the following detailed

descripdon.

In the described embodiment, each object CLASS is defined as a separate source
definidon (e.g., a separate file in a computer directory). Opdonally, it may be pre-com-
piled into a discrete p-code, which also remains as a discrete endty. It would be possible
to include several classes within a single source or p-code definiton; although ds=not the

case with the present embodiment, it is contemplated in the furure.

With either case, whether source or p-code, the CLASS definidon may be digitally
signed in order to insure integrity or define explicit program authorization. Depending on
implementation, it may be sufficient for the CLASS to be digitally signed and verifiable by

//c?;"‘\i/
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a particular public key or certificate, or to have a particular key or certification in the
certification hierarchy. Alternatively, a more comprehensive scheme of authorization control

could be employed such as described in inventor's Program Authorization Patent, U.S. Patent

No. 5,412,717, which is incorporated herein by reference.

The described implementation is based on the REXX programming language—-which
is IBM's System's Application Architecture (SAA) standard. In those aspects of the preferred
embodiment embodying a plurality of programming langues, the described implementation
uses the standard "BASIC" language. As indicated above, the standard language(s) is/are

10 extended with new programming constructs and new built-in functions to facilitate object~

oriented programming according to this invention. Obviously, this decision could be reversed,

and other, or additional languages could be used.

Some of the object oriented extensions include a new variety of data~object instance
15 reference values. The REXX language defined only one variety of data: strings. These are
subject to standard operations, including, e.g., assignmient, concatenation, arithmetic. (Only

strings reflecting numbers can be used in arithmetic operations).

In the described embodiment, instance values are treated as fundamentally different

20 than strings, and they are disallowed as being treated as normal string values (such as
arithmetical or string operands); however, they can appear, for example, in assignment
statements, as arguments and as parameters. It is certainly possible that in an alternative
implementation of this invention, that whenever an instance value appeared where a string
value was expected, that this would result in implicit invocation of a special (or default)

25 method to that instance to generate a string. Similarly, there are places where instance values

appear and string values are generally disallowed-such as METHOD invocations.



s

At any given tme, a variable can conuin its default value (which, in REXX, is gen-
erally the string value of its name), a string value, or an instance value, A variable can be
assigned different varieties of values at different dmes; this is endrely flexible and de-
pends solely on a program’s logic. At each use, only the current value of the variable is

effective.

Variables assure instance value by assignment from “object” type built-in functions
(such as “new,” “reload,” etc.), other variables with instance values, other funcdons that
review instance values, as parameter values passed by a cabler, or, in the case of REXX,

through the parse statement.

In the preferred implementaden, program variables can belong to one of four differ-
ent pools (conventonal REXX and BASIC have no particular concepr of such variable

pools):

GLOBAL—defines variables associated with all instances in a pardcular cell.
GLOBAL variables are accessible to any instance (within the cell) from any class which
declares this variable GLOBAL. Each cell has its own global pool. In the present embod-
iment of the invention, instances within a (sub-)cell only have access to the global pool
for that cell—not of the super-cell. Nor does an instance properly contained within one
cell have access to the global pools of subcells. Other embodiments of the invention

could operate differendy.

SHARED—defines variables associated with a pardcular instance, but shared among
all classes in the instance’s lineage which declare this variable as SHARED. (Different

instances each have their own distinct occurrence of this variable).

PRIVATE—associated with a pardcular instance. PRIVATE variables are accessible

only to the instance and within the class definition in which it is declared (and not
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accessible to other classes in the instance's lineage). Even different classes within the

same lineage would have distinct occurrences of this variable,

LOCAL—associated with a particular current execution of a particular instance.
LOCAL variables are undefined at the start of each method execution and are discarded
when the method is complete. If several instances of the same instance are concurrently

active, then each has its own version of the local variables.
If a variable’s pool is unspecified, then it is LOCAL

Variables can be explicidy discardcd at any dme by being dropped (REXX style), or
having their value reassigned. However, each variable is also discarded when the particu-

lar object endty with which it is associated is discarded.

LOCAL variables are discarded after each method execution. PRIVATE and
SHARED variables are preserved across methods, but are discarded when the instance is

deleted or desmoyed. GLOBAL variables are discarded only when the cell is deleted.

Only GLOBAL variables are accessible by more than one instance. (Of course,
values, including instances values, can be passed between instances as parameters and

received as arguments).
New object-oriented statements have been added:

CLASS—to explicity specify the name of the data class being defined by this pro-

gram and other characteristcs.
GLOBAL~—specifies variables from the GLOBAL pool.

SHARED—specifies variables to e shared within this instance among all the classes
in the inheritance hierarchy. A variable is

SHARED only between classes in the same instance (hierarchy) which sdpulate SHARED.
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PRIVATE—specifies variables in the PRIVATE pool

METHOD-—specifies the beginning of a method and the characteristcs of the
method, including whether or not it is allowed o be entered for a given instance if other

methods are already active for this instance.

In the preferred implementadon, each object instance is a composite data structure
associated with up to 2+N different permanent data pools (where N is the number of
class definidons in the instance’s class lineage): the GLOBAL pool (for this cell), the
SHARED pool (for the instance), and the N PRIVATE pools (for each class in the inheri-

tance lineage associated with the pool’s class).

Further, when a partcular method is actdve for an instance, there is the additonal
LOCAL pool associated with that executon. Note that the preferred embodiment permits
the possibility that an instance may be subject to concurrent execution, even of the same
method—in this case, there are unique LOCAL pools for each respectve concurrence
(however, the same PRIVATE, SHARED, and GLOBAL variables are used for all concur-

rences).

FIGURE 2 is an exemplary representaton of the “cell block® 11 data structure. The
cell block 11 is the root of the cell as it is loaded in main memory 2 of FIGURE 1 for
execution. The cell block 11 includes a “next cell” field 12 which is a pointer to the next
cell block which is invoked by the subject cell block 11. Such a pointer is used when,
for example, a Formm 1040 generating cell block 11 invokes another cell for generadng a
state income tax form which is to be appended to the Federal Form 1040 (and is auto-
madcally invoked when the 1040 cell is executed). The next cell field may be used to

link various cells together. There need not, of course, be an enury in the next cell field.
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The “global pool” field 14 is a field which identifies the beginning of the pool of
global variables which, as defined above, are variables associated with all instances in a
pardcular cell. For example, in the income tax form generadon example, the name vari-
able may be a global variable applicable to all instances. Marital status may also be a

global variable.

Cell block 11 also includes a “cell idendfier” field 16 which idendfies the cell by
name and may include a version number, if desired. The cell block 11 includes a cell
“face instance” field 18. The face instance field includes, as indicated in FIGURE 2, 2
pointer to the instance for handling outside requests to the cell. In the income tax
example, if a query is made to the cell as to the net income tax owed, the face instance
is responsible for responding to the request by providing the desired result. This may in-
volve inducing other instances within the cell. The face instance includes the program and

associated daa for conmolling and handling requésts/queries to the cell in its endrety.

Cell block 11 also includes a pointers 19 to file and certficate tags and a class wble
pointer to ¢lasses for the cell (20) which identifies the programs associated with the cell.
Addidonally, cell block 11 includes a cell signature field 22, which is a2 poincer to the
digital signature structure for the cell. This cell signature is the digital signature that was
extracted when the cell was stored. After the cell block is loaded, digital signatures are
verified. The storage of the cell signature in cell block 11 permits display of the digital

signatures upon request so that it can be determined who signed the cell.

FIGURE 3 is an exemplary representaton of “class block” 23 internal control block
data structure. A cell will typically have many classes or program portons associated

therewith. For each program, there is a unique classBlock data structure 23 created.

In accordance with the presendy preferred implementation, every class is associated

with a single program. The first field in classBlock 23 is a class link field 25 which is a
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link to other class blocks in the cell. The next field is “parent class” field 24. This field is
a pointer to the classBlock from which the class is extended. A fundamental class is a
class dependent on no other class. However, other classes may extend functons of the
fundamental class and use its fundamental features. By way of example, only, such a
fundamental class may be a program which builds a display window rectangle. It func-
dons to build a rectangle on a display screen having a pardcular height, width and color

characteristics.

A second class may be built upon the rectangle class, e.g., a “button” class, which
utlizes all fearures of the window class, but additonally includes a number of features or

extensions. The buuon class “inherits” the features of the parent window rectangle class.

The number of levels field 26 defines the number of classes involved in the lin-
eage. In the prior example, the number of classes would be 2, e.g., the “button” class and
the window rectangle class. ClassBlock 23 also includes a class name field 28 which
identifies the class and a class program field 30 which is a pointer to the program block
of the associated program. The program block is a list of all the programs that are

loaded.

The classBlock 23 also includes a “method table” field 32 which is a pointer to the
table of valid methods or functions which are used by the class. Thus, the various
operatons or funcdons which are performable by the class in quesdon is idendfied. Each

entry in the method table for the class has the format idendfied in field 32 in FIGURE 3.

When a program to be executed is compiled, it is broken down into p-code so that
it can be executed more rapidly. The method entry table 32 provides an idendficadon as
to where the p-code starts for the particular method of the associated class program.
Thus, when a particular instance is executing and requires one of the valid methods o be

performed, the method may be accessed and executed efficiently at high speed.
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As shown in FIGURE 3, each method entry includes a mechanism for linking to
other related methods in the table. This may be done in a variety of fashions, including,
for example, the use of the B-tree. The table also includes a pointer to the classBlock
associated with the d:tinidon of the method sought to be performed. For example, the
class window rectangle may contain the definidon of the method which is to be per-

formed in the “butron® class.

The method table also stores an offset defining the start of the p-code for the
method in the associated class. Addidonal method table entries include the length of the

method name and the name of the method field.

The class authorizatden field 34 is a pointer to the authendcated authorizadon
structure which defines those operations which are permitted to be performed in-accor=

Q?: o\eScr\\:eA LN b\\e. Lent .-
ag—s spplicant's comendi ProgramAuthomaaonInfomauon.ﬁ%m

Number-07/863:552; The classBlock 23 also includes ar indicadon of the lowest and

highest levels of programs making processable instances.

FIGURE 4 is an exemplary data structure for the “program block” internal control
block 37. The program block field identfies where the program is located at the dme of
its current execudon, among other informadon. The program block data soructure 37 in-
cludes a “next program® Held 38, which is a pointer to the next program block invoked
by the subject program. It provides a mechanism for linking related programs together.
The program block data soruceure 37 also includes a program informadon field 39 which
is a pointer to the program idendificasion element. Field 42 defines the size of the p-code
program which is stored and block 37. Alse included in the program block is a “type of
program” feld 44 that idendfies the program’s language.

Fields 46 and 48 inciude the hashes of the source and compiled p-code versions of

the program, respectively. These fields may be used to ensure that two programs having
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the same name can be disdnguished. Addidonally, the hashes may be used for verifying
digital signatures for the program. The program block 37 also includes a class count field
which identifies the number of classes referencing the program block, a program usage
field 50 which is a pointer to the program structure control block and a pointer to the
source code. Field 51 is a pointer to authendcated authorization structures which are

structured in accordance with the applicant's Program Authorizadon Information Poktent.

FIGURE 5 is an exemplary “program structure” conmol block 52. Whereas the pro-
gram control block 37 includes fields some of which may vary, the “program structure”
fields are constant regardiess of the platform which is executing the program, and is the

form or the p-code if it is stored on disk.

“Program structure” control block 52 includes 53 which identifies the size of the
program structure field 54 which is a “program identifier® and stores the name used to
identify a pardcular program. The program structure block also includes a feld 56 idend-
fying the list of methods and class names associated with the program and the associated
p-code. offsets for identifying the start of the p-code for the associated methed. The
“program structurz” block 52 also includes a “variable tables” field 58 and a table of

constants field 60.

The program structure block 52 also includes, as shown in FIGURE 5, the p-code

instrucdons 61 of the program.

FIGURE 6 is an exemplary “execution” internal control block 62. The execudon
control block 62 keeps track of the current state of the execudon process. The executon
control block 62 includes a next instructdon field 64 which is a pointer to the next p-code

instruction.
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Execudon control block 62 also includes a *class pointer® field 66 which points to
the associated classBlock. An instance execution field 68 points to the partcular instance

being executed and a local pool field 70 points to the pool for local variables. Before the

method starts, there will be no local variables. As the program executes, local variables

are stored in a scratch pad type memory and the execution block points to where those -
local variables reside. The execution block 62 also includes a *previous execution block™

field 72 which points to the previous execudon block which was under control prior to

the current execudor Llock being processed.

There are likely to be addidonal fields in this block to accommodate details, such
Pakbe“t)

as those outined in applicant’s Travelling Program aApplication; conceived with other

N e Pre-?’erfe.& armbodimenbt

aspects cf execudon which are not necessarily unique w© ,:\chmnm (such as do

blocks, procedures blocks, etc.)

FIGURE 7 is an exemplary “instance value® data structure 73. An instance is par-
ticalar data with a program bound thereto as an object. For example, an instance may be
the data for a pardcular income tax form bound to0 a program which determines the net

tax owed,

The “instance value” dawa s.cucture 73 includes a “class reference” held 74, which
points to a pardcular class program for ham?%ﬁg the instance values in data structure 73,
Data structure 73 also includes a “cell reference” field 76, .. 'th points to a partcular cell
block for the instance (in case more than one cell is involved). Instance value strucrure
73 also includes a pendinig delete field 78 which is used to delete an instance after it has
been executed.

Instance value data structure 73 alsc includes an "executdon count® field 80 which
identifies the number of acdve executon blocks for this instance, a scan indicitor field 81
ideritifying a pardcular *save” operaton (see description of FIGURE 10), and a use count
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field 82 which idendfies the number of pointers to this block including variables and the

face instance. If no pointers point to this control block, then it may be an indication that

the data structure should be deleted.

The data saucture 73 includes a “level count” field 84 that idendfies the number of
levels in the associated classBlock which indicates the levels of inherited features as pre-
viously described in conjuncton with FIGURE 3. Data structure 73 also includes a
“shared pool® field 86 which points to the memory head of the shared variables. This
mechanism allows data to be shared among the programs within a given instance’s class
lineage. Data structure 73 also includes a private pool field 88 having the format shown
in FIGURE 7. Private pool fields relate to private variables only associated with a particu-

lar class within an instance’s lineage.

olee’ FIGURE 8A is an exemplary “variable block” data structure 90. Variable block data
structure 90 includes a “link variable® field 92 which is a linkage to another variable
: block in thé same variable pool in the system. Field 93 is a pointer to a value block
which gives the variable’'s value. Field 94 identifies a pool head for qualified variables.
The length of the variable name and the variable name are specified in fields 95 and 96,
: respectively. FIGURE 8B is an exemplary value block dau structure 97 which identfies

the value of the variable. The daw strucrure 97 includes a value type field 98 which

sese ide-rifies the variable as a string or instance. The data structure includes entries for
strings (99) and instances (100) as shown in FIGURE 8B..
" FIGURE 2 is an exemplary master area block data structure 101. The master area

block contains overall system informadon and includes a number of pointers such as
*maincell® 98 which points to the cell block for the primary cell, message reference \O2
which points to the message reference table, program table 104 which points to the table
of all loaded programs, “exec stack® 105 which points to the latest exec block in the exe-

< Q
{‘0 ml“*g
K@NTO’Q&"’



Py

cution stack, and pointers 106, 107 to the list of attached files and the certficate cazhe
list.

FIGURE 10 shows a “stored cell® 11 as written to disk.in—accordance—with-an-

The data format which is created and

written to disk may be generated by a built-in funcdon which is invoked. from within a
class program to save the current state of a cell (either the current cell or an associated

celd.

Save can also be invoked from “outside” the cell, as an “environmental” funcdon

supplied to the user by the interpreter/executor—such as a “save” opdon on “pull-down”

file actdon-bar field.
R Storing a cell is done in at least two phases: the first phase is a “marking’ phase in
::i;:: which is determined the sct of all structural consdtuents that are to be stored. This in-
5::..: cludes the cells (subcells), variable pools, variables, values, instances, etc. In the present
a2 embodiment, neither local variables nor the current execudon task strucrure (i.e., the
actve methods as represented by execBlocks) are saved as part of the cell. This is in
Loatee accord with the strategy that, as pare of restoration, the face cell is executed at its
Wi instance’s “restart” method.
'::::' Programs using the “save” funcdon must keep this special aspect in mind. The
e alternate approach, where the entre execution stack is saved in the cell, together with the
R transient (local) variables is also feasible and only requfre;.s slight addidon of the current
v s
ol

process: in which a structure repres~nting the local stack (including the associated local

transient variable pools) of all active methods is also saved in the cell. Such an approach
Patent

is similar to that described in inventor’s Travelling Program ,mm and has

similar considerations.
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During the first scan phase, the special “toBeSaved® methods are invoked (for those
instances whose classes have them) in order to perform ancillary processing that may be
needed to accommodate eventual smooth “restoration” operaton. Such ancillary process-
ing includes, for example: extracting current informatdon which may not be immediately
known to the czll from visual objects (such as perhaps, incomplete input field data). It is
expected that most instances will have no special requirements since the state of most
instances depends only on the values of internal persistent variables—which are automad-
cally saved. It is incumbent on “toBeSaved” methods not to invoke or significantly alter
the state of other active instances—since such instances may have already had their own

“toBeSaved” methods driven.

After the “toBeSaved” method is driven for each instance, its variables (any in the
private and shared pools, as well as any global variables which are referenced, or which
belong to STEMs which are referenced) are examined and instances defined therein which
have not been scanned are then so scheduled and marked with the serial number of the
current save request, so that each insance will be scheduled precisely once.The scan
stares with the face instanice of the cell to be saved and proceeds recursively through all

the (instance) variables which are then encountered.

Whatever instance is specified to the save functon becomes the face instance of the
resuldng saved cell. If, in analyzing the related variables during the scan phase, it is de-
termined that instances in other cells are referenced, then those cells are included as sub-
cells in the new stored cell being created. It is possible in this way for the original main
cell to become a subcell of one of its former subcells, and the former subcell to be the

new main cell. This typically occurs when cells have inter-linking pointer variables.

The second scan phase then collects the aggregate set of variables and values which

were marked in the first scan, and emits the stored cell (Gle) structure therefrom.
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Depcnding’{he optons specified as part of the save request, all, some or none of

the object class program definidons may be saved as part of the file. These are saved in
either source or compiled form (or both), together with whatever authendcating or autho-

rizing digital signature(s) structure(s) may have been encountered.

The saved data is separated into two portions: that which is essendal to cell
authendcation, and that which is not. In this case, authenticadon is used to digitally sign
the informadon necessary to assure accurate reconstruction of the cell when execudon re-
sumes after RESTORE. Informadon which is not essendal, such as the image of class
programs themselves is not signed, since such information is considered to be a
“convenience” which can be added or omitted without impairing security. However, the
idendficadon of the various class programs, usually together with their hash is imporant,
since it is used to insure that the correct classes are actually used. By allowing optonal
inclusion of the class programs in a cell, the cell can be stored in the most optmal way

for its intended use.

The cell may also include addidonal data strucrures. In the described implementa-
tion, there are two such sets of additonal informadon: certficates and external files—

which are specifically incorporated and need to be bound to the cell.

The list of digital signature certificates is called the “common certificate cache.”
These certificates are associated digital signarures performed on at least three different

classes of data structures:
¢ class program definitions (for authentication and/or authorizadon).

e data within instances which has been authendcated or authorized as par: of pro-

gram executon (for example, an ANSI X12 850 Purchase Order transaction set).
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These signatures are solicited by program logic itself on constructed data, and

the certficates may be explicitly relegated to the common certificate cache.
e the body of the cell which is authenticated during ransmission.

Combining the certficates into the “‘common cerdficate cache” allows certificates to
be carried within the cell without duplicadon. Duplicadon is likely to occur because, for
example, different object program classes are often authorized by common trust agents;
and many different data signatures may be signed by a single user, or by users close

together in the certficadon hierarchy (and therefore having many common certficates).

By being located within the unauthenticated portion of the cell, certficates can be
added or excised as the usage of the cell becomes evident. For example, a cell destned
for short term local storage may not need to have embedded certificates, since this
wastes storage with excessive duplicaton. However, it becomes reasonable to embed the

= .
certificates in the cell if it r\moved to long-term archive, or if it is being transmitted to

other users (who may not have:all relevant certificates in their cache).

Mainuining a single cache of certificates for a stored cell requires that the various
certficated elements maintain use counts. To this end, each (sub-)cell contains the sum-
mary of certficates it requires, which requires that data signature have its certficates pre-
sented for cache inserdon when the signature is created or received, and for cache exci-
sion when the signarure value is released or becomes useless. Similar use counts are kept
for signatures belonging to class programs, and even the cell itself. Each cerdficate

summary consists of licle more than the hash of the certificate the use coun(s).

Ancther category of embedded data includes “external” data files which have been

attached to the cell. The motvation and mechanism for doing this are described in detail
Pokenk.
WHowever. with muldple cells, it is desirable to

in the Travelling Program N
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also maintain indicators as to which (sub-)cells are using the various files, in case some

subcells are “broken out” and saved as their own separate stored-cell endty.

With respect to storing a cell, it is imporant to scan and mark everything to be
stored, including the face instance value and the global pool. For pools, scan and mark all
" the variables in the pool. For variables, scan and mark all the values and sub-variables
associated with the variable. Subvariables occur within “REXX" as construents of a stem

variable.

With respect to values, indicate the value has been seen during this store process
for string values. For instance values, indicate the value has been seen during this szore
and invoke the “toBeStored” method for the classes associated with this instance (use
same multple method approach with “priority* consideration as method approach with
the “new” method for create as described elsewhere). Mark the class associated with this
instance; scan and mark the shared pool and the private pool associated with each class

in the instance’s class lineage.

For classes, mark the class program definidon, including any digitally signed (or
otherwise imputed) authorization or authenticaton and scan and mark the class's base

class(es), if any.

For storing items marked, in the case of classes, the hash of the source and/or p-
code (as appropriate or specified in the current circumstance) is always stored. [t is alsa
possible that eichier the image of the source code or the p-code, or both, may be stored,
but these are preferably stored in the pordon of the cell which is not subject to overall

authenticadon.

Also stored is the level of the interpreter/executor, and the level of the applicaton

version of each of the class programs. This allows the possibility of furure subsdrution of
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an enhanced/corrected replacement class provided the replacement is functionally consis-

tent with the data in the existing instance.

It is often desirable to also store any digital signatures, certificadon and/or autho-
rizadon that may be associated with a class—and, depending on the optons specified and
the goal of the particular embodiment, it may be appropriate to store this in either the
authenticated or the unauthendcated portion of the stored cell.

Also, in keeping with the inventor's above-identified Travelling Program
Po.teqt

A

torr which has been incorporated herein by reference, it may be desirable to also

store copies of various other files as part of the stored cell.

As the final step in storing the cell, and if required by the implementation or the

save opdons, then the cridcal “authendcated” pertion of the cell is digitally signed.

: . ::: To mail a travelling object-oriented program: mail an image of the stored cell (as
.. would be created by “storing a cell.” If it is known that (all) the recipient(s) possess a
' given class definidon, then it need not be included in the stored (and mailed) image (this
R allows a smaller transmitted image); otherwise, the conservative course of acdon is to
include the source code, the p-code, or both (including the source code allows a different
saltes version of the interpreter/executor to reinterpret the class—which is useful if different
G versions of the interpreter/executor have incompatible p-codes).
“ Turning back to FIGURE 10, the stored cell 111 on disk includes a cell idendfica-
- don field 112 which identifies the cell. For example, the cell idendfication provides the
R name, e.g, Purchase Order for Corporation X, which permits a program to scan a file

and pull up the file name to access the cell.
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As indicated at 114 in FIGURE 10, all l:h% material which follows, may if desired
he.
be encrypted and stored in compressed form, ,\ specific programs associated with the

cell are stored in in field I5 on disk (including, e.g., class program 1, 2, ..P),

As indicated at label 116 in FIGURE 10, the material which follows in the stored
cell may be opdonally authendcated. Thus, once this material is stored in the cell, it can-

not be altered without affecting the apparent integrity of the material

Field 117 includes a set of “program reference vectors® from program reference 1
through program reference N. In this fashion, instead of storing the entire program on
disk, an unambiguous reference to the program may alternarively be udlized such that the
program may be later accessed as desired. The “program reference vector® 117 unam-
biguously idendfies each cell program, such that if necessary it may be accessed from a

program library.

Cell (and subcell) vector field 118 defines the main cell stored, as well as all sub-
cells if more than one cell is associated with the file, where one main cell has absorbed
other subcells. The “data file vector” field 120 includes data file specificatons for various
files which may be carried with the program when used in travelling program applica~

dons in accordance with above-idendfied mavelling program methodology.

The “authentcating signature” field 122 is used to store signatures associated with
the signature authendéited material defining the program cell, if it is desired to be authen-
ticated. Finally, field 123 stores a certificate spgciﬁcado-n'set for maintaining any certifi-

cates used in digital sigrature processes.

FIGURES 11A through 11K are expanded data structures showing stored cell por-
tions in further detail. Program data structure 124 shown it FIGURE 11A is an exploded
view of the class program 1-P fields shown in FIGURE 10. The first field in the program
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data structure 124 is the “program date® field 126, which may define the date the pro-

gram was made or compiled.

The program idendfier field 128 is the name associated with the program. The
“program idendfier” 128 is expanded in FIGURE 11B and will be described further below.

The “program executable” field 130 specifies whether the program is executable in
source code, p-code or both and uses program mode field 132 to specify whether the

program may be executed in source code or p-code.

The program itself is resident in the executable image field 135 shown in FIGURE
11A in source or p-code. The program structure is in the format as specified in FIGURE
5, described above. In field 134, a possible second executable image of the i)rogram is
stored if both source and p-code have been specified. Program authorization informaton

and a digiwal signature of program idendfier is stored in field 136. As mendoned previ-

et ously, the program authorizadon information is utlized in accordance with the applicant’s

::3::' =sopending-Program Authorizadon Information Patent application: which has been incorpo-

:::“: rated herein by reference.

et The program idendfier structure 128 identfies the programming type (field 138) by
idendfying the programming language.

oot Field 140 identfies a program X.209 assigned object idendfier, which is an idend-

. fier in accordance with the X.209 protocol which uniquely identifies the program in

:....: accordance with accepted standards. A program name field 142 identfies the specific
program by name for display to the user.

ot 3 Program Revision level field 144 identifies the program’s revision level

Compadbility field 146 idendfies the extent to which the program is compatible with data

produced by other revisions from the lowest program revision producing comparble data
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to the highest program revision producing compatble data. Typically, one imagines the
highest revision level will equal that of the current revision. However, if it/?ntidpated that
the current private, shared and global variables will be “upward” compatible with future
releases, then planned future revision levels can be set aside. The program .dentifier
structure 128 also includes a hash of the source program field 148 and hash of the p-
code program field 150.

The “program reference® structure 151 is a blow up of the program reference
informaton shown in FIGURE 10 and includes the pregram identifier field 128, described
above in FIGURE 11B. Addidonally, the “integer field® 152 of the parent class p,rog;'am
idendfies the version of the parent class program which is referenced as compadble in
embodiments where more than one class is allowed per program, then this field must be

moved to a new structure defined for each class.

ot d FIGURE 11D is an exemplary cell data strucrure 118 expanding the corresponding
:.EE:' cell of presentadon in FIGURE 10. Cell identifier 156 idendifies the cell and is described
;':’::.i further below in conjuncdon with Figure 11G which shows an exploded version of the
Vg.:": cell idendfier.

The “instance vector” field 158 has one entry for each instance associated with the
L cell. The first entry is taken to be the face instance for this cell. Field 160 defines the
index (within the Program Reference Vector) defining the program containing the class
et associated with this instance. Field 162 identifies which class within the program
T (idendfied in 160). In the current embodiment with only- one class per program, this field
is superfluous and always indicates the first class. Instance field 164 defines the shared
variables within the instance. Field 166 is the vector of private variable pools associated

with class in the instance’s lineage. Field 167 defines the private pool for the fundamental
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(eldest) class; while field 170 defines the private pool for the most extended (youngest)

class in the instance’s lineage.

Cell data strucrure 118 additionally includes a global variable pool field 172.
Addidonally, the cell 118 includes a dara file tag refetence field 174 which relates to the
preferred embodiment
attaching of data files when the present-invention-is used in a travelling program context
A Potent
in accordance with theTravelling Program‘l\t\zizrzd:zppﬁ:amn- idendfied above. This data
file tag field 174 keeps track of which cell has an associated anached data file. Certificates

field 176 references the certficates which are referenced with the particular (sub-)cell 118.

FIGURE 11E is a generic representation of the variable pool data structure 178
which includes variables 1, 2, to the last variable in the pool (fields 179 through 181).
The structure may be udlized in conjunction with either a shared variable pool, a private

variable pool, or a global variable pool.

*e ::3 The variables structure 182 is idendfied as shown in FIGURE 11F. The variable
:E:‘:f\ data structure 182 includes the variable name 183 to idendfy the variable and includes a
‘es” d preferred embodiment,
5’.::.« variable value field 184. In accordance with the ’Fxsm:nﬂm: variables may have
3 strings or instances as values. The variable value field is represented in X.209 representa-
ton within the stored cell. The X.209 data type used to define the type of the valye: if
il the stored value is an X.209 OCTET type, then this is a string value and directly repre-
o sents the variable's value. If the stored value is an X.209 integer type, then this is taken
e, to represent the instance indexed in the cell's instance vector (field 158) by the integer
reee® value. If the stored value is an X.209 sequence typer.hls is cakén to be an instance in a

different (sub)cell, wherein the first integer in the sequence defines the instance in the 158
. instance vector associated with the cell indexed in the cell vector 118 using the second
integer of the sequence. If the variable is a simple variable (not a stern) or a stem with

no qualified variables, and the variable has no assigned value, then it is omitted from the
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pool. However, if it is a stem with qualificatons but no assigned value, then it is

included, however, the stored value is represented as an X.209 null primidve.

FIGURE 11G shows an exploded view of cell idendfier 156 of the cell data soruc-
ture shown in FIGURE 11D. The cell idendfier 156 includes a cell format code field 186
which is used to disdnguish old formats from current formats. The “moment of con-

structon” field 187 defines the dme the cell was built.

Field 188 is used to identify the cell category using an X.209 object idendfier and
may, for example, be used to idendfy the cell category as relating to income tax form
generadon. The cell category is designated by name in field 189. Cell instance identfier
field 190 may be used to further identify the instance with respect to the individual cell,
e.g. to generate the net tax owed for a particular individual. The fields 190 through 196
provide further cell idendfying details with respect o idendfying the instance’s name, dtle

and various qualifiers as needed for a partcular applicaton.

FIGURE 11H is an exemplary data file specification data strucrure 198. This data
file specification data structure 198 is useful particularly in a travelling-program context in

accordance with the methodology of the inventor's above-idendfied copending travelling=

’r‘;'ave.\\;nﬁ Pros\'m . Potent
A nlies

program -Felated-apaliearian in which dara files are, for example, attached 1o a travelling
program. Use count field 200 identifies the number of cells which use the idendfied data
file. Data type field 202 identifies the nature of the data contained in the file so as to
denote whether the file is a record, bitstream, or other type of file. File content field 204

is used to describe with more specificity the nature of the file and its consdruent records.

FIGURE 111 shows an exemplary file tag dara structure 174 and is an exploded
view of field 174 in FIGURE 11D. The “attach identifier® field 206 is a data string that
identifies the file which has been attached in accordance with the travelling program

’Wa‘vef\\(n’s Proa ram quept.

methodology described in thel\

........ cantt e ramendine smmlissnam The data file reference
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field 208 is an index to the data file specificadon data structure 198 shown in FIGURE
11H. The “tag use count” field 210 defines the number of attached file requests that have

emanated from the subject cell.

FIGURE 11] is an exemplary cerdficate specificadon data structure 123 which is an
exploded view of the “certficate specificadon” field of FIGURE 10. The certificate specifi-
cadon data structure 123 includes a copy of each certificate used for digital signature op-
eradons for use in various digital signature contexts. One use of digital cerdficates in the
present systemn is to sign individual programs to give those programs authority to per-
form various transacdons. Such digital signatures may be performed in accordance with
the applicant’s enhanced digital signacure methodology as described in U.S. Patent Nos.
5,005,200; 4,868,877, and 5,001,752. Another use for digital signatures and associated

e
cerdficates is to have the program sign daw with which it is associated as per, Travelling

N
Program Patent.applicasien- A digital cerdficate is also useful in operadons involving
signing the overall cell, pardcularly where the overall cell will be transported from one

user to another via the applicant’s travelling program methodology.

The use count field 212 specifies the number of references to the cerdficate. The
use count field may also include the tag use count in each cell or subcell, the signatures
on signed variables and the references by other certificates in the certificate specificadon
cache. All certdficates used in the cell may be stored in this common certficate cache

memory. An ‘idendfying hash” certificate field 214 and the certificate itself in field 216.

An exemplary “certificate tag® data strucrure 176 is shown in FIGURE 11K. The
structure is used where cells are embedded in other cells to keep track of the certficate
usage in such embedded cells. The cerdficate tag daua structure includes an “identfying
hash of the certificate” field 218 and a “tag use count” field 220 to idendfy the number of

uses within the subject cell.
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The preferred embodiment of-the=inventomn: accepts either the REXX (or BASIC,

alternatvely) source as the definidon of an object class, or as compiled p-code,

Whenever a previously unseen object class is encountered, its source code .s compiled

(dynamically) into p-code within the computer memory.

FIGURE 12 is a general flowchart depicting the sequence of operations performed
by the interpreter/executor. Inidally, the interpreter/executor is loaded by the underlying

camputer operadng system. It creates a master control area as shown in FIGURE 9. -

Either as part of invocaton or immediately thereafter, the interpreter determines whether

* inidal execudon is directed toward a class definidon or an existing cell. This knowledge
may be embodied in the execution request or may be solicited from the user. For

example, it could be an explicit parameter or it could be determined from the inidal file

name.

If a class is to be executed, then this implies that a new cell is being created. The

interpreter creates a control block for the actve cell and loads the class lineage hierarchy )

(as described in more detail later). The inistance for this class is .reated. This instance - .-

besomes the “face” class for the cell. The “create” method is then invoked for this

instance.

If an exisdng cell is to be executed, then this cell is “reloaded” (as described else-
where), so that all consttuent variables, values, program classes, and embedded sub-
instances, etc., are reconsttuted into executable state. Then the face instance is invoked

using the “restart” method.

In the preferred embodiment, it is incumbent on the face instance, whether by the

“new” or “refresh” to interface with the environment (such ds *“Windows") so that further
acdvity will be recognized. Such interfacing is done by invoking various functions and

routines (such as may be built-itito the interpreter or linked dynamically) to establish and

"""""
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prepare for interaction with the “environment®—e.g., displayed graphical objects, dmers,

other cells, other programs, databases, etc.

One df the chores of such interface functon in the interpreter/executor, whether
inidally or during the nawral progression of execudon, is to maintain a table of external
identifiers, so that incoming messages generated to the interpreter from external entdes
are properly matched to internal instances and methods. This table is maintained by

funcdons driven by various classes.

In some cases, the iniral method execudon associated with the new or reload
request (“create” or “restart,” respectively) may be signal that this is all that is needed—
that thiere is no need for further addidonal processing. If this is the case, then the incer-
preter will have been so nodfied (that no further environment interacdon is expected) and

will undertake terminadon processing through the use of special “built-in” functions.

Otherwise, in the normal case, operaton is driven through receipt by the inter-
preter/executor of messages generated by the environment (such as Windows), dmers,

devices, or other programs—including other cells,

When a message is received or zncountered by the executor, it is matched 0 a
table that associates instances and methods with incoming message identfiers. The
instance is then activated using the indicated method. When the associated instance re-
rurns from the invoked rethod, the executor repeats its wait for a further message. This
loop condnues undil the cell indicates that it is completé and should be terminated. Such

indicadon is made with a trerminadon buil-in funcdon.

Turning specifically to FIGURE 12, when the interpreter/executor begins execudon,
inidally it must be determined whether the system is executng a class or a cell (302).

Upon inidal execution, a program (class) may be executing to create a cell and its data or



*%
2%
the system may be dealing with an existing cell already having its programs and dat

packaged wogether as described above.

Uf the check at block 302 reveals that a cell is being executed, then the routine
branches to block 312 in which a “loadCell” function is called based upon a specified cell

name. The load cell roudne operates to verify the digital sigr.s. .ures, if any, that have been

applied to the cell. In most cases, the signatures are used to indicate that the cell has not -

been ampered with since it was stored. When the cell is stored again, it will be different

and the current signarure will be moot.

It is noted that within a cell, digital signatures can also be performed on various
data elements, or structures, to insure their unchanging integrity across an unlimited
number of cell execudorns but their further verificadon is a matter conmolled by the class
programs. In the loadCell built-in function, the signatre data is verified for class defini-
ton programs operating in connection with various instances. In the loadCell routdne, a
new cell block is created to maintain all new pointers. A call is made to the reload class
routine to be described below for all classes. Classes are stored in lineage order so that
every extension class follows its associated base. Thereafter, a restore pool routine is
executed for global variables and a restore instance routine for the face and other
instances. The pointer to the face instance is stored in the cell block as previously
described. Once the instances are established, all variarions that reference instances are

updated with the final pointers.

Thereafter, the loadCell routine opérates to drive the restart method for all instances
which have this method. The routine only drives the restart once for each instance. This
is controlled with flags in each instance block. Inidally, the routine starts with the face
instance. Instances can drive the restart method in other presumably related instances.

For instances with restart methods which are not driven explicitly by other instances
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restart will be automadcally driven after any explicit invocadons. This is conrrolled by a
flag within the instance’s specificaton. For each instance, the order in which possibly
multiple restart requests are driven is handled with the priority operand on the class field

just as it is for the “createNew” routine to be described below.

In the loadCell block 312, 2 rrent cell is loaded The cell which has been loaded
in block 312 is saved as the primary cell. In block 304, a new cell block is created as
the main or primary cell. The new instance is saved as the face instance to the primary

cell. The manner in which a2 new instance is created will be described further below.

Whether a new cell has been created in block 304 or an existing cell has been
loaded, as the routine enters block 330, a cell has been loaded into storage. The loop
labeled “dispatcher loop” denotes the actual running of the programs associated with the

cell.

In block 330, a check is made to determine whether terminadon has been re-
quested. If termination has been requested. then the routine branches to block 340, in
which terminadon operations, including performing a discard method of the face instance
of the main cell to delete an operadon, which deletes the cell block structure and the

executor is exited.

If the check in block 330 reveals that there has not been a termination, then pro-
cessing condnues at block 332, where the first incoming message is retrieved. On subse-
quent passes through this loop, the next incoming meséige is retrieved. A “message ref-
erence table® is accessed to determine which instance is to be associated with the incom-
ing message. If no associated instance is found, then the message is discarded, and a
possible diagnostic message is issued and the routine branches back to the beginning of

the dispatcher loop at block 330.
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Presuming that the reference tble specifies an instance, that instance is then
invoked. The specified method of the instance is then performed using the incoming
message fields as a parameter. The manner in which the method is performed is de-
scribed below in further detail in conjuncton with FIGURE 13. Alter the method is per-
formed in accordance with FIGURE 13, the message is then discarded (336) and the

routine branches back to block 330 to reenter the dispatcher loop.

FIGURE 13 is a flowchart delineating the sequence of operatons performed by the
“perform method® roudne referred to in conjuncdon with the flowchart FIGURE 12. The
“perform method” flowchart is repeatedly executed. The routine takes a particular
instance, which is treated in this system as a variable supplied as “instance indicator”,
and performs a particular method with it using supplied input parameters. In effect, the

perform method routine operates as a variably named subroudne.

In accordance with block 402, if the “instance indicator” is an instance value, then
that operadon on the “instance value” data is performed using the identdfied method based
on idendfied parameters (404). In block 404, the real instance is set to equal the instance
indicator and the class level is set to equal the youngest (highest) class level associated
with the instance’s class. Thereafter, the routine branches to the “find method” pordon of

the routine at block 420.

If the instance indicator is not an instance value then a check is made at block 406
to see if the instance indicator is a special string vatue “.* The *.” special string value
indicates that the currenty executing instance is performed with the input parameters. If
the instance indicator does equal the special string value “." then the teal instance vari-
able is set equal to the currently executing instance and the class level is set to equal the

class level in the currendy executing instance as derived from the execudcn block shown
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in FIGURE 6. The roudne then branches to the find method processing beginning at block
420.

if the instance indicator che k in block 406 is negative, then a check is made in
block 410 to see if the instance indicator is equal to the special string value *.". If so,
then, the real instance variable is set to equal the currently executing instance, and the
class level is set to equal the class level of the parent class for the currently executng
instance (i.e., corresponding to the base class of the currently executing class level; which
equals the current class level from the current execudon block minus 1, i.e., the parent
class). In this fashion, a method belonging to the parent class may be performed even if

the current class has a method of the same name.

In block 420, the method name associated with the class level that has been idend-
fied which is resident in the classBlock field 32, deseribed above in conjuncdon with
FIGURE 3. A check is then made in block 422 as to whether there is such a method in
the method table. If there is no such method, then the routne branches to block 424,

which generates a method error ingdication.

If there is such a method, then a new execution block is created (426) as shown in
FIGURE 6. At this point in the roudne process, the actual instance, the acwal class level
and the program to be used are known. The private and shared variables are then avail-
able and the exec block in FIGURE 6 is built. Accordingly, as a result of this processing,
the real instance is set as the instance value, the instance exec count is incremented, the
current method and the actual class level associated with the current method is indicated.
The method performed will be associated with an earlier class ievel than that indicated

when the method is inherited from a base class.

The routine then prepares to process by setdng the current p-code address as. the

first p-code instructon of the new method. The new executon level is placed at the top
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of the execution stack, and the routine branches to the executor/interpreter to execute

instructions.

Instrucdons are executed under control of the current (highest) execBlock on the

execudon stack. P-code instructions are executed in a manner which will be understood

by those skilled in the art. Reference may be made to the applicant's-copending-rravelling

“Trov "\\““.3 Proaram Pakent 4
N prograni—related-applicarion-Serial- No—0F4863;552 which explains in conjuncdon with

FIGURES 14 and 15 p-code execudon related operadons.

[n execudng a p-code operadon, all variables associated with the p-code operation

are determined, whether the variable is a literal or a local private, shared or global type,

ottt its value is located from the appropriate pool or if absent, a default acton is taken to
L d ee
otest create the variable in the correct pool. Once the variable locator is found, the current
sose
L3
o value is isolated for use in the p-code operation.
: saee
s %
ser ® In the preferred implementadon, value assignments and disassignment are done
using pointers and use counters. All values are extracted (and their use counts incre-
L
eess®’ mented) and tabularized prior to preparing any variables for p-code processing. The
aee
L3 s o
* appropriate p-code executor routine is invoked, using the values which have been ex-
3%y tracted from the literals and variables. The validity of the values is checked. For example,
sene
ases non-numeric stritigs are invalid in arithmetic operations. Similarly, there are different
R contexts in which instance values and string values are not respectively allowed.
L L 1]
L 2 *
v 6
[ s

In execudng instructons, the next p-cocle instructon is selected as indicated by the
current execBlock. The values are extracted based on variables and literals indicated in
the p-code instruction. The routine specifically associated with the p-code instructon is
then invoked. The following operations associated with executing p-code will be
described in further detil: creating a new instance from class, loading an exisdng cell as

an object, storing/mailing a specified instance as a cell, invoking a method associated
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with an instance, terminadng the cell, providing security for any sensidve function and
exidng a method. After a p-code instruction is executed, the routine accesses the next

instrucdon as indicated by the execBlock.

As each method is executed, a mixwure of variables: global, shared, private and
local are all used. As a part of each instruction, as the values of the various operands are
gathered, the interpreter/executor determines to which type of pool the variable is
assigned. For local variables, the pool is defined in conjunction with the executon block.
For private variables, each instanceBlock contains a vector of pool elements, with one
element for each class in the class lineage. When a private variable is encountered, this
vector is indexed by the method’s class level (as stored in the method block when the

method began) to access the variable pool contining the desired variable.

For shared variables, each instanceBlock contains the pool head for all variables
which are to be shared among the various classes defined in the overall lineage. be
global variables, the head of the global pool is stored in the cell with which the instance
is associated. Once the pool is known, then the variable itseif can be located using con-
ventional means, such as a b-tree or hash look-up on the name. Literal values can be
handled in a variety of ways. One way is to treat them as variables associated with the

program class definidon itself.

FIGURE 14 is a flowchart delineating the sequence of operadons in the create new
instance subroutine. The “create new instance” roudne depicts how a new instance is ini-
dalized. Inidally in block 1402, a load class routine is used to establish an associated
classBlock, such as shown in FIGURE 3. In block 1402, a new instance value is con-
structed and perdnent informaton is placed in the instance block such as the vector of
heads for the private persistent variable pools associated with each class level. The first

element of the vector is the head for the variable pool for the most senior class in the
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lineage, up through the last element in the vector which controls the private variables for
the youngest class in the lineage. The information loaded in the instance block further
includes the head of the shared persistent variable pool, the pointer to the associated
classBlock, and the pointer to the associated cell block. The address of the new instance
value is provided in block 1402. Thereafter, the doNow routine which begins at block

1420 is inidated, staring with the youngest class in the inheritance hierarchy.

For a given instance, the classes with “create” methods are driven in order to

establish the initalizadon for the classes in the lineage.

When a new instance is created, it is generally necessary to make sure that the
fundamental instance on which the new instance builds begin first and is automatically
inidalized. Thus, new instances are built, it is significant to build the oldest instance first
and work toward the youngest. There are, however, exceptions to this general rule. The
priority opdon in the “create” method routne provides the ability to select either opton.

In block 1420, a fresh local variable pool is provided as each class level runs.

A check is made in block 1422 to determine if the create method for the specified
class has a priority option or the specified class has no parent base specified. If the new
method for the specified class has a priority opdon or if the specified class has no parent,
then the routine branches to block 1424, and the “create” method is invoked. Thereafter,
the roudne branches to block 1428 to roudne to caller. This “create” method must ex-
plicidy invoke its parent’s classes create methods, if this is deemed appropriate. If block
1426 detect that the check in block 1422 indicates that the create method does not have
“priority” opdon, then the routine reversing re-invokes block 1420 using the parental

class The instance is marked indicatng that create has been invoked.

FIGURES 15A and 15B delineate the sequence of operations used to load a ¢lass. It

is used to load into storage a class program which is not known to have been specifically
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used before. The parameter “className” is the name of the class to be loaded. It is pos-
sible that this may also be accompanied by a file or a library access informadon. The
load class program begins by inidally determining (block 1002), if the existing block
already exists for the specified class name in storage. If it does exist in storage, then a
check is made in block 1004 to determine if the loading has been complete. If the loading
is incomplete, then the routine is exited with zn error indicadon. This test determines
whether the program is its own ancestor to thereby detect circular inheritance which gen-
erates an error condidon (1006). If the loading has been complered, then in block 1008,
the routine returns with a pointer to the classBlock. If the check in block 1002 reveals
that the program is not in storage, then a new classBlock must be created corresponding

to the respective class load. This block will be deleted in case of loading failure.

The classBlock is connected to the class list and a check is made te determine

whether the classBlock is incompletely loaded to detect for circular inheritance errors.

Thereafter, the routine proceeds to block 1012 to locate the class program specifi-
cadon in the local environment, e.g, search libraries, files, etc. After locating the program
specificadon in block 1012, in block 1014, a check is made to determine whether the
specification represents already compiled p-code that is processable by the current ver-
sion of the compiler. If so, then the rourine branches to block 1024 where the p-code is
loaded into storage. If the check in 1014 indicates that the specificadon does not represent
already compiled p-code, ther a check is made in 1016 to see whether the specificadon
reflects source language that can be processed by the cor'nf:iler. If the specificadon reflects
source language that cannot be processed by the compiler, then the routne is exited and

an appropriate érror message is generated (1018).

If the source language can be processed, then the routine proceeds to block 1020

where the source codé is compiled into p-code using an appropriate translator. As the p-
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code is loaded into storage, a hash is computed. A check is made to insure that the ver-
sion of the compiler that created the p-code is compatble with the current executor. The
hash of the original source program (or normalized version thereof as stored in the p-
code) is copied into the classBlock. It is also possible that the source code itself may be
saved. The class authorizadon assigned to the p-code is thereafter established, as will be

explained further below.

After the processing in blocks 1020 and 1024, the hash of the p-code in the class-
Block is saved (1026). Various informaton is also supplied concerning the p-code to the
classBlock including the hash of the associated p-code, the address of the start of the
pseudo instructons, address of the start of the overall p-code. It is assumed that the class

level (which is the number of classes in the aggregate class lineage) is equal to one.

A check is ther made in block 1030 to determine whether the class is derived
from a base class. If the class is not derived from a base class, then the routine branches
to block 1040 for merging new methods into the list associated with the classBlock
which will be explained further below. If the class is derived {rom a base class, then the
load class routne is performed again for the base class (1032). A check is made at 1034
to determine whether there is an error in the perform load class execution and, if so, then
an error routine is executed in 1036, due to the failure to load the current class. If no
error is detected, then, at this point, the current class and the parent or base class have

been loaded (as well as the parent’s parent class).

In block 1038, a pointer is set to the base classBlock to show that the new class-
Block is an extension of the base classBlock. Additonally, the new class level is set to
otie greater than that of the base to reflect the number of classes in the lineage.
Addidonally, the methods list is copied from the base class to the new classBlock.

Processing continues at block 1040 where the new methods are merged into the list
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associated with the classBlock (there may be existing methods already loaded from the
base class). This merging includes locsting the explicit start of the p-code instruction for
each method.

Uf new methods duplicate existing methods (which have been already loaded from
the base or parent class) then subsdrute the new methods as substruted. Whatever other
aggregate data is needed for this classBlock is supplied. The incompletely loaded indicator

is cleared now that all aspects are loaded and the routine returns to classBlock pointer.

FIGURE 16 is a flowchart delineating the sequence of operadons in establishing a
class authorizadon. The routdne authentcates and verifies the authorizadon of the class as
it is loaded. This applies to classes loaded in either source format or compiled p-code
format. Parameters used in this routne are the hash of the associated source or p-code
image, the type of structure (source code language or p-code), the digital signature struc-
ture for the class definidon, and the classBlock associated with the associated class. The
routine rerurns the authorizadon structure for this code (or an error if the authorizaton

definidon or signature is invalid).

The routine begins processing at block 1302, wherein it is determined if the signa-
ture is correct for the supplied hash value. If the signature is not correct, then an error is
indicated (1304). If the signature is correct, then a check is made at block 1306 to
determine whether the type of structure is as indicated in the signature block. If there is a
failure to match, then in black 1307 an error roune is invoked. If the type of structure is
as indicated in the sigtiature block, processing continues at block 1310. One or me
checks are made at 1310 to determine whether the signsrure reflects the explicit autho-
rization that has been assigned to this class. Uf so, then it is desermined that the signer is

trusted. This check can be made in several ways.




el o
Le
First, the test can be made by testing if the public key belongs to a trusted parry.
Authorizaton can be determined by testing if the certificate belongs to a trusted party or
by determining that the signer has been delegated authorization through cerdficadon or
delegation by a higher (trusted) authority. Tests could include direct comparison, compar-

ison of hashes, comparison of idendficadon indicia, etc.

If explicit authorizadon is not specified, then in some environments, it may be
appropriate to infer authorization by virrue of informadon known about the signer’s cerd-
fiers. Further deuails of such tests and how authorizadon can be delegated are indicated in
applicant’s U.S. Patent No. 5,005,200, which patent is herein incorporated by reference.
The digital signatures may imbue authorizadon in a number of possible ways, including
being signed by a specific public key or a certficate recognized by the current user, by
being signed using a private/public key having in its certification hierarchy a trusted
endty’s public key or a certificate, or being signed with explicit assignment of program
authorizatdon using a protocol such as electronic document authorization as described in

the methodology of the applicant's U.S. Patent No. 5,005,200.

If it is determined by the checks in blocks 1310 that the signer is trusted, then pro-
cessing condnues at block 1320: If trustable authorization is determined or can be
inferred, then the digital representation of this authorization is stored in a structure acces-
sible from the classBlock. If there is a failure in validadon, so that the authendcadon
and/or authorizadon cannot be confirmed, then the appropriate action (depending upon
the precise failure, the environment, the implementadon and the user configuradon, etc.)

must be taken, including suppressing use of the class or assigning a default authorizadon.

Depending upon the implementadon, various exceptonal actions may be necessary
depending upon whether the code is not signed, the signawre is invalid, or the signer’s

authorizadon is not recognized. It may be appropriate to halt execution or merely assign
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minimal (default) authorizadon to the incorrectly or unsigned class definidon. The autho-
rizadon informadon established in the routine described in conjunction with FIGURES 16
incorporates the program authorizadon informaton data structures described and udilized

in applicant’s above-identdfied program authorization information copending applicadon.

FIGURE 17 is a flowchart delineating the sequence of operadons of the “test class
authorizadon” routne which tests to insure compliance with the program authorizadon
informadon. This routine is invoked by various funcdons within the interpreter/executor
whenever a sensidve operation is requested by an instance. Input consists of the specifi-
caton of the type of functon including details such as the full file name, etc. The input is
usually presented as type of request, request details. This requested operadon is checked
against the authorizadon obtained when the class was loaded and a determinadon is

made as to whether the operadon is permissible.

A check is made in block 1802 to determine if the class is *fully” authorized (ie.,
any funcdon is permitted). If the routine is fully authorized, then the routne branches 10
block 1850. If the class is not fully authorized to perform any sensitive operssion, then
processing continues at block 1804 to determine if the request type is defined within the
program authorizadon informaton structure. If the request type is not defined within the
authorization structure, then the routdne branches to block 1870 where the request is
denied for execudon. If the check in 1804 indicates that the request is defined then the
roudne tests for details of the request against the authorizadon structure (1806). A check
is made at block 1808 to determine if the request details fail the test. if so, then the rou-
trie branches to block 1870 to rerurn a “denied” response. If the request detils are okay,
then a check is made at block 1850 to determine whether there are parameters specified
by the interpreter/executor to impose an upper limit on theé authorizadon that may be

exercised by this (or perhaps any) cell. If there are no parameters specified, then the
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response “okay” is rerurned. If the request is within any imposed limits, then the return ,‘
“okay” is provided.

FIGURES 184, 18B and 18C delineate the sequence of operadons performed by the
“reload class” routine. This routne restores the class definidon for a class which is asso-

ciated with a stored instance in the cell and for which either the p-code and the source

code are known. This pardcular class definition is already associated with an exisdng e

instance in the cell. The classes are stored in a cell so that the base class definidons pre-

cede all classes which extend them,

In reloading a class, it is necessary to reestablish the class exacty as it existed

before. The reload ¢lass routine begins at block 1202 where a new classBlock is created e

which corresponds to the prospective load (block will be deleted in case of failure). The .

classBlock is connected to che; class list and an indicadon is made as o whether the "=

classBlock is incompletely loaded as previously described to detect circular inheritance. - o

A check is made at block 1206 to determine whether class p-code definidon is  *

already provided in the cell. if so, thert the roudne branches to block 1230 and proccssﬁs

the p-code image as carried in the call. If the p-code definition is not present, then a
check is made to determine if the class source codé definition is provided in the céﬂ £ -
so, thién the rourine branches to 1220 and processes the source image as carried in the
cell. If neither the p-code nor source code is present, then the roudne proceeds to block
1210 where the class definition is indicated by program. name, by program version, by
p-code and Source hash. The name (and possibly the hash) of the class is used to locate
(another) local copy of the p-code or the source.

As indicated at block 1212 a test is made to determine whether the correct pro-
gram image exists. If the correct program image dees not exist, then the roudne branches

to 1213 and generates an error indicadon. If the correct program image does exist, then a
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check is made at block 1214 to determine if the local version of the class is p-code. If
so, then the routine branches to block 1230. If the local version is not source code as
determined in block 1216, then it is determined, than an error has occurred, and process-

ing continues within an error routne at block 1217.

If the source code has been located, then at block 1220, it is compiled and the hazh
of the source is computed. If the computed source hash matches that defined in the
authenticated aspect of the cell, then the class is accepted. It is possible that the source
hash is based not on the exact source, but rather a normalized form, for example, with
the comments removed and nonessendal spacing deleted. Thereafter, in block 1220, the
class authorizadon is established associated with the source code. The source déﬁm:ion is
compiled using whatever compiler is appropriate to the source definidon if muldple

languages are supported.

Processing then condnues in block 1232. If the prior processing involved a blogk
1230, then the located version of the p-code is loaded from the local file repository or
within the. cell itself. The hash of the p-code is computed as it is loaded. A check is
made to ensure that the precompiled p-code is in a format eligible for being processed by
this interpreter/executor and the class authorizadon is establishéd that is associated with
the g-code. A check is made to determine whether the computed hash of the p-code
equals the expected value as defined in the authenticated part of the cell. If there is a
march, then the class is accepted. If not, an error indicator is generated. The processing at

1232 additionally saves the hash of the original source thc“‘n is given in p-code.

In black 1234, if the given kash of the original source code matches that specified
in the cell's p-code class definidon, then the cell is accepted. A check then is made at
block 1236 to detéimine if the class is accepted. If the class is accepted, then processing

continues at block 1250 At block 1238, processing steps are implemented which con-
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sider alternate program class revision levels. This processing allows, if desired, for a
subsdtute version of the program—therefore, the hashes of the source or the p-code can-

not march, so compatibility is based on explicity stated version/revision fields.

The roudne compares the revision/version level of the class program as defined
(and used) in the cell with the range of revision/version levels stpulated with the pro-
gram image which is being processed (as found in local repositories or inserted into the
cell). If the revision/version level used in the cell instance data falls into the category

supported by the level of the program, then the program is allowed to be used.

It may also be useful in some embodiments to ensure that the different program is
digitally signed or authorized by the same entity that was responsible for the revi-
sion/version associated with the instance. In this case, the digital signatuze of the cell ref-
erence must also carry the digital signature. The revision/version of the actual program

can validly pre-date or post-date that affiliated with the instance.

The most common valid mismatch will be when the program post-dates the
instance’s version—the program simply carries the information of the older compadbility
level it supports. The less apparent case is when the program may actually be created
with the sdpulaton that it supports some range of levels that exceed its own level. This
may be reasonable, though possibly not usual, when program upgrades arv planned and
it is known that future data structures (at least for some range of future prograin levels)

will be compatible with the older program levels.

In block 1240, a check is made to determine if the class is not yet accepted. If the
class is not accepted, then processing branches back to block 1210 in an attempt to find
another class definition candidate having a compatble description given in the cell

specificadon,



<
5>

If the class is accepted, a check is made in block 1250 1o determine whether the
class is derived from a base class. If the class is not derived from the base class, then
processing continues in block 1260. If processing is derived from the base class, then the

processing condnues at block 1252,

In a stored cell (FIGURE 10), the associated base class is specifically constructed to
precede the extended class—thereby allowing direct determinaton of the base classBlock.
The only check that needs to be done is that it corresponds to the base class name as

given in the extension. The base class should already be loaded and is indicated by the

current cell specificaton.

Thereafter, the pointer is set to the base classBlock to show that the new classBlock
is an extension thereof. The incremented extension count is set in the new classBlock.
Thereafter, block 1252 processing concludes with copying the methods list from the base
class to the new classBlock. The routine concludes at block 1260 where new methods
are merged (as isolated by p-code) into a list associated with the classBlock in the same
manner as the merged new methods processing was accomplishied in block 1040 asso-

ciated with the load class roudne described in FIGURES 154 and 135B.

FIGURE 19 is a flowchart delineating the sequence of operations in the “exit
method” function. This funcdon is driven by an exit or recurn from a method. The
current executive block is terminated and control is passed to the previous execution
level. If an instance is deleted (either explicitly throug_h.the delete built-in funcdon or
implicitly when no more variables reference the instance) while it is sdll execudng, then
“delete pending” flag is set and the delete will be cleaned up as soon as all currendy
active methods (execBlocks) terminate. Once in this state, it is up to the implementadon
as to whether additional activadons can be directed agzinst this instance, or whether there

should be a way for the instance to reinstate itself (perhaps by assigning its instance to
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another variable). An implementadon could even allow an “undelete® o clear such a

pending delete state.

Turning to block 1502, the built-in function releases the local variable pool associ-
ated with the execBlock. The execBlock is removed from the top of the execution stack
and release storage. Thereafter, the instance’s block execution use count is decremented.
A check is then made at block 1506 to determine whether the execUse is greater than
zero. If so, the roudne branches to block 1520. If the execUse is not greater than zere,
rheq a check is made at 1508 to determine whether there is a pending explicit delete (the

variable use count equals zero). If so, then in block 1510, the instance is deleted.

A check is then made at block 1520 to determine whether there is another execu-
don block on the stack. If so, then the routine branches to block 502 to execute the
instrucdons. If not, the routine execution ends and the routine returns to block to 336 in

the inidal interpreter/executor actvity processing.

FIGURE 20 is a flowchart delineating the sequence of operations for the “delete
wastance” built-in funcdon. An instancz is deleted when all references to it are unassigned
or when it is explicidly deleted with the “delete” built-in funcdon. Delete instance process-
ing begins at block 1102 where iterations for each class in the lineage are set up starting
with the youngest. After the iteradons, the routine branches to block 1120. A check is
made at block 1104 to determine whether there is a destroy method defined specifically
for this class (not simply inherited). If there is no dest;oy method defined by the class,
then the roudne branches back to 1102 of the iteradon processing. If there is a destroy’

method defined specifically, then the specific destroy method is performed at block 1106.

Thereafter, a check is made at block 1108 to determine if this destroy method
invoked its parent's des#iuy method. If the destroy method did not invoke its parent’s

destroy method, then the routine branches biith to block 1102 for iteradon. Therealter,
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processing continues at block 1120 where variables are deleted in all private pools from
youngest to eldest in class lineage. Addidonally. variables in the shared pool are deleted.
The classAct is decremented, which is the count of active instances for associated
classes. Addidonally, the cell ACT variable is decremented, which is the count of active

instances in the cell.

FIGURE 21 is a flowchart delinearng the sequence of operations in the “reset vari-
able® value roudne. This logic is used whenever the value of the variable is reset. In
block 1902, the current value is deleted. Thereafter, in block 1950, the new value is set
A check is then made (1952) to determine if the new value is an instance. If the new
value is an instance, then processing continues in block 1954, wherein the instance
UseCount is incremented. lf the new value is not an instance, then the routine retrurns to

the calling roudne.

;.::E: FIGURE 22 is a flowchart delineating the sequence of operations performed in
:E:z': deleting a current value. In block 1602, a check is made to determine if the value’s
; :::. current value is a string. If che current value is a string, then the string is released (1604)
- and the rourine branches to block 1650. If the check in block 1602 reveals that the cur-
. rent value is not a string, then a check is made in 1606 to determine if the variable
':fi:: current value is an instance. If so, then the instance UseCount is decremented (1608).
o Therealter, a check is made to deterrnine if the instance UseCount is greater than zero. If
E::: the instance UseCount and the instance execCount are greater than zero, then the routne
e branches to 1650. If the instance UseCount is not greater than zero, then the instance is
R deleted in block 1623. Retumn is made to the calling roudne (1650).
., '
B es Various other restore operadons
can be execukted. ’
which have not been heretofore specifically addrcssed,rsor example, a restore instance
roudne is contemplated in which the associated classBlock (which is already established)
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is located. The instance is then connected to the associated classBlock, and the associated
cell block. The shared variable pool for the instance is restored as is the private variable

pool.

Pools may be restored by connecting each variable to the associated pool definiton
header and connectng each variable to its assigned value, if any. Values may be restored
as follows: for string values, a value block is created with a specified string value. For
instance values, a value block is created referring to the associated instance. In the pre-
ferred embodiment, the informadon controlling the instance, i.e., pools, class pointers,
etc., is stored directly in the instance value block. The restore instance funcdon is utlized

for instance values.

With respect to restarting an instance being reloaded (after all variables, etc., have
been attached), if the class was digitally signed, then the signarure is verified, and any
execution authorizadon bound with the signature is stored in conjunction with the class
definition. If the class is derived, then the base class is also located (it may already be

loaded) and loaded if necessary.

With respect to loading a subcell the following operatons may be performed:
ReloadCell

create an instance value for the face instance of the subcell rerurn this instance to
the caller.

The caller can then invoke the instance value as if it were any other instance.

The dispatcher uses the cell associated with the instance to determine which global
pools is aftiliated with references to global variables.

pfe'@errea UW\QOA\‘V\AQ.V}t allows
i fom- i 2 complete cells to be invoked and logjcally en-

capsulated within other cells. Such “interior” cells are known as “subcells.” in the present=
prefecrred embodiment,
tmplernten iration-of-the-invennon: each subcell has its own disdnct global variable pool




Lo
&
share the global pool among all subcells, however, this would require handling collisions
of global variables when two cells are combined (when one cell is invoked by another,

and they both contain similarly named global variables) such that one version of the

variable is overlaid by another.

Turning now to verifying critical operadons, we first consider verifying a class. The
class definidon, especially one performing sensitive operadons, is digitally signed by an
authority trusted by the populadon sharing the class definitdon. Depending on the imple-
mentadon and circumstances, the signature may stipulate (in various ways) the explicit
or implicit authorizadon which is granted to the class. The class definidon may be signed

in either source form or p-code form, or both.

Class definitons which are not signed are supplied a default (usually minimal)
authorizadon which inhibits them from participating in sensidve operadons. Alternadvely,
in some implementadons, it may be appropriate to treat an unsigned or unauthorized

class as endrely invalid and not permired to execute.

Digitally signing class definitions inhibits the possibility that bogus or Trojan horse:
classes could be used to performed mischief. Sensitive functions, at least, must be pro-
tected. In some environments, it may be desirable to insure that all classes are explicidy
authorized. The preferred embodiment of-the-invendon: allows the trust criteria to be

decided by the individual user or the user's organization.

The hash of the class definition program (in source or p-code form, as appropriate)
is computed as it is kuded. This hash, combined possibly with other authorizing infor-

maton, is validated using digital signature(s).
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Techniques from applicant's Program Authorization Information Patent should be

understood as applying to object class definitions. This allows specific designation of the

functions which a cell is permitted to execute.

5 With respect to validating a cell, signing a cell as it is stored or transmitted to another

user inhibits the possibility that it could be altered by error or by a malicious adversary. (Even

if it is tampered with by the sender then this can be later proven).

::’*.:: In the preferred embodiment, only essential parts of the cell are signed, including: the
:.5::: 10 name, hash and other identifying references to the various classes; the variable pools, the
. ::5 E variables and values and their mutual relations and their relationship with the various classes,
E: .°::' instances, and pools and variables.

o The class definitions themselves need only be signed by proxy (by name, other
::,:;:: 1S identifications and/or hash values), and may thus be safely appended or removed from the
::::.: stored cell without invalidating the overall digital signature. However, by having the class
cses programs validated by their hashes, this insures that an incorrect, altered or tampered version
;:: ::; cannot be substituted. This provides flexibility with security.
R
Joees,

20 With respect to validating a sensitive function, some (built—in) functions as well as any
"arbitrary” assembler language (or other function which can affect the system) operating
outside of the interpreter/executor, are potentially sensitive and require trust on the part of the
class which invokes such functions. Security is enforced by suppressing any function activity

deemed sensitive, unless the instance requesting the function is associated with a class

25 authorized to perform the function.

If a trusted class invokes sensitive functions using information originating in untrusted
ways (such as a parameter from an untrusted caller; or the result of invoking another (possibly
untrusted) instance), then the trusted class is obliged to validate the information obtained from

.Z”i\”H’A\L/\ 30 any source not known to have the same level of authorization trust (or higher).
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Some sensitive built-in functions include: reading, writing, creating and erasing files,
performing digital signatures. Any use of "external” modules or functions written in assembler,
or which operate in some other way outside of direct monitoring of the invention's
interpreter/executor, must also be considered potentially risky. Such functions should be

5 isolated into trusted classes and appropriately authorized. If these are properly written, then

such trusted classes can then be used by other normal (untrusted) classes to access these risky

capabilities.

::'-,:: In summary, the preferred embodiment provides the useful capability of permitting an
:.:“: 10 electronic form to be built up from arbitrary object—oriented data class components with the
:::5.3 data class definition programs being transmitted as part of the electronic form together with
:S .°::' the underlying object instances values.

$se

. The preferred embodiment also creates improved tools for creating and using cells
,:;:: 15 (electronic forms) so that electronic forms can be defined using object-oriented techniques
:::‘; while allowing such forms to be easily transferred among a diverse population of computer
:.... users—without demanding that all users maintain compatible libraries of all object~class
. :':; definition programs and without demanding that all users maintain identical synchronized
ved, versions of that class.

20
Thus, the preferred embodiment facilitates the transfer of such a cell via electronic
mail to another user without concern as to whether the recipient has all the necessary object
classes, or whether such classes reflect the version properly corresponding to the particular
data transfer. The cells may be invoked as objects by other cells.
25
The preferred embodiment provides a digital signature methodology to insure security
and integrity, so that electronic forms (i.e., cells) composed of a collection of objects can be
received and executed by a user without putting the user at risk that some of the object classes
embedded in the cell might be subversive "trojan horse" programs that might steal, destroy or
/, ?ﬁ@ otherwise compromise the security or integrity of the user's system or data.
<
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Indicia is stored in the object instances themselves to locate the associated class

definition program. This includes, for example, the name of the object class instance.

Unique ways are described herein of binding data instances stored in a cell to their
respective object class programs such that the correct, compatible, class definition program

is assured of operating on the cxisiing instance data when the cell is reloaded from storage

when commencing subsequent execution.

This provides integrity by insuring that changed "library" or template versions of a
class program cannot inadvertently operate on older instance data; or that other incorrect
versions of a class program cannot be inadvertently used (and cause confusion or damage)
when a cell is activated at different times by a variety of users (recipients) [even if one of the
users may have a class program with a matching name]. The unambiguous binding between

instance and class may be provided in a variety of ways including:

° by binding an object instance in a cell to its class by including the class
definition—-i.e., the class program logic itself, whether it be in source, p—~code

or machine code—as part of the celi data structure.

. by binding an object instance in a cell to its class by including in the cell a
{cryptographic] HASH of at least one of: the SOURCE instructions (or
normalized version thereof); the pseudo—code (p—code) instructions resulting
from compilation; or the machine language code resulting from compilation-

for the class program definition.

This binding correlates to each instance which precisely the correct corresponding
class program-so that another class with the same name, or an anachronistic version (too old
or too new) of the class~cannot be inadvertently selected to operate on the existing version of

instance data, when the cell is reloaded. This is especially useful for class programs that

ra 30 perform critical or sensitive functions. In this fashion, "master” class definitions may be
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changed without impairing or confusing existing instances that depend on the specification of

the class definition at the time the instance was created.

Ciritical portions of the cell may be digitally signed so that they cannot be accidentally

5 or mischievously altered between the time the cell is stored and it is reused (possibly by
another user). However, non-critical portions of the cell are not digitally signed so that they
can be adjusted to accommodate the optional inclusion or exclusion of non-critical
information, or information which can be validated in other ways. Thus, object program
CLASS definitions can be stored in a digitally signed format so they cannot be corrupted. In

10 some environments, not all object class definition programs need to be digitally signed—-only

:‘..:? the ones which perform critical operations. (Such as accessing files; or invoking external
:2::‘: programs written in assembler language, C language, or other modules which execute outside
::::. ) of direct interpreter control).

R 15 Such critical portions typically include: the structure and values of the data and objects,
g“-__, coupled with at least an unambiguous binding to at least one compatible version of each
:::E': critical object class program definition-usually including the hash value of a version of the
“geeed program.

o

$t 20 The present invention contempliates that each class can be further digitally signed in
feeed® conjunction with the authorization defining the operations or functions which that class is

permitted to perform. This authorization is defined by a program authorization information

data structure as described in the Program Authorization Patent incorporated herein by

reference.
25
This allows automatic detection of corrupted or malicious cells. It also provides the
safety feature to insure that untrusted classes (instances) do not have the capability (either
through program faults, or deliberate mischief) to cause damage. This allows means to MIX
TRUSTED and UNTRUSTED classes~providing the ability to use casual instances (and
. 30 classes) to supply innocuous or do limited functiorr in conjunction with more powerful
g P.A%\\\
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classes—assuring that the untrusted classes can do nothing surreptitiously. This also provides

the capability to guard against object-oriented analogies to the Morris Internet virus/worm

which was able to cause untrusted code to operate in a trusted state.

5 Using this methodology, the image of the class (either source, p—~code, or otherwise)

can be inserted or removed from the cell after it is digitally signed, without impairing the

integrity of the cell.

The preferred embodiment also provides methodology so that versions of a class
10 program are able to process instances which were created by different versions of the class
program. This is done by associating with the data instance the version of the class program

that created it (or last manipulated it), and by allowing each version of the class program to

specify the set of data versions which it supports.

15 The preferred embodiment provides a methodology for repair or upgrade of an existing
cell, whereby the class definition stored or referenced by the existing cell can be extracted and

replaced with a revised (or corrected) definition—yet without sacrificing integrity even if the

cell has been digitally signed.

20 It provides a methodology whereby one cell (electronic form), composed of a variety

of objects, can be stored and restored to execution on the same or othér computers.

It permits entire cells themselves to be invoked and processed as objects by other cells.

This allows the cross—merging of data and processing from cell to cell; and the means for

25 handling complex systems of cells in which the cell themselves interact. It permits cells to
cause their own transmission from user to user through the use of electronic mail or other
services. It allows the inclusion of cells within other cells, as well as the ability of a cell to
later re—separate interior cells. The preferred embodiment also allows an isolated portion of

its interior objects to be isolated and used to create a subcell.
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The preferred embodiment teaches how various classes to be written in different
languages (such as "BASIC" and "REXX", for example) yet be combined into a common
object cell. The preferred embodiment teaches how disparate languages, such as REXX and

BASIC can be combined so that a class defined using one programming language can be

5 extended from » class written in another language.

In another aspect, programs can create, process and manipulate objects for which either
the class, the methods, or both, are dynamically determined independently (and after) either
the specification or compilation of the program. This is possible because both the class and

10 method names are controlled by string values, which permits them to be lynamically

determined based on any inputs, decision and string manipulations.

Therefore, objects may be created based strictly on names—which may be entered as
data by a user, computed dynamically based on run time values, or read from a file. Another
15 aspect of the invention is that class binding is performed at execution time as they are used-so

that no special "linkage editing” step is required to bind vanous classes into an "execuiable”

module.

The preferred embodiment advantageously permits object oriented programs to be
20 combined with travelling programs to allow travelling programs to be constructed using object

oriented techniques. It permits travelling programs to be processed as objects themselves [by

other travelling programs].

The preferred embodiment permits digital signatures to be used with travelling objects
25 so that associated class [program] definitions cannot be corrupted, manipulated, or altered in
definition. It permits digital signature technology to be used for security and integrity purposes

to limit the computer and data resources that can be processed by instances of particular object

classes, and the type of processing that can be done.
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It permite a network of computer users to exchange data containing a plurality of object

instances such that:

the recipient can safely perform at least one of the methods in the transmitted object

5 instances, without danger of malicious damage or compromise of the recipient's data.

One of the features is the ability to develop programs in which data variables are not
inherently bound to a particular object class. The preferred embodiment allows a programmer
to develop programs in which the class of variables can be freely changed during the execution

10 of the program to reflect any ebject class—even those which were not contemplated at the time

;".:_: the program was written.

:::::.: Another feature is the ability for different instances of the same object to possess
§ P substantially different sets of associated data fields.

T 1

g'-,,, Yet, another feature is the ability whereby a collection of mutually associated
2:?: instances, typically associated with several classes, can be written from their execution state
e into a saved data file; this is done in such a way that the programs which define the instances'
f;: :; classes are themselves unambiguously bound into the save data file. In this invention, suchia
5.:‘:: 20 saved data file shall be called a "cell".

‘oo-‘

The preferred embodiment allows the proper reloading of a cell so that all instances,
data associated with the instances, and the programs associated with the instances are
recovered with full fidelity so that execution processing of the overall cell can commence at

25 some future time.
A feature of is that the cell can be treated as an object itself, so that the execution state
associated with the cell at the time of its saving can be invoked at some later time. |
,://;“7\? X
(¥
vt o7
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In the preferred embodiment, in each cell there is one particular object instance which
is considered the "face"” of the cell. Whenever a request is made to a cell to perform a method,
it is the method of the face instance which is activated. Hence, whereas a cell may contain

many constituent instances, it is the face instance which is responsible for handling requests

5 for averall cell activity.

It is a feature that the language in which the classes are defined is not specific to one
computer type, and that it may be processed or interpreted across a broad range of different

computer architectures and operating systems.

*s = 10
f'. ::f It is a further feature that the actual logic defining the object classes may be stored in
:ZE;:: and carried as part of a stored cell. This serves at least two benefits:
; :: '; the cell retains integrity even if the associated class—defining program is changed. In
o 15 other art, where the class—definition is only loosely coupled to its instances, it is dangerous
§.°u- to ever charge (or "improve") the program, since such changes may give different meaning
:::S': to existing data variables, introduce new variables, or eliminate old variables~in such a way
ogeeel that processing "old" data with the new program is apt to »*z1d program dysfunction or
::: incorrect and misleading results.
M
fend? This altows the cell to be transmitted to another computer and executed there without
concern for whether:
the class—defining program is available on the other computer;
25

whether the reference class—programs as found on the recipient's computer are

compatible with the data instances as bailt within the cell.

It is a feature that the logic of at least one of the associated class definitions may be
lﬁmﬂ uniquely identified in the stored cell by the hash of the associated program. This Serves
<

N
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different purposes than storing the program definition itself:

it allows cells to be stored in smaller space without duplicating the class program in
each cell, yet still insures exact integrity without storing an image of the program. This is

S accomplished during cell reload, when the actual hash is recomputed and compared with the

expected hash.

This insures that no software changes (deliberate, accidental, or malicious) can

inadvertently lead to misexecution, yet it does not demand the storage overhead of duplicating

10 copies of frequently used classes repeatedly in many cells.

:-:5:; For commonly used classes, such as those which may be widely distributed through
5::.'. a given enterprise, it is reasonable to suppress transmission of the program itself-yet the
g 2" hashes of the class programs are valuable to insure integrity by preventing a wrong class
o 15 program from even being used. Whenever a class program is loaded, its hash is computed and
g.'cvo compared with its expected value.

N

vgeess If a cell does not contain the class definition image, and there is no image available at
::.:; reload that agrees with the hash, then the hash can be used to locate the correct class definition
5_ :..:: 20 and to confirm correctness when found. This strategy is effective even if the correct definition
el is recovered from offline, archived storage. Once all the correct class definitions are recovered

and made available online, then re—execution of the cell can commence.

Other variations and modifications to the exemplary embodiment(s) will be apparent
25 to those skilled in the art while yet retaining some or all of the novel features and advantages

of this invention. All such variations and modifications are intended to be included within the

scope of the appended claims.

Throughout this specification and the claims which follow, unless the context requires

1’/“\)%1 RA"’»<I,f‘_ 0 otherwise, the word "comprise", or variations such as "comprises” or "comprising”, will be
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understood to imply the inclusion of a stated integer or group of integers but not the exclusion

of any other integer or group of integers.
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THE CLAIMS DEFINING THE INVENTION ARE AS FOLLOWS:

1. In a communications system having a plurality of digital computers coupled to a
channel over which computers exchange digital messages, a method for processing

5 information among said computers comprising the steps of: .
hoving an obieck-orienked dwptol data skruckure, said program

executinsg on a first computer a travelling program[\comprising a sequence of digital

program instructions including instructions which determine at least one next destination that

receives the sequence of instructions, said sequence of instructions defining a plurality of
related -object instances which are bound together; and

10 transmitting to said .zext destination digital information comprising at least said

plurality of object instances together with accompanying digital data associated with said

sequence of instructions.

2. A method according to claim 1, wherein said travelling program contains the actual

15 program defining the class associated with at least one of said plurality of object instances.

:::\3": 3. A method according to claim 1, wherein one of said plurality of object instances is
:'"E designated as the instance which receives control when the travelling program is itself invoked
:':Q;; as an object.
e
e 4. A method according to claim 1, wherein a program which defines the class of at least
ont of the constituent object instances, is included as pari »f the travelling program.
5. A method according to claim 4, wherein the included program is represented in source
25 form.
6. A method acecrding to claim 4, wherein the included program is represented in
compiled form.
GRS
= Uy
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7. A method according to claim 1, further including the step of including an indication
of a program defining the class of at least one of the plurality of object instances.

8. A method according to claim 7, wherein the indication of the program which defines

5 the class of at least one of the constituent object instances, includes a reference to a hash of

the program.

9. A method according to claim 8, wherein the hash is taken of a version of the source

program.

10
10. A method according to claim 8, wherein the hash is taken of a compiled version of the

program.

11. In a communications system wherein a piurality of users of one or more digital
15 computers exchange digital messages on behalf of said users, a method for processing
information among said computers comprising the steps of:
associating with a travelling program cell a plurality of object instances, at least one
of said object instances having data contained in the cell, said travelling program cell
comprising a sequence of digital program instructions including instructions which determine
20 at least one next destination that receives the sequence of instructions;
associating with each object instance a plurality of program instructions;
computing a cryptographically secure hash value which depends, at least in part, on
at least one of said program instructions;

executing on a first computer a sequence of the instructions associated with at least one

25 object instance in said travelling program cell;
wherein at least one of the executed instructions modifies digital data associated with

an object instance;
wherein at least one of the instructions determines at least one next destination second

computer user to receive the modified travelling program cell after it is transmitted from the

30 first computer user; and
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transmitting the modified travelling program cell to said next destination second
computer user including said digital information comprising at least said plurality of object
instances, together with accompanying digital data with indicia of said program instructions
associated with each object instance, and wherein at least one data item in at least one of the
object instances has been modified by execution in the first computer of the associated

program instructions.

12. A method according to claim 11, wherein said travelling program cell contains at least

some of said instructions associated with at least one of said plurality of ebject instances.

13. A method according to claim 11, wherein one of said plurality of object instances is

designated as the instance which receives control when the travelling program is itself invoked

as an object.

14. A method according to claim 11, wherein the said travelling program cell contains the

said computed hash.
15. A method according to claim 11, wherein said hash value is digitally signed.

16. A method accordingly to claim 11, wherein at least one of the said program

instructions is represented in seuzce form.

17. A method according to claim 11, wherein at least one of the said program instructions

is represented in compiled form.

18. A method according to claim 11, wherein at least one of the said program instructions

is represented in p-code form.

19. A method according to claim 11, wherein multiple hash values are computed wherein

ﬁf\\“ 5 30 at least one hash is based on instructions in source form, and at least one hash is based on the
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source hash is based on instructions in compiled form.

20. A method according to claim 11, wherein multiple hash values are computed wherein
the hash values are based on the same source instructions compiled for different computer

architectures.

21, In a communic:tions system, wherein a plurality of users of one or more digital
computers exchange digital messages on behalf of said users, a method for processing
information among said computers comprising the steps of:

associating with a travelling program cell, a plurality of object instances, at least one
of said object instances having data contained in the cell, said travelling program cell
comprising a sequence of digital program instructions including instructions which determine
at least one next destination that receives the sequence of instructions;

associating with each object instance a plurality of program instructions;

computing at least one digital signature;

executing on a first computer a sequence of the program instructions associated with
at least one object instance in said travelling program cel!;

wherein at least one of the executed instructions modifies digital data associated with
an object instance;

wherein at least one of the executed instructions determines at least one next
destination second computer user to receive the modified travelling program cell after it is
transmitted from the first computer user; and

transmitting the modified travelling program cell to said next destination second
computer user including said digital information comprising at least said plurality of object
instances, together with accompanying digital data with indicia of said program instructions
associated with each object instance, and wherein at least one data item in at least one of the
object instances has been modified by execution in the first computer of the associated

program instructions.

0 22. A method according ‘o claim 21, wherein the value of the digital signature depends,
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at least on part, on at least one of said program instructions.

23. A method according to claim 21, wherein the digital signature is transmitted as part

of the cell.

24. A method according to claim 21, wherein the digital signature is stored in 2 memory

device associated with the second user's computer system.

25. A method according to claim 21, wherein the digital signature depends on a source

10 code version of the indicated instructions.

26. A method according to claim 21, wherein the digital signature depends on a compiled

version of the indicated instructions.

[ X ]
*
L]

: .' ’ 15 27. A method according to claim 21, wherein the digital signature depends on a p-code
i version of the indicated instructions.

;"5‘: 28. A method according to claim 21, wherein there is at least one instruction associated
i with an object instance which is not executed until after the digital signature for its program

20 is verified.

et 29. A method according to claim 21, wherein the digital signature is verified by at least

one computer as being performed by a trusted entity.

25 30. A method according to claim 21, wherein the digical signature is verified by at least

one user as being performed by a trusted entity.

31. A method according to claim 21, wherein there is at least one digital signature having
a value which depends on authorisation information that defines operations which the
1 gfff:f\ 30 associated instructions are authorised to perform.
i e\
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32. In a communications system, wherein a plurality of users of one or more digital
computers exchange digital messages on behalf of said users, a method for processing
information among said computers comprising the steps of:

associating with a travelling program cell, a plurality of object instances, at least one
of said object instances having data contained in the cell, said travelling program cell
comprising a sequence of digital program instructions including instructions which determine
at least one next destination that receives the sequence of instructions;

associating with each object instance a plurality of program instructions;

executing on a first computer a sequence of the instructions associated with at least one
object instance in said travelling program cell;

wherein at least one of the instructions determines at least one next destination second
computer user to receive the modified travelling program cell after it is transmitted from the
first computer user;

transmitting the modified travelling program cell to said next destination second
computer user including said digital information comprising at least said plurality of object
instances, together with accompanying digital data with indicia of said program instructions
associated with each object instance, and wherein at least one data item in at least one of the
object instances has been modified by execution in the first computer of the associated
program instructions; and

executing on at least one computer at least one of the instructions associated with at
least one object instance in said travelling program cell which causes a digital signature to be
performed which depends, at least in part, on the value of data that is associated with an

object instance.

33. A method according to claim 32, wherein said performed digital signature is

transmitted with the cell.

34. A method according to claim 32, wherein said performed digital signature is verified

by at least one computer.
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35. A method according to claim 32, wherein said performed digital signature is verified

by at leasi. one computer user.

36. A method according to claim 32, wherein said transmitting step includes the step of

5 transmitting a portion of said digital cell via electronic mail.

37. A method according to claim 21, wherein said transmitting step includes the step of

transmitting a portion of said digital cell via electronic mail.

10 38. A method according to claim 11, wherein said transmitting step includes the step of

transmitting a portion of said digital cell via electronic mail.

39.  In a communications system having at least one computer and a memory, a method

of operatirig said computer comprising the steps of:

15 loading a digital cell in said memory comprising a digital data structure that identifies
at least one class definition and a collection of related programs which are bound by said class
definition, said digital data structure including instructions for transmitting at least a portion

of itself to a next destination; and
transmitting at least a portion of said digital cell including class definition identifying

20 data structure to a next destination.

40. A method according to claim 39, wherein the related programs are identified by their
hash values.

25 41. A method according to claim 39, wherein the related programs are object orient
programs and further including the step of saving a portion of an object oriented program so

it can be executed at a later time.

42. A method according to claim 39, further including the step of digitally signing at least

30 one of said related program so that it can perform sensitive functions.




PAOPHR\DBW\STOR2.M - 17/7A7
-75-

43. A method according to claim 42, wherein said step of digital signing includes the step
of signing the hash of one of said related programs.

44. A method according to claim 39, further including the steps of accessing said digital

5 cell;
saving said digital cell in saig=*-=x> - and

inserting at least one prograns -whi after the cell has been saved.

45. A method according to claim »¥, further including the step of modifying one of said

10 related programs.

46. A method according to claim 45, further including the step of checking to determine
if the program modification is compatible with the data of existing instances of the program

e
e
e ey

a0
e

‘ to be modified.

P 15

i 47. A method according to claim 45, further including the step of storing a revision level
e, indication of said class definition and determining whether the modification is compatible with
" the revision level.

L L4

*®908 o8 aongs

20 48. A method for processing information among a plurality of computers substantially as

R hereinbefore described with reference to the accompanying drawings.

25
DATED this 17th day of July 1997

ADDISON M. FISCHER
o By his Patent Attorneys
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ABSTRACT

A method of operating computers in accordance with an enhanced object-oriented
programming methodology creates a framework for efficiently performing automated business
transactions. The object-oriented programming methodology is used in conjunction with a
travelling program, i.e., a digital data structure which includes a sequence of instructions and

5 associated data which has the capability ot determining at least one next destination or
recipient for receiving the travelling program and for transmitting itself, together with all
relevant data determined by the program to the next recipient or destination Using the
methods described herein, the data is more closcly bound to the program in such a way that
objects may be most efficiently transferred from one computer user to another without the

10 objects being previously known to the recipient computer user. The present invention utilizes
ohject "cells” which are data structures stored, for example, on a disk that reflects a
collection of (reluted) objects instances whose execution has been suspended, and which can
be resumed later on the same or a different platform. The collection of object instances can
be gathered together into cells (er "clectronic forms") suitable for storage or transmission o
13 another computer user in such a way that instances are unambiguously bound to their

¢ o

;'..,::reslaec’tiva class definition. The present invention also creates improved tonls for creating and
_-+s._using cells so that electronic forms can be defined using object-oriented techniques while
5: allowing such forms to be easily transferred among & diverse population of computer users --
$,:""swithout demanding that all users maintain compatibie libraries of all object-class definition
20 programs and without demanding that all users maintain identical synchronized versions. of
, that class. The invention provides a digital signature methodology to insure security and
° ,,' integrity, so that clectronie forms (i.e., cells) composed of a collection of objects can be
"o % received and exccuted by a user without putting the user at risk that some of the object
3.y classes embedded in the cell might be subversive "trojan horse” programs that might steal,

«23°. destroy or otherwise comptomise the security or initegrity of the user's system ot data.
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celiBlock ~!!

2
nextCelk: —> Next cellBlock
14+ globaiPoal: Pocl head for global variables
16 ] cellldent: cell identification ’
18] cellFace Instance (pointer to instance for handling outside fig, y 4
requests)
jo pointers to file and certificate tags
201 classTable Pointer to classes for this cell
celiSignature . digital signature structure for cell
22 1 as it existed when cell received h
classBlock ~23 fi.t.?- 3
25 4 classLiﬁk link for other classBlocks in Cell
29 | parentClass » — classBlock from which this is extended
264 numLevels’ = number of classes in total lineage
28 | className Name of this class
classpgm ’ to program block of associated program
method Table: —> table of valid methods for-lookup:
Each method entry has the format.
Linkage for other enrtries in table I ,
—) classBlock associated with definition of method I |
| Offset of sta t of pCode for method in associated classProgram J ‘
Length of method name
Name of method (normabzed to lower case)
34
1
classAuth —pauthenticated authorization structure l
lowest and highest levels of program making processable instances
36~ i




e
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Fio. 4
programBlock” 37
38 nextProgram: —> next proaramBlock
394 programinfo —»> program lIdentification element
50 . _ storage where program structure begins
" pgmimage >and pointer to source code
q24 pgmSize: = size of pCode program
4 type of program (O'REXX, O'BASIC, etc)
464 hash of source
48 ( hash of compiled pCeda
49 ] classCount: number of classes referencing programBlock
St pgmAuthTable ————————# authenticated authorization sfructures
Fio. o 52
g programStructure —
53 Site of entire program Structure
34
T progldent: Program identification
S6 —  List of methods and class names and pCode offsets
58 | Variable Tables |
60< Literal (constant) Tables

pCode #structions
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execBlock
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64
b nextinstr:

—> next pCode instruction

— > classBlock

66— classPtr:

68 ] instanceExec:

—> instance being executed

70 4 ocalPool:

72 -

—> pool for local variables

prevExecBlock:  —? Previous execBlock

ric. 7

73~ instanceValue

[aN classRef: —> classBlock for instance’s class
761 cellRef: —> celiBlock for this instance

78 4 pendDelete

=1 if "DELETE" has been directed to instance

79 sequence #:

identifies last store operation

804 execCount:

Number of active execBlocks for this instance

8l « scan indicators:

82| useCount:

identifies particular save operation

Number of pointers to this block
{includes variables, FACE INSTANCE, etc.)

84, levelCount:

(Equal to numlevels in associated classBlock)

86 sharedPool:

Pool head for SHARED variables

privatePools:

884

Pool head for private variables of eldest parental class

Pool head for private variables of next eldest class

(X X ]

Pool head for private variables of youngest class
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variableBlock .— 90 -
92
linkVar: finkage to another variableBlock in same pool
93 ‘
valuePtr:  —> vailueBlock giving variable’s value
94 - gualVars: If STEM, this is pool head
for qualified variables
SN
length of variable name
96 , '
| variableName
R

e o value Blogk 97
o 9& valueType ‘Type of value: string, instance,
L IR J L] _

o 99‘_1 For string Value:
Test " valueLength:  Length of string f Fio. S
"
¢ T valueString: value of string
[ 2 v
* & L] i
e o 100 ,

~1 For instance value:
I' valuelnstance: > instanceBlock i

enoe ) —V - ' '
'0.:

(X 2 X
[ 3 2 e

.o »

oses MasterBlock ~ {01 rig. g
(A 2 X}

Contains overall information

[ ]

. ve o2 mainCell — cellBlock for pnmary cell-
03 |
ceaes? ~1 messageRef.—> messageReference Table

- * “ »

104, pgmTable: —> Table of all loaded programs

105 execStack — latest execBlock in execution stack

106 | —— ¢ List of attached files

{07 A e certificate cache hist

— _
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M~ STORED CELL. rig. 10
N2>

Celi identification
19 ‘

following material optionally ENCRYPTED and compressed

3

~ Included CLASS programs

Ciass Program 1

Class Program 2

Class Program P

e _

\g Following material optionally AUTHENTICATED:

"z ‘
~ Program reference vector

Program reference 1 l

. Program reference 2

Program reference N

*

e 184

Z

sossE 9986

™ Cell (and sub-cell) Vector
Cell 1 (Main CELL)
Cell 2 (first subCell)

<
cves
(X X )

SO || [cell k (ast subCein
v:oo IZO_‘\ X

eres ~+ Data file Vector

|Data file Specification 1

«tt. Data file 2

L ]
- 6

L 3
[ Z XXX R
. [ Y

Drata file {last)

Authenticating signatures

.Certificate Specification Set
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|24\F‘rogram fig' 174

126

~1" Program Date

128 A

- Program ldentifier

130_,
132

135

134

~ Program Executable(s) (source, pCode, or both)
1 Program Mode (O = source, 1 = pCode)

| {Executable Image:

136

:F Possible second executable

For source, this is a sequence of program instructions

For pCode, this is a structure defining:
- pCode instructions,
- method names and starting pCode offset
- name of the PARENT (BASE]; class (if extended)
- variable names and uses
- literal ("constant") values
- etc

128

Pro'gram Aut-horjzétion/‘S{ghjature (if any) of Program Identifier ‘

\—Program ldentifier

Program Type (REXX, BASIC, etc)

140_4Program X.209 AssignedObject ldentifier

192

- Pryogram Name (for di‘spiay) |

144, -

Program Revision Level

[46~J-Compatibility with data produced by other revisions:

Lowest program revision producing éompatible data |

Highest program revision producing compatible data

I-18 $~THash of SOURCE pvrogram

150 4 |Hash of pCode program (if available)

rio. nnr;



8/23

Fio. 1ic

Program Reference: _~|5]

Program ldentifier

152 <} Integer (in Program Vect) of PARENT CLASS program (if any)

8 rig. np

Lall: ¥

156 4 cell Identifier

18 - Instance Vector (one of each instance defined in this cell):

160 |+ Index of Program Reference wirt'hin Program Referehce-Vector
::.a.s 1624 Index of class withiﬁ prngram {always = O for 1st releasé) |
. 164 L SHARED VariablePool
,::;:, '66""Vector of PRIVATE Variable Pools:
. 167 1 JA PRIVATE VariablePool for Eldest Class in lineage
i ::‘ 188 1 YT PRIVATE VariablePool for Class extended from eldest
i N o '

170 411 PRIVATE VariablePooi fér younges‘t class in lineage
.':. . '72\—fGlobal VariablePool
et : 74\a’DataFile Tag Ref‘erences

'76\(certificateTag VV
.:‘::: 178 VariablePool;

179 o o Variab(e 1

180~

~ Vatiable 2

Fig. ”Ir

(XX 7
- last Variable in pool

184
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riable:

If variable is a STRING,
then this is an OCTET STRING
If variable is an INSTANCE within this SAME CELL,

then this is an INTEGERiIndex within InstanceVector
If variable is an INSTANCE within a DIFFERENT celi,
then this is a SEQUENCE of INTEGERSs:
the INTEGER index within instanceVector
the INTEGER index within CellVector.
If variable is a STEM variable with no assigned value,
then this is a NULL item.

(if this is a simple {(non-STEM) variable with no assigned value
then the variable item is not included at all.)

Cellidentifier 156

186

[ Cell Format Code ( = O for first implementation)

187~

- Moment of construction (date, time cell was built)

188

| Cell Category Identifier (X.209 object identifier)
(X.209 object identifier for type of cell in an application)

189 -

L Cell category Name {to display application classification)

190 4

Cell Instance Identifier (X.209 object id for this individ
(X.209 object id for this individual cell)

19

b Cell Instance Name (to quickly display cell’'s uniq'ue name)

192+

t Cell Instance Title {more instance detail for display)

193+
194 .
195 4

196

L'Celi Instance Qualifiers {more information to idéntify cell)

1 First Qualiﬁer

L-+ Second Qualifier

Fig. 116

- Last Qualifier
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Fio. 1n1r

198
DataFileSpecification
2004 yseCount: Number of cells using this file.
202 .| datatype: Whether this is record, stream, or other type

204} fileContent

First {or only) record OCTET (entire file, if stream file) |

Second record OCTET {if record file)

Last record OCTET

fio. N1

174
FileTag -~
206
4 attachldentifier: String identifying file
208 , ) L
‘o dataFileReference:  Index to DataFile Specification

210 TagUseCount: Number of "AttachFile" requests from cell.
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123
Certification Specification:

212 - useCount: Number of references:
- TagUseCount in each (sub-)Cell
- signatures on signed variables
- references by other certificates in cache

2'4\ identifying Hash: hash of the certificate

216 _] certificatelmage
O T R TR

" Fio. 1y

ssse stes
-
e -
¢ e
e e @
.s .

sees

.
(XYY
sens
3

[ 1]

Certificate Tag ~I 76

sdse
.
[y

218 ~] identifying Hash:; hash of the certificate

220~} tagUseCount: Number of uses within home cell.

o s
[ ] *
¢ &9

[
sgsaee
[ -

Fig. 1K



12/23
0302

Executing
class or
ell?

class

0304 /,0312
create new .
classBlock loadCell
Dispatcher
Loop Termination
0330 request?
SR 7 .
s o™ termination
O 0332 N
st . Get First/Next Incoming
- Message; Perform Specified
NE Method of Instance Using
o Message
et » Discard
vene Message
e 0340 \_[ t
0“0.:
¢ e Termination

Fio. 12
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yes set: reallnstance 0404
0402 classlevel
go to Find Method |}
Is "instancelndication" { No
an instanceValue?
0408
yes set: reallnstance
0406 classLevel i
go to Find Method
Is Instancelndicator = no e =
special string value".."
e o 0412
:. ‘.; /
. :": yes set: realinstance
:::: classlevel
T 2 ‘ go to Find Method
.o, Is Instancelndicator = no o .
A special string value".."
LA ‘ Find Method
se0 o ) )
Find Method
Name in sietheod 0420
Table assoc.with
EXY X} . -
et c!assLeygl flg. ’3
DI 0424
ceve Is there any 0422 . Z
sess such Method?
— o Method
. Error
e
B [ 3
-‘:Ciﬂ:

0426

Create a
New ExecBlock
(Fig 6.)
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1402
Establish Association
classBlock construct
NewlnstanceValue
Build InstanceBlock
Fio. 14
1420

doNew: Provide Fresh
LocalVariable Pool

Does New Method

_have priority option?

Call doNew using
Parent class ’

Invoke Method

-

‘ Return I’ 1428
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LoadClass

1002 1004 f1006

Is existing incomp
classBlock for
nclassName?

Loading

complete? exit/error

Return with
Pointer

Create new
classBlock

3“: . Located 1012 fig. IJA
o classProgram
: sou SpEC. )
: s
~1014
. Klready compiled™
“ge N pCode? .
. 1016 f101 8

s e Can source R
ageens language be

_processed?
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1020
)

Compile into

pCode Load pCode

026

Save Hash

1030

Is class derived

rig. BB

from BaseClass? g

‘Yes, inherited

Perform L.oadClass for
BaseClass ‘

1032

1036

- Fail Load

Set Pointer; Set
NewClasslevel ; Copy
Methods List

1040
— s

Mérge New L
A Methods




EstablishClassAuthorization

1302

“Is signature
correct?

1306

Type of structure
in signature block

1310 &

Authorized?

Trusted

17/23

Fio. 16

1304
Z

—’l Error I

1307
Z

Untrusted

[1320 Y /133’0

Store authorization

Take appropriate action
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TestClassAuthorization

Fio. 17

Yes

Fully Authorized?

No Request Type
Defined?
....03
. “‘ 1806
RIET Test Request Details |
R 808
0: [ 4 .
veus” Are there
Parameters
specified?
&
et
“:.‘.E
Request within °
limits?

l Return dented I
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ReloadClass

Create
NewClassBlock

1202 Fio, IS A

‘ 1206
Class pCode Yes
definition provided? :
Class Source Yes

definition provided?

Class Definition
Indicated by Name

1213

Does Correct
Program Image
exist?

is local version

pCode?




Fig. IS
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Authorization
associated with
source. Compile

source Def.

s local version No ‘
source?
Establish class “~. Load located

pCode

' 1232
Computer Check

HASH Save
HASH

1234

Accept cell if
match

Is class

accepted?

1238

Consideration of
revision levels
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Fio. 1SC

1240

< Class accepted?

1250

Class derived

nJrom Base Class?

1252

Process stored cell

Merge New
Methods
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Fio. 19 Fig. 20

Exit Method Delete Instance

1502
Vs 1102

Release
Local
Variable Pool

iterate for each
class in lineage

“Is "Destroy"
ethod defined?

Is Execution >07?

1106

Perform
Destroy
Method

1108

Delete
Instance

~Does Destroy
Method Invoke
Parent?

0502 ‘

‘ Another ,
_Execution Block
On Stack?

Delete ~1120

Variables

0336

l Return '
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2808
L 2
[ XXX

¢« we
.
LR

&
X Xrys
L L]

Reset Variable Value

1902
j

Delete
Current

1950

1952

Is New Value
Instance?

1954

Increase Instance §
Count

Y

' Return '

rig. 21
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Delete Current Value

1602 1604

S current
value a

Release
String

value an
stance?

Decrement use
count

Is use
count >07?

Delete Instance

1650

; Return

rio. 22
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