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DESCRIPTION

TECHNICAL FIELD

[0001] The present disclosure relates to the field of data communications, and in particular to a
method, and an apparatus in the form of a router for routing data packets in case a link failure
occurs in the network topology.

BACKGROUND

[0002] Routing is a very basic and fundamental process when it comes to computer and data
networks and is handled by router devices, aka routers. Routers refer of use their routing
tables in order to make a decision for forwarding (data) packets, that they receive, out to one
of their interfaces in such a way that the packets get one hop closer to the destination router or
the destination network. Routing tables may be either static or dynamic. An example of routing
in a network, using level tree with each level being addressable is described in document
WO00/51298 A1.

[0003] Static routing tables need to be configured by administrators while dynamic routing
tables are automatically generated by the fact that the involved routers use dynamic routing
protocols in order to communicate to each other and understand the situation of the network
topology, available links and possible failures and make a decision about the best path for
different network destinations. Although there are major benefits by employing dynamic
routings like automatic route recovery in case of failure and automatic best route selection and
so on, there are also some major drawbacks or constraints when it comes to using dynamic
routings.

[0004] The main constraints or disadvantages of introducing dynamic routing into a network
may be summarized as follows:

1. 1-) CPU overload (for processing dynamic routing protocols and updates)

2. 2-) Link utilization overload (because of constantly sending dynamic routing updates or
hello packets to neighboring routers)

3. 3-) Service disruptions in case of a link failure (due to the time that the dynamic protocol
needs for detecting and recovering the failed link/path, also known as "convergence
time")

4.4-) Configuration complexity and requirement of higher skilled administration for
configuring and fine tuning the dynamic routing protocol and its parameters.

[0005] There is therefore a need for a new method, system and apparatus in the form of a
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router or routing device for routing packets in a network topology that at least requires less
consumption of (CPU) resources, achieve fast routing of packets through fast decision making
at each router in case of a link failure; reduces link utilization load and also eliminates the need
for convergence time used in dynamic routing.

SUMMARY

[0006] It is an object of embodiments herein to solve the above problems by providing a
method, a system and an apparatus (router device) for routing packets in a network topology.

[0007] According to an aspect of embodiments herein, there is provided a routing method in a
network topology, the method comprising: introducing in the network topology a logical
hierarchy by defining a plurality of transit layers, for example 2, 3 layers, wherein to each
transit layer a transit layer address is assigned and a transit router is assigned; and wherein
each transit router has a unique network address. The transit layers are organized in a
descending order of subnet masks so that the transit layer address assigned to the highest
transit layer in said descending order is a subnet of each transit layer address assigned to
lower transit layers in said descending order. For each interface between a router and said
transit routers, defining, in a routing table of said router, a static route based on the transit
layer address and the subnet mask of the transit router interfacing with the router; and if a
connection that carries traffic between the router and any of the transit routers fails, selecting a
static route in said routing table as redundant route for carrying said traffic towards its
destination.

[0008] According to another aspect of embodiments herein there is provided a router or
routing device in a network topology wherein a logical hierarchy is introduced by defining a
plurality of transit layers wherein to each transit layer a transit layer address is assigned and a
transit router is assigned; and wherein each transit router has a unique network address. The
transit layers being organized in a descending order of subnet masks so that the transit layer
address assigned to the highest transit layer in said descending order is a subnet of each
transit layer address assigned to lower transit layers in said descending order. The router
comprising a processor and a memory, said memory containing instructions executable by said
processor whereby said routing device is operative to: for each interface between the routing
device and said transit routers, define, in a routing table of said router, a static route based on
the transit layer address and the subnet mask of the transit router interfacing with the routing
device; and if a connection that carries traffic between the routing device and any of the transit
routers fails, select a static route in said routing table as redundant route for carrying said
traffic towards its destination.

[0009] An advantage with the embodiments herein is that at least less consumption of (CPU)
resources is required.

[0010] Another advantage is that a convergence time is not required and immediate and
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automatic route changes in case of a link/interface/router failure (route redundancy and
failover) is achieved. The routes are already in the routing table and become active as soon as
a link failure takes place. There is no need to wait for updates from neighbouring routers (or
routing devices) or so. There is no need for extra CPU processes for calculations based on
huge number of routing tables nor any need for transmitting lots of updates into the network
either.

[0011] Another advantage is that the method according to the embodiments herein is
applicable on any device or equipment with very basic functionality such as in loT (Internet of
Things) or M2M (Machine to Machine) devices etc. In other words, the method does not
require complex systems or apparatus for it to be implemented and used. Any device which
has the very basic routing functionality can be implemented or employed in a system according
to some embodiments herein.

[0012] Another advantage is that security is increased. This is because no route information
including network addresses is sent out to the neighbouring routers (in contrast to dynamic
routing) and therefore the risk of an attacker/eavesdropper trying to access a link to sniff or
intercept traffic and find out the network topology related data or the addresses of other
routers and interfaces in the network is avoided.

[0013] Additional advantages achieved by the solution herein will become apparent from the
following detailed description when considered in conjunction with the accompanying drawings.

BRIEF DESCRIPTION OF THE DRAWINGS

[0014] Examples of embodiments herein are described in more detail with reference to the
attached drawings in which:

Figure 1
is an example of a simplified network topology including four networks.
Figure 2
is an example of a simplified network topology wherein embodiments of the present
disclosure may be employed.
Figure 3
is another example of a network/system topology depicting a mesh network wherein
embodiments of the present disclosure may be employed.
Figure 4
illustrates a flowchart of a method according to embodiments of the present disclosure.
Figure 5
illustrates a block diagram of a router or routing device according to some embodiments
herein.
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DETAILED DESCRIPTION

[0015] In the following, a detailed description of the exemplary embodiments is presented in
conjunction with the drawings to enable easier understanding of the solutions(s) described
herein. Hereafter, the routing method according to the embodiments herein is referred to as
"Dystatic" routing as it is a mechanism for implementing static routing in a certain way by which
the major benefits of dynamic routing protocols, namely, route redundancy and automatic route
failover in case of a link, interface or even router failure is achieved without any need for using
dynamic routing protocols in the routers.

[0016] Dystatic routing achieves this goal by 1-) introducing a logical and abstract hierarchy in
IP addressing plan, 2-) employing CIDR (Classless Interdomain Routing) and VLSM (Variable
Length SubnetMasking) principles, 3-) taking advantage of longest prefix match route lookup in
routing tables and last but not least 4-) a general behavior of all IP routers, namely, route
removal by failure of any directly-connected network/interface.

[0017] By employing all these four principles, Dystatic routing may provide fully automatic and
immediate route correction in case of a link failure leading to nearly zero connectivity disruption
or link down time in the network topology.

[0018] By implementing static routing in a certain way in which a logical hierarchy in IP
addressing scheme is followed, fault tolerance in link or connection level, which in normal
cases, can only be achieved by implementing dynamic routing protocols, is met. Dystatic
routing can be used in networks with similar topology to hub-and-spoke, semi-mesh, hybrid or
full meshed topologies where the administrator has enough control over designing the IP
address scheme (e.g. where private range |IP addresses, RFC 1918, are used). Request for
Comment 1918 or RFC 1918 discloses "Address Allocation for Private Internets", and is the
Internet Engineering Task Force (IETF) memorandum on methods of assigning of private IP
addresses on TCP/IP networks.

[0019] Whenever applicable and used, Dystatic routing may be run in any routing device (or
any device having the simplest routing functionality) even if none of the routers support any
sort of dynamic routing protocol due to functionality limitation, CPU/memory deficiency or
bandwidth overload or link congestion.

[0020] Further, Dystatic routing may be implemented in a variety of network topologies such as
hybrid, mesh, semi-mesh and hub and spoke topologies. Simply put, it may be applied on any
network topology where a logical hierarchy of different network zones or layers may be
defined.

[0021] Dystatic routing is based on at least four functionalities as described earlier which
include: 1-) introducing a logical and abstract hierarchy in IP addressing plan, 2-) employing



DK/EP 3648419 T3

CIDR/VLSM principles, 3-) taking advantage of longest prefix match route lookup in routing
tables and last but not least 4-) a general behavior of all IP routers, namely, route removal by
failure of any directly-connected network/interface. By employing all these four principles,
Dystatic routing can provide fully automatic and immediate route correction in case of a link
failure leading to nearly zero disruption or link down time in the network.

[0022] After a brief explanation about each item, the method of Dystatic routing is described.

1-) Hierarchy

[0023] Dystatic routing requires a certain hierarchy to be introduced into the network topology
in order for it to function.

[0024] There are two main layer types defined by Dystatic routing, 1) the transit layer(s) and 2)
the network layer(s). These layers are logical/abstract layers and will not necessarily affect the
current situation and topology of an existing network. The administrator/designer may simply
consider some routers to be in a transit layer while others reside in network layers. The transit
layer, which may be more than one layer, contains the routers or routing devices that are (or
could be) responsible for handling the traffic of networks other than their own traffic (other than
traffic of their own connected networks, by another word, the routes that they had before
Dystatic routing comes into play). The more transit layers are introduced to the network, the
more reliability/redundancy is achieved at the expense of an increased complexity. Each transit
layer has a transit address and transit mask other than the normal network address(es) that
the networks in it have. It should be noted that these newly introduced concepts like transit
layer, transit address and so on are just abstract concepts which help reader to understand
and plan the network addressing, otherwise, there is usually no need to make any change in
the placement of routers in a currently functioning network. Also note that whenever the term
"transit address” is used in this text, this address is a type of network |IP address, and not a
host IP address.

2-) CIDR/VLSM

[0025] Since decades ago, CIDR (Classless Interdomain Routing) and VLSM (Variable Length
SubnetMasking) have introduced flexibility and control by enabling administrators to divide and
segment their networks and network addresses into subnets of various sizes. Moreover, they
helped aggregate and group different network addresses into a single but bigger network
address in order to make the routing and network categorization much simpler and more
efficient. Dystatic routing takes advantage of these concepts when it comes to planning of IP
addressing in the whole network and employs VLSM in order to introduce more than one route
for the same network(s). It also implicitly uses CIDR concept for route aggregation and
addressing. More details are provided below.
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3-) Route prefix

[0026] How does a router decide about a route if there is more than one route towards a
particular destination address in its routing table (provided that all routes have the same
administrative distance)? Administrative distance is a well-known concept in routing which is a
way of prioritizing or giving weight to trustworthiness or significance of different routes towards
a network, learnt from different dynamic protocols. The one which is more specific (has the
longest prefix) will be considered as the val. An id/applicable one to make the routing decision
based on. For example, for a packet destined to 10.11.12.13 reaching a router which contains
two routes, 10.11.0.0/16 to interface serial 0 and 10.11.12.0/24 to interface serial 1, the router
or routing device will send the packet out through the interface serial 1 because the more
specific route is pointing to this interface, although both routes include the destination address.

4-) Route removal of failed/disconnected interfaces

[0027] Considering the example above, if interface serial 1 goes down or gets shutdown for
any reason (either if it gets administratively down or because of a link failure) the
corresponding route to it (i.e. 10.11.12.0/24) will automatically and immediately be removed
from the routing table by the router. This is a universal behavior of all routers, as all routes
corresponding to an interface which is in DOWN state are no longer valid. When this route is
removed from the routing table, the only valid route, which is remaining in the routing table, is
10.11.0.0/16 which includes our exemplary packet's destination address, 10.11.12.13. In other
words, if interface serial 1 goes down, the router will route this packet to the serial 0 instead of
serial 1 until the serial 1 is up again and the corresponding route to it is back (gets active
again) in the routing table. This feature is used by Dystatic routing to function and does not
need any special configuration or any dynamic routing process to be in place in order to
function.

[0028] In order to simplify the way that Dystatic routing works and the way it should be
implemented, the concept will be described by a simple example which gradually develops
during this text.

[0029] Referring to Figure 1, consider four exemplary networks, A, B, C and D which need to
communicate to each other. It should be noted that the embodiments of the present disclosure
is in no-way restricted to any particular of number of networks in a topology. The example of
Figure 1 and corresponding text is provided to easily understand the disclosure in. The current
topology of Figure 1 is a simple and flat one with no redundancy. For example, if network D
wants to send a packet to (communicate with) network C, it needs to send the packet towards
A where the packet gets routed towards B and finally it is delivered to the network C.
Redundancy can be added to this network by, for example, adding a link between D and C so
that the communication between these two networks can be achieved directly. However, this
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redundancy cannot be considered a real redundancy or fault tolerance if no dynamic routing is
employed, because the administrator should specify the way this communication takes place in
the routing table, either 1- via the direct link or 2- via the A and B network. In other words, even
if an extra link exist between two nodes or networks, fault tolerance is not necessarily achieved
if dynamic routing is not employed, because just by having static routing, the routes cannot get
automatically changed whenever a primary link fails. However, Dystatic routing solves this
problem in an elegant and efficient way, even without employing dynamic routing protocols.

[0030] In order to apply Dystatic routing into this network topology, we need to introduce a new
logical hierarchy. For example, this may be achieved as it is shown in Figure 2. Note that
Figure 2 represents exactly the same network as in Figure 1 but is illustrated in another way in
order to introduce an abstract hierarchy. In this new way of depicting the topology, network A is
put in transit layer 1, network B is put in transit layer 2 and network C is put in transit layer 3.
Network D, however, does not belong to any transit layer, i.e. it is an ordinary network layer.
Each transit layer needs to have a fixed and determined transit layer address and subnet
mask. This address (and subnet mask) has nothing to do with the actual network addresses,
subnetting or supernetting or subnet masks in any of the networks. It is just a representation of
a layer or precedence of hierarchical levels. The higher the transit layer, the longer the subnet
mask should be chosen. Moreover the longest transit layer subnet mask should be shorter
than any subnet mask used in any of the networks. The only relationship between the network
addresses and the transit addresses is that the all network addresses should belong to (be a
subnet of) the transit address of the highest transit layer which is the transit address with the
longest subnet mask. In another word, all network addresses should belong to (be a subnet of)
the smallest transit address. The addressing scheme needs to follow the principles of VLSM
and CIDR in order for the routing in general (and Dystatic routing specifically) to function as it
should. It is actually the principles of VLSM and CIDR that makes us able to construct logical
network address spaces which can be considered as subsets of other networks. For example
10.0.0.0/16 can be considered as a subset (and also subnet) of 10.0.0.0/12 which in turn is a
subset (or subnet) of 10.0.0.0/8.

[0031] So we can use the following transit layer subnet masks for our example:
Address and subnet mask of transit layer 1: 10.0.0.0/16 , network address of A: 10.0.1.0/24
Address and subnet mask of transit layer 2: 10.0.0.0/12, network address of B: 10.0.2.0/24

Address and subnet mask of transit layer 3: 10.0.0.0/8, network address of C: 10.0.3.0/24

[0032] Hence, the Dystatic routing method according to the embodiments includes: introducing
in the network topology a logical hierarchy by defining a plurality of transit layers wherein to
each transit layer a transit layer address is assigned and a transit router is assigned; and
wherein each transit router has a unique network address. The transit layers are organized in
a descending order of subnet masks so that the transit layer address assigned to the highest
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transit layer in said descending order is a subnet of each transit layer address assigned to
lower transit layers in said descending order. For each interface between a router and transit
routers, defining, in a routing table of said router, a static route based on the transit layer
address and the subnet mask of the transit router interfacing with the router; and if a
connection that carries traffic between the router and any of the transit routers fails, selecting a
static route in said routing table as redundant route for carrying said traffic towards its
destination.

[0033] In order to implement Dystatic routing in the network topology, the designer just needs
to follow these rules:

» 1 - Each transit layer has or is assigned a transit layer address and subnet mask. A
transit router is also assigned to the transit layer and each transit router has a unique
network address. For example C is a transit router for a path between B and D and vice
versa. It should be noted that a transit layer 3 is not only for traffic between D and B,
although in this very particular example it seems so (because of the connection layout
between routers. In general, a transit layer router can contribute to handling traffic other
than its own main traffic.

¢ 2- Each transit address is a subnet of its lower transit address

» 3- Transit layer addresses are not used/set on any interface in reality and are just for the
sake of introducing hierarchy and route precedence. Only the corresponding routes
towards them are defined in other routers.

» 4- Any network address used in the whole network should be a subnet of the highest
transit layer address

» 5- Every router connected to any interface in a transit layer should have the route for the
transit layer address in addition to other network related routes.

s 6- There could be one or more transit layer(s), for example three layers as previously
exemplified. More transit layers introduces more redundancy and at the same time more
complexity to the network connectivity

[0034] The above mentioned rules can also be formulated as a set of instructions (like an
algorithm) for introducing Dystatic routing to a new or an existing network. The following action-
based and instruction-like steps are another way of formulating the above mentioned rules:

» Define the desired number of the transit layers
o based on the level of required redundancy and transit routers, usually even one transit
layer gives enough redundancy

« Choose a network address with the longest possible subnet mask which includes all the
IP addresses used in your network and assign it to the highest transit layer
o For example if there are many 192.168.x.x/24 network addresses used in your
network, you can choose 192.168.0.0/16 as your highest transit layer which includes all
your network addresses currently being used in the network.

¢ Choose another network address with a shorter subnet mask which includes all the IP
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addresses used in your network and also includes the transit address of the layers
above
o For example, considering the above example, one may choose 192.0.0.0/8 for the next
transit layer. Note that the jumping from /16 to /8 in the examples in this text is only for
the sake of simplicity. In practice it could be as granular as /15 for a lower transit layer
address for /16 and so on.

= Repeat this process until all your transit addresses are defined

+ Define a static route on any routing device which has any interface connected to a transit
router (in addition to the normal routes for the normal network addresses). Use the
transit address and subnet mask for creating the static route.
o For example if router X is connected to two transit routers through its interfaces Xa and
Xb, one should define two new static routes that define the route towards the
corresponding transit layer addresses should be through Xa and Xb accordingly. These
routes are in addition to the currently available routes for existing normal network IP
addresses in the network.

[0035] The way that Dystatic routing functions is that by introducing a set of new routes
(adding transit layer addresses) into the network in a hierarchical manner it causes the traffic
to be handed over to one of the transit layer routers to be handled from there in case of any
link failure, i.e lack of direct route. The transit layer routers will send the packet further to the
destination (in case of having a direct link/route) or send it further to the next transit layer
router from which the destination network may be reached. The higher transit layers (with
shorter subnet masks) have priority in handling the traffic which is forwarded due to link failures
(thanks to the most specific route selection mechanism), so the designer (for example) may
assign the more powerful routers to higher transit layers.

[0036] For example, whenever C and D want to communicate with each other they
communicate through their direct link since there is a /24 route defined in them for the other
network (network layer address). However, if the link between C and D fails, or one of the
interfaces goes down, (consequently the /24 route will be automatically removed on both
ends), then the active route for reaching the other network is either the 10.0.0.0/16 route
towards A for router D or the 10.0.0.0/12 towards B for router C which eventually lead the
traffic toward the destination.

[0037] As an example, routing table of router/routing device D may be reviewed here. When
the direct link between C and D exists the routing table on router D will look like this:

10.0.4.0/24 directly connected. (self network)

10.0.3.0/24 serial link towards C (network address route) **active route for packets destined
to network C***

10.0.1.0/24 serial link towards A (network address route) which existed even before introducing
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Dystatic routing.

10.0.0.0/16 serial link towards A (transit layer address route, because the router is connected
to a transit layer router through this serial interface)

[0038] Routing table of router D when the direct link between C and D has failed looks like this:
10.0.4.0/24 directly connected. (self network)

10.0.0.0/16 serial link towards A (transit layer address route, because the router is connected
to a transit layer router through this serial interface), ***™active route for packets destined to
network C****

10.0.1.0/24 serial link towards A (network address route) which existed even before introducing
Dystatic routing.

[0039] When the direct link between C and D fails, the corresponding route will be
automatically removed from both routers C and D. When this happens, the router D will send
the packets destined to network C toward router A, because the /16 route towards router A
includes the network address of C. The same is true for the return traffic back from C to D.
From a perspective of router C, the traffic towards network D will be routed to router B (the /12
transit address) whenever the direct link between C and D fails. Router B will then route the
traffic towards router A and then the router A has a /24 route towards network D which means
that the packet will finally reach to the destination.

[0040] Hence, if the connection that carries traffic between a routing device and any of the
transit routers fails, and the transit router is that of a subnet having a lower transit layer
address, the static route corresponding to that of the transit router of the highest transit layer
as redundant route for carrying said traffic is selected.

The transit router associated with the highest transit layer has the highest subnet mask in said
descending order, and the transit router associated with the lowest transit layer in said
descending order has the lowest subnet mask in said descending order.

[0041] Further, for each interface between the router/routing device and any of the transit
routers, the routing table of the router/routing device further includes the transit layer address
and the network address of the transit layer associated with the transit router interfacing with
said router/routing device and if said connection that carries traffic between the router and any
of the transit routers fails, removing, from the routing table of the router or routing device the
network address and the static route associated with the failed connection.

[0042] Granular redundancy is achieved using the Dystatic routing method. As an example
whenever Dystatic routing is implemented in any network, more links may simply be added in
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order to increase redundancy and fault-tolerance in link connectivity without any need for
restructuring the design or addressing. The only thing that the administrator/designer needs to
do is to follow the above mentioned rules, i.e. adding the routes destined to the transit
addresses in addition to other network address routes and the network will continue to work as
it should. In other words, in the same way that higher fault tolerance may simply be achieved
by adding new links (i.e. introducing more redundancy) in all dynamic routing protocols, the
same principle is valid here with Dystatic routing too.

[0043] Figure 3 is a representation of the same above mentioned network as in figure 2, but in
a full-mesh scenario where all routers or routing devices are connected to each other in order
to increase fault-tolerance via link redundancy. Another network called network E is also added
to the network topology, just to show an even more complex example. Even in such a complex
mesh scenario the Dystatic routing method functions well if the Dystatic routing rules are
properly applied. Making full mesh connections between networks is not common in the
majority of cases, however, for the sake of introducing highest complexity to the example, a full
mesh scenario is depicted in Figure-3. Obviously removing any of the transit layers or
redundant links will only affect the level of redundancy and not network functionality.

[0044] In order to better understand the scenario in Figure 3, the routing table of the same
exemplary router/routing device i.e. router D, is again shown and compared in two different
network states in the full mesh scenario in Figure 3, first when all the links and routers are
functioning and second, when the direct link towards router C fails.

[0045] Routing table of router D when all links are functioning:

10.0.4.0/24 directly connected. (self network)

10.0.1.0/24 Serial link towards A

10.0.2.0/24 Serial link towards B

10.0.3.0/24 Serial link towards C ===> Active route for traffic destined to 10.0.3.0/24
10.0.5.0/24 Serial link towards E

10.0.0.0/16 Serial link towards A (Dystatic route, transit address)

10.0.0.0/12 Serial link towards B (Dystatic route, transit address)

10.0.0.0/8 Serial link towards C (Dystatic route, transit address)

[0046] Assuming that the link between C and D fails, the route line number 3 and 8 will
immediately be removed from the routing table in router D. After that, any packet destined to
network C will be routed to network A (active route or most specific route will be 10.0.0.0/16).



DK/EP 3648419 T3

[0047] Routing table of router D when the links between C and D fails:
10.0.4.0/24 directly connected. (self network)

10.0.1.0/24 Serial link towards A

10.0.2.0/24 Serial link towards B

10.0.5.0/24 Serial link towards E

10.0.0.0/16 Serial link towards A (Dystatic route, transit address) ==> Active route for traffic
destined to 10.0.3.0/24

10.0.0.0/12 Serial link towards B (Dystatic route, transit address)

[0048] As it is shown in the routing table of router/routing device D after link towards C fails,
the router D will send all traffic destined to network C to the interface which is connected to
router A which acts as the highest priority transit router and takes care of the traffic from that
point.

[0049] Referring to Figure 4, there is illustrated a flowchart of a method according to
embodiments of the present disclosure.

[0050] As shown the main steps of the (Dystatic) routing method include

- (401) introducing in the network topology a logical hierarchy by defining a plurality of transit
layers wherein to each transit layer a transit layer address is assigned and a transit router is
assigned; and wherein each transit router has a unique network address;

(402) the transit layers are organized in a descending order of subnet masks so that the transit
layer address assigned to the highest transit layer in said descending order is a subnet of each
transit layer address assigned to lower transit layers in said descending order;

(403) for each interface between a router and said transit routers, defining, in a routing table of
said router, a static route based on the transit layer address and the subnet mask of the transit
router interfacing with the router; and

(404) if a connection that carries traffic between the router and any of the transit routers fails,
selecting a static route in said routing table as redundant route for carrying said traffic towards
its destination.

[0051] According to an embodiment, if the connection that carries traffic between the router
and any of the transit routers fails, and the transit router is that of a subnet having a lower
transit layer address, selecting the static route corresponding to that of the transit router of the
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highest transit layer as redundant route for carrying said traffic.

[0052] According to an embodiment, the transit router associated with the highest transit layer
has the highest subnet mask in said descending order, and the transit router associated with
the lowest transit layer in said descending order has the lowest subnet mask in said
descending order.

According to another embodiment, for each interface between the router/routing device and
any of the transit routers, the routing table of the router further includes the transit layer
address and the network address of the transit layer associated with the transit router
interfacing with said router, and if said connection that carries traffic between the router and
any of the transit routers fails, removing, from the routing table of the router the network
address and the static route associated with the failed connection.

[0053] As stated previously, the Dystatic routing method brings a handful of benefits and
advantages compared to other competing routing mechanisms (static routing and dynamic
routing). The reason why and how each benefit is achieved is discussed below:

1 - Nearly zero impact on CPU/memory utilization of routers

[0054] In contrast to dynamic routing which runs extra processes on the router in order to
calculate routing algorithms calculations and also send and receive successive routing protocol
hello packets or topology database updates, there is no new process added to the router by
Dystatic routing so there is obviously no extra CPU load on the router nor any extra bandwidth
consumption on the links between routers for sending topology updates or hello packets.

2 - Immediate and automatic route changes in case of a link/interface/router failure
(route redundancy and failover)

[0055] In contrary to dynamic routing, there is no convergence time when it comes to Dystatic
routing. Convergence time is the time that the routing protocol needs in order to understand
the new topology of the network after any change (like a link failure) and calculates new routes
and sends out relevant updates to all involving routers. In Dystatic routing the new (alternative)
routes are already in the static routing table and become active as soon as a link failure takes
place. There is no need to wait for any update from neighboring routers or so. There is no
need for extra CPU processes for calculations based on huge number of routing tables nor any
need for transmitting lots of updates into the network either. We should note that "route
removal by failing a link" is a very quick and light process which is "already" a part of the very
basic functionality of static routing.

3 - Nearly zero downtime/service disruption in case of a link/interface/router failure
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[0056] For the same reason mentioned above.

4 - Applicable on devices and equipment with very basic functionality such as in loT
(Intemet of Things) or similar

[0057] Since Dystatic routing does not need employing any new process for calculations or
running routing protocol updates, etc. any device which has the very basic routing functionality,
can take participate in a Dystatic routing network too.

5 - Increased security because of not sending route information into the network or the
link

[0058] Since there is no topology map or list of network addresses sent out to the neighboring
routers by Dystatic routing (In contrast to dynamic routing), there is no way for an
attacker/eavesdropper who might get access to the link to sniff or intercept the traffic and find
out the network topology related data or the addresses of other routers and interfaces in the
network.

[0059] It should be mentioned that Dystatic routing has some prerequisites (requirements) in
order to be able to function and be applied.

1-) Interface dependent routes

[0060] Routes which are involved in the Dystatic routing process need to be dependent to the
corresponding link/interface that they are assigned to. This means that if an interface gets
disabled or down, all the corresponding routes towards/through this link or interface must be
automatically removed from the routing table. This means that the majority of Wide Area
Network (WAN) links and Virtual Private Networks (VPN) connections may be part of the
Dystatic routing process, however Ethernet interfaces cannot participate in the Dystatic
process because if the remote gateway or interface fails the local interface does not remove
the corresponding route to that interface or that gateway (although if the local interface fails or
gets shutdown the corresponding routes are removed, but it is not necessary for the Dystatic
routing to fully function as asymmetric routes are preferred to be prevented in most designs)

[0061] Note: Other routes which are not part of the Dystatic routing process can still be existing
regardless of being interface dependent or not.

2-) Flexible IP address assignment
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[0062] In order for the Dystatic routing to function, the IP addresses are supposed to be
assigned in a certain way. This means that the IP addresses should be selected and the IP
address scheme should be designed based on the Dystatic routing principles. This is, in the
majority of cases, not an issue when it comes to assigning IP addresses from the private IP
address range according to the RFC 1918 since there are plenty of IP addresses available and
the administrator or the designer is in full control to pick whatever IP address she will.
However, if for any reason, this is not possible to do, then applying Dystatic could be
challenging.

[0063] To perform the Dystatic routing method described herein, a router or a routing device
routing device 500 is provided as depicted in Figure 5. The router 500 comprises a processing
circuit or a processing module or a processor 510; a memory module 520; a receiver circuit or
receiver module 540; a transmitter circuit or transmitted module 550; and a transceiver circuit
or transceiver module 540 which may include the transmitter circuit 550 and the receiver circuit
540. The router 500 may be a wireless router or fix router that can be connected through
cables to hosts and to other network devices. The router 500 may support any radio access
technology including 2G, 3G, 4G, 5G, Wifi, Wimax or a combination thereof.

[0064] The processing module/circuit 510 includes a processor, microprocessor, an application
specific integrated circuit (ASIC), field programmable gate array (FPGA), or the like, and may
be referred to as the "processor 510." The processor 510 controls the operation of the router
500 and its components. Memory (circuit or module) 520 includes a random access memory
(RAM), a read only memory (ROM), and/or another type of memory to store data and
instructions that may be used by processor 510. In general, it will be understood that the router
500 in one or more embodiments includes fixed or programmed circuitry that is configured to
carry out the operations in any of the embodiments disclosed herein.

[0065] The processor 510 configured to execute computer program instructions from a
computer program stored in a non-transitory computer-readable medium that is in, or is
accessible to the processing circuitry. Here, "non-transitory” does not necessarily mean
permanent or unchanging storage, and may include storage in working or volatile memory, but
the term does connote storage of at least some persistence. The execution of the program
instructions stored in the memory specially adapts or configures the processor 510 to carry out
the operations of the router 500 disclosed herein. Further, it will be appreciated that the router
500 may comprise additional components not shown in Figure 5.

[0066] The router or routing device 500 is implementable in a network topology wherein a
logical hierarchy is introduced by defining a plurality of transit layers wherein to each transit
layer a transit layer address is assigned and a transit router is assigned; and wherein each
transit router has a unique network address. The transit layers being organized in a
descending order of subnet masks so that the transit layer address assigned to the highest
transit layer in said descending order is a subnet of each transit layer address assigned to
lower transit layers in said descending order. The routing device 500 is operative to: for each
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interface between the routing device and said transit routers, define, in a routing table of said
router, a static route based on the transit layer address and the subnet mask of the transit
router interfacing with the routing device; and if a connection that carries traffic between the
routing device and any of the transit routers fails, select a static route in said routing table as
redundant route for carrying said traffic towards its destination.

[0067] If the connection that carries traffic between the router 500 and any of the transit
routers fails, and the transit router is that of a subnet having a lower transit layer address, the
router device 500 is configured to select the static route corresponding to that of the transit
router of the highest transit layer as redundant route for carrying said traffic.

[0068] As previously described, the transit router associated with the highest transit layer has
the highest subnet mask in said descending order, and the transit router associated with the
lowest transit layer in said descending order has the lowest subnet mask in said descending
order.

[0069] Further, for each interface between the router and any of the transit routers, the routing
table of the router 500 further includes the transit layer address and the network address of the
transit layer associated with the transit router interfacing with said router 500.

[0070] Further if said connection that carries traffic between the router 500 and any of the
transit routers fails, the router is operative to remove, from the routing table of the router 500
the network address and the static route associated with the failed connection.

Additional details and examples have already been described and need not be repeated again.
There is also provided a computer program comprising instructions which when executed on at
least one processor 510 of the router 500 according to embodiments herein, cause the at least
one processor 510 to carry out the Dystatic routing method previously described. Also, a
carrier containing the computer program is provided, wherein the carrier is one of a computer
readable storage medium; an electronic signal, optical signal or a radio signal.

[0071] Throughout this disclosure, the word "comprise” or "comprising" has been used in a
nonlimiting sense, i.e. meaning "consist at least of'. Although specific terms may be employed
herein, they are used in a generic and descriptive sense only and not for purposes of limitation.
In particular, the embodiments herein may be applicable is any wired or wireless systems,
including 2G, 3G, 4G, 5G, Wifi, WiMax etc.
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FREMGANGSMADE OG APPARAT TIL ROUTING AF DATAPAKKER | EN
NETVARKSTOPOLOGI

Patentkrav

1. Routing-fremgangsmade i en netveerkstopologi, hvilken fremgangsmade omfatter:

— (401) indfgring i netveerkstopologien af et logisk hierarki ved definition af en
flerhed af transitlag, hvor der til hvert transitlag er tildelt en transitlagsadresse, og
der er tildelt en transit-router, og hvor hver transit-router har en unik
netvaerksadresse;

— (402) hvor ftransittagene er organiseret i en faldende raekkefglge af
undernetmasker, saledes at den transitlagsadresse, der er tildelt det hgjeste
transitlag i den faldende raekkefelge, er et undernet af hver transitlagsadresse, der
er tildelt lavere transitlag i den faldende reekkefalge;

— (403) definition, for hver graenseflade mellem en router og transit-routeren, i en
routing-tabel for routeren, af en statisk rute baseret pa transitlagsadressen og
undernetmasken for den transit-router, som danner graenseflade med routeren; og
— (404) valg, hvis en forbindelse, der beerer trafik mellem routeren og en hvilken
som helst af transit-routerne, mislykkes, af en statisk rute i routing-tabellen som

redundant rute med henblik pa at baere trafikken hen til en destination.

2. Fremgangsmade ifglge krav 1, hvor valg, hvis forbindelsen, der beerer trafik mellem
routeren og en hvilken som helst af transit-routerne, mislykkes, og transit-routeren er
transit-routeren i et undernet med en lavere transitlagsadresse, af den statiske rute, der
svarer til ruten for transit-routeren i det hgjeste transitlag, som redundant rute med henblik
pa at beere trafikken.

3. Fremgangsmade ifelge krav 1 eller krav 2, hvor den transit-router, som er tilknyttet det
hejeste transitlag, har den hgjeste undernetmaske i den faldende raekkefslge, og den
transit-router, som er tilknyttet det laveste transitlag i den faldende raekkefalge, har den
laveste undernetmaske i den faldende raekkefalge.
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4. Fremgangsmade ifglge krav 1, hvor routing-tabellen for routeren, for hver graenseflade
mellem routeren og en hvilken som helst af transit-routerne, yderligere indbefatter
transitiagsadressen og netveerksadressen pa det transitlag, som er tilknyttet den transit-

router, der danner greenseflade med routeren.

5. Fremgangsmade ifglge krav 4, hvor fiernelse fra routing-tabellen for routeren, hvis
forbindelsen, der beerer trafik mellem routeren og en hvilken som helst af transit-routerne,
mislykkes, af den netveaerksadresse og den statiske rute, som er tilknyttet den mislykkede
forbindelse.

6. Routing-enhed (500), der omfatter en processor (510) og en hukommelse (520), idet
hukommelsen (520) indeholder instruktioner, som kan afvikles af processoren (510), idet
routing-enheden (500) er i en netvaerkstopologi, hvor der indfares et logisk hierarki ved
at definere en flerned af transitlag, hvor der til hvert transitlag er tildelt en
transitlagsadresse, og der er tildelt en transit-router; og hvor hver transit-router har en
unik netveerksadresse; transitlagene er organiseret i en faldende reekkefglge af
undernetmasker, saledes at den transitlagsadresse, der er tildelt det hejeste transitlag i
den faldende reekkefslge, er et undernet af hver transitlagsadresse, der er tildelt lavere
transitlag i den faldende raekkefalge;
hvorved routing-enheden (500) kan:
— for hver greenseflade mellem routing-enheden (500) og transit-routeren, definere,
i en routing-tabel for transit-routeren eller routing-enheden (500), en statisk rute
baseret pa transitlagsadressen og undernetmasken for den transit-router, som
danner greenseflade med routing-enheden (500); og veelge, hvis en forbindelse,
der beerer trafik mellem routing-enheden (500) og en hvilken som helst af transit-
routerne, mislykkes, en statisk rute i routing-tabellen som redundant rute med

henblik pa at beere trafikken hen til en destination.

7. Routing-enhed (500) ifelge krav 6, hvor routing-enheden (500), hvis forbindelsen, der

beerer trafik mellem routing-enheden (500) og en hvilken som helst af transit-routerne,
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mislykkes, og transit-routeren er transit-routeren i et undernet med en lavere
transitlagsadresse, kan veelge den statiske rute, der svarer til ruten for transit-routeren i

det hejeste transitlag, som redundant rute med henblik pa at beere trafikken.

8. Routing-enhed ifelge krav 6 eller krav 7, hvor den transit-router, som er tilknyttet det
hejeste transitlag, har den hgjeste undernetmaske i den faldende raekkefslge, og den
transit-router, som er tilknyttet det laveste transitlag i den faldende raekkefalge, har den

laveste undernetmaske i den faldende raekkefalge.

9. Routing-enhed (500) ifalge krav 6, hvor routing-tabellen for routing-enheden (500), for
hver graeenseflade mellem routing-enheden og en hvilken som helst af transit-routerne,
yderligere indbefatter transitlagsadressen og netveerksadressen pa det transitlag, som er

tilknyttet den transit-router, som danner greenseflade med routing-enheden (500).

10. Routing-enhed (500) ifelge krav 9, hvor fjernelse fra routing-tabellen for routing-
enheden (500), hvis forbindelsen, der baerer trafik mellem routing-enheden (500) og en
hvilken som helst af transit-routerne, mislykkes, af den netveerksadresse og den statiske

rute, som er tilknyttet den mislykkede forbindelse.
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DRAWINGS

FIGURE 1
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FIGURE 3
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401

Introducing a logical hierarchy by defining a plurality of
transit layers wherein to each transit layer a transit
layer address is assigned and a transit router is
assigned; and wherein each transit router has a unique
network address

402

The transit layers are organized in a descending order
of subnet masks so that the transit layer address
assigned to the highest transit layer in said descending
order is a subnet of each transit layer address assigned
to lower transit layers in said descending order

403

for each interface hetween a router and said transit
routers, defining, in a routing table of said router, a
static route based on the transit layer address and the
subnet mask of the transit router interfacing with the
router; and

404

/
If a connection that carries traffic between the router
and any of the transit routers fails, selecting a static
route in said routing table as redundant route for
carrying said traffic towards its destination.

FIGURE 4
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