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DESCRIPTION

TECHNICAL FIELD

[0001] The invention relates to a method of monitoring objects capable of wireless
communications, a device for monitoring objects capable of wireless communications, a
corresponding computer program, and a corresponding computer program product.

BACKGROUND

[0002] In the art, there are methods available to detect proximity of devices based on
technologies like Near-Field Communication (NFC), e.g., Radio-Frequency Identification
(RFID), Bluetooth, 6LOWPAN ("IPv6 over Low Power Wireless Personal Area Networks"), and
the like.

[0003] These technologies may be used for resolving issues relating to anti-theft, child
security, providing reminders, and the like. Typically, the user has to configure a tracker
application/device and the device(s) to be tracked, after which the tracker issues alarms if the
tracked device(s) is/are not in proximity of the tracker, i.e., is/are outside a predetermined
range from the tracker. For instance, a child may be provided with a tracked device in the form
of a small radio transmitter, and the tracker device will sound an alarm if the child moves
outside of a pre-defined area.

[0004] However, these prior art methods are inadequate when the set of devices in the
proximity of the individual changes dynamically depending upon the environment and activities
performed by the individual. The problem is being further aggravated due to the rapid increase
of Internet-of-Things (loT) devices like sensors, wearables, mobile phones, etc.

[0005] US 7,880,613 discloses a system, device and method for reminding a user of a
forgotten article. According to one aspect, a reminder system includes an object identification
discrimination module operable to identify at least one object identification tag proximally
located to the object identification discrimination module in response to activating a
discrimination operating mode of the object identification discrimination module. The reminder
system further includes at least one object identification tag identifiable by the object identifica-
tion discrimination module when proximally located to the object identification discrimination
module.

[0006] US 2014/145845 A1 discloses identifying a smart tag associated with a user's item via a
processor.

SUMMARY
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[0007] An object of the present invention is to solve, or at least mitigate, this problem in the art
and to provide an improved method of monitoring objects capable of wireless communications.

[0008] This object is attained in a first aspect of the invention by a method of monitoring
objects capable of wireless communications according to claim 1

[0009] . The method comprises detecting an activity performed by a user of a wireless
communications device, acquiring information identifying an expected set of objects which are
associated with the detected activity, determining whether at least one of the objects in the
expected set is not in proximity of the wireless communications device, and if so notifying the
user that at least one of the objects in the expected set is not in proximity of the wireless
communications device.

[0010] This object is attained in a second aspect of the invention by a device for monitoring
objects capable of wireless communications according to claim 6 , the device comprising a
processing unit and a memory. The memory contains instructions executable by the
processing unit, whereby the device is operative to detect an activity performed by a user of a
wireless communications device, acquire information identifying an expected set of objects
which are associated with the detected activity, determine whether at least one of the objects in
the expected set is not in proximity of the wireless communications device, and if so to notify
the user that at least one of the objects in the expected set is not in proximity of the wireless
communications device.

[0011] Hence, a device referred to as a tracker device, being for instance a mobile phone, a
mobile terminal, a User Equipment (UE), or a smartphone of a user, detects that a certain
activity is performed by the user. For instance, it may be detected that the user performs an
activity such as "Go To Work" upon leaving her home premises during a time window specified
for the activity ("Any Weekday, 07:00-08:00").

[0012] To this end, a change in location of the user may, e.g., be detected using a Global
Positioning System (GPS) of the tracker device (from a first location "on home premises” to a
second location "off home premises”, or "leaving home premises"). Thereafter, information is
acquired identifying an expected set of objects which are associated with the detected activity,
such as a wallet, a home key and a work pass.

[0013] It is noted that the objects are required to be equipped with wireless communications
capability such as Near Field Communication (NFC) technology in the form of, e.g., a Radio-
Frequency Identification (RFID) tag, a Bluetooth transmitter, or any other short-range radio
transmitter, for communicating with the tracker device.

[0014] If it is determined that any one or more of the objects included in the expected set, e.g.,
the wallet, is not in proximity to the tracker device when the tracker device leaves the home
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premises of the user during the time window specified for the activity, as detected by means of,
e.g., NFC-based communications between the tracker device and the objects, the user is
notified accordingly.

[0015] Hence, if it is concluded that one or more of the objects in the expected set is not in
proximity of the tracker device upon the user performing the activity (i.e., one or more of the
objects are outside a proximity range of the tracker device), in this case leaving the home
premises on a weekday between 7 and 8 AM, the user is advantageously notified accordingly.
The user is thus made aware that she forgot one or more of the objects of the expected set
associated with this particular activity and can go back into her house to pick up any forgotten
object of the expected set before leaving for work.

[0016] In an embodiment, the user is notified by the tracker device emitting an audible sound,
displaying a message, generating a haptic notification such as a vibration, etc. In an alternative
embodiment, the tracker device may signal another wireless communications device that the
user should be notified, for instance by requesting the user's smartwatch to vibrate, or
requesting the user's car to not start the engine and/or display a message on the dashboard.

[0017] The method of monitoring the objects may be performed by the tracker device, a node
of a communications network which is accessible by the wireless communications device, e.g.,
an application server, or one or more nodes of a cloud environment which is accessible by the
wireless communications device. It is envisaged that a distributed solution may be provided,
wherein the tracker device performs one or more steps of the method, while one or more cloud
devices performs any further steps.

[0018] According to the invention, an actual set of objects which are in proximity of the wireless
communications device is determined, and it is further determined whether at least one of the
objects in the expected set is not in the actual set. If so, the user is notified accordingly.

[0019] According to the invention, after or prior to notifying the user that one or more of the
objects included in the expected set has not been detected as being in proximity to the tracker
device, the user is queried as to whether any objects of the determined actual set are to be
added to the expected set associated with the detected activity. If so, an updated expected set
may be stored in a database comprising activities and corresponding expected sets of objects.

[0020] In yet another embodiment, after the user has been notified that one or more of the
objects included in the expected set have not been detected as being in proximity to the
tracker device, the user is queried as to whether one or more objects of the expected set
associated with the detected activity are to be removed from the expected set to create an
updated expected set for the detected activity. If so, an updated expected set may be stored in
a database comprising activities and corresponding expected sets of objects.

[0021] In another embodiment, the activity which is performed by the user of the wireless
communications device is detected based on at least one of, a combination, or a pattern, of: a
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location of the wireless communications device or a change thereof, a motion pattern of the
wireless communications device or a change thereof, a date, a time of day, a calendar event, a
communication event, sensor readings, and current weather conditions.

[0022] In still a further embodiment, a behaviour of the user is registered, and if it is concluded
that the registered behaviour is a frequently occurring behaviour of the user, the registered
behaviour is specified as an activity.

[0023] In still another embodiment, a group of objects are registered as being carried by the
user when the frequently occurring behaviour of the user is registered, the group of objects
being specified as the expected set of objects associated with the specified activity.

[0024] Further provided is a computer program comprising computer-executable instructions
for causing the device to perform steps according to an embodiment of the first aspect of the
invention, when the computer-executable instructions are executed on a processing unit
included in the device.

[0025] Further provided is a computer program product comprising a computer readable
medium, the computer readable medium having an embodiment of the computer program
embodied thereon.

[0026] Preferred embodiments are defined in the dependent claims.

[0027] Generally, all terms used in the claims are to be interpreted according to their ordinary
meaning in the technical field, unless explicitly defined otherwise herein. All references to
"a/an/the element, apparatus, component, means, step, etc." are to be interpreted openly as
referring to at least one instance of the element, apparatus, component, means, step, etc.,
unless explicitly stated otherwise. The steps of any method disclosed herein do not have to be
performed in the exact order disclosed, unless explicitly stated.

BRIEF DESCRIPTION OF THE DRAWINGS

[0028] The invention is now described, by way of example, with reference to the
accompanying drawings, in which:

Figure 1 illustrates a scenario where a user of a wireless communications device is monitored
leaving the home premises for work, in accordance with embodiments of the invention.

Figure 2 shows a flowchart illustrating an embodiment of a method of monitoring objects
capable of wireless communications.

Figure 3 shows a sequence diagram illustrating the embodiment of the method of monitoring
objects capable of wireless communications according to Figure 2, performed by the wireless
communications device of the user.
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Figure 4 shows a sequence diagram illustrating an embodiment of the method of monitoring
objects capable of wireless communications, performed by a remotely located network node.

Figure 5 shows a sequence diagram illustrating another embodiment of the method of
monitoring objects capable of wireless communications.

Figure 6 shows a sequence diagram illustrating yet another embodiment of the method of
monitoring objects capable of wireless communications.

Figure 7 shows a sequence diagram illustrating still another embodiment of the method of
monitoring objects capable of wireless communications.

Figure 8 shows a sequence diagram illustrating still a further embodiment of the method of
monitoring objects capable of wireless communications.

Figure 9 shows a sequence diagram illustrating yet a further embodiment of the method of
monitoring objects capable of wireless communications.

Figure 10 shows a device for monitoring objects capable of wireless communications, in
accordance with an embodiment of the invention.

Figure 11 shows a device configured to monitor objects capable of wireless communications, in
accordance with another embodiment of the invention.

DETAILED DESCRIPTION

[0029] The invention will now be described more fully hereinafter with reference to the
accompanying drawings, in which certain embodiments of the invention are shown. This
invention may, however, be embodied in many different forms and should not be construed as
limited to the embodiments set forth herein; rather, these embodiments are provided by way of
example so that this disclosure will be thorough and complete, and will fully convey the scope
of the invention to those skilled in the art. Like numbers refer to like elements throughout the
description.

[0030] Figure 1 illustrates an exemplifying embodiment of the invention. Commonly, when an
individual or user 10 leaves home 11 for work every morning, she will want to bring with her a
set of objects that she will need during her work day, which set in this particular example is
exemplified as comprising her wallet 12, home key 13, and work pass 14 to be used for
entering work premises.

[0031] This set 15 of objects is referred to as the expected set of objects. That is, when the
individual 10 with which the objects 12, 13, 14 are associated leaves home for work, she 10 is
expected to carry the objects in the expected set 15 with her.
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[0032] Individual 10 further carries a wireless communications device 16, in Figure 1
exemplified as a smartphone 16. This wireless communications device 16 is referred to as a
tracker device.

[0033] It is noted that the objects 12, 13, 14 are required to be equipped with wireless
communications capability. Such capability is typically already present at the work pass 14
which oftentimes utilizes Near Field Communication (NFC) technology in the form of, e.g.,
Radio-Frequency ldentification (RFID) for communicating with a corresponding reader at the
work premises.

[0034] Any objects not normally being equipped with wireless communications means, such as
the wallet 12 and the key 13, may be provided with wireless communications means such as
an RFID tag, a Bluetooth or 6LoWPAN ("IPv6 over Low Power Wireless Personal Area
Networks") transmitter, or the like.

[0035] To this end, the objects 12, 13, 14 included in the expected set 15 are capable of
communicating wirelessly with the tracker device 16, in the form of a mobile phone, a
smartphone, a mobile terminal, a UE, a tablet, a smartwatch, or any other appropriate wireless
communications device, being equipped with a processing unit and a wireless communications
interface. As discussed, the tracker device 16 may communicate with objects capable of
wireless communications via any appropriate wireless technology, such as RFID, Bluetooth,
6LoWPAN, any cellular telecommunications technology (3G, 4G, 5G, etc), Wireless Local Area
Network (WLAN)/WIiFi, etc. It may further be envisaged that the tracker device 16
communicates with one or more remotely located network nodes, such as for instance an
application server 17 or one or more nodes of a cloud environment which is/are accessible by
the tracker device 16, for fetching stored data, for storing data, or for having the network node
perform any computing functions on behalf of the tracker device 16.

[0036] Now, the expected set 15 of objects is associated with a particular activity in which the
user 10 of the tracker device 16 is to partake, in this exemplifying embodiment an activity
defined as "going to work". Hence, the following associations are made at the tracker device 16
and/or the server 17:

Expected_Set_of _Devices = "Wallet, Key, Work Pass";

Expected_Set_of_Devices — Activity = "Go to Work"

[0037] The activity can be specified in many different ways, e.g., as a time window set to "Any
Weekday, 07:00-08:00".In this exemplifying embodiment, the activity may further specify a
location criterion which is associated with the tracker device 16 used by the user 10.

[0038] Similar to the above specified activity, the location criterion comprised in the activity can



DK/EP 3473023 T3

be specified in numerous ways depending on the particular implementation, in this
exemplifying embodiment for instance as "Leave Home". The tracker device 16 will accordingly
detect indirectly whether at least one of the objects 12, 13, 14 in the expected set 15 complies
with this predetermined location criterion by determining whether it complies with this
predetermined location criterion itself.

[0039] Hence, the expected set 15 of objects may be associated with the specified activity as:
Expected_Set_of Devices — Activity = "Go to Work" = [Location = "Leave Home" AND Day =
"Any Weekday" AND Time ="07:00-08:00"]

[0040] It is envisaged that there are numerous options for specifying an activity in which the
user 10 is to partake. Further examples will be given hereinbelow.

[0041] Reference is further be made to the flowchart of Figure 2 for describing an embodiment
of a method of monitoring objects capable of wireless communications.

[0042] In a first step S101, it is detected that a specified activity is performed by the user 10. In
this embodiment, the user 10 is considered to perform the activity upon leaving the home
premises 11, which is detected by means of the tracker device 16 leaving the home premises
11 during the time window specified for the activity ("Any Weekday, 07:00-08:00"). Hence, a
change in location is detected, by detection a change in location of the tracker device 16 from
a first location ("on home premises") to a second location ("off home premises”).

[0043] Thereafter, in step S102, information is acquired identifying an expected set 15 of
objects which are associated with the detected activity, in this case the wallet 12, the home key
13, and the work pass 14. It can be envisaged that each object is given a unique numerical
identifier.

[0044] If it is determined in step S103 that any one or more of the objects included in the
expected set 15, e.g., the wallet 12, is not in proximity to the tracker device 16 when the
tracker device leaves the home premises 11 of the user 10 during the time window specified
for the activity, the user 10 is notified thereof in step S104. The respective locations of the
objects 12, 13, 14 and the tracker device 16 may be tracked using, e.g., Global Positioning
System (GPS). Alternatively, it is envisaged that the location or position of tracker device 16 is
determined using GPS, while the proximity of the objects 12, 13, 14 to the tracker device is
detected using, e.g., NFC or any other short-range radio technology between the tracker
device 16 and the objects 12, 13, 14.

[0045] Hence, if it is concluded that one or more of the objects 12, 13, 14 in the expected set
15 are not in proximity of the tracker device 16 upon the user 10 performing the activity (i.e.,
one or more of the objects are outside a proximity range defined for the tracker device 16), in
this case leaving the home premises 11 on a weekday between 7 and 8 AM, the user 10 is
advantageously notified accordingly. The user 10 is thus made aware that she forgot one or
more of the objects of the expected set 15 associated with this particular activity and can go
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back into her house 11 to pick up any forgotten object of the expected set 15 before leaving for
work.

[0046] Typically, in case all the objects 12, 13, 14 in the expected set 15 are in proximity of the
tracker device 16, the user 10 is not notified, even though it could be envisaged that the user
10 is notified that all objects of the expected set 15 have been successfully detected.

[0047] In an embodiment, the user 10 is notified by tracker device 16 emitting an audible
sound, displaying a message, generating a haptic notification such as a vibration, etc. In an
alternative embodiment, the tracker device 16 may signal another wireless communications
device that the user 10 should be notified, for instance by requesting the user's smartwatch to
vibrate, or requesting the user's car to not start the engine and/or display a message on the
dashboard.

[0048] Now, in the above described embodiment, it may be envisaged that the tracker device
16 itself performs all steps S101-S104 for monitoring the objects. Hence, the tracker device 16
detects in step S101 that it is located outside of the home premises 11 (i.e., by detecting a
change in its location from a first location to a second location as previously described) on a
weekday at 07:00-08:00.

[0049] Thereafter, the tracker device 16 requests from a local data storage in step S102
information identifying the expected set 15 of objects which are associated with the detected
activity, and determines whether it is capable of communicating, e.g., by NFC, with all the
objects 12, 13, 14 in the expected set 15 in step S103.

[0050] Alternatively, the tracker device 16 may measure the strength of a signal submitted by
the respective object, and if the signal strength is sufficient, i.e., exceeds a threshold value, the
object is considered to be in proximity of the tracker device 16.

[0051] If so, all the objects 12, 13, 14 of the expected set 15 are in proximity to the tracker
device 16. If not, the tracker device 16 notifies the user, and the user 10 is thus
advantageously made aware that she forgot one or more of the objects of the expected set 15
associated with this particular activity and can go back into her house 11 to pick up any
forgotten object of the expected set 15 before leaving for work.

[0052] Figure 3 illustrates a sequence diagram where the method of monitoring is performed
in its entirety by the tracker device 16 according to an embodiment of the invention.

[0053] The tracker device 16 has access to one or more specified activities of the user 10, for
instance fetched from a calendar app executing on the user's smartphone (exemplified here as
being the tracker device 16). An alternative approach is to have the tracker device 16 learn
activities of the user, and even to associate a learned expected set of objects with each
learned activity.
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[0054] For instance, after the tracker device 16 has (1) left the home premises on (2) a
weekday at (3) 07:00-08:00 at a number of occasions, it will define the activity "Go To Work"
based on these three criteria. Further, by repeatedly detecting a set of objects in its proximity
at these occasions, the tracker device 16 will form the expected set of objects and associate
the expected set with this activity.

[0055] Hence, a database may be maintained at the tracker device 16 specifying a number of
activities and an expected set of objects associated with each of the activities:

Activity Expected set of objects
Activity1 Object1, Object2, Object3
Activity2 Object1, Object4

Table 1a. Database comprising activities and associated objects.
Activity3 Object5

[0056] As can be seen in Table 1a, at least one object is associated with each activity, thereby
creating the expected set of objects. One and the same object may be associated with different
activities. In the example Table, Object1 is comprised in the expected set both for Activity 1 and
Activity?2.

[0057] In this particular exemplifying embodiment, the tracker device 16 detects in step S 101
its location, e.g., using GPS, or by detecting that it leaves a coverage area of the user's WLAN.
If the location of the tracker device 16 changes from a first location ("on home premises”) to a
second location ("off home premises”) on any weekday at 07:00-08:00, the user is considered
to partake in this particular activity ("Go To Work"). It is assumed that this corresponds to
Activity1 in Table 1a.

[0058] Thereafter, in step S102, the tracker device 16 acquires information identifying an
expected set of objects which are associated with the detected activity from the stored
database. To this end, the tracker device 16 maps the detected activity ("Activity1”) to the
entries in Table 1a and concludes that the expected set 15 comprises Object1, Object2, and
Object3, in this example corresponding to the wallet 12, the home key 13, and the work pass
14, respectively.

[0059] Further, the tracker device 16 determines in step S103 whether at least one of the
objects 12, 13, 14 in the expected set is not in its proximity, upon the user performing the
activity of going to work ("Activity1"). It is in this example assumed that the tracker device 16
communicates with the objects utilizing NFC.

[0060] As is illustrated in Figure 3, the tracker device 16 determines whether the objects 12,
13, 14 are in its proximity, for instance by making an attempt to communicate with the objects,
or by measuring the strength of a respective signal received from the objects. If the
communication attempt is successful, or if the signal strength exceeds a threshold value, the
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object is considered to be in proximity of the tracker device 16. Optionally, and indicator
indicating "proximity” for each object can be stored in the database, e.g., in the form of a signal
strength threshold defining "proximity"” for that specific object.

[0061] In this particular example, the home key 13 and the work pass 14 are in proximity to the
tracker device 16, while the wallet 12 is not.

[0062] The tracker device 16 determines in step S103 that the home key 13 ("Object2") and
the work pass 14 ("Object3") are in proximity to the tracker device 16, but that the wallet 12
("Object1") is not, thereby concluding from Table 1a that not all the objects in the expected set
for Activity1 are in proximity to the tracker device 16.

[0063] As a consequence, the tracker device 16 notifies the user 10 in step S104 by emitting
an audio alert to the user 10, informing her about the lacking wallet 12. As an alternative, or in
addition, to emitting an audio alert, the tracker device 16 may optionally display a message
notifying the user that an expected object is not in the user's 10 proximity, preferably also
identifying the missing object by name (e.g., "You forgot your wallet.”).

[0064] Figure 4 illustrates a sequence diagram where the method of monitoring is performed
partly or fully at one or more remotely located network nodes, thereby facilitating a cloud
solution. In Figure 4, the network node(s) is/are embodied by the server 17.

[0065] In this embodiment, the server 17 has access to one or more specified activities of the
user 10, for instance fetched from a calendar app executing on the user's smartphone
(exemplified as being the tracker device 16) or from a cloud storage. In addition, sensor
readings such as position or location data may be transmitted from the tracker device 16 to the
server 17.

[0066] To this end, a database may be maintained at the server 17 specifying a number of
activities and an expected set of objects associated with each of the activities, as previously
described with reference to Table 1a.

[0067] In this particular exemplifying embodiment, the server 17 detects in step S101 the
location of the tracker device 16 using GPS. If the tracker device 16 is leaving the user's 10
home premises 11 on any weekday at 07:00-08:00, the activity ("Go To Work") is detected.
Again, it is assumed that this corresponds to Activity1 in Table 1a.

[0068] Thereafter, in step S102, the server 17 acquires information identifying an expected set
of objects which are associated with the detected activity, from the stored database. To this
end, the server 17 maps the detected activity ("Activity1”) to the entries in Table 1a and
concludes that the expected set 15 comprises Object1, Object2 and Object3, in this example
corresponding to the wallet 12, the home key 13, and the work pass 14, respectively.

[0069] Even though it may be envisaged that the server 17 communicates directly with the
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objects capable of wireless communication, i.e., the wallet 12, the home key 13 and the work
pass 14, for determining their proximity to the tracker device 16 based on, e.g., GPS readings,
it is in this example assumed that the tracker device 16 communicates with the respective
object utilizing, e.g., NFC, and provides resulting information to the server 17. In case the
server 17 would communicate directly with the objects 12, 13, 14, the method may be
undertaken in its entirety "in the cloud”, either by the server 17 solely or in cooperation with
other remote nodes.

[0070] Hence, the server 17 acquires in step S103a information as to which objects actually
are in proximity to the tracker device 16 upon the user performing the activity of going to work
("Activity1").

[0071] As is illustrated in Figure 4, the tracker device 16 concludes that the home key 13 and
the work pass 14 are in proximity to the tracker device 16, but that the wallet 12 is not, which
the tracker device 16 reports accordingly to the server 17.

[0072] The server 17 determines in step S103 that the home key 13 ("Object2") and the work
pass 14 ("Object3") are in proximity to the tracker device 16, but that the wallet 12 ("Object1")
is not, thereby concluding from Table 1a that not all the objects in the expected set for Activity1
are in proximity to the tracker device 16.

[0073] As a consequence, the server 17 sends a notification to the user 10 via the tracker
device 16 in step S104, whereby the tracker device 16 emits an audio alert to the user 10
advantageously informing her about her lacking wallet 12.

[0074] Again, as previously discussed, in case the server 17 would communicate directly with
the objects 12, 13, 14, and notify the user 10 via, e.g., her smartwatch (not shown), the tracker
device 16 need not take any active part in the monitoring, not even causing an audio alert.

[0075] Figure 5 illustrates a sequence diagram where the method of monitoring is performed
in its entirety by the tracker device 16 according to another embodiment. However, it is noted
that this embodiment may also be implemented by a remotely located network node, such as
the server 17.

[0076] In this embodiment, all objects which are in proximity to the tracker device 16 are
determined upon detecting that the user 10 partakes in a specified activity. In the previously
described embodiments of Figures 2-4, only the objects comprised in the expected set are
detected as being in proximity to the tracker device 16. Accordingly, as soon as all objects 12,
13, 14 of the expected set have been detected, there is no need to continue and detect any
further proximate objects.

[0077] The objects determined to be in proximity to the tracker device 16 are referred to as an
actual set of objects.
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[0078] As in the previous embodiment, the tracker device 16 detects in step S101 its location,
e.g., using GPS. If the tracker device 16 is leaving the user's 10 home premises 11 on any
weekday at 07:00-08:00, the user is considered to partake in the activity ("Go To Work"). It is
assumed that this corresponds to Activity 1 in Table 1a.

[0079] Thereafter, in step S102, the tracker device 16 acquires information identifying an
expected set of objects which are associated with the detected activity from the stored
database. To this end, the tracker device 16 maps the detected activity ("Activity1”) to the
entries in Table 1a and concludes that the expected set 15 comprises Object1, Object2 and
Object3, in this example corresponding to the wallet 12, the home key 13, and the work pass
14, respectively.

[0080] Further, the tracker device 16 determines in step S103b the actual set of objects being
in proximity of the tracker device 16. As is illustrated in Figure 5, the tracker device 16
determines that the home key 13 and the work pass 14 are in proximity to the tracker device
16, but that the wallet 12 is not.

[0081] In this embodiment, the tracker device 16 further determines that a smartwatch 18
("Object4™) is in proximity of the tracker device 16, for instance by signalling based on
Bluetooth or even via a Wireless Local Area Network (WLAN), commonly referred to as "WiFi".

[0082] The objects determined to be in the actual set in step S103b are thus the home key 13,
the work pass 14, and the smartwatch 18, i.e., Object2, Object3, and Object4.

[0083] Next, in step S103, the tracker device 16 determines whether any object in the
expected set is not in the actual set. With reference to Table 1a, the wallet 12 ("Object1"”) is not
in the actual set and thus not in proximity to the tracker device 16, upon the user performing
the activity of going to work ("Activity1").

[0084] As a consequence, the tracker device 16 notifies the user 10 in step S104 by emitting
an audio alert and/or displaying a notification to the user 10, advantageously informing her
about the lacking wallet 12.

[0085] Figure 6 illustrates a sequence diagram where the method of monitoring is performed
in its entirety by the tracker device 16 according to still another embodiment. However, it is
noted that this embodiment may also be implemented at a remotely located network node,
such as the server 17.

[0086] As in the embodiment of Figure 5, all objects being in proximity to the tracker device 16
upon detection of the user 10 performing a specified activity are determined, thereby forming
an actual set.

[0087] However, in addition to the steps of the embodiment described with reference to Figure
5, after (or before) having notified the user 10 in step S104 that the wallet 12 included in the
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expected set has not been detected as being in proximity to the tracker device 16, the user is
queried in step S105 as to whether any objects of the determined actual set are to be added to
the expected set which is associated with the detected activity.

[0088] The user responds in step S106, in this particular example with the response that the
smartwatch 18 is to be added to the expected set for Activity 1.

[0089] The tracker device 16 will thus update its database of Table 1a in step S107, resulting
in updated Table 1b:
Table 1b. Updated database comprising activities and associated objects.

Activity Expected set of objects

Activity1 Object1, Object2, Object3, Object 4
Activity2 Object1, Object4

Activity3 Object5

[0090] Figure 7 illustrates a sequence diagram where the method of monitoring is performed
in its entirety by the tracker device 16 according to still a further embodiment.

[0091] However, it is noted that this embodiment may also be implemented at a remotely
located network node, such as the server 17.

[0092] As in the embodiment of Figure 5, all objects being in proximity to the tracker device 16
upon detection of the user 10 performing a specified activity are determined, thereby forming
an actual set. It is noted that in this embodiment, it is not necessary to determine an actual set.
Rather, steps S108 and S109 as will be described in the following may follow on step s104 in
either of the embodiments in Figures 3 and 4.

[0093] Now, in addition to the steps of the embodiment of Figure 5, after having notified the
user 10 in step S104 that the wallet 12 included in the expected set has not been detected as
being in proximity to the tracker device 16, the user 10 is given the opportunity in step S108 to
indicate as to whether one or more objects of the expected set associated with the detected
activity are to be removed from the expected set to create an updated expected set for the
detected activity.

[0094] In this example, the user 10 indicates that the wallet 12 ("Object1") is to be removed
from the expected set illustrated in Table 1a, wherein the tracker device 16 updates its
database of Table 1a in step S109, resulting in updated Table 1c:

Table 1c. Updated database comprising activities and associated objects.

Activity Expected set of objects
Activity1 Object2, Object3
Activity2 Object1, Object4




DK/EP 3473023 T3

Activity Expected set of objects
Activity3 Object5

[0095] It is noted that the embodiments described in Figures 6 and 7 may be combined. That
is, the user may add objects of the determined actual set, as well as remove objects from the
expected set, wherein the tracker device 16 will update its database accordingly, as has been
described.

[0096] Figure 8 illustrates a sequence diagram where the method of monitoring is performed
in its entirety by the tracker device 16 according to yet another embodiment. However, it is
noted that this embodiment may also be implemented at a remotely located network node,
such as the server 17.

[0097] As in the embodiments of Figures 5-7, all objects being in proximity to the tracker
device 16 upon detection of the user 10 performing a specified activity is determined, thereby
forming an actual set.

[0098] This embodiment is advantageous since it facilitates machine learning, as will be
described in detail in the following.

[0099] Assuming for instance the scenario of Table 2a in the below:
Table 2a. Database comprising activities and associated objects.

Activity Expected set of objects
Activity1 -

Activity2 Object1, Object4
Activity3 Object5

[0100] In this exemplifying embodiment, the tracker device 16 again has access to one or
more specified activities of the user 10, for instance fetched from a calendar app executing on
the user's smartphone (exemplified here as being the tracker device 16), or learned by means
of machine learning as previously discussed.

[0101] However, in this embodiment, no expected set of objects has yet been recorded and
associated with newly learned Activity 1 ("Go To Work"), which may be learned by the tracker
device 16 detecting that it leaves the home premises between 7 and 8 AM on a weekday at a
number of occasions.

[0102] Again, the tracker device 16 detects in step S101 its location using, e.g., GPS. If the
tracker device 16 is leaving the user's 10 home premises 11 on any weekday at 07:00-08:00,
the user is considered to partake in new Activity 1, which is learned by the tracker device 16
and added to Table 2a.
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[0103] Thereafter, in step S102, the tracker device 16 acquires information identifying an
expected set of objects which are associated with the detected activity from the stored
database. To this end, the tracker device 16 maps the detected activity ("Activity1”) to the
entries in Table 2a and concludes that expected set associated with Activity 1 not yet
comprises any objects.

[0104] Further, the tracker device 16 determines in step S103b the actual set of objects being
in proximity of the tracker device 16. As is illustrated in Figure 8, the tracker device 16
concludes that the wallet 12, the home key 13, and the work pass 14, are in proximity to the
tracker device 16.

[0105] Now, in step S103c, the tracker device 16 advantageously associates the actual set of
objects 12, 13, 14 with the detected activity as a new expected set of objects, and thus updates
Table 2a, resulting in Table 2b:

Table 2b. Updated database comprising activities and associated objects.

Activity Expected set of objects
Activity1 Object1, Object2, Object3
Activity2 Object1, Object4
Activity3 Object5

[0106] Advantageously, with this embodiment, machine learning can be applied to record
activities and objects in the database as illustrated in Tables 2and b, and to create appropriate
associations between expected sets and corresponding activities.

[0107] In an embodiment, machine learning such as association rule mining and/or frequent
itemsets (discussed, e.g., in Chapter 6 of "Mining of Massive Datasets” by J. Leskovec, A.
Rajaraman, and J. D. Ullman), is used to deduce an expected set of devices to be associated
with a particular activity.

[0108] For instance, a trackder device 16 such as a mobile phone or smartphone of a user,
possibly in combination with further sensing devices, is used for building a database of
activities and corresponding expected sets of devices to be associated with the activities.

[0109] In the present example, the tracker device 16 registers that when the user leaves at
home during a weekday at 07:00-08:00, she usually brings her wallet 12, home key 13, and
work pass 14. Upon having registered that

1. (1) The user leaves at home during a weekday at 07:00-08:00, and that
2. (2) The user usually brings her wallet, home key and work pass at these occasions,

at repeated occasions - such as at five different occasion - the tracker device 16 (or some
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other node such as the server 17 and/or a cloud service), may conclude that

1. (1) The user leaving home during a weekday at 07:00-08:00 is a commonly or routinely
performed activity, which is registered as an activity "Go To Work" (possibly giving the
user a chance the name/define the activity), and that

2. (2) The user usually brings her wallet, home key, and work pass, upon performing this
activity. Thus, the wallet, home key, and work pass, are registered as an expected set of
devices to be associated with the activity "Go To Work".

[0110] When deducing the expected set, the tracker device 16 may for instance stipulate that
any object to be included in the expected set must fulfill a certain probability threshold, such as
having been carried by the user at 80% of the occasions when the user performed the activity.

[0111] Hence, a behaviour ("leave home on a weekday at 07:00-08:00") of the user is
registered, and if it is concluded that the registered behaviour is a frequently occurring
behaviour of the user (e.g., having occurred more than 5 times), the registered behaviour is
registered as an activity ("Go To Work").

[0112] Further, a group of objects ("wallet, home key, work pass") is registered as being
carried by the user when the frequently occurring behaviour ("leave home on a weekday at
07:00- 08:00") of the user is registered, the group of objects being specified as the expected
set of objects associated with the specified activity ("Go To Work™).

[0113] It is understood that a great number of different activities and a correspondingly great
number of expected sets to be associated with the different activities may be identified by the
tracker device 16 and registered in the database.

[0114] Figure 9 illustrates a sequence diagram where the method of monitoring is performed
in its entirety by the tracker device 16 according to still another embodiment. However, it is
noted that this embodiment may also be implemented at a remotely located network node,
such as the server 17.

[0115] As in the embodiments of Figures 5-8, all objects being in proximity to the tracker
device 16 are detected upon detection of the user 10 performing a specified activity, thereby
forming an actual set.

[0116] However, in addition to the steps of the embodiment of Figure 6, after having
determined the actual set of objects 12, 13, 14 in step S103b, the tracker device 16 queries the
user 10 in step S103d whether the objects 12, 13, 14 of the determined actual of objects are to
be stored as a new expected set for the detected activity.

[0117] The user 10 responds to the query in step S103e, for instance by indicating on a screen
of the tracker device 16 (being, e.g., a smartphone) whether all determined objects of the
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actual set are to be associated with the detected activity as the new expected set, or whether a
subset of the objects of the actual set is to be associated with the detected activity as the new
expected set, in response to which the tracker device 16 advantageously associates the
objects 12, 13, 14 indicated by the user 10 with the detected activity as the new expected set
of objects, and thus updates Table 2a, resulting in Table 2b.

[0118] The invention has mainly been described above with reference to a few embodiments.
However, a number of scenarios may be envisaged, where a common feature is that a user is
automatically notified of the device(s) she needs at different activities in different times and
situations.

1. 1. A doctor is called upon to deal with an activity in the form of an emergency situation
where a patient experiences high blood sugar (hyperglycaemia). The expected set
associated with this activity may thus comprise (a) a dose of insulin and (b) an injection
device (e.g., being RFID-tagged). If the doctor has forgotten to pack the insulin and
injection upon leaving his clinic, his mobile phone detects the absence and raises an
alarm, so that the doctor realizes this before he leaves his clinic.

2. 2. When going to court, a lawyer is expected to bring an important case file. The case
file may be RFID-tagged to ensure that his smartwatch will sound an alarm if he leaves
his office for the court proceedings without the case file.

3. 3. A mother wants to go out with her family for a picnic. She wants to ensure that she
carries the high resolution handy-cam to capture the beautiful moments during their time
out. In case of bad weather, she will also want to bring a garden umbrella. The activity
may thus specify a date and time of the picnic, and further weather conditions acquired
for instance from a weather forecast. Hence, if she leaves home at the specified date
and time, and the forecast predicts bad weather, her smartphone will notify her if she
does not bring the handy-cam and/or the umbrella.

4. 4. It is detected that the user arrives at home, and the actual set of objects is detected.
Typically, this is the same set of objects as the set of objects which the user carried
when leaving home. If an object is missing, the user may be notified that she has
forgotten an object, or that an object has been stolen.

[0119] Even further, the activity which is performed by the user of the wireless communications
device may be detected based on at least one, a combination, or a pattern, of: a location of the
wireless communications device or a change thereof, a motion pattern of the wireless
communications device or a change thereof, a date, a time of day, a calendar event, a
communication event, or even current weather conditions. To this end, the behaviour and
movements of the user, for instance the user leaving her home or her office, or whether the
user is out running and suddenly stops (or starts) running, time windows, such as a particular
time of the day, or a particular weekday derived for instance from a meeting event or itinerary
information in a digital calendar, or even sensor information, where for instance the user's
smartwatch alerts the user in case skin temperature measured by an loT-type temperatures
arranged in a garment of the user exceeds a threshold value, the activity being defined e.g. as
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"User Catching Fever".

[0120] With reference to Figure 10, the steps of the method performed by the tracker device
16, or the server 17, or a distributed cloud solution, according to embodiments are in practice
performed by a processing unit 20 embodied in the form of one or more microprocessors
arranged to execute a computer program 21 downloaded to a suitable storage medium 22
associated with the microprocessor, such as a Random Access Memory (RAM), a Flash
memory or a hard disk drive. The processing unit 20 is arranged to cause the device 16 to
carry out the method according to embodiments when the appropriate computer program 31
comprising computer-executable instructions is downloaded to the storage medium 32 and
executed by the processing unit 30. The storage medium 32 may also be a computer program
product comprising the computer program 31. Alternatively, the computer program 31 may be
transferred to the storage medium 32 by means of a suitable computer program product, such
as a Digital Versatile Disc (DVD) or a memory stick. As a further alternative, the computer
program 31 may be downloaded to the storage medium 32 over a network. The processing
unit 30 may alternatively be embodied in the form of a digital signal processor (DSP), an
application specific integrated circuit (ASIC), a field-programmable gate array (FPGA), a
complex programmable logic device (CPLD), etc.

[0121] Figure 11 illustrates a device 16 configured to monitor objects capable of wireless
communication. The device 16 comprises detecting means 30 adapted to detect an activity
performed by a user of a wireless communications device, acquiring means 31 adapted to
acquire information identifying an expected set of objects which are associated with the
detected activity, and determining means 32 adapted to determine whether at least one of the
objects in the expected set is not in proximity of the wireless communications device. Further,
the device 16 comprises notifying means 33 adapted to notify the user that at least one of the
objects in the expected set is not in proximity of the wireless communications device

[0122] The device 16 may further comprise a communications interface for receiving and
providing information, and further a local storage for storing data, and may (in analogy with
that previously discussed) be implemented by a processor embodied in the form of one or
more microprocessors arranged to execute a computer program downloaded to a suitable
storage medium associated with the microprocessor, such as a RAM, a Flash memory or a
hard disk drive.

[0123] As is readily appreciated by a person skilled in the art, other embodiments than the

ones disclosed above are equally possible within the scope of the invention, as defined by the
appended patent claims.
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Patentkrav

1. Fremgangsmade til overvagning af objekter (12, 13, 14), der er i stand il
tradles kommunikation, hvilken fremgangsmade omfatter:

at detektere (S101) en aktivitet, der udfgres af en bruger (10), der baerer en
tradles kommunikationsindretning (16);

at erhverve (S102) information, der identificerer et forventet saet af objekter
(12, 13, 14), som er associeret med den detekterede aktivitet;

at bestemme (S103Db) et faktisk seet af objekter (13, 14, 18), som er i neerheden
af den tradlezse kommunikationsenhed:;

at bestemme (S103), om mindst et af objekterne (12) i det forventede saet ikke
er i det faktiske seet; og i givet fald

at underrette (S104) brugeren om, at mindst et af objekterne (12) i det forven-
tede seet ikke er i naerheden af den tradlezse kommunikationsindretning (16);
hvor fremgangsmaden er kendetegnet ved, at den omfatter:

forespergsel (S105) af brugeren, om nogen objekter af det bestemte faktiske
seet af objekter (12, 13, 14) skal tilfgjes til det forventede saet af objekter for
den detekterede aktivitet;

modtagelse (S108) fra brugeren, som svar pa forespergslen, af en indikation
fra brugeren med hensyn til hvilke objekter af det bestemte faktiske seet, der
skal inkluderes i det forventede saet; og

opdatering (S107) af det forventede seet af objekter, der er forbundet med den
detekterede aktivitet, for yderligere at inkludere de bruger-indikerede objekter

i det bestemte faktiske saet.

2. Fremgangsmade ifelge krav 1, yderligere omfattende:
lagring (S103c) af det bestemte faktiske seet af objekter (12, 13, 14) som et nyt
forventet seet, der er associeret med den detekterede aktivitet, hvis den infor-

mation, der identificerer et forventet saet af objekter, ikke er tilgeengelig.

3. Fremgangsmade ifalge krav 2, endvidere omfattende:
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forespergsel (S103d) af brugeren, hvorvidt objekterne af det bestemte faktiske
saet af objekter (12, 13, 14) skal lagres som det nye forventede seet af objekter
for den detekterede aktivitet; og

modtagelse (S103a) fra brugeren, som svar pa forespargslen, af en indikation
fra brugeren med hensyn til hvilke objekter af det bestemte faktiske seet, der
skal inkluderes i det forventede saet, hvor trinnet med at lagre (S103c) det be-
stemte faktiske saet af objekter (12, 13, 14) som et nyt forventet seet, der er
associeret med den detekterede aktivitet omfatter:

lagring af de bruger-indikerede objekter af det bestemte faktiske seet som det

nye forventede saet, der er associeret med den detekterede aktivitet.

4. Fremgangsmade ifalge et hvilket som helst af kravene 1 til 3, yderligere om-
fattende:

modtagelse (S108) fra brugeren, som svar pa at underrette brugeren om, at
mindst et af objekterne i det forventede saet ikke er i naerheden af den tradlgse
kommunikationsenhed, af en indikation om, at et eller flere objekter i det for-
ventede seet skal fjernes fra det forventede saet for den detekterede aktivitet;
09

opdatering (S109) af det forventede saet af objekter, der er associeret med den
detekterede aktivitet for at fjerne de brugerindikerede objekter fra det forven-

tede saet, som er knyttet til den detekterede aktivitet.

5. Fremgangsmade ifelge et hvilket som helst af kravene 1 til 4, hvor en adfaerd
hos brugeren er registreret, og hvis det konkluderes, at den registrerede ad-
feerd er en hyppigt forekommende adfeerd hos brugeren, angives den registre-

rede adfaerd som en aktivitet.

6. Indretning (16) til overvagning af objekter (12, 13, 14), der er i stand til trad-
las kommunikation, hvor indretningen (16) omfatter en behandlingsenhed (20)

og en hukommelse (22), hvilken hukommelse indeholder instruktioner (21), der
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kan udfgres af behandlingen enhed, hvorved indretningen (16) kan anvendes
til:

at detektere en aktivitet, der udferes af en bruger (10), der beerer en tradlas
kommunikationsindretning (16);

at erhverve information, der identificerer et forventet seet af objekter (12, 13,
14), som er associeret med den detekterede aktivitet;

at bestemme et faktisk saet af objekter (13, 14, 18), som er i neerheden af den
tradlese kommunikationsenhed;

at bestemme, om mindst et af objekterne (12) i det forventede seet ikke er i det
faktiske seet; og i givet fald

at underrette brugeren om, at mindst et af objekterne (12) i det forventede saet
ikke er i naerheden af den tradlezse kommunikationsindretning (16);

hvor indretningen er kendetegnet ved, at den yderligere kan anvendes til:

at sparge brugeren, om nogen objekter af det bestemte faktiske saet af objek-
ter (12, 13, 14) skal tilfgjes til det forventede seet af objekter for den detekte-
rede aktivitet;

at modtage fra brugeren, som svar pa forespargslen, en indikation fra bruge-
ren med hensyn til hvilke objekter af det bestemte faktiske seet, der skal inklu-
deres i det forventede seet; og

opdatere det forventede seet af objekter, der er forbundet med den detekterede
aktivitet, for yderligere at inkludere de bruger-indikerede objekter i det be-

stemte faktiske saet.

7. Indretning (16) ifelge krav 6, der yderligere kan anvendes til at:
lagre det bestemte faktiske saet af objekter (12, 13, 14) som et nyt forventet
seet, der er associeret med den detekterede aktivitet, hvis den information, der

identificerer et forventet seet af objekter, ikke er tilgaengelig.

8. Indretning (16) ifelge krav 7, som endvidere kan anvendes til:
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at spagrge brugeren, hvorvidt objekterne af det bestemte faktiske saet af objek-
ter (12, 13, 14) skal lagres som det nye forventede saet af objekter for den
detekterede aktivitet; og

at modtage fra brugeren, som svar pa forespargslen, en indikation fra bruge-
ren med hensyn til hvilke objekter af det bestemte faktiske seet, der skal inklu-
deres i det forventede seet; og kan yderligere anvendes til at lagre det bestemte
faktiske seaet af objekter (12, 13, 14) som et nyt forventet seet, der er associeret
med den detekterede aktivitet, for at:

lagre de bruger-indikerede objekter af det bestemte faktiske seet som det nye

forventede saet, der er associeret med den detekterede aktivitet.

9. Indretning (16) ifelge et hvilket som helst af kravene 6 til 8, som endvidere
kan anvendes til:

at modtage fra brugeren, som svar pa at underrette brugeren om, at mindst et
af objekterne i det forventede seet ikke er i naerheden af den tradlezse kommu-
nikationsenhed, en indikation om, at et eller flere objekter i det forventede seet
skal fjernes fra det forventede seet for den detekterede aktivitet; og

opdatere det forventede sast af objekter, der er associeret med den detekte-
rede aktivitet for at fierne de brugerindikerede objekter fra det forventede saet,

som er knyttet til den detekterede aktivitet.

10. Indretning (16) ifalge et hvilket som helst af kravene 6 til 9, hvor en adfeerd
hos brugeren er registreret, og hvis det konkluderes, at den registrerede ad-
feerd er en hyppigt forekommende adfeerd hos brugeren, angives den registre-

rede adfaerd som en aktivitet.

11. Computerprogram (21) omfattende computereksekverbare instruktioner til
at fa en indretning (16) til at udfere trin ifalge et hvilket som helst af kravene 1
til 5, nar de computer-eksekverbare instruktioner eksekveres pa en behand-

lingsenhed (20), der er inkluderet i indretningen.
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12. Computerprogramprodukt omfattende et computerlaesbart medium (22),
hvilket computerleesbare medium har computerprogrammet (21) ifelge krav 11

inkorporeret deri.
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