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ethod and system for defining access rights in .

a telephone switching system comprising functions for
controlling the operating system of the telephone switching
system on the basis of commands entered. In the method,
the right of access to the operating system is determined
on the basis of a user identifier and a password associated
with it. Moreover, a user profile is formed, said profile
comprising one or more user identifiers and having a
predetermined validity period. According to the method, a
validity parameter associated with the user data is decreased
on the basis of elapsed time and/or the number of log—on
times and/or the weighting values of the commands entered.
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METHOD AND SYSTEM IN A TELEPHONE SWITCHING SYSTEM
FIELD OF THE INVENTION

The present invention relates to a solution
for defining the rights of access to the operating

system of a telephone switching system.

BACKGROUND OF THE INVENTION

In almost all multiple-access data networks,
some kind of user identification method is used. Such
data networks include e.g. internal networks within
enterprises as well as networks used in schools and
universities. Access right verification of various de-
grees is also often applied in conjunction with indus-
trial equipment and control of such equipment or asso-
ciated software updates. This type of systems include
the operating system of a telephone switching system.
Here, the operator has defined a number of users who
have the right to control the operation of a switching
center via its operating system.

The commonest method for user identification
is to give the user a personal user identifier and a
password associated with it. The password is generally
not known to the maintainer of the network. If the
password is stored in an encrypted form, it cannot be
deciphered afterwards. The user identifier and pass-
word are typically associated with a wvalidity period
defined separately for each user identifier. At the
change of the day, the wvalidity data for each user
identifier is decreased by one. When the wvalidity pe-
riod of the user identifier is reduced to =zero, the
user identifier becomes invalid.

A problem with the above-mentioned solution
is that the wvalidity period of user identifiers is in
most cases defined in terms of complete days of use

starting from the current instant and that the valid-
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ity of the user identifier is not dependent on any
other condition or parameter.

The object of the present invention is to
eliminate the above-mentioned drawbacks or at least to
significantly alleviate them.

A specific object of the invention is to dis-
close a new type of method and system which allow the
validity period of user identifiers and/or user pro-
files and/or passwords in the operating system of a
telephone switching system to be defined as a number
of log-on times, as active session time and/or as a
function of commands used.

As for the features characteristic of the

present invention, reference is made to the claims.

BRIEF DESCRIPTION OF THE INVENTION

The method of the invention concerns the
definition of access rights in a telephone switching
system comprising functions for controlling the oper-
ating system of the telephone switching system on the
basis of commands entered.

According to the invention, the right of ac-
cess to the operating system is defined by means of a
user identifier and an associated password. By enter-
ing his user identifier and a valid password associ-
ated with it, the user can log on into the operating
system of the telephone switching system. One or more
user identifiers may be grouped under the same pro-
file. In this context, the concept of 'profile' means
that all those covered by the same profile have uni-
form rights and user identifier validity periods and
are subject to the same conditions regarding expiry of
identifiers.

In the method of the invention, it is possi-
ble to define a weighting value for an operating sys-
tem command. The weighting value is e.g. a number

whose magnitude reflects the importance or "power" of
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the command used. Furthermore, the validity parameter
associated with the user data is decreased on the ba-
sis of elapsed time and/or the number of log-on times
and/or the weighting values of commands entered. In
this context, 'user data' means e.g. user identifier,
user profile or password. When the validity parameter
associated with the user data has been defined as a
function of time, the time parameter associated with
the identifier is decreased in accordance with the
number of times of use. The amount of time by which
the parameter is reduced is preferably the amount of
time spent on each session or the elapsing time in
general. A further criterion of decreasing the parame-
ter may be the number of log-on times. Each time when
the user logs on into the system, the validity parame-
ter associated with the user data is decremented by
one.

The weighting values of commands entered may
also be used as a parameter for reducing the validity
period associated with the user data. This is based on
the idea that each command has a characteristic
weighting value by which the validity parameter is de-
creased when the command is issued. A given weighting
value corresponds e.g. to a predetermined amount of
time. The validity parameter is not necessarily bound
to time. Therefore, each user has an individual start-
ing level of the validity parameter, which is reduced
in accordance with the commands issued. As an example,
let it be stated that a delete command probably has a
higher weighting value than a print command. If the
commands employed by the user mainly consist of com-
mands having a higher weighting value, then, measured
as a length of time, the validity period of the user
data is shorter than in the case of lower weighting
values. If the user tries to execute a command whose
weighting value exceeds the value of the validity pa-

rameter, then the command will not be executed.
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In the telephone switching system, it is pos-
sible to dynamically change the validity periods asso-
ciated with user identifiers and/or user profiles. In
this case, the validity period can be changed even if
the user identifier and the associated password are
still wvalid at the instant in question. Correspond-
ingly, it is possible to define user identifiers
and/or user profiles with an unlimited validity pe-
riod.

When the validity period of the user identi-
fier and/or user profile expires, the user identifier
has no access right any longer. If the validity period
of the user identifier expires while the user is hav-
ing a session active, then the session is terminated
and the user is notified about the identifier being
outdated. Further, the telephone switching system may
have a property whereby the user is given notice of
future expiry of the password associated with the user
identifier a predetermined length of time before the
user identifier expires. For instance, the user may
get a message saying that the user is entitled to five
more times of log-on into the telephone switching sys-
tem. If the password is already outdated when user
logs on into the system next, then he will not have a
right to use any other system commands except the com-
mand for changing the password.

The system of the present invention comprises
means for defining a weighting value for an operating
system command and means for decreasing a validity pa-
rameter associated with user data on the basis of
elapsed time and/or the number of log-on times and/or
the weighting values of commands issued. Furthermore,
the system comprises means for canceling the access
rights of a user identifier when the validity period
of the user identifier expires, and means for changing

the wvalidity period of a user identifier and/or user
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profile while the user identifier and/or user profile
are/is still wvalid.

In a preferred embodiment of the invention,
the system comprises means for terminating the session
and notifying the user if the validity of the user
identifier expires during an ongoing session, means
for notifying the user about future expiry of wvalidity
of the user identifier in advance by a given length of
time before the user identifier becomes outdated and
means for defining user identifiers and/or user pro-
files with unlimited validity. In addition, the system
comprises means for allowing log-on of the user into
the telephone switching system and preventing the use
of other commands except a password change command if
the user’s password has become outdated.

The present invention allows easier manage-
ment of rights of access to a telephone switching sys-
tem. Furthermore, the invention makes it possible to
define user identifiers and/or user profiles with ac-
curate validity attributes. At the same time, the se-
curity of the telephone switching system can be im-
proved.

LIST OF ILLUSTRATIONS

In the following, the invention will be de-
scribed in detail by the aid of a few of its embodi-
ments, wherein

Fig. 1 presents a system architecture accord-
ing to the invention,

Fig. 2 presents a preferred system according
to the invention, and

Fig. 3 presents a preferred functional block
diagram for a system according to the invention as il-

lustrated in Fig. 1.
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DETAILED DESCRIPTION OF THE INVENTION

The system illustrated in Fig. 1 comprises a
first switching center lé6a, a second switching center
16b and a third switching center 16c. The switching
centers léa, 16b and 16c are connected to each other
via a telecommunication network 17. The telecommunica-
tion network 17 is e.g. an ISDN network (ISDN, Inte-
grated Services Digital Network). The system illus-
trated in the figure additionally comprises a worksta-
tion 15, which is connected to the first switching
center 1léa. The first switching center 16a can be con-
trolled by means of the workstation 15. In addition,
it is possible to establish a remote connection from
the workstation 14 to switching centers 16b and 16c
via the telecommunication network 17. An essential
part comprised in each switching center is a software
block 15 forming part of the operating system of the
telephone switching system.

The system presented in Fig. 2 comprises a
telephone switching center 16. The switching center 16
comprises a software block 15, which is part of the
operating system of the telephone switching system.
The system also comprises a workstation 14. The soft-
ware block 15 comprises a MMI (Man Machine Interface)
management block 9, which acts as a software block
controlling the functions of the system. These func-
tions include the transmission of information between
the workstation 14 and the switching system. The soft-
ware block 15 comprises an Author-MML block 10, a user
management block 11, a profiles file 12 and a pass-
words file 13. The user interface is implemented by
Author-MML 10, which serves as a means of managing the
user identifiers. The software block 15 additionally
comprises means 2 for determining the weighting value
of a command given in the operating system of the
switching center. These means 2 are preferably imple-

mented as software blocks.
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The profiles file 12 contains information
about the existing profiles in the telephone switching
system, and the passwords file contains passwords as-
sociated with the existing user identifiers. The user
identifiers are managed by means of the Author-MML
block 10. The functions of the user management block
11 pertain to the treatment of passwords and user
identifiers and other related matters.

The MMI management block 9 comprises means 4
for allowing user log-on into the telephone switching
system and preventing the use of commands other than a
password change command if the user's password is out-
dated. The MMI management block 9 additionally com-
prises means 5 for changing the validity period of the
user identifier and/or user profile while the user
identifier and/or user profile are/is still wvalid,
means ‘6 for terminating the session and notifying the
user. if the wvalidity of the user identifier expires
while a session is going on, and means 7 for notifying
the user about future expiry of the password associ-
ated with the user identifier a given length of time
before the password expires. Means 4 - 7 are prefera-
bly implemented as program blocks.

The Author-MML block 10 comprises means 8 for
defining user identifiers and/or user profiles that
will never expire. These means 8 are preferably imple-
mented as software blocks.

The user management block 11 comprises means
1 for decreasing the validity period of the user iden-
tifier and/or user profile on the basis of elapsed
time and/or the times of log-on and/or the weighting
values of commands entered, and means 3 for canceling
the access rights of the user identifier when the va-
lidity period of the user identifier expires. Means 1
and 3 are preferably implemented as software blocks.

In an example according to Fig. 2, the user

management block 11 decrements the user-specific pass-
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word validity parameter found in the passwords file
13. The parameter is decremented e.g. when the user
logs on into the switching system. At the beginning of
the session, the MMI management block 9 sends a pass-
word verification message to the user management block
11. After this, the user management block 11 checks
whether the user identifier and password are valid and
sends the result in a reply to the MMI management
block 9. If the user identifier and/or password are/is
going to expire e.g. after five more times of log-on,
then the MMI management block 9 will send a print task
to the display of the workstation 14. When executing
any MML command (MML, Man Machine Language), the MMI
management block 9 checks whether the user’s password
has expired. If the password has expired and the com-
mand to be executed next is not a password change com-
mand, then a text stating that the password has ex-
pired is printed on the display of the workstation 14.
Fig. 3 is an example of a flow diagram repre-
senting the operation of a system according to the
present invention. At the beginning of a session,
block 20, the user logs on into the telephone switch-
ing system using his user identifier and the associ-
ated password, block 21. The operating system of the
telephone switching system checks whether the user
identifier in question exists, block 22, and whether
the user identifier is wvalid, block 23. If the user’s
access right has expired, then the session is termi-
nated, block 24. If an access right exists, then a
further check is carried out to establish whether the
expiry date of the password associated with the user
identifier in question is approaching, block 25. If
the password is going to expire soon, then a corre-
sponding notice is given to the user, block 26. This
notice could be given e.g. as a message appearing on
the display of the user’s workstation: "You have five

(5) more log-on times left."
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By the time the procedure reaches block 27,
the wvalidity of the user identifier has been verified
and the user is free to send desired commands to the
operating system. The validity of the user identifier
can be determined in several different ways. In some
implementations, the validity of the user identifier
is measured in terms of days and therefore the valid-
ity period of the identifier is decreased by one at
the change of the day. In another implementation, the
validity period associated with the user identifier
and/or password is decreased by a session-specific
amount of time.

In this example, the validity period of the
user identifier and/or password depends on the com-
mands used. For each operating system command, a spe-
cific weighting value has been defined beforehand.
Commands considered more "unsafe" reduce the wvalidity
period of the user identifier and/or password more
than “safer” commands. An '"unsafe" command is e.g. a
delete command and a "safe" command is e.g. a print
command. Thus, when commands having a high weighting
value are used, the validity period of the user iden-
tifier and/or password is shorter than when commands
with a lower weighting value are used. In block 28,
the validity parameter for the user is decreased by an
amount corresponding to the commands used. After the
required commands have been executed, the session is
ended, block 29.

The invention is not restricted to the exam-
ples of its embodiments described above, but many
variations are possible within the scope of the inven-

tive idea defined in the claims.
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CLAIMS

1. Method for defining access rights in a

telephone switching system comprising

functions for controlling the operating system of
the telephone switching system on the basis of the
commands entered,

said method comprising the steps of:

determining the right of access to the operating
system on the basis of a user identifier and a pass-
word associated with it,

forming a user profile, said profile having a pre-
determined validity,

characterized in that the method further
comprises the steps of:

decreasing a validity parameter associated with
the user data on the basis of elapsed time and/or the
number of log-on times and/or the weighting values of
the commands entered.

2. Method as defined in claim 1, charac-
terized 1in that a weighting value is defined for
each operating system command.

3. Method as defined in «c¢laim 1 or 2,
characterized in that 'user data' refers to
the user identifier and/or user profile and/or pass-
word.

4. Method as defined in any one of claims 1 -
3, characterized vin that the access rights
of a user identifier are cancelled when the validity
period of the user identifier expires.

5. Method as defined in any one of claims 1 -
4, characterized in that 'elapsed time' re-
fers to

the time that the user spends logged on in the
telephone switching system, or
the lapse of time in general.

6. Method as defined in any one of claims 1 -

5, characterized 1in that
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log-on of the user into the telephone switching
system is allowed; and
the use of commands other than a password change
command is prevented if the user’s password has ex-
pired.
7. Method as defined in any one of claims 1 -
6, characterized in that the wvalidity pe-
riod of the user identifier and/or user profile is
changed while the user identifier and/or user profile
are/is still wvalid.
8. Method as defined in any one of claims 1 -
7, characterized in that the session 1is
terminated and a corresponding notice is given to the
user 1f the wvalidity of the user identifier expires
while a session is going on.
9. Method as defined in any one of claims 1 -
8, characterized in that the user is given
notice of future expiry of the password associated
with the user identifier in advance by a given amount
of time before the user identifier expires.
10. Method as defined in any one of claims 1
- 9, characterized in that user identifiers
and/or user profiles with an unlimited validity are
defined.
11. Method as defined in any one of claims 1
- 10, characterized in that the operating
system 1is the operating system of a DX200 telephone
switching center.
12. System for defining access rights in a
telephone switching system comprising
functions for controlling the operating system on
the basis of commands entered,
said method comprising the steps of:
determining the right of access to the operating
system of the telephone switching system on the basis
of a user identifier and a password associated with
it,
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forming a user profile, said profile having a pre-
determined validity,

characterized in that the system
comprises:

means (1) for decrementing a validity parameter
associated with the user data on the basis of elapsed
time and/or the number of log-on times and/or the
weighting values of the commands entered.

13. System as defined in claim 12, char-
acterized in that the system comprises means
(2) for determining the weighting value of an operat-
ing system command.

14. System as defined in c¢laim 12 or 13,
characterized in that the system comprises
means (3) for canceling the access rights of a user
identifier when the wvalidity period of the user iden-
tifier expires.

15. System as defined in any one of claims 12
- 14, characterized in that the system com-
prises means (4) for allowing user log-on into the
telephone switching system and for preventing the use
of commands other than a password change command if
the user's password has expired.

1l6. System as defined in any one of claims 12
- 15, characterized in that the system com-
prises means (5) for changing the validity period of
the user identifier and/or user profile while the user
identifier and/or user profile are/is still wvalid.

17. System as defined in any one of claims 12
- 15, characterized in that the system com-
prises means (6) for terminating the session and giv-
ing notice to the user if the wvalidity of the user
identifier expires while a session is going on.

18. System as defined in any one of claims 12
- 17, characterized in that the system com-
prises means (7) for giving notice to the user regard-

ing future expiry of the password associated with the
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user identifier in advance by a predetermined amount
of time before the password expires.
19. System as defined in any one of claims 12
- 18, characterized in that the system com-
5 prises means (8) for defining user identifiers and/or

user profiles having an unlimited validity period.
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