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fraud deterrent features can be provided as part of a digital
shopping cart and may be highly customized by the client
including allowing the client to customize conceptual pass-
words which are presented during subsequent transactions.
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FRAUD DETERRENCE FOR ELECTRONIC
TRANSACTIONS

[0001] This application is a continuation of U.S. Ser. No.
12/115,538, filed May 5, 2008 and entitled “Systems and
methods for facilitating electronic transactions and deterring
fraud”, which is a non-provisional application claiming the
benefit of U.S. provisional applications: 60/915,934 filed on
May 4, 2007; 60/939,066 filed on May 20, 2007, 60/977,375
filed on Oct. 2, 2007 and 60/980,488 filed on Oct. 17, 2007.

DESCRIPTION & BACKGROUND

[0002] This invention is in the fields of e-commerce trans-
actions and preventing or deterring fraudulent activity.
[0003] The selling of products using both conventional
shipping as well as by electronic download is suboptimal
from the seller’s point of view due to a number of issues
related to fraud. A “fraudster” is a user who intends or
attempts to perform illegitimate activity such as assuming a
false identity, or otherwise avoiding payment for products or
services offered by a seller, rather than being a user who is a
legitimate client. Fraudsters use many types of strategies to
attempt fraud over the internet.

[0004] One type of fraudster strategy is to provide the seller
with credit card information that is stolen. In the case of a
payment made by a credit card, that was issued by a credit
card issuing bank, for a downloadable software product, or a
physical product, the selling company may have to refund to
the issuing bank or a card association an amount equal to the
payment made for the product. In the case of a downloadable
software product, if a seller must also pay a software com-
pany, for which it is acting as a distributor, then the seller will
often experience a financial loss, which is often regarded as a
‘cost of doing business’. If the seller and the software com-
pany are the same entity, although they will not have a loss,
the company will have failed to realize a profit from a valid
sale of a product.

[0005] Software vendors have developed a number of strat-
egies in order to decrease financial loss due to fraudulent
activity. For example, ‘license software modules’ may be
distributed with software and may periodically determine a
current calendar date and remind the user of scheduled
renewal fees which are due. The module may cause the pur-
chased software program to stop working until such renewal
fee is paid. Alternatively software may be designed to peri-
odically establish a connection over the internet to contact a
seller’s server and to assess whether a license is still “active”
so that a user will be allowed to continue to use the software.

[0006] These methods have a number of disadvantages.
License manager software modules rely upon periodic
reminders which may be realized using, for example, pop-up
windows. These windows are annoying to the user. Further
software engineers can create “cracks” which allow users to
bypass the licensing manager by disabling it in some fashion.
Software which periodically requires online communication
with the seller’s server, in order to operate properly, requires
that the user be online which may often not be the case. For
example, the user may be on an airplane and without online
access. Additionally, such online validation operations may
be hindered by server outages and communication failures
which hinder normal operation during this ‘validation’
period. Strategies which constrict the operation of software to
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a particular computer cause problems when computers crash
and a new computer is purchased for the same user.

[0007] The creation of computer-specific software modules
can require complex compilation schemes, such as real-time
compilation of the source code to create an executable locked
to the information of a unique computer identification num-
ber. This may be an onerous and complex solution that is not
viable for smaller software manufacturers or distributors.
Strategies in which software requires a hardware lock or
“dongle” necessitate the additional cost of this hardware,
occupy a communication port of the computer, and can be
‘cracked’ by software engineers. Strategies which rely upon
software “wrappers” that change the executable in manners
that prevent fraudulent use are problematic since software
wrappers are often made by a third party and can often inter-
fere with proper functioning of the software.

[0008] These currently implemented strategies all have a
number of additional disadvantages that are overcome by
features of the disclosed invention. For example, these meth-
ods and systems are all oriented towards deterring unautho-
rized use of the software, or are aimed at promoting licensing
renewal, rather than deterring fraud during the point of sale
process itself. These strategies do not utilize any information
about the client, by way of accessing a client history or online
client profile (from an online profile website, an online veri-
fication website, or a well established site such as E-Bay or
PayPal which contain such a profile). These strategies do not
implement fraud prevention strategies which have security
measures, the strength of which are selected based upon the
value of the digital product being purchase, the history of
purchases by a user, or other aspect of a users electronic
profile. These strategies put a large burden on the software
provider, to incorporate fraud-deterrent mechanisms into the
software product, rather providing the distributor or ‘seller’,
or card issuing bank or card association, with mechanisms for
deterring fraudsters both at point of sale and subsequently
thereafter. The disclosed invention is pertinent to selling of
non-electronic products, software, digital media, distribution,
use, and rights management and e-commerce in general. The
disclosed features are also relevant to establishing and pro-
tecting a client’s valid identity and profile.

SUMMARY OF THE INVENTION

[0009] Measures, features, and strategies for deterring
fraud during electronic commerce operations are disclosed.
The technology may be used during the purchasing of digital
and physical products, and at later times during their subse-
quent use. Deterring the purchase or acquisition of software
and digital media by a fraudster is a primary feature of the
invention. Identifying a potential fraudster and differentially
handling the transaction or even prohibiting the electronic
transaction may also occur. Electronic transactions can also
include online banking, obtaining online access to goods and
services, as well as other types of transactions for which
online identity is relevant. Electronic transactions can be
termed ‘e-transactions’, electronic profiles can be termed
‘e-profiles’, and the ‘e-’ prefix generally indicates that the
entity can or is electronically-realized via a computer, inter-
net, or the like.

[0010] In one aspect of the invention the fraud prevention
deterrents are selectively and automatically implemented, or
automatically proposed, during the sale of a digital product
based upon a user’s electronic profile. The particular fraud
prevention deterrents that are implemented or proposed can
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also be selected based upon the value of the item being pur-
chased, a seller’s deterrence preference, a random assign-
ment, a user’s recent web activity, a user’s electronic profile,
a user’s preference, and any aspect of a referring website by
which the user arrived at the seller’s website.

[0011] Inanother aspect of the invention at least one fraud
prevention deterrent is proposed to the user during one step of
the sale method assigned for a digital product. This may occur
as a pop-up window, one or more check-boxes, or as part of
the checkout process, for example, a process implemented by
an electronic shopping cart.

[0012] In another aspect of the invention at least one fraud
prevention deterrent is proposed to the user during the sale of
a digital product and if the user does not opt to allow this
deterrent then selected “non-participation” operations occur.
Additionally, the user may be informed as to the nature of
these non-participation operations (e.g., the product will not
be shipped until after a delay interval has occurred, more
extensive questionnaires may be required for the transaction
to be successfully completed). One deterrent which can be
proposed is joining or participating in an online fraud deter-
ring service or community.

[0013] In another aspect of the invention at the user is
automatically prompted to choose at least one from at least
two fraud prevention deterrent options during the sale of a
digital product.

[0014] In another aspect of the invention fraud prevention
deterrents are implemented during the sale of a digital prod-
uct comprising a fraud free transaction (FFT) software script
that is run or at least transiently installed on the client’s
computer as part of the electronic transaction (*client side
FFP operations’).

[0015] In another aspect of the invention the fraud preven-
tion deterrents are implemented during the sale of a digital
product in the form a fraud free transaction (FFT) e-mail
program. Further, the FFT e-mail program can contain
parameters that are adjusted as part of the electronic transac-
tion (‘server side FFP operations’) such as sending a reminder
e-mail, or sending a reminder e-mail if FFP client side pro-
gram doesn’t initiate contact suggesting possible removal by
fraudster.

[0016] In another aspect, the fraud prevention deterrents
are selected and adjusted during the e-commerce transaction
(and may occur automatically or by a user). The deterrents
can be selected using a fraud deterrent strength parameter
which can be increased (e.g., if the risk of fraud, or cost of
fraud, increases) so that the deterrents are also stronger. Such
a strong deterrent may incorporate evaluation of biometric
markers as part of the e-commerce operation automatically/
by user.

[0017] In another aspect, the fraud prevention deterrents
incorporate validation services and websites which are
selected and adjusted during the e-commerce operation.

[0018] In another aspect, the fraud prevention deterrents
incorporate operations which are dictated, allowed, rejected,
and adjusted based upon preferences and information defined
in a user’s e-profile. A user can modify the e-profile in order
to provide validation and verification operations, historical
activity, and other types of information which may be
required by a seller for successful completion of an electronic
transaction.
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[0019] Theinventive features disclosed can be applied prior
to the electronic transactions, during the electronic transac-
tions, subsequent to a time of purchase, or a combination of
these times.

[0020] A conceptual password technology, which may rely
upon a grid of images, movies, pictures, and/or text can be
created and customized by a user, a user’s bank, a card asso-
ciation, and/or a third party user validation service.

[0021] These and additional features and advantages of the
invention will be further described in the following figures
and detailed description of the current invention. Further, the
understanding exists that the specific embodiments are illus-
trative of the innovative features and are not meant to be
limiting with respect to implementation and practice.

BRIEF DESCRIPTION OF THE DRAWINGS

[0022] For the purpose of illustrating the invention and its
advantages, there is provided a detailed description and
accompanying drawings of preferred embodiments of the
invention. In illustrations of methods, when arrows indicate
iteration (a return from later steps to prior steps), this iteration
is understood to be a preferred embodiment, and executing
the steps a single time may also be an option. In the illustra-
tion of methods, steps which occur sequentially may also
occur concurrently, in parallel, may be repeated several times
(e.g., in order to obtain an estimation of a measure by com-
puting a statistic such as the mean value, or until an operation
within a step occurs successfully), or may be merged with
other steps, prior to the next step occurring. In illustrations of
systems, when lines contain arrow heads on both ends, this
signifies that information may regularly navel in both direc-
tions. It is understood that the invention is not intended to be
limited to the precise arrangements and instruments shown,
wherein:

[0023] FIG. 1A illustrates a schematic representation of a
method of modifying an electronic transaction according to
user selected fraud deterrents.

[0024] FIG. 1B illustrates a schematic representation of a
method of modifying an electronic transaction according to
user selected fraud deterrents wherein the deterrents which
are selected by a client limit the subsequent goods and ser-
vices that are offered to the client.

[0025] FIG. 2. illustrates a schematic representation of an
operating platform configured for adjusting which among
several types of fraud deterrents will be implemented as part
of an electronic transaction.

[0026] FIG. 3A shows Table 1 associated with a client’s
historical table which can reside on the client’s computer and
the FFT-server, as well as Table 2 which is a FFT-server side
table representing a e-transaction profile.

[0027] FIG. 3B shows Table 3 a FFT-server side table rep-
resenting the FFT server operating parameters that are tai-
lored and customized to each client, as well as Table 4 show-
ing an excerpt of illustrative methods where FFT information
is used to select warnings and alerts or other operations,
according to a trusted pool of transactions.

[0028] FIG. 4A illustrates an example of a conceptual pass-
word which is a picture set that enables a client to enter a
picture solution set.

[0029] FIG. 4B shows a preferred embodiment of a con-
ceptual password manager screen.

[0030] FIG. 4C shows a preferred embodiment of a screen-
shot of a software application known as EasylmageGrabber.
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[0031] FIG. 5 illustrates a schematic representation of a
method of modifying an electronic transaction by selecting
fraud deterrents according to an FFT-algorithm.

[0032] FIG. 6. illustrates communication paths for opera-
tions that may occur during the FFP-based transaction with
respect to the client’s computer, an FFT-server, and a seller’s
server.

[0033] FIG. 7A. illustrates a method of using a fraud free
transaction (FFT)-server and its components with respect to
verifying and installing a client-side FFT application.
[0034] FIG. 7B. illustrates a schematic representation of an
FFT method which is implemented according to information
and rules set out by a client controlled e-profile and an FFT-
participating entity such as a third party or card-issuing bank.

[0035] FIG. 8. illustrates the modules of an FFT server-side
application.
[0036] FIG. 9A. shows a method and web-based interface

which can be used to modity a client’s e-profile.

[0037] FIG.9B. shows a web-interface in which clients can
dynamically accept or reject e-transactions such as e-pur-
chases.

[0038] FIG. 9C. shows a web-interface which allows cli-
ents to modify aspects of their e-profile including shipping
and billing addresses and customize rules for accepting or
rejecting e-transactions such as e-purchases.

[0039] FIG. 10A. illustrates the modules of an FFT-client
side application.

[0040] FIG. 10B. illustrates 3 examples of types of FFT-
client side authentication windows.

[0041] FIG. 10C. illustrates an example of an FFT-client
side application of a conceptual password.

DETAILED DESCRIPTION OF THE INVENTION

[0042] FIG. 1A shows a schematic illustration of an
embodiment of a method of providing a “fraud free transac-
tion” (FFT) or “fraud-free purchase (FFP). In this example, an
e-transaction is modified according to fraud deterrents which
are automatically selected, or client selected, after items and
services are selected by the client. This may occur as part of
the ‘check out’ process and may be integrated into a digital
shopping-cart feature. Alternatively, this may occur when the
client enters a website or at another time or in response to a
particular action by the client such as entering a particular part
of a website or selecting a particular product. In step 100 a
client navigates to a website offering goods and services. In
step 102 the client views and selects various goods and ser-
vices available on the website. This may further comprise
making selections, or agreements, related to terms of use as
may occur in the case of digital media and services. In step
104 the client requests that the e-transaction occur wherein
payment will be provided for the selected goods and services.
In step 106 the seller’s e-transaction server (or the server of a
third party that is handling payment operations) proposes
utilizing at least one FFT method as part of the checkout
process. The user can choose to allow or reject selected FFT
operations leading to steps 108 and 110, respectively. Steps
108 and 110 can be realized in a number of manners. An
example will be shown in FIG. 2. Initiation of FFT operations
108 may entail performing ‘FFT accept’ operations on the
local server or on the user’s remote computer or at both
locations. For example the FFT server computer may attempt
to contact the user’s computer if client-side FFT software has
been previously installed on it. FFT reject operations 110 can
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include asking the client’s credit-card security code (e.g.,
CVV) number, normally located on the back of a credit-card.
[0043] FIG. 1B shows a schematic illustration of an alter-
native embodiment of a method of providing a FFT. An
e-transaction is modified according to fraud deterrents which
are selected before items and services are presented to a
client, i.e. as part of the ‘login’ process for a website. In this
embodiment, upon arrival at the website 100, or soon there-
after, the client is queried about allowing one or more FFT
operations. The subsequent browsing experience of the user
can be adjusted 112 based upon the responses to this query,
according to factors such as 1, whether FFT is generally
allowed or rejected, 2, if allowed, which particular fraud
deterrent options are selected, and 3, a client’s fraud ranking
as calculated by one or more operations which occur during
the FFT process (e.g. a client’s ranking on the FFT server or
an acceptance to install/run client side FFT software). A cus-
tomized presentation of goods and services 112 can be
achieved for a client by sending the client only to selected
portions of the website 102 that are configured according to a
user’s interaction with the FFT server (e.g. as a function of
whether the client’s identity was successfully validated). In
another embodiment, a customized presentation of goods and
services 112 can also be provided by dynamically generating
web-pages containing content that is adjusted based upon the
client’s interaction with the FFT server. In this manner, the
value or terms-of-use of items offered by the seller maybe
tailored to the risk-of-fraud associated with each particular
client. FIGS. 1A and 1B, illustrate FFT implementations
which are primarily “front end” and “back end”, respectively.
Either, or both, of these variations may be used, and further,
client activity may cause FFT operations to be automatically
invoked during an e-transaction, in response thereto.

[0044] Utilization of Multiple/Selectable Fraud-Free Pur-
chase Options
[0045] FIG. 2 shows a schematic illustration of an embodi-

ment of a method of providing a ‘fraud free purchase’ (FFP,
which is a type of fraud free transaction FFT) in which the
user is provided with a number of fraud deterrent options. In
step 106 the FFP server displays a query to a client about
whether one or more FFP operations will be allowed to occur
as part of the purchase process. The outcome of step 106 is
step 110 if this request is denied, step 108 if an affirmative
response is provided to this query, or step 113 (not shown) if
the client chooses an option in which more information about
the FFP program is provided. Provision of help and informa-
tion screens is generally available during any step of the FFP
process, and may be made available to the client using a
graphical button which generally appears somewhere in the
browser window providing a message such as “Click here for
more information”. Alternatively, rather than providing the
query of step 106, the shopping cart or selling process can be
configured to automatically invoke step 108, and client’s are
required to select FFP measures as part of the transaction.
Alternatively, step 106 can be followed by step 116 if the
fraud deterrents are automatically selected for users by the
website or by the FFT server (e.g. based upon geographical
location of user determined through reverse DNS methods).
[0046] Step 108 includes a step in which the client is pre-
sented with a menu of fraud deterrent options. This step is
novel from known methods in that it proposes at least one type
of fraud deterrent feature to a client and allows the client to
participate in fraud prevention rather than trying to prevent
fraud without the cooperation of client. Conventional meth-
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ods require users to provide specific information which is
used to deter fraud, rather than giving several options. Addi-
tionally, this strategy does not force the client to use a vali-
dation method for which the particular client may not be able
to participate. For example, a client may not have a web-
camera and so visually implemented human based interaction
may not be possible, although a voice-based transaction could
occur if the client’s computer was configured with a micro-
phone. The selection of menu items leads to step 116 in which
at least one of a plurality of FFP deterrents 116a-116f (and
other technologies such as use of a special browser which is
particularly configured for e-transactions, use of a user’s
e-profile, or use of concept-passwords), are invoked. Alterna-
tively, step 116 can occur automatically if the seller’s/banks
server 8 runs an FFP server program 10 which has an FFP
algorithm 12 which chooses one of the FFP options 116a-f
either automatically, based upon aspects of the transaction
profile (e.g., the purchase price, the purchased product, some
aspect of the client’s e-profile, purchase history of the client).

[0047] Instep 116, if option 1164 or ‘FFP install/verify’ is
selected then this will lead to step 118. In step 118 FFP
programs can be verified, and if not currently on a user’s
computer, the programs can be installed, verified, and run on
the client’s computer. Installation of FFP software on the
client’s machine can occur by concurrently installing the FFP
software module at time of purchase (immediate install) or by
providing the user with the FFP software as part of the soft-
ware package which is downloaded. In this latter case, the
FFP software will be installed when the purchased software is
installed ("delayed install’). In step 116 or 118 a number of
types of fraud deterrent operations may be proposed,
selected, or implemented on the user’s computer and these are
known as “client-side FFP operations”.

[0048] a. FFP software module installation. This option
permits an FFP software module to be used on client machine
according to selected parameters. The parameters can include
the type of FFP software which is installed, the information
contained, collected, and displayed by the FFP module, and
the manner in which the FFP module can be used to commu-
nicate with a third party server such as the seller’s FFP server.
The parameters can also include times at which the FFP
software module operates in intended manners such as mak-
ing contact with an FFP server or removing itself from the
client’s computer. Rather than installing software on the
user’s computer, the FFP software may be configured to ask
for permission to simply run as a browser module or to access
information on the client’s computer. The FFP module may
also be installed from a third party server such as a user’s
bank, to which they may be redirected for this process, or a
third party. The FFP module can be installed as part of another
module that already exists on the client’s computer. For
example if a client has “Norton Antivirus” or “MacAfee virus
scanner” already installed on their computer then the FFP
software can be installed as a module which works with one
of these engines. Additionally, the FFP software can be
installed as a module that works with a client’s social net-
working utility such as MSN-Messenger. In a preferred
embodiment, the FFP software is installed on the client’s
computer directly from the client’s bank, using the bank’s
online website in a process that register’s the user’s computer
as a valid computer.

[0049] b. FFP software module verification. This option
permits server-side FFP software which resides on a remote
server (e.g. seller’s server or bank server) to check for a
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previous installation of the FFP software and if this is found
then to attempt to communicate with the FFP software mod-
ule that has previously been installed on client’s machine. If a
user has previously made purchases from sellers who use the
FFP-technology, then this purchase history can be stored on
the client’s computer and can be accessed in order to deter-
mine the client’s historical activity of e-transactions. Further,
the seller’s server can verity the validity of this historical
purchase information by cross-checking the information with
other FFP servers such as the FFP servers of other sellers. For
example, in Table 1 of FIG. 3, if the current seller is not listed
in the FFP history table, then the seller may contact a prior
seller (e.g. FFP 104) and transmit the data in the relevant row
of the table to determine if the information in table is correct.
The prior seller can confirm the information and also flag any
transaction which resulted in a chargeback or other type of
relevant information. A number of methods are disclosed (e.g.
section entitled “FFP-history legitimacy checks™) that can
assess whether historical information of this table is valid and
is not being used by a fraudster who has stolen this informa-
tion from a legitimate client.

[0050] When FFT software is installed on the client’s com-
puter, it may accomplish ‘post-transaction validation and
verification operations’. For example, the FFT software may
be installed as a system process which monitors the system
processes and records the usage of a digital product that was
downloaded. The FFT software may be configured to contact
the FFT server at some future date and to report the user’s
activity with respect to the software usage. This feature can
assist in cases where a client rejects a charge related to the
purchase of software by providing evidence that the client has
installed and used the software during a period such as the
first 30 days after purchase. In another embodiment the FFT
software may wait an approximate duration, e.g. 3 days and
then request that auser confirm that they have downloaded the
software and are happy with it A “yes” response allows the
FFT server to communicate this to the seller, while a “no”
response can result in requesting permission of the user to
de-install any version of the software which exists on the
client’s computer and to contact the software seller. Failure of
the FFT to contact the software seller is an indication that the
user has de-installed the FFT program and can be used as
evidence by the seller that the client intended fraud, espe-
cially in the case of a chargeback dispute.

[0051] After installation the FFT client-side application
can periodically or regularly monitor currently active system
processes and can create a log of the usage of the program that
was downloaded. It can also check the system registry and
hard-drive (using the default installation path) to detect if the
software program that was downloaded is still installed. This
can occur, for example, during the first week after download
of a new software program. Upon arrival of a scheduled
validation date, where the client-side FFT software commu-
nicates with the FFT seller-side server, the FFT client-side
application can transfer the information related to this usage.
This information can be used by the seller to show either that
the client is actually using the software, or that it is still
installed on the client’s computer, in the case of a chargeback
dispute.

[0052] In step 116, if option 1165 or “FFP e-mail imple-
mentation” is selected then step 120 occurs. Step 120 allows
FFP related e-mail operations to occur according to selected
parameters. These parameters can include sending a specified
e-mail to an account and selecting one or more dates on which
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the e-mail will be sent. These parameters can also be used to
adjust the content of the e-mail such as providing validation/
licensing codes which can be used to keep the software run-
ning. E-mail FFP can also realize a number of additional
important features:

[0053] a. In one embodiment, the e-mail can contain a
hyperlink to a website. The hyperlink may contain informa-
tion needed to identify the user and the e-product which was
purchased and can cause the validation process for the pur-
chase to be run. Unless the client clicks on the hyperlink, in
order to verity the purchase, the purchase is not made. This
allows the FFP server to verify that the client has supplied a
valid e-mail address. This e-mail can also be sent with a
hyperlink which when clicked indicates to the sender of the
e-mail that a recurring billing charge may be implemented as
accepted by the user.

[0054] b. The e-mail implementation operations may also
be used to contact the client if a client-side FFP software
module does not make contact with the seller’s FFP-server at
one or more times that were selected by the client for ‘post-
transaction validation and verification operations’, suggest-
ing that the client has de-installed the FFT software.

[0055] The e-mail protocol may have parameters that are
adjusted as part of the electronic transaction, and can include,
for example, parameters related to: when to send reminder
e-mails; what to do if an e-mail is not responded to within a
selected interval; the content of the e-mail which will be sent,
including client ID and purchase information; and, operations
related to sending reminder e-mails if a client-side FFT-pro-
gram doesn’t initiate contact at particular pre-set dates (sug-
gesting possible removal by a fraudster). While step 118
disclosed some FFP client-side operations which occurred as
part of the client-side FFP program 14, the implementation of
the FFP e-mail operations illustrate a portion of the server-
side FFP operations that are carried out by the server-side FFP
program 222.

[0056] Instep 116, if option 116¢ or “Internet-based FFP”
is selected then step 122 occurs. Internet-based FFP may
include methods that relay upon online processes, for
example:

[0057] a.FFT-related server confirmations may be required
for the transaction to be approved. One example of internet-
based FFP is implemented so that the digital product that the
client has purchased must communicate with the FFP-online
server according to selected ‘confirmation-rules’. For
example, the client’s computer may send a code identifying
the digital product (a type of software or music file) and the
client identification number, and the FFP-server would send
back a code which would allow the digital product to run on
the local machine as long as payment is in good standing.
Alternatively, the client-side FFP manager software can send
information about the digital product to the FFP-server. Fur-
ther the client-side FFP program may be configured to check
at periodic intervals with the FFP-server to obtain authoriza-
tion for the product-client status. Only when the product-
client status indicates that payment remains valid for the
current usage period will the digital product be enabled to run
as intended. This type of fraud deterrent option may offer a
number of advantages to the seller/manufacturer of the soft-
ware, but may be very inconvenient from the client’s point of
view since internet connections my not always be available
and this strategy can slow down productivity, for example,
when the FFP server is slow to respond or is experiencing
unscheduled outages.
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[0058] b. Online validation service-based transaction. This
FFP deterrent option may be considered as another type of the
internet-based FFP-deterrent and allows online validation
and e-profile services to be used as part of the transaction. For
instance a user may be required to log onto a secure validation
website which provides a service validating and ensuring
identities of its clients. The seller may also belong to this
‘online community’. By providing the seller a confirmation
from within the community the seller can be sure that the
client is “trusted” and is a legitimate client. There are many
variations and embodiments wherein e-profiles of a client can
be validated and established in order to ensure the identity and
integrity of a client. The online validation service may not
only validate the client’s identity (e.g. using a conceptual
password) but can also indicate to the seller the security level
or method by which the user was authenticated. The online
validation service may also provide the seller with informa-
tion which can be presented by the seller to a user and can then
send confirmation to the seller that the user was successfully
validated. A number of possible methods by which this can
occur will be described further in the conceptual password
section of this application.

[0059] c. In another embodiment, when the user purchases
a good or service and the website sends an e-mail to the online
verification site using an address supplied by the user. In order
to complete the purchase the user must go to the online
verification website, login using whatever validation process
is required, and then respond to the e-mail. The validation
website can then use this response to send the seller a confir-
mation of the user’s identity by sending the seller the users
validation information including name, etc. The seller’s
server must obtain this response prior to accepting the order.
In a further embodiment, this verification can occur after the
purchase and is more specifically related to the process
whereby permission for the goods to be distributed to the
client is obtained. As shown in FIG. 9A, this online verifica-
tion site may be under control of the client’s bank or may be
a debit or credit card issuer or association.

[0060] Instep116,ifoption 116d or “Biometric FFPimple-
mentation” is selected then step 124 occurs utilizing various
types of biometric authentication technology (BAT). This
option allows Biometric information to be relied upon during
the transaction. A biometric sensor such as finger-print or
other scanner, an optical sensor such as optical camera, or a
microphone may be used to sense biometric data. Fingerprint
validation and verification can occur, for example, using
UPEK TouchStrip or TouchChip fingerprint authentication
solutions, and can include UPEK’s “Pay-By-Touch” solu-
tions including “Pay By Touch Wallet”, “e-Check”, and “age
verification”. Sonic biometric validation can include voice or
speech recording, analysis and recognition. Biometric FFP
deterrents may utilize sonic or ultrasound biometry, which
can be used to measure characteristics of human tissue or
organs. For example, eye-length (A-Scan or B-scan biom-
etry), eye-scanning technologies including retinal scans (e.g.
blood vessel pattern analysis via Daughman algorithms), and
iris based methods can allow either identification (one-to
many template matching) or verification (one-to one template
matching) of the client. Both steps 122 and 124 can include
verifying the identity of a client by having the FFT server
communicate with 1 or more validation services which can
provide an evaluation of data sent to it by a seller’s server.
Alternatively, the client and validation service can communi-
cate directly, and the seller will simply receive confirmation
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and validation of the client’s identity from the third party
service, so that private information of the client is not relayed
through a seller that the client may not trust.

[0061] In step 116, if option 116e or “Possession-based
FFP transaction” is selected then step 128 occurs utilizing
various possessions that only the client should have. For
example, if a client has been associated with a radio-fre-
quency identification (RFID) chip, which is known to either
be implanted or otherwise held by the client, then during the
e-transaction this chip may be read by an RFID reader which
would be available on the client’s computer. Alternatively, a
passport, credit card, or identity card can be swiped in a
“card” reader which can be connected to a client’s computer.
For further security, this may be done during a human-based
multi-media session so that a customer service agent of the
seller can watch the client and ensure that an actual card was
swiped. This will deter software programs form being devel-
oped that would simulate the information being sent using a
pre-recorded data-transmission scheme, rather than requiring
the client to actually swipe a credit card. Another type of
possession can be a CD or flash-based digital key which only
the client should have (e.g., ImX Solutions Inc.’s products
including CD technology and updated, time-limited tokens).
Another type of possession can be physical cards which are
used in screen-card solutions, discussed later.

[0062] In step 116, if option 116/ or “Human-Based FFP
transaction” is selected then step 130 occurs utilizing human
interaction. This option allows audio, visual or multimedia
technologies to be used during the transaction and to imple-
ment human interaction. For example, videoconference tech-
nology can allow the seller and client to interact similar to
how they might during an in-store purchase. The client may
read their credit card information to the seller and hold up
their actual credit card to the video camera. Additionally, if a
‘digital pen’ or “‘digital pad’ technology is available then the
client may be asked to sign for the purchase. The client can
also be requested to perform an out-of-band (OOB) transac-
tion using a client device such as a cell-phone or PDA.
[0063] Miscellaneous FFP Deterrent Options.

[0064] Step 116 can present the client with a number of
additional FFT deterrent options that are not shown in FIG. 2
to avoid cluttering of the figure. A number of these will be
reviewed here.

[0065] a. Voice-based FFP: Selection of a ‘voice-based
transaction’ deterrent would cause voice-based transactions
to occur. This may occur either as a subset of the biometric
124 or human-based 130 deterrents, or can be implemented
within its own sub-category. A phone interview may serve as
a validation during the selling transaction in which the client
may be asked to verbally confirm information normally pro-
vided over a web-based interface, and may also be asked
additional information based upon characteristics of their
response. Alternatively, the client may be required to call a
1-800 number from their home phone and this phone number
may be matched against the contact information linked with
the credit card. Additionally, a verbal transaction can be
achieved using a voice over internet application, or service
such as Skype. A full or sample recording of the voice-based
transaction may be collected during the transaction in order to
later serve as evidence that the client was genuine. In the
biometric option a client may use a verbal password to vali-
date identity. An issue here is that a verbal password can be
recorded by a fraudster. Accordingly, in an FFT implementa-
tion that uses voice recognition the client may be asked to
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record between 5 and 20 words, any of which may be used for
voice-matching. The FFT server would select the particular
word needed either randomly or iteratively so that a fraudster
could not simply record a user’s voice and then replay that
same word when subsequently asked for validation.

[0066] b. Out-of-band OOB based FFT: In addition to using
phones to provide out of band confirmation, users may be
required to respond to an incoming text message by sending
back a text message containing a password. User supplied
passwords can be provided in response to an incoming call
(where this is done via key-press or voice) or in response a
text message. Failure to supply the correct password or to
answer the phone may automatically cause the transaction to
fail. Additionally using cellular triangulation methods, a
users cellphone company can confirm in the positive or nega-
tive that a user is in the same location that a purchase is
originating from (e.g. the cellular location assessed by the
phone company must match the IP address location sent by
the FFP server, more or less, in order for the transaction to be
approved). This can be done in such a way as to keep the
location of the client private, for example, the cellular com-
pany only confirms or not that the client’s location matches
that sent by the FFP server rather than sending the client’s
actual location back to the eFFT server so that the server itself
can perform the match.

[0067] c. Browser Based FFT: In addition to starting the
FFT operations at time of checkout (e.g. FIG. 1A) upon
landing at a website (e.g. FIG. 1B), activation of FFT features
can also be suggested at the start of browsing and as part of the
web-browser platform, wherein users must validate their
identities using FFT operations by interacting with the web-
browser or a validation website to which the browser is
directed. This type of pre-browsing validation may lead to an
adjustment of the browser so that sellers know that the
browser has been recently “verified”. In one embodiment, the
browser may include a plug-in module which presents a “vali-
dation” token to the seller’s website showing that the user’s
identity has been recently validated (the validation token can
be cross-validated by interaction between the seller and the
service that provides the validation token) and which may
expire within a specified period. In one embodiment the infor-
mation of the token, can be sent by the seller to a third party
which is a validation service that issued the token, in order to
assure that it is legitimate (and to ensure the credit card being
used matches the credit card that is registered to the user with
the validation service). In another embodiment the informa-
tion of the token, can be sent by the client to a third party
which is a validation service that issued the token, which then
contacts the seller’s FFT server “browser validation” module
232 (of FIG. 8) and verifies that the user or transaction is
legitimate. The browser-based FFT implementation can also
allow the browser module to validate the legitimacy of trans-
action by ensuring that a particular visa, computer, shipping
address and/or client is valid. The client can set parameters in
an e-profile which determine how long a tolken-based brows-
ing session can last, how long it can last before a reminder is
sent to the browser that re-validation is needed, an also can
regulate the type of transactions which are permitted via the
browser. In addition to other types of validation methods
which have been described, the use of a “validated” browser,
obviates that need of having the user enter various types of
validation information at time of purchase since the seller
may assume that the client is valid.
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[0068] d. Concept-based passwords: Rather than, or in
addition to, requiring a login and password both of which are
traditionally alphanumeric, the FFP can rely upon a password
that is defined by a concept known only to the user. A ‘con-
cept-based’ or “conceptual” password is a valuable type of
password technology because even if an onlooker is watching
the client input a concept-based password, the rule which is
dictating the client’s behavior may be very difficult to work
out. An example of a concept-based password is provided
using FIG. 4A, which contains 5 rows and 3 columns of
pictures. The 15 pictures which are shown represent a par-
ticular picture set. Unlike a traditional numeric keyboard, the
each picture set that is used by the client can be selected or
generated (in a random order) each time the client is required
to perform identity validation.

[0069] The concept-based password utilizes at least one
‘concept rule’ which, in this example, requires a) that 3 items
be selected by a client, and b) that all three pictures contain
people who are not wearing hats. In this case the client should
chose the picture located in the row 3, column 1 position (i.e.
‘R3, C1’), and the pictures located at positions R3,C2; and,
R3,C3. The pictures in position R4,C1 and R5,C1 fail to meet
concept-rule because at least one person in each picture is
wearing a hat. The pictures that should be chosen are the
password items while the other pictures are distracter items
(also known as ‘hits’ and ‘misses’, respectively). The follow-
ing are other examples of ‘concept rules’ as well as the appro-
priate selections. The collection of hits can also be referred to
as “solution sets”. Concept Rule 1: Select 4 pictures in which
people’s knees are not shown. (Solution set=R3,C1; R3,C2;
and R3,C3; Concept Rule 2: Select 4 pictures in which mul-
tiple subjects are all looking the same direction. (Solution
set=R1, C3; R2,C1;R2,C2; R3,C1). Concept Rule 3: Select 4
pictures having at least 1 subject that is looking in the same
direction as the subject of the picture in location R5,C3.
(Solution set=R1,C1; R2,C2; R4,C2) Concept Rule 4: Select
any 1 picture from the first row, 2 pictures from the second
row, and the picture at position (R4, C3). (Solution set=R1,
C1 or R1, C2 or R1,C3; R2,C1 and R2,C2 or R2, C2 and
R2,C3 or R2,C1 and R2,C3; R4,C3). Concept Rule 5: Select
3 pictures in a column in which people are holding different
objects and 1 picture from position R1,C3. (Solution set=R3,
C2; R4,C2; R5,C2; R1,C3).

[0070] The concept rules can also be defined based upon
geometrical patterns, colors, shapes, text items and other
types of categories based that are based upon user prefer-
ences. A concept rule can comprise combination of multiple
rules. For example, one rule might be to ‘choose pictures with
people looking the same direction” and this rule can be com-
bined with another rule that states ‘unless any person in the
picture is wearing a yellow piece of clothing’. In other words,
logical operations such as “AND”, “OR”, “NOT”, etc can be
implemented within context rules. Operations related to
selecting picture sets, implementing concept-based rules, and
verification of solution sets can be achieved using the ‘con-
ceptual password’ module 234 of the FFT server 12.

[0071] The concept-based password has a number of
advantages. Importantly, no special technology must be pur-
chased or carried around by a client in order to enact this
system. A large number of picture sets, concept rules, and
corresponding solution sets can be generated relatively sim-
ply. A central advantage of this feature is that unlike a con-
ventional password method, even if a fraudster installs soft-
ware on a client’s computer which records or relays what a
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valid client is seeing on the computer screen and typing on the
keyboard, the nature of the rule may remain unclear to the
frauder. If a fraudster has collected this information from an
unknowing client, this is therefore rendered relatively use-
less: upon trying to re-establish the client’s identity the fraud-
ster would be presented with a novel picture set when subse-
quently visiting the website. Accessing this type of
information will no longer provide the fraudster with the
ability to assume the true client’s identity.

[0072] Inone embodiment an FFT-participating entity pro-
vides pictures such as photos, drawings, paintings, words,
names, designs, patterns, or other visual options ofthe picture
set from which the client can select a ‘picture password’. In an
alternative embodiment, the client may provide a set of pic-
tures which are well known and these can be used to define the
picture set or a portion of the picture set. Similarly, the client
may be asked to select the concept rules which will be used to
define their picture passwords or these may be supplied by the
FFT entity. For instance the client may provide (or select from
a database) pictures only from the West side or East side of
New York, which are presented with other pictures of New
York. A bird-watching enthusiast may select pictures from
certain families, or based upon geographical demographic.
Similar picture sets and concept rules can be used to create
picture passwords based upon personal knowledge related to
sports history (e.g. teams to play in the SuperBowl between
1968 and 1978), pictures of particular types of architectural
structures (e.g. bridges or buildings related to certain archi-
tects), statues or paintings of less popular artists, etc. The
pictures may also contain animated clips such as movie clips,
or can have other aspects which change over time. In this case
the animation may have to follow certain rules for the asso-
ciated pictures to be chosen as part of the password. For
example, rules can state that “birds have to be shown flying
during some portion of the clip”, or “some objects have to be
traveling across the screen rapidly and others slowly”. The
type of rules for this type of solution are almost limitless and
the same animation scenes can be supplied as solutions for
different concept-based rules. Since the chance of picking 4
of 15 pictures is much less likely if these choices must occur
in a particular order, this can also be a feature which is
required by the picture solution set. Imposing an order on the
manner in which the pictures are chosen decreases the risk
that a fraudster will randomly obtain access to a client’s
account. So for example, if there are 3 pictures of people, the
pictures should be selected in the order of age of the people,
with first the youngest, then the middle, and then the oldest.
Alternatively, one could use hair-color, where the black
haired people are chosen before brown haired people and
lastly blond haired people are chosen.

[0073] Conceptual passwords can also include album cov-
ers, or photographs of famous people (singers), members of
favorite bands, members of a particular band, or other con-
ceptual manner of defining the subject content. Pictures can
be combined with either textual or pictures of numbers, and
the numbers for the password can all be linked by a certain
relationship (for example, no numbers that contains the
numeral ‘5’ can be chosen, or must be chosen, depending
upon the conceptual rule which has been used). Paintings of
famous artists may be used, or paintings representing a par-
ticular period, or only pictures which, for example, contain
the color purple may be used.

[0074] The conceptual password can be adjusted and even
created by the client. FIG. 4B shows a preferred embodiment
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of'a conceptual password manager screen 300 which is under
control of the conceptual password module 234. The concep-
tual password manager screen 300 shown here enables the
client to import images or videos from other websites and
services. We see a number of import options 301 which
include importing material from a social network site such as
Facebook. In this case, Facebook can have an import utility
that enables a client to select and import content from Face-
book such as pictures of friends, and pictures posted in image
galleries. Importation can also occur from website entities
which allow uploading and downloading of pictures and mul-
timedia content such as Picassa/Google; MSN-Messenger;
MySpace; Kodak.com; Shutterfly.com; and Youtube.com,
using software modules written in order to cooperate with the
infrastructures of that particular site. There are also options
for managing conceptual password sets which have been
uploaded by the user, which entail choosing ‘hits’ and
‘misses’ and organizing or selecting 1 or more password sets
to be active. Controls such as buttons 260A, 260B allow the
user to continue, go back to a prior screen, or exit the process.

[0075] The conceptual password manager screen 300 con-
tains an option for using a software application called Easyl-
mageGrabber which can be run from within the conceptual
password module 234. A screenshot of the EasylmageGrab-
ber is shown in FIG. 4C. Here a portion of a user’s desktop
302 is shown. The user has navigated to a website which
shows album covers of the Rolling Stones, and a preferred
embodiment illustrates the EasylmageGrabber window 303
which contains controls for obtaining images from the inter-
net. A spatial selection box 304 can be positioned over the
image desired by a client and can be resized to accommodate
different sized images. The select image 306 control button is
used to take a snapshot of what is within the spatial selection
box 304. The image can be designated as a hit or miss using
radio-controls 308. If a video sequence is desired then the
client can press the capture button 307 to start video capture
and then depress this button again after an interval of video
has been captured. Alternatively, the duration of capture may
be set to a standard duration of 4 or 6 seconds. After images/
videos have been captured/imported by the client these may
be defined as various picture sets (including hits and misses)
using the manage/validate option of FIG. 4B. This option will
invoke screens and operations which validate the conceptual
password sets. Conceptual password validation can include a
number of evaluation procedures which ensure the user selec-
tions meet specific conceptual password standards. For
example, conceptual password standards may include: evalu-
ating images used for hits and misses and ensuring that the
two sets of images have similar characteristics with respect to
color, sharpness, complexity; evaluating the images to ensure
that these meet image standards or conceptual standards;
human based standards wherein a human tries to guess a
password set and if the concept is too easy then the password
set is rejected. This is important, for example, if the hits are
selected from one website and the misses are selected from a
different website then differences in image quality may be
enough to distinguish between hits and misses. If this occurs,
then a graphical filter or other transformation process may be
applied to the images in order to cause any differences
between hits and misses to be within the variance of each set
independently. In other words transformations can be applied
to the images so that the within set variance is similar to the
between set variance with respect to selected aspects of the
images and/or video streams.
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[0076] Multi-Factor FFT Deterrent Option Sets.

[0077] Rather than selecting any one particular FFP-op-
tion, different deterrent options can be combined resulting in
multiple-factor authentication, which is known as ‘strong
authentication’. In one embodiment, FFT can require strong
authentication which is defined as requiring two out of the
following three proofs of identity; Something known by the
client, like a password, an answer to a personal question, or
even the client’s height; Something possessed by the client,
like an Credit-Card and computer identification number; and,
Something unique about a person such as a biometric feature
which can be measured, like a fingerprint.

[0078] These three examples may be thought of as three
different types of identity classes (i.e. known, possessed,
measured). Rather than two-factors, multiple factor authen-
tication may be used where the number of factors F.sub.N are
used, may be implemented where “n” is selected or increased
based upon the strength of authentication which is needed.
When the number of factors are increased it may be preferable
to provide the client with options selected from across, rather
than within, the three types of identity classes (e.g. a BAT can
be combined with a PIN code). Alternatively, as the number of
factors are increased it may be preferable to provide the client
with options selected from within, rather than within, the
three types of identity classes (e.g. a the fingerprint for the
index finger of the left hand can be combined with that of the
right hand). Therefore, when client’s are permitted to select 2
or more fraud deterrents, the client can be required to choose
1 method of fraud prevention from different identity classes.
In the case of fraud deterrent option classes 116 A-F, the client
may be required to select 2 or more deterrents, where each
deterrent must be selected from a unique class of deterrent
option.

[0079] The various fraud deterrent features which have
been disclosed offer a number of different advantages with
respect to different fraudster types. For example, one type of
fraudster is user whose intent is to obtain the item for free by
requesting a chargeback and claiming that a credit card was
stolen. The requirement of using a registered computer to
provide the purchase will deter this type of claim. Another
type of fraudster is a client who or disputes the payment of the
transaction after the transaction has occurred by stating that
they have not used the software product or are not happy with
it. The FFT log of activity, the schedule validation and pay-
ment dates are configured to deter this type of fraudulent
claim. Another type of fraudster is either a minor who uses a
parent’s credit cards without authorization or is an adult who
will claim that this was the case. FFT features such as con-
cept-based passwords will deter this type of fraudster as well
as actual occurrences of unauthorized use. Another type of
fraudster is a client who is using stolen credit cards, and the
same or different computers over time, and the same or dif-
ferent ISPs. FFT features such as conceptual passwords,
internet footprints, internal/external footprints, and the
restriction of transactions to authorized computers will deter
this type of fraudster. The different fraud deterrent options
can be implemented in manners which are appropriate for the
type of fraud which is being targeted.

[0080] The FFT features generally assist in deterring these
different types of fraudsters and can be used separately or in
combination. The FFT features can be used to collect infor-
mation specific to the client to show that it was the client who
actually made the purchase. For example, if a video-transac-
tion was used during the purchase the archived video file
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could be used as evidence that the client made the purchase.
This type of information can be used as evidence for the
dispute process in this case if the client has attempted a
chargeback action. Further, video-based transactions may
require a preliminary step in which a customer service repre-
sentative must confirm the client looks the same as an image
of the client which is stored on the FFT-server. The introduc-
tion of an FFT client-side applications provides advantages
such as monitoring the system processes, it can monitor the
number of times a program has been activated and the length
oftime for which it was used and can send this information to
the FFT-server during a validation session. This information
can assist with refuting charge-backs using evidence showing
that user has used a product subsequent to the billing period
and has attempted a charge-back without contacting customer
service or company for resolution. By obtaining information
about the internet profile, such as computer ID, network loca-
tion and ID, the FFT-server can collect evidence that a par-
ticular user is responsible for various types of fraudulent
purchases, such as multiple purchases of the same or different
types of software made from the same computer. If the FFT
server determines that different cards are being used from the
same computer or local network within a short period, then it
can refuse the transaction or provide alerts to the seller.

[0081] The fraud deterrents and deterrent options can be
automatically selected and adjusted during the e-transaction,
according to the FFT-algorithms 216 implemented by the
program being implemented by the FFT program module 222
that is operated on the FFT server computer 12. Further, all or
some of the steps leading to selection and adjustment of the
fraud deterrents that will be implemented may occur deter-
ministically, in a pseudo-random manner, in a manner deter-
mined partially by the transaction profile, or primarily
according to user, seller, or bank preference, as the case may
be. While multiple deterrents with strong authentication can
make fraud extremely difficult to accomplish, the simple
features such as installing FFT-client side program are also
very effective, especially with respect to deterring a particular
fraudster from repeatedly committing fraud. For example,
when the client-side FFT-program is run, it can send back
client profile information such as computer ID number, com-
puter name, and IP address. If the fraudster then subsequently
performs fraud, this is associated with that information so that
the next time that the same fraudster downloads the FFT-
client side program, it can match the computer’s identification
information to the previous transaction, which is now on the
Fraudster list, and can identify the fraudster. In order to repeat
fraud, the fraudster would have to keep changing computers
or devices from which the transactions are conducted, credit
card numbers, and even LAN’s, since the LAN when the LAN
is identified by the client-side FFT program. This drastically
changes the digital landscape in which a fraudster is forced to
exist.

[0082] Additional features, such as scheduled payments
and validations, which are trivially accomplished by a mouse-
click or two for legitimate users require much more energy
and thought for the fraudster. Since the client-side FFT pro-
gram may be programmed to require validation of the pay-
ment at 30 and 60 days, failure to validate may indicate to the
FFT-server side program that the fraudster has disabled or
removed the FFT-client side program. If this is the case then
the FFT-email program can be programmed to send an e-mail,
chargeback claims will be more difficult to substantiate, and
repeated attempts by the same fraudster will be much more
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difficult. Further, similar to the practice which occurs when
making a hotel reservation, although the purchase price is
“held” against the card, the card may not be actually debited
the full amount until a scheduled payment date which may be
5 to 10 days after the purchase is made and may only occur
after validation and verification of user satisfaction. This fea-
ture makes later rejection of the charge by a client more
difficult, and decreases the financial risks of a seller who is a
distributor rather than a manufacturer (and who is liable to the
manufacturer for the sale) or a card-issuing bank. As such,
while deterring the purchase or acquisition of software and
digital media by a fraudster is a primary feature of the inven-
tion, identifying a potential fraudster and differentially pro-
cessing the transaction or even prohibiting or aborting the
e-commerce transaction is also intended.

[0083] Selection of FFT Deterrent Option Sets.

[0084] AnFFPisatypeof FFT whereina purchase is made.
Other types of FFTs relate to, for example, accessing a
restricted area of a website, logging into an intranet website,
accessing a software product that is utilized in an online
fashion (e.g. using a word processing program, and/or asso-
ciated file, implemented on a remote server). If the transaction
type is a purchase, then a confirmation of shipping address
may be part of the FFT process, wherein, logging into an
internet website to use a remote application or service would
likely not require this information.

[0085] The menuitems presented in step 108 (of FIG. 2 and
FIG. 5) can be selectively restricted based upon the transac-
tion profile including the transaction type.

[0086] FIG. 5 illustrates one embodiment wherein one or
more fraud deterrents are automatically selected by the FFT-
server computer 12 which is running the FFT-server software
200-236 to achieve FFT operations 107. The set of deterrents
can be selected according to an algorithm of the deterrent
option module 200 of FIG. 8. The algorithm of the module
200 may be configured to randomly select the deterrent
options which are used by, or offered to, the client. Alterna-
tively, the algorithm of the module 200 can select the fraud
deterrents based at least in part upon the ‘transaction profile’
that is calculated by the transaction profile module 204.
[0087] A transaction profile is comprised of at least one of:
abank’s preferences if the bank is hosting an FFT service; the
sellers preferences (e.g., a seller’s deterrent preference with
respect to a particular product); the manufacturer’s prefer-
ences (e.g., a manufacture’s deterrent preference); the item
profile (e.g. is this a software product or an update for a
software product?, What is the value of the item?) and the
user’s e-profile (e.g., a user’s recent web activity, and any
aspect of a referring website by which the user arrived at the
seller’s website, a credit card number being used for the
transaction). Rather than the seller’s preferences, the prefer-
ences of a bank or third party FFT service can be used if the
user validation is performed by the bank or third party FFT
service, respectively.

[0088] The algorithm of module 200 can select the fraud
deterrents based at least in part upon e-profiles. E-profiles are
set, calculated, accessed, and/or verified (either locally or
remotely, if these reside remotely) using the e-profile module
204, and can be either client provided E-profiles (CPE-pro-
files) in which the client has participated in the generation of
information related to their e-profile or client derived E-pro-
files (CDE-profiles) which are calculated without the client’s
active participation. The term ‘e-profile’ can refer completely
or primarily to either of these, or to both of these.
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[0089] A client’s e-profile’ can include, for example, an IP
address; a real world address; an e-mail address; a shipping
address; a billing address; a credit card number; a credit card
history; a payment history; a purchase history; history of
timely license renewal; a product serial number associated
with the user; a computer identification number; an operating
system identification number; a pattern of recent activity
related to the client; a pattern of prior activity of the client; a
phone number; an online e-profile (i.e. CPE-profile); a profile
cm a verification or profile website; a profile cm a different
commerce-based website (e.g. e-bay/pay-pal); a profile on a
validation website; a profile on a social-network website (e.g.
Facebook, MSNMessenger); a profile on a bank’s website; a
profile on a referring website; and, a client’s name or other
real-world type of information. The client’s e-profile can also
pertain to whether the user is using a promotional code or
voucher. In some cases, if the promotional code was e-mailed
to the user by the seller, the code can be used to identify the
user and to verity that the user is also the owner of a credit card
which is being used. Aspects of the client e-profile can
include information (e.g., purchase history of the client) con-
tained in historical tables of FF T-client side software modules
that may have operated on the client’s computer.

[0090] The algorithm of deterrent option module 200 can
select the fraud deterrents with fraud deterrent strengths
based at least in part upon fraud deterrent scores. A ‘fraud
deterrent strength’ (FDS) parameter value can be calculated
by the ‘fraud score module’ 206 of the FFT-server software
during the transaction. The FDS value can be adjusted accord-
ing to the characteristics of the transaction profile such as the
value of an item, whether it contains a licensing manager
module of the manufacturer, geographical location of the
client, and aspects of the client profile such as the purchase
history of the client. As the FDS value is increased, the set of
fraud deterrent options which are proposed to the user may be
made more rigorous (e.g., requiring an additional verification
factor to simply using the 3-digit SVV code or ‘card security
code’ located on the back of a credit card) and/or may also
increase in number. The FDS may be increased as the amount
of fraudulent activity, or related indices, increase in relation to
the FFT server, or as assessed by third parties with which the
FFT server communicates, although this may not be specific
to the specific client. For example, if the number of purchases,
charge-backs or rejected orders is increasing above a selected
amount during the current time-period then the FDS value
may be raised.

[0091] The algorithm of the module 200 can select the
fraud deterrents based at least in part upon a client legitimacy
module 208. The client legitimacy module can evaluate the
electronic profile of a client to determine the risk that the
client is taking measures related to fraud. For example, the
client legitimacy module 208 can attempt to determine if the
client is communicating directly with the seller’s server or is
relaying their information through a virtual address on a
remote server. In other words, a client in one location may be
taking measures to appear as if they are located in a different
location, for example via a proxy server, and the legitimacy
module is configured to identify this type of occurrence.

[0092] The deterrent option module can use the informa-
tion provided by these other modules to select and adjust the
fraud deterrents which are either selected or presented to the
client as options. These options may be presented graphically
in the web interface window, for example as one or more
check-boxes or otherwise, as part of the checkout process, for
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example, a by modifying the components of electronic shop-
ping cart. These options permit ‘fraud free purchase transac-
tions’ to occur, which are an e-transaction in which at least
one of the described fraud deterrent is accepted by the user,
and is implemented with the assistance of an FFT-server
which is configured to run a server side FFT-software pro-
gram that performs the required operations and interacts with
a client side FFT client-side application if it is installed on a
client’s device.

[0093] Client Rejection of FFT

[0094] Insome instances the client may be allowed to reject
some or all of the proposed fraud deterrent measures. In FIG.
2, this leads to client-based FFT-rejection operations of step
110 which can be achieved by client reject FF'T module 210 of
FIG. 8. Step 110 may entail a number of consequences such as
flagging the transaction as potentially fraudulent, increasing
the FDS in the fraud score module 206 and invoking more
stringent algorithms of fraud detection or deterrence imple-
mented by the FFT server 12 during the remainder of the
e-commerce transaction (e.g. the amount of information on a
checkout questionnaire may be increased by the client ques-
tionnaire module 224). Step 110 may also invoke additional
repercussions such as setting modifying parameters in the
‘delay/schedule operations’ module 226, to provide, for
example, a delay between the client’s payment and the cli-
ent’s ability to download a digital product, or the shipping
date of a product, as the case may be. The client may be
notified of such implications. For example, step 110 may
include causing FFT-reject module 210 to present a message
to the client such as “If you do not participate the software will
require an activation code to be entered 3 days after the
software is installed”.

[0095] Merely presenting an option to allow the FFT meth-
ods can assist in increasing fraud detection even if a user
rejects one or even all FFT deterrent options. For example, the
simple rejection of all of the proposed FFT options, may
signal an increased likelihood that the client is a fraudster.
Further, rejection of FFT operations may cause the FFT-
server to perform a number of operations which can decrease
fraud. If the user does not opt to participate in a fraud free
transactions then selected “non-participation” operations
may be implemented by the client reject FFT module 210.
The client can be informed as to the nature of these non-
participation operations (e.g. product delivery will be delayed
by several days) or non-participation consequences can occur
in manners that are not known to the client (e.g., increased
questionnaire items may be generated at time of check-out).
Some examples of non-participation consequences imple-
mented in step 110 are: a. the user may be warned that failure
to allow at least one FFT deterrent will result in a delay in
delivery of the e-product; b. the user may be informed that the
software which will be made available will be demo software
that has certain limitations; c. the user may be informed that
the software which will be made available will stop running
after a specified period or number of uses (e.g., until after a
subsequently scheduled validation of payment); d. a customer
service agent may be assigned to the transaction to more
thoroughly examine the data which the client enters, includ-
ing the rate at which the data is entered. A real client should be
able to enter billing information faster than a fraudster who
may have to “look up” this information since it is not memo-
rized; e. the rejection of FFT transaction can set an increased
fraud score and also the strength of the deterrent which is
required of the user since this rejection may be indicative of
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increased likelihood that the client is a fraudster; and, f. the
rejection of the FFT may result in the seller subsequently
providing the client with a “web-service not available” mes-
sage, or other message which indicates that the transaction is
not possible at the current time. In other words, the rejection
of FFT can enable the seller to determine that the client is a
customer that it would rather not sell to, at least for the current
item and current time period. This option may be imple-
mented under the guidance of a human operator.

[0096] This last consequence of the FFT rejection is related
to the psychological aspect of the “rejection” decision. If the
client rejects all FFT options, this may be indicative of an
increased likelihood of fraud intention. Thus, although the
proposed FFT deterrents may not be implemented directly,
these may provide benefit by detecting potential fraudsters
and either rejecting, evaluating or otherwise differentially
handling the transaction. The historical record of rejection of
the FFT deterrents, as well as the level of FFT deterrents
which are accepted by a client, is information which can be
stored as part of the client’s profile. Rejection, or repeated
rejection, of the FFT deterrents may, in some instances, result
in the automatic registration of the client (or a particular credit
card number, IP address, or other transaction information) on
a list of potential ‘fraudster entities’ which is kept on the
FFT-server. A “fraudster entity’ may be a user, a card number,
IP-address, product identification number, or any other type
ofiidentification that is linked to a potentially fraudulent trans-
action. Lastly, because a fraudster may not understand the
FFT system and operations, as well as methods that may be
developed to circumvent these, the enthusiasm for pursuit of
the fraudulent purchase may be diminished when the fraud-
ster encounters an entity hosting or relying upon the FFT
service.

[0097] Software-Based FFT Deterrents

[0098] One of the fraud prevention deterrents that can be
implemented during an e-transaction is an FFT-based soft-
ware program. This was shown as the first deterrent type 1164
of FIG. 2. In a preferred embodiment, the FFT software can be
installed, at least temporarily, as a client-side FFT software
application on the client’s computer as part of the electronic
transaction. The client-side FFT software may perform a
number of client-side FFT operations such as collecting
information related to the client’s e-profile such as a computer
name, identification numbers of hardware components or
serial number of the installed operating system, and informa-
tion related to how the client has connected to the internet or
LAN. After obtaining this information, the FFT-based soft-
ware may then store this in a data file and/or send this infor-
mation back to a remote FFT-server for storage.

[0099] Once installed, the FFT software can perform a
number of operations.

[0100] a. It can operate to maintain a historical record of
e-transactions between the client and one or more different
companies that participate in the FFT program. The historical
record can also be maintained on remote FFT server. The
remote server can reside with a 3rd party (such as the client’s
bank), and can be contacted during sales transactions initiated
by any number of sellers, rather than requiring each seller to
have an FFT server.

[0101] b. The FFT-client software module can be adjusted
to contact the FFT-server at a specific date, after a software
product has been used a number of times or for a specified
duration, periodically or in another manner. In one embodi-
ment, early after the e-transaction, the FF T-software can send
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the FFT server information about customer usage of the prod-
uct in order to assist the seller with any chargeback claim
subsequently made by the client. In another embodiment, the
FFT-software can be configured to verify that payment was
made (i.e. the purchase was valid) and to carry out specified
operations if the FFT-server indicates that a chargeback
occurred.

[0102] c. The FFT-client software can contain information
about when and how to de-install itself after payment valida-
tion has been made. Even if the FFT-client software is un-
installed, either automatically or by the client, relevant data
which was collected when the FFT-software was installed, or
first run, on the client’s computer would have already been
sent to the FFT-server. During subsequent purchases, if the
FFT software is re-installed then the information can be
cross-matched with information of the FFT-server and may
be linked to client e-profiles which reside on the FFT-server.
[0103] The FFT client-side software can be installed as a
stand-alone program which may be a memory resident pro-
gram which is loaded at startup or may be invoked by a client
when purchases are going to be made. The FFT client-side
software can also be implemented as modules within other
programs such as antivirus programs, operating system
update modules, or other programs that more or less continu-
ously are able to establish communication with the internet
such as a messenger program which is a social media-based
program (e.g., MSN-messenger). The FFT-client side pro-
gram may also be incorporated into a web-toolbar, a Java-
applet, or the like. Further, rather than residing on the client’s
computer the client-side FFT program can be realized par-
tially, or fully, using a third party service that the client log’s
onto during the transaction. For example, the client may log
into their MSN account prior to performing an e-transaction,
and the FFT features such as a conceptual password may be
presented to the client via this third party service. In addition
to client side-software being realized upon a client’s com-
puter, the software can be loaded onto any computer device
such as an iPhone, Blackberry, or other personal communi-
cation device and may also be realized partially or fully using
specialized hardware which performs functions described
herein as software functions and modules. The client-side
features can also be linked to hardware unique-identification
solutions such as RFID chips, CPU’s with unique identifica-
tion numbers, anti-theft device tags, Non-Volatile Random
Access Memory NVRAM and static BIOS identification
information, and the like.

[0104] FFT Parameter Tables: Examples from the Server-
Side and Client Side.

[0105] When the client, seller, or bank choose or impose
fraud deterrent options that involve installation of and com-
munication with a client side FFT software module, this mod-
ule may be installed on the client’s computer, or, if already
installed the residing FFT software module may be queried by
the FF T-server. In FIG. 3 A the data of Table 1 contains infor-
mation that may be contained in the client-side FFT program
such as transaction/e-profile module 402, of FIG. 10A or FFT
server-side transaction profile module 202, of FIG. 8. For
example, client profile information including a history of
purchases of the client may be constructed within the client-
side FFT-module 402 or FFT server-side transaction profile
module 202. The historical information can include a product
1D, Last 4 digits of a credit-card that was used for payment,
source of payment (e.g. credit card, pay-pal), confirmation
number used in the sale, license expiration information, ver-
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sion information, computer and operating system identifica-
tion and version information, any status information related
to chargebacks, seller identification numbers related to trans-
actions, manufacturers identification information, and other
types of information as well. The historical information can
be fully available, partially available, password protected,
encrypted, made available contingently based upon FFT rules
and protocols.

[0106] In the example of Table 1, of FIG. 3A, the first
column contains information about the product that was pur-
chased, the second column is the price of the purchase, the
third is purchase date, the forth is a unique seller ID which
corresponds different online sellers or commercial entities.
The fifth column contains client identification information,
and may include an identification number which has been
assigned to the client, information about the computer being
used by the client (e.g. a unique identification number such as
a hard-drive serial number or computer identifying number).
The sixth column relates to the payment and verification
history. In this case “complete” means the transaction
occurred and subsequent FFT operations determined that
payment was completed for the product. In the second row of
column 6, the values [30, 60] and the word “complete” indi-
cate that FFT verification occurred twice after purchase at 30
and 60 days and that the payment was successfully made. If
rather than the term “complete” the term “failed” was present,
this would indicate a problem in the FFT verification and
additional information may indicate the nature of the prob-
lem. For example, failure to communicate with distal FFT
server, subsequent rejection, chargeback, or removal of pay-
ment may be indicated. The last row indicates that an FFT
verification procedure is slated to occur in 45 days for the
third item logged by the FFT module.

[0107] Asshownin Table 2, of FIG. 3A atransaction profile
can be comprised of an e-profile for the client, an internet
profile, a manufacture profile, a seller’s profile, a bank-cus-
tomer’s profile, an item profile, or any a combination thereof.
Authentication strength or fraud deterrent scores can be
adjusted based upon the nature of the transaction as reflected
in the transaction profile.

[0108] Generation of the client’s e-profile can be obtained
by getting this information from: an FF T-server, from a client-
side FFT program; from information supplied by a clienton a
web-based form; maintained in an e-wallet type of device;
information gathered from the internet profile; as well as
other sources. A client profile can include generation of a
payment profile. Payment profile generation can include
review of a chargeback database, history of fraud scores asso-
ciated with a client, a network wide velocity check which
relates to the number and speed at which the credit card
information supplied by the client has been used for prior
purchases, bank identification number (BIN) to country
matching and a high risk BIN check, address verification
service matching, the number of prior times the payment
information has been used, rejected, or used with other ship-
ping information. Payment profile operations can also check
the number and type of items being ordered against prior
orders, such that institutions are permitted to purchase mul-
tiple copies or licenses of a given product while when non-
institutional entities attempt this type of purchase the fraud
score may be increased. Payment profile can also assess,
network patterns amongst participating sellers or within the
network of a particular seller, and merchant pattern matching
related to transaction profiling, merchant profiling, merchant
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activity profiling, syndicate information, and chargeback
database information related to a particular merchant or prod-
uct. For example, if any aspect of a user’s profile was recently
related to fraud within any merchant included on the FFT-
network, then if similar information shows up during a trans-
action with a different merchant, the fraudster can be quickly
detected and deterred. Payment information can also include
checks to see if the credit card number is being used in a
country that is different than the bank that issued the card, if
the credit card is being used for a dollar amount which is
considerably above the prior transactions of a client’s pur-
chase history, if the shipping address is a P.O. box in a location
where this might not be likely, and other idiosyncrasies
related to the payment or shipping information.

[0109] Generation of an internet; profile can include, for
example:
[0110] a. Reverse DNS validation techniques such as IP

conversions to: country, zip code, NPA/NXX, or billing
address.

[0111] b. Checks for high risk IP address, open proxy
check, open proxy check and additional IP-address-related
checks and cross checks. Internet profile generation can
include real-time e-mail validation, including address valida-
tion and cross-checking with known spammer or high-risk
e-mail database.

[0112] c. Evaluation of client’s recent activity within the
seller’s website or within a referring website, prior activity by
that client on the seller’s website. Recent activity can also
related to fraud on the seller’s website which may not be
directly related to the user but may represent increased fraud
during a recent period which may for example, be over the
previous 2 hours, number of recent visits and time spent on
different pages, as well as information related to “snapshots”.
[0113] d. Snapshot information related to the information
provided by a user on a webpage at different moments in time.
For example, if a client fills out fields of a form differently at
two different times then the snapshots would be different
(changing the amount of payment or credit card number).
[0114] e. Times and durations of page views and filling out
of forms on web-pages of a seller, rate of change of informa-
tion within the same order. For example, if a user spends a lot
of time filling out billing information, repeatedly changes
aspects of the billing information, or otherwise handles the
same web-form differently at different moments in time then
this may be an indication of fraud.

[0115] A manufacturer profile can include, for example:
preferences for fraud deterrents which are used, which may
be adjusted as a function of prices of products; values related
to counts, rates, trends, and statistics of fraud occurrence
calculated over at least one period which may be a recent
period; geographical regions of users for which certain prod-
ucts should be offered, adjusted, or restricted, and other
parameters as well. For example, certain types of demonstra-
tion software may not be offered or may be more restricted
based upon the client’s e-profile, according to the manufac-
ture’s preferences. In the example shown in Table 2 of FIG.
3 A, the manufacturer profile has simply been defined so that
if the item sold by the manufacturer is over $500, then the FFT
server should examine the phone number which is provided
by the client and, if possible (i.e. this is a preference, not a
requirement, as indicated by the value of ‘1’ for that param-
eter), should alert a customer service agent who can process
the order by phone. The seller and item profiles can contain
parameters and parameter values which adjust the types of
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fraud deterrents which are suggested or implemented, as well
as other aspects of the e-transaction, as dictated by the FFT
program 222 of the FFT server-side program 12.

[0116] The transaction profile managed by the transaction
profile modules 202/402, including the client profile and pay-
ment profile, can be accomplished in real-time or near real
time, and can occur transparently to a user, as a background
process of the shopping cart or FFT client-side program, or in
an overt fashion. All of the information of the transaction
profile can be checked, and cross-checked to determine, for
example, the number of times an e-mail address has been
submitted with a rejected order, the number of times a ship-
ping or billing address has been submitted with a different
user’s name or credit card, how many times a particular piece
of information has been submitted for a rejected order his-
torically. If a client-side FFT software application has been
implemented upon a client’s computer, then information it
relays to the FFT-server (e.g. computer ID number, operating
system identification code, software and license codes, pur-
chasehistory) can be stored in the transaction profile 202/402.
Since the transaction profile is dynamic it can change over
time in response to client input, and information provided by,
and in response to, fraud deterrent options proposed to the
client. Through cross-checking, transaction profiles can also
include historical identities assumed by the client as evi-
denced by records of logon names and passwords.

[0117] In addition to fraud-score values being positive,
assessment of transaction information may include items
which serve to decrease the fraud score by being negative. For
example, if a user seems to be a returning client who is using
the same credit-card and shipping address then a very large
negative fraud value can be generated by FFT aluorithm
modules 216/416 or a flag can be set which indicates very low
(or even none of the) fraud deterrent measure will be used
during the transaction. Although generation of fraud values or
calculation of a fraud score may be shown in the FIGs at
discrete steps, fraud deterrent operations may occur in the
background as the transaction proceeds and can occur repeat-
edly, or in sequential and parallel manners with other opera-
tions.

[0118] FIG. 3B shows a Table 3 which illustrates an
example of a portion of parameter values that can be set in
order to adjust the operation of the FFT-server program 222.
Each column represents an operating condition under which
the program may run. Generally, the default operating condi-
tion is evaluated as true which causes the client profile to be
assessed. If none of the other columns are assessed as true
then the default parameters are used. If any of the other
columns are assessed as true then the column with the highest
fraud deterrent score (FDS) is assessed as true and is imple-
mented. In the case of a tie, the algorithm can be defined to
choose one column of parameter values over another. In a
default case, two deterrents are proposed to the user and the
user must select one of these. If the product is identified as
Product 1, then two deterrents are selected and the user is not
given a choice about permitting these to occur. If the product
is identified as Product 2 then three deterrents will be pro-
posed to the user and the user must choose 2 of these. If
Condition 1 is evaluated as true, for example, a client profile
indicates something suspicious about the client, then 2 deter-
rents are randomly selected from the possible 5 that ate
‘included’ and user must select 2 of these. If Condition 2 is
evaluated as ‘true’ then the user can only complete the trans-
action via human interaction.
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[0119] Four components of the transaction profile are
shown including the client, seller, item, and manufacturer
profile (card-issuing bank profile can also be used). When the
parameter values for these profiles are set to O then the values
associated with this profile may be ignored while a value of 1
causes these profiles to be considered in determining the
FFT-related operations and calculations which will occur.
The ‘fraud deterrent strength; parameter value may be set
within a range such as from 0 to 5, where 0 indicates that no
deterrents will be selected, and 5 indicates that those deter-
rents with the highest strengths will be used. The ‘random
selection’ parameter value can be set, where 0 and 1 turn
random selection “on” and “off”, respectively. The ‘propose
to user’ parameter value can be set to 0 if the deterrents will
simply be implemented and to 1 if these deterrents will be
presented or proposed to the user as proposed options which
can be accepted or rejected by the user, where values of 2 or
more will indicate that 2 or more fraud deterrents are pro-
posed to the user. The ‘number of deterrents’ parameter value
can determine the number of deterrents that must be selected
by the user. Four illustrative types of possible fraud deterrents
are shown and parameters values for these deterrents can be
set as 0 or 1 in order to determine if these are included or
excluded from the deterrent set which is selected for or pro-
posed to the client.

[0120]

[0121] Electronic footprints can be generated about the
client by the FFT server-side application module 212 using a
number of sophisticated techniques. A number of internet
services have evolved to deter internet based fraudulent activ-
ity (e.g., www.sellitsafe.com; and, www.netscantools.com)
by assessing the internet profile of a user. Validation tech-
niques can involve ping sweep techniques, whois query tools,
DNS Verification (e.g. the server can obtain an IP address of
a client, perform a reverse lookup to obtain a hostname and
then translate the hostname back to an IP address in order to
determine if these match and thereby verify the DNS record).

[0122] Theinstallation ofan FFT client-side application, as
per the present invention, allows the footprint module 406 to
accomplish internal generation of an electronic footprint of
the client (known as an ‘internal footprint’). ‘Footprint-
based’ FFT method can include generation of a transaction’s
internet profile which may include network footprints which
are external network footprints, internal network footprints,
or both. The generation of a network footprint can include
DNS validation and testing and include operations which are
commonly used to identify networks. For example, the net-
work footprint can include using a name-server lookup mod-
ule which has functions for querying DNS servers resolving
IPv4 addresses or hostname. Network footprints can also
include implementing modules for determination of Net-
BIOS computer names, IP address queries, TCP/IP values,
network subsystem names and zones, alias names, network
and internet relay settings, lists of default name servers. The
network footprints may obtain this information using func-
tions such as UNIX commands using the various parameters
specified to define which records are requested from the net-
work (e.g. performing NSLOOKUP, AXFR, and DIG queries
and record types including A, ANY, CNAME, MX, NS, PTR,
SOA, and TXT). The network footprint program can also
verify and audit IP address/hostname mappings, and deter-
mine IRR/AS routing information for IP addresses. Network
validation may include time-validation routines such as send-
ing pings and recording time taken to resolve pings in order to

Electronic Footprint Validation
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determine if processing is occurring locally or being relayed
outside of the local network server. The ability to query the
network in order to find other computers on that network can
assist in detecting subsequent attempts to communicate from
that network, even if the user has changed the name of their
computer or switched to a nearby computer.

[0123] Using both the client-side FFT program footprint
module 406 to generate an internal network footprint and a
server-side FFT program footprint module 206 to generate
the external network footprint allows comparisons to be made
between the information of these two footprints. Mismatches
for particular fields may indicate the user of virtual identities
via re-routing methods which may be used, for example, to
make a user appear as if they are located in a different country
from that in which they are actually located if they are com-
municating via proxy servers. The FFT client-side program
can generate a computer profile which is part of the internet
profile for the client by querying the system registry for
identification information including serial numbers of
installed devices of the computer as well as network printers
and devices. The FFT-program may request permission from
the client before assessing or sending any or all parts of an
internally generated network footprint.

[0124] FFT Communication Paradigms and Protocols

[0125] FIG. 6 illustrates communication operations that
may occur during the FFT-based transaction with respect to
the seller’s server computer 10, the FFT-server computer 12,
and the client-side FFT-program or operations which are
implemented on the client’s device 14. Although the FFT-
server 12 may be implemented as part of the seller’s server 10,
this is not necessary and the FFT-server may be a physically
distinct server either operated by the seller or can be operated
by a third party such as a bank. When the FFT-server is
operated by a third party, then information shared between the
client-FFT 14 and the FFT-server 12 will not necessarily be
made available to the seller’s server 10. This has certain
advantages, for example, the seller is not privy to confidential
information of the client, such as passwords or biometric data,
which is validated by a validation service running an FFT-
server 12. When a client is validated successfully then the
party running the FFT-server 12 sends confirmation (and a
confirmation transaction code) of a successtul validation to
the seller’s server 10, while failure to validate leads to a failure
notice being sent to the seller’s server 10. While clients may
not wish to send data related to their fingerprints to a relatively
unknown seller, popular validation websites which are trusted
by clients can enhance client security and compliance with
undergoing validation procedures. The third party that oper-
ates the FFT server 12 can keep records of the transaction and
assist the seller in resolving disputes related to billing, as
indexed by the confirmation transaction code for a transac-
tion. For the client, the communication between the seller and
the third party FFT server 12 may be invisible and may occur
as a background process. Alternatively, a pop-up window or
frame of a web browser may be created wherein the client is
made aware that their information is being exchanged with
the third party, rather than the seller.

[0126] When a third party FFT server 12 is used for vali-
dation it may provide different types of information to the
servers 10 of different sellers. For example, if the seller’s
server 10 is trusted by the third party’s FFT-server 12 then it
may give the information (which may be in percentage of
total, in number of occurrences, or a normalized fraud value
for that item) shown in column 2 of Table 4, whereas an
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unknown seller may only obtain the information in column
number 1. These distinctions are shown in the example of
Table 4.

[0127] Illustrative Embodiments of FFT-Methods

[0128] FIG. 7A and FIG. 7B teach preferred embodiments
of'the invention. FIG. 7A illustrates a method of using a fraud
free transaction-server and its components in which a client-
side FFT application is utilized. FIG. 7B illustrates an FFT
method which is conducted by the seller or through the card-
issuing bank. The examples can rely heavily upon the exist-
ence of a client-controlled e-profile which will be reviewed in
FIGS. 9A-9C. Rather than fraud free purchase (FFP) system
the system may be configured more generally for fraud free
transactions (FFT). The FFP and FFT systems are similar
except FFT systems are configured for allowing various types
oftransactions requiring authentication and validation of user
identity, such as allowing access to websites and online ser-
vices, rather than simply payment for goods.

[0129] Inthe first step of FIG. 7A the client’s web-browser
arrives at an address of an e-entity 100 such as a website
which is an established e-store, e-service provider, e-banking
site, and the like. In step 102, the client navigates through the
e-site reviewing and selecting services or products which will
be related to an e-transaction whereby the seller provides the
client with a desired result such as access to a digital-good or
e-service. In step 104 the client initiates an e-transaction by
indicating (via a mouse click) that, the e-transaction should
occur (e.g. a software purchase will be made, access will be
requested for something like e-banking, or an e-service such
as a web-based e-mail or word-processing program). In step
106 the user is provided with a choice about whether to
conduct the transaction as a Fraud Free Transaction member.
If the user rejects this possibility then FFT reject operations
110 occur as defined by the seller’s server 10 such as asking
if the client would reconsider the choice, imposing a delay
upon the finalization of the transaction, etc.

[0130] In step 108 the FFT-server operations are initiated
which can entail a number of fraud deterrent options, how-
ever, in this case using FFT-client side software will be
selected as can be done using module 230 of FIG. 8 or step
118 of FIG. 2. The steps provided by step 118 may include
activating FFT software modules on the seller’s server or
initiating communication between the seller’s server and an
FFT server of a third party which offers an FFT service so that
the operations of the FFT-client side applications may be
implemented. In one embodiment the FFT service may be one
or more services to which the client is registered (e.g. a
service called E-Trust, which is run by a major bank).
Whether accomplished by the seller’s server, a bank or other
third party provider the next step 150 is to assess if the
FFT-program is present on the client’s computer. If the FFT
program has not been installed previously, then this may be
done in step 152. In addition to installation of the FFT soft-
ware, the FFT can be configured 154 automatically or accord-
ing to user, bank, or seller preference. The configuration can
include FFT operating parameters including whether to
install as an active system process or not, whether to load the
FFT program at least once as a system process if the computer
is restarted between certain dates, a length of time after which
the FFT program will automatically remove itself, a length of
time after which the FFT program will check to see if the
product has been paid for or if a chargeback has occurred. In
step 156 the FFT server initiates communication with the
client-side FFT. This may include launching the FFT client-
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side program if it is not activated as a system process. Once
the FFT client side program is active, step 156 can include
running the FFT program to derive client profile including
reviewing the client-side FFT history table, deriving the com-
puter, operating system, and device (e.g., hard-drive) identi-
fication numbers or serial codes. The FFT client side-data-
base can contain e-transaction history:

[0131] The next step 158 is to process and validate FFT
information. For example, the FFT server can validate the
clients FFT history, by checking to see if information in the
FFT history matches the data it has in its own FFT database
218. For example, if the FFT client-side program’s database
or transaction-history module indicates that the client previ-
ously purchased a certain type of software and paid for it
successfully, then a transaction number associated with that
purchase can be used to lookup that same transaction on the
FFT server and, by way of cross-reference, determine if the
two pieces of information match. Alternatively, if the pur-
chase was made from a third party, then the FFT server can
contact the server of the other party and send the transaction
number along with the transaction details. The server of the
third party can then verify or refute the information about that
transaction. Step 158 can include using transaction numbers
to determine if the data in the FFT client-side database is
correct or incorrect. The validation process will also check
and crosscheck the client’s computer, operating, hard-drive
ID number against its FFT server database to obtain any
information about the client from previous FFT installations.
Accordingly, even if a client removes the FFT program from
their computer or if the computer crashes, a client’s FFT
information from prior installs can be accessed and utilized as
part of the e-transaction fraud review process. A client’s FFT
history may also include how many times the FFT has been
run, has been removed or allowed to self-remove, how many
times a downloaded software program has been used and for
how long, past purchases with the same credit card informa-
tion, mailing address, etc. Thus an FFT profile can be created
and may become part of the transaction profile with respect to
determination for the fraud score. When a third party FFT
server is used it may provide different types of information to
a seller’s server. For example, if the seller’s server is trusted
by the third party’s FFT server then it will give the informa-
tion (which may be fraud occurrences represented in percent-
age of total, in number of occurrences, or as a normalized
fraud value for that item) in column 2 whereas an unknown
seller may only be sent the information in column number 1.
These distinctions are shown in Table 4 of FIG. 3B.

[0132] In step 160 the FFT server provides FFT informa-
tionto seller’s FFT server or seller’s transaction server. In step
162 the e-transaction occurs according to the seller’s fraud
deterrent algorithms and options which can use a fraud score
supplied by the third party FFT server, or which can calculate
its own fraud score from the various fraud values generated
for the different items of the FFT profile that was generated.
In step 164, the FFT history is updated on both the FFT server
and the FFT client side program. Lastly in step 166, the
e-transaction is ultimately concluded with the client either
obtaining or being refused the e-product or service which was
the object of the transaction.

[0133] In FIG. 7B, an FFT-method is shown in which a
client-created and controlled e-profile is relied upon. In step
170 the client logs onto a platform which uses an FFT-server
which is configured for allowing client’s to modify their
e-profiles. The FFT-server is preferably operated by an entity
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with which the client has banking or VISA accounts. In step
172 the client can modify their profile in a number of man-
ners, including, for example, allowing a particular e-entity the
right to charge their credit cards, allowing an e-entity to
charge the card over a specified period (e.g. over the following
2 days during which the client will be on vacation and away
from their authorized computer), as well as setting limits for
this client’s cards, or allowing, rejecting, or adjusting other
features of their profile such as those disclosed in FIGS.
9A-9C. If the client wishes to require that electronic orders
can be placed only from devices having specified identifica-
tion numbers, then the client can operate FFT-related soft-
ware 174 which is configured to obtain specified information
from the client’s device so that it is registered. The client may
also chose the order of FFT-validation operations such as
selecting a process by which if the client doesn’t respond via
a client-side FFT program then the client is contacted (via
voice or textual means) at a specified cellular phone-number.
Such out of band confirmation may also require the client to
give a verbal or text-based password. At a subsequent time,
when the client visits a seller’s website and initiates an
e-transaction 176, then the seller’s server will validate the
information supplied by the client (e.g. a shipping address)
against the client’s e-profile information, which resides either
on the seller’s FFT-server (such as the client’s bank), with the
FFT-server operated by a client’s credit/debit-card provider
or bank 179a or with the FFT-server operated by a different
third party 1795. The validation process 178 can utilize rules
defined by the FFT-server, the client’s e-profile, the seller’s
requirement, or a combination of all of these. If the validation
is successtul 1784 then the e-transaction is approved 180 and
the finalized 184 by providing confirmation numbers, notices
of'terms and conditions, and the like. The step of finalization
184 can include operations such as updating the information
in a seller’s FFT-server, the client-side FFT application, and
the FFT-server of any third parties that participated in the
transaction. The step of finalization 184, can also include
providing the goods or services paid for by the client, or
scheduling these to be delivered, as well as adjusting param-
eters related to post-transaction validation and verification,
which can occur as scheduled events at selected times. In the
case where validation fails 178B, and the FFT-server rejects
the e-transaction 182, and transaction rejection operations
occur 188. Transaction rejection operations 188 can include
notifying the client of this rejection, directing the client to a
customer service representative, allowing a re-attempt for the
transaction, displaying error messages or “server outage”
messages to deter the client from knowing that a fraudulent
attempt has been detected, and other operations as well. The
information of the FFT-server is obviously updated as well to
reflect this failed attempt, and counters or flags related to
fraud may be adjusted in the FFT-server. Step 178 can also be
replaced by step 178' in which a card-issuing bank receives a
transaction request from a seller (in step 176) and processes
this request by contacting a client using an FFT-server side
application to contact the client’s client-side application in
order to validate the transaction. In this case step 188'
includes the bank accepting or rejecting the transaction based
upon the client’s interaction with the client-side program and
sending this decision onward to the seller. Steps 178' and 188"
are not shown in the figure.

[0134] In FIG. 7B, step 170 can be incorporated in into a
shopping cart process and can occur in a sub-window pro-
vided by a seller’s FFT-server, or can occur by having the
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seller’s FFT-server redirect the client to a third party FFT-
server that is configured to operate jointly with the seller’s
FFT-server (e.g., by way of an FFT-application run on the
seller’s server). In this case step 176 entails returning the
client back to the shopping cart to reconfirm and continue the
transaction. The steps of this method can be adjusted,
repeated, and performed in a different order in order to pro-
vide convenient and user friendly implementation of the
fraud-deterrent features which utilize rules (that maybe at
least partially user defined) to assess information provided by
the client in relation to a customized e-profile which contains
preferences and information that are under the client’s con-
trol.

[0135] FIG. 8 illustrates an FFT server-side application 12,
running on an FFT server, and its components which function
in manners that have been at least partially described herein,
but are reviewed with respect to a preferred embodiment. The
modules 200-236 ecach contain algorithms, rules, software
codes, and parameter values which allow the different mod-
ules to accomplish their operations. Operations associated
with a particular module can be accomplished jointly in coop-
eration with other modules, but are associated with particular
modules in this disclosure for the purpose of illustration.
Operations described may occur independently, jointly, or
wholly within the FFT client-side applications with which the
FFT-server side application communicates, and the system is
realized so that the FFT-server side application can commu-
nicate with multiple FFT client-side applications operate to
jointly provide the systems and methods of the current inven-
tion.

[0136] The FFT-deterrent module 200 enables fraud deter-
rent options and features to be selected and presented to the
client. The preferences for FFT client-side screens (e.g. FIG.
10B) used for various clients can be stored in this module. The
transaction profile module 202 enables creation, communi-
cation, modification, validation, and assessment of the trans-
action profile as well as implementation of operations related
to the transaction profile.

[0137] The e-profile module 204 enables creation, commu-
nication, modification, validation, and assessment, of the
e-profile profile as well as implementation of operations
related to the e-profile.

[0138] The fraud-score module 206 provides calculation
and adjustment of fraud scores that may be used to select
fraud deterrent features and operations.

[0139] The client-legitimacy module 208 provides the
assessment of a client’s legitimacy and can include routines
for assessing, for example, whether a client is using a proxy
server.

[0140] The client-reject FFT module 210 provides opera-
tions related to what occurs when a client reject the use of FFT
in the transaction, and can also implement processes related
to what occurs when the FFT rejects a transaction initiated by
the client.

[0141] The footprint validation module 212 provides
operations related to obtaining, evaluating, comparing and
contrasting information defining internal and external foot-
prints.

[0142] The FFT-alerting module 214 provides operations
related to alerting various parties of activities that are defined
as being related to fraud, such as customer service represen-
tatives who may have to manually review the purchase prior
to approval.
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[0143] The FFT algorithms module 216 provides various
FFT-algorithms which are related to fraud detection and pre-
vention, such as providing anti-fraud analytics according to
various strategies.

[0144] The database module 218 provides operations
related to storing, searching, retrieving, and adjusting all his-
torical and reference information and FFT-related activity
and logs.

[0145] The communication module 220 provides opera-
tions related to communicating with the client, the seller, and
any third party relevant to an e-transaction and can include
implementation of out-of-band communication and various
in-band alternative communications such as communicating
with the client via a third party service or community such as
FFT module on a service such as Facebook. The communi-
cation module also handles all communication between card
associations, banks, sellers, clients or other parties that may
be participating in the e-transaction.

[0146] The FFT programs module 222 serves to coordinate
and control all the other modules of the server according to
one or more FFT programs which has been selected by the
FFT-server administrator.

[0147] The client questionnaire module 224 provides
operations related to the generation, presentation, validation,
and processing of questionnaires and fields which are pre-
sented to the client.

[0148] The delay-schedule operations module 226 pro-
vides operations related to scheduled events such as recurring
billing, post-payment validation and billing, setting e-mail
notification and reminders or out of band communication and
the like.

[0149] Thehelp and assistance module 228 provides opera-
tions related to providing clients/users with help and assis-
tance such as information related to various features as con-
necting clients with customer service agents either via phone,
chat lines, or e-mail.

[0150] The FFT upload/download module 230 provides an
upload/download operations and software modules that FFT
clients can upload and install, and also controls encryptation,
and version, and license control for client-side FFT applica-
tions. This module can also check for previous installations of
the client-side FFT application, can receive and send image
data related to realizing conceptual passwords, can obtain
multi-media information sent by a client such as may occur
when a client interacts using a web-camera with a customer
service representative.

[0151] The browser-based FFT module 232 provides
operations related to establishing communication or validat-
ing an FFT browser configured to provide a secure and FFT-
enabled e-transaction, or FFT-browser modules that may be
implemented within existing browsers and toolbars.

[0152] The conceptual password module 234 provides
operations related to generating, adjusting, and presenting
conceptual password screens and validating auser’s entries as
well as allowing users to manage, define, and cancel partial or
entire picture sets.

[0153] The administration module 236 provides the FFT-
administrator with a user-friendly interface screens for
adjusting the operation of the FFT-program.

[0154] FIG. 10A illustrates an FFT client-side application
401, running on a client’s computer, and its components
which function in manners that have been at least partially
described herein, but are reviewed with respect to a preferred
embodiment. The modules 400-436 each contain algorithms,
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rules, software codes, and parameter values which allow the
different modules to accomplish their operations. Operations
associated with a particular module can be accomplished
jointly in cooperation with other modules, but are associated
with particular modules in this disclosure for the purpose of
illustration. Operations described may occur independently,
jointly, or wholly within FFT client-side applications with
which the FFT-server side application communicates, and the
system is realized so that the FFT-server side application and
multiple FFT client-side applications operate to jointly pro-
vide the systems and methods of the current invention.
[0155] The FFT-deterrent module 400 enables fraud deter-
rent options and features to be selected and presented to the
client. The preferences for FFT client-side screens (e.g. FIG.
10B) used for various clients can be stored in this module on
the local or server FFT program.

[0156] The transaction profile module 402 enables cre-
ation, communication, modification, validation, and assess-
ment of the transaction profile as well as implementation of
operations related to the transaction profile.

[0157] The system processes monitor 404 enables monitor-
ing of system processes and program execution with respect
to software product that have been purchased using the FFT
system.

[0158] The footprint module 406 provides calculation of a
client’s internal footprint.

[0159] The FFT protocol module 408 enables the client or
remote server to modify FFT operations and features which
will occur during transactions.

[0160] The FFT history module 410 records, transmits, and
presents historical transaction activity to the client and may
be password or otherwise protected.

[0161] The Graphics/encryption module 412 provides
operations storage and presentation of graphical images that
are used during various FFT operations.

[0162] The recurring billing module 414 provides opera-
tions related to scheduling, alerting, and confirming events
related to recurring billing and may also function to enable
and disable features of programs on the client’s computer
according to charge-back and recurring billing activity.
[0163] The FFT algorithms module 416 provides various
FFT-algorithms which are related to fraud detection and pre-
vention, such as providing anti-fraud analytics according to
various strategies.

[0164] The database module 418 provides operations
related to storing, searching, retrieving, and adjusting all his-
torical and reference information and FFT-related activity
and logs.

[0165] The communication module 420 provides opera-
tions related to communication between the client the FFT
server, other client-side FFT programs that have been regis-
tered by the client on other computers, and other parties that
may be participating in the e-transaction.

[0166] TheFFT programs module 422 serves to coordinate
and control all the other modules of the server according to
one or more FFT programs which has been selected by the
FFT-server administrator and/or the client.

[0167] The FFT-deterrent module 424 provides operations
related to the generation, presentation, validation, and pro-
cessing of questionnaires and fields which are presented to
the client.

[0168] The delay-schedule operations module 426 pro-
vides operations related to scheduled events such as recurring
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billing, post-payment validation and billing, setting e-mail
notification and reminders or out of band communication and
the like.

[0169] Thehelp and assistance module 428 provides opera-
tions related to providing clients/users with help and assis-
tance such as information related to various features as con-
necting clients with customer service agents either via phone,
chat lines, or e-mail.

[0170] The FFT upload/download module 430 provides an
upload/download operations and software modules that FFT
clients can upload and install, and also aids in controlling
encryption, and version, and license control for client-side
FFT applications. This module can also receive and send
image data related to realizing conceptual passwords, can
obtain or send multi-media information sent by the FFT-
server, such as may occur when a client interacts using a
web-camera with a customer service representative.

[0171] The browser-based FFT module 432 provides
operations related to establishing communication or validat-
ing an FFT browser configured to provide a secure and FFT-
enabled e-transaction, or FFT-browser modules that may be
implemented within existing browsers and toolbars.

[0172] The conceptual password module 434 provides
operations related to generating, adjusting, and presenting
conceptual password screens and validating auser’s entries as
well as allowing users to manage, define, and cancel partial or
entire picture sets.

[0173] The administration module 436 provides the FFT-
administrator or client with a user-friendly interface screens
for adjusting the operation of the client-side FFT-program.
[0174] FFT Client-Side Features

[0175] FIG. 10B. illustrates 3 examples of types of FFT-
client side authentication implementations. In a preferred
embodiment these implementations are invoked in response
to a bank receiving a transaction request during an e-transac-
tion. The bank can tell that the transaction is from an online-
source due to part of the transaction code (which is known as
an electronic commerce indicator-ECI) which is sent by a
card-acquirer. There are three levels of security illustrated. In
the first level the FFT-server of the bank sends a command to
the client’s FFT program to simply present a notification 450
to the client that the transaction has occurred. This notifica-
tion will remain on the client’s computer until the client
presses the button labeled “close”. If the client’s registered
device is not on, and the FFT-server can not contact the client
side-FFT program then the transaction can be automatically
rejected since it is unlikely that the client will be conducting
an e-transaction if the registered device is not even on. Alter-
natively, the client may be conducting the transaction from a
different computer and if the client has defined an alternative
validation method such as an out-of-band contact or confir-
mation method, rather than being automatically rejected the
transaction result in this type of out-of-band activity. The
accept/reject popup 454 can also be utilized wherein the
e-transaction is not allowed until the client actively accepts
the transaction via button 452q. The transaction can be
rejected if the client presses button 4525, or if the timer on that
button reaches zero-seconds (in the figure the client has 11
seconds remaining). In the login/password accept/reject
popup 456, the client must enter a password, or a username
and password into information fields 458 prior to providing
an accept or reject response, and prior to the timer on the
reject response button timing out (in the figure the client has
13 seconds remaining).
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[0176] FIG. 10C. illustrates an example of an FFT-client
side application of a conceptual password. In this example the
picture set is made of images 464a that have been uploaded by
a client. In this case the conceptual password is defined as
scientists whose research includes personally determining the
regional sources of brain activity (rather than having research
assistants do this for them). This is obviously a very difficult
rule to follow for anyone except the client who defined this
set. The presented conceptual password set 462a is becomes
the solved password set 4625 when the client selects the
images which have been defined as “hits” 4645. The message
466 which accompanies the conceptual password can include
information about the transaction which is being processed
and the “decline” button may include a timer which counts
down the remaining time for the client to provide a response
before the transaction is rejected. Upon subsequent iterations
of this conceptual password the images which are presented
to the client can be presented in a different order an may
contain different images for the “hits” and “misses” which
were previously defined by the client. Accordingly even if a
fraudster records this activity or views the client’s response it
is of little use since the images will be different on a subse-
quent presentation.

[0177] Secure Adjustable Client Online Profile (SACOP)

[0178] In one embodiment the FFT systems and methods
may utilize an online e-profile which includes client adjusted
preferences and information that are used during FFT opera-
tions. The e-profile may be stored on a FFT server provided
by either a third party FFT service or by a client’s banking or
credit card institution. The e-profile can include billing and
shipping addresses associated with a credit card so that clients
can allow items to be shipped to more than their billing
address. The e-profile may also include information related to
computers which are authorized for use with the client’s
credit card so that e-transactions must be made using a par-
ticular computer with a particular credit card. The e-profile
can also include spending limits for online spending, or
spending limits related to charges related to particular web-
sites. The limits may be related to an amount, a duration
during which a transaction will be allowed to occur, a website
or client which is blocked from providing charges with the
card. This type of fraud solution requires the active partici-
pation of the client, and may require such extra activity as
setting up an e-profile and/or installing FFT software on a
personal computer. Users obtain increased flexibility and
security in their online transactions.

[0179] The e-profile can also include preference for valida-
tion of the client. Validation rules determine what operations
occur during the client’s verification by a third party. For
example, validation rules may require that a client’s name,
credit card number, shipping address, and computer ID num-
bers or computer name correspond to the values provided in
their e-profile. Although validation rules can be set by the
client, an online purchaser may utilize validation rules that
require either more or less information than the client has set.
In this case one method of reconciliation is that the two
validation rule sets are combined so that all the necessary
information is provided. This can occur by providing a cus-
tomized and dynamic webpage which is created during an
online purchase and which requests information from the
client during a purchase. The online profile can use validation
rules to also determine a number of manners in which a
purchase can be validated. The client may require only that
the FFT service be used or may further require a manually
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accomplished FFT method. One example of a manual FFT
service method is a method in which the client must log onto
the FFT service and manually allow or reject a purchase. A
second example of a manual-based FFT service would
require that the client confirm a message or voice-based call
that is sent, for example, to their PDA or cellular phone and
this step may also require that they provide a secret text code
(or verbal password) in order to confirm the purchase. This
method may be particularly attractive for parents who are
monitoring their early-adult children’s spending and who
may wish to have the ability to accept or reject purchases in a
flexible and real-time manner. A third manual-based FFT
service method would require that the client obtain a confir-
mation code from a seller and then enter this code and the
amount of the charge in order for the transaction to occur.
These features provide benefits, flexibility and increased
security for not only for the clients and the vendors but also
for the credit card companies and banks themselves.

[0180] Just as an e-profile may be stored on a FFT server
provided by either a third party FFT service or by a client’s
banking or credit card institution, the information relayed
from the client may be processed by the seller, a third party
FFT service, or a client’s financial institution. While the ship-
ping address may be provided to the seller, the client’s com-
puter number may only be transmitted to entities trusted by
the client. A number of methods may be used to differentially
send validation information to two different parties either in
parallel or serial steps which occur during the e-transaction.

[0181] As shown in FIG. 9A, a client can log onto the FFT
server using a web-based interface 254 and can adjust fea-
tures of the e-profile 264 such as adding a primary or addi-
tional shipping address (e.g. a family member’s address
where a gift is to be shipped), which is different than their
home address, so that goods may also be shipped to this
address. Additionally, clients may run FFT client-side soft-
ware operations (e.g. as can be invoked as part of the client
choosing the “view/modify computer ID info” option) which
will obtain identification numbers for their computer’s oper-
ating system or computer ID number (e.g. hard drive serial
number) so that e-transactions may only be made from their
computer. The FFT client side software can be software that
remains on their computer and is accessed by the user from
time to time, or may be a program which is loaded at startup,
such as a system tray component, or may be a web-based lava
applet which is installed as a plug-in and associated toolbar,
for the client’s web-browser application, or which runs over
the internet and requires that the user click to provide it with
permission for obtaining information from the client’s com-
puter and network. In this tatter case, software may be run
from a remote location and nothing need be installed on the
client’s computer. In any case, at the time of a subsequent
e-transaction 176 similar software operation will occur to
re-check this computer specific information. After an e-pro-
file has been created 172, the client may go to any online store
that is configured to interact with the FFT system and will be
allowed to make a secure FFT purchase according to valida-
tion rules. As stated, if the validation rule requires informa-
tion about the client’s computer, then client side FFT opera-
tions can be run from a client-side program, checking for the
FFT program residing in the system tray, or using a browser
plug-in. In any case, when the client makes their online pur-
chase clicking to complete a transaction 176 an FFT server
validates the transaction 178. If the FFT server is located with
the seller, then the seller (e.g a bank) may approve 178A or
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reject 178B the transaction. The seller may also wait as the
FFT server of a third party 179A or which may be a bank
1798 verifies the information. If the third party is not a bank
179A, the FFT server of the third party may communicate
with the FFT server of a bank and this result will then be
routed through the third party and back to the seller. These
steps can occur in a transparent fashion with respect to the
client and seller. In the case where a transaction is approved
180 the transaction is finalized successfully, otherwise the
transaction can be rejected 182 and appropriate actions occur
which may include fraud alerting activities if certain types of
rejections are detected at more than a specified rate of occur-
rence.

[0182] InFIG.9A web-based interface is shown which can
be used to modify the client profile disclosed in FIG. 7B and
elsewhere in this application. The client can access the inter-
face by going to an FFT related website 250 such as their bank
or credit card service homepage and logging in with their
login and password information 252. After initially setting up
the service, a client may be required to perform subsequent
logon’s only from the registered computer, and may only
register additional computers by performing highly secure
operations such as, for example, by obtaining a token from
their FFT service which can be used once, within a specified
amount of time, to register a second computer. Upon success-
ful login they can be provided with an administration window
254 having a set of choices which are presented on sub-
windows that are related to traditional banking 256 and to the
FFT service 258. Although the menu items of window 258 are
separate, these may all be combined within different sections
of'the e-profile, and more or less items are possible. The user
may select a radio-button 264 by clicking on an empty radio-
button of any of the items on either window and then choose
to continue 260 in order to implement the option. Selecting
the “View/adjust e-profile” allows them to do so and can
invoke a e-profile view-adjust screen 266 such as that shown
in FIG. 9B. In FIG. 9B the client is able to modify aspects of
their e-profile including shipping and billing addresses. If the
client wishes to add computer information then this may be
done either by manually entering the information or by run-
ning an FFT software module which finds this information on
the client’s computer and sends it back to the FFT server in an
encrypted fashion. The client may also set/modify limits for
e-transactions including those specific to spending limits,
blocking/accepting charges from specific websites, durations
for which certain charges may be made. The “View/modify
credit info and users” feature can be used to modify which
credit cards are associated with a user’s profile (although a
separate e-profiles, e-limits, and rules can exist for the same
user with several credit cards) and names which might be
allowed to charge using selected credit card numbers. Once
an item’s radio button has been selected, the client is permit-
ted to go back 260A or continue forward 260B using the
available navigation buttons 260.

[0183] FIG. 9C shows a web-interface in which clients can
accept 270 or reject 272 orders such as e-orders which are
described in transaction information fields 274 which can
include the transaction number, date, amount, seller, as well
as a description of the item or service purchased. Unlike a
conventional credit-card statement, these are pending trans-
actions rather than historical purchase records and these do
not become official until the client makes an approve selec-
tion 270. An alternative method of validation is also shown in
which the client must provide a transaction code 276 provided
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by the seller and the amount of the transaction 278 in order to
confirm a payment 280. The transaction code may be pro-
vided by the seller at the time of transaction or may be sent at
a date following the transaction (e.g. this may be mailed or
verbally provided to the client). Alternatively, a client can
allow these transactions before these actually occur by defin-
ing e-entities with whom the client intends to transact over a
limited future period.

[0184] Returning to FIG. 9A, the client may also be able to
change e-passwords used for logging into the FFT server or
used to confirm FFT transactions for various websites or
credit cards. It is also possible for a client to change the FFT
level which is used, wherein higher FFT levels may set dif-
ferent operations to occur during an FFT transaction. For
example, the FFT level may be set to be ‘low’, ‘medium’ or
‘high’ where ‘low FFT level” permits the current e-profile to
be used, while a ‘high FFT level’ may require that any e-seller
either call, webcam, or otherwise confirm using a real person,
the identity of anyone attempting an e-transaction from using
the credit card number, to logging into an internet service, to
using a digital rights media product. Reversion to a “high FFT
level” may occur if a clients’ wallet was lost, if there is
evidence of attempts a identity theft, or if otherwise fraudu-
lent events have occurred.

[0185] The FFT server can use this type of e-profile feature
to deter fraudulent use of digital products and software. For
example, the client may associate a specific computer in the
profile with a particular software program license, such as an
internet-based software product which is not installed on the
user’s computer, but rather is accessed remotely. The software
license can be associated with the user in the “e-limits and
rules” section of the program. This feature is convenient
because if the client wishes to use a remote software module
located on a remote server, rather than requiring the user to
log into the remote server each time the software needs to be
accessed, the computer ID number can be automatically
checked by the remote server obviating the need, and related
time and effort, for the user to login or memorize various
passwords that may be needed for different software pack-
ages and provided by different vendors. Further if the client’s
computer is stolen or broken and a new computer is purchased
by the client, the client need only update the client’s informa-
tion in order to begin to use the product again. This feature
may be very useful for institutions who are using an institu-
tional e-profile to manage their licenses since as new students
enroll their computers may be added to the list of accepted
computers while the identification numbers of the computers
of departing students are removed using the “e-limits and
rules”.

[0186] Additional Considerations:

[0187] Currently over 30 percent of all internet commerce
transactions are ultimately rejected or abandoned. Research
has clearly shown that when additional steps added to order
processing, which slow down order completion or require
large amounts of validation information, that a reduction
completed orders results, such as occurs during shopping cart
abandonment. The present invention provides a number of
solutions which should increase legitimate clients’ satisfac-
tion levels for e-transactions. The increase in ease, efficiency,
automaticity, and flexibility should lead to decrease failures
for completion of shopping cart checkout. It is contemplated
that the FFT client-side application can be uploaded, installed
and configured in less than 2 minutes and post-installation
user customization is simply and quick. Once an FFT client-
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side application is installed, the validation and security fea-
tures can occur largely in the background and decrease the
time and effort of a client by requiring less information be
provided on checkout-forms. In fact the FFT client-side
application can have “auto-complete” features which work
with a seller’s website and allow the client to quickly enter
shipping, billing, and other information by having the FFT-
application automatically, or semi-automatically, fill in this
information. Unlike the “Gator™” applications, the client’s
information can be accessed from a remote FFT-server so that
the client’s information is secure and does not need to reside
on client’s computer. An important feature for the client
which is offered adjunctively to the fraud-prevention is a
record of activity which provides clients with historical
records of their purchase activity in an easy and convenient
manner. Further, as with online communities such as that of
e-bay, as client’s use the FFT-service more, their e-profiles
can be adjusted to reflect this activity (as well as history of
charge-back), and this can lead to a client becoming increas-
ingly “trusted”. Other features of the invention, such as offer-
ing multiple fraud-deterrent options and allowing users to
modify their e-profile will also greatly increase user control,
trust, and satisfaction with e-transactions.

[0188] To some extent, pre-charge client authentication can
automatically take advantage of checking and cross-checking
client related information to verify each transaction, includ-
ing evaluation of chargeback history, geo-targeting, IP
address scanning, and real-time verification techniques.
However pre-charge scanning has its disadvantages, such as
sometimes requesting extensive information from a client.
Further, if a client is experiencing difficulty entering ordering
information (e.g. an elderly person) the pre-charge evaluation
(e.g. a strategy which relies heavily on ‘snapshot’ analysis)
may evaluate this confusion as attempts at fraud. The FFT
process substitutes these types of tedious and manually
implemented online verification schemes, automated evalu-
ation such as verifying that a credit card is being used with an
order that is emerging from the computer that is authorized to
work with that card. The FFT process can function to close the
loop of online payment by ultimately requiring that the client
confirm the transaction for it to occur.

[0189] The FFP deterrent paradigm is able to provide
advantages in a number of novel manners. Clients are able to
actively play arole in their validation process, for example, by
allowing them to choose from or customize multiple authen-
tication options rather than treating all client’s in a similar
manner. By providing a sub-set of options based upon the
type of transaction which is occurring (e.g. the value of an
item; the fraud score of a transaction) the fraud deterrent
options are appropriate for the transaction taking place. For
example, the checkout process for an item which cost $2.00
can be differentially implemented that which occurs when the
item is $200, based upon the rules of the transaction profile.
The FFP can adaptive and dynamically be applied to the
transaction process in a manner which empowers the client
and in accordance with a client’s preferences. For example, a
client who is in a hurry or who is not a good typist may prefer
a voice and/or human based purchase, or may have access to
a RFID and credit card, which can be used to quickly validate
a client’s identity. Manufactures and clients are also empow-
ered because they can require deterrent options to be imple-
mented in a graduated and unique manner according to par-
ticular characteristics of the transaction.
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[0190] By permitting installation of the FFP on the client’s
computer, the client can provide a rapid client profile to be
built and subsequently relied upon. Rather than decreasing
purchases, the FFP should provide a much more user friendly
transaction for a wide assortment of e-based transactions. The
FFP not only utilizes novel features, but allows traditional
fraud-deterring technologies to be used in a smarter manner.
For example, the type of software license or software wrapper
that is offered to the client and/or distributed with a digital
product may be selected by the FFT-server based upon a
client’s fraud score. Demonstration software, or particular
versions of demonstration software, can only be offered to
client’s having a particular type of historical e-transaction
activity (e.g. a frequency shopper may be offered demonstra-
tion software with more options enabled than a client with no
software purchases in their FFT-history).

[0191] With respect to software purchases specifically, the
FFT has particular advantages. Software manufacturers have
developed a number of strategies in order to decrease finan-
cial loss due to fraudulent activity. For example, software
license programs may be distributed with software and may
require periodic renewal. However, this may benefit the soft-
ware company, but not the original seller of the software. For
example, a customer may originally decide not to pay for
software but may then decide, after illegally using the soft-
ware for some time, that a “purchase”, “update” or “license
renewal” is in order since the client has determined that the
software is a valuable asset. The customer may not purchase
this latter software component from the same seller from
which the software was originally downloaded. While the
manufacturer will be paid for the software, the seller, who
provided the initial download, does not realize revenue from
this client’s purchase or “renewal” of the item. The FFP
architecture of the current invention allows for fraud-free
purchases to occur and focuses upon promoting valid sales
both during and subsequent to the e-commerce transaction.

[0192] While of particular benefit to the sale of software
products, the current invention can be easily applied to a wide
number of e-commerce transactions, especially with respect
to the selling of digital goods such as electronic media, multi-
media, media-streaming, licensing, licensing renewals,
licensing renewals related to dates, licensing renewals related
to number of uses, online access to goods, software, files, and
services, logging in to a website; passwords, password acti-
vations, password retrievals, and limited use software.
E-commerce accomplished using the principle advantages of
the fraud deterrents described herein can be applied when the
purchased items are distributed using mail or real world deliv-
ery methods. Lastly, it should be obvious that the fraud free
transaction features and methods described herein can be
applied to e-transactions in general including online banking,
security trading, and other activity where verification of a
client identity and authentication of a client’s intentions are
important factors relating to both how and if the transaction is
accomplished, disrupted, adjusted, or terminated.

[0193] The FFT implementation has a number of advan-
tages over current practices of e-commerce. First and fore-
most it provides the client with a number of options for
helping the seller to ensure that the client does not intend a
fraudulent purchase. By providing a number of options, a
compromise between the client and the seller, or client and the
client’s bank, is reached. For example, a client may not be
comfortable conducting part of the transaction over the
phone, may not have access to a web-camera, and may not
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wish to submit a biometric validation marker. In this case, the
FFT allows the client to choose or configure alternative FFT
options which the seller or bank is comfortable. Although the
seller may prefer a multi-media based transaction, rather than
simply offering only a web-cam based transaction option, the
user may be allowed to choose 2 or 3 alternative deterrent
options which the seller believes is functionally equivalent to
the web-cam option, or at least sufficient for permitting the
particular e-transaction. In some embodiments, the FFT
approach allows the clients to create FFT-based e-profiles,
which are similar to community profiles of sites such as
“e-bay” or allows increased security of sites such as “pay-
pal”. However, unlike e-bay and pay-pal, the FFT based
approach allows a client centered, and multi-tiered anti-fraud
system which can be tailored according to the transaction
profile and to a greater extent, the client’s preferences. Fur-
ther, in some instances, the FFT methods permit the client to
access or link their pay-pal accounts, e-bay profiles, as part of
the transaction process and FFT deterrent options. Services
such as PayPal may also implement the FFT solution in order
to facilitate client’s usage of their service. This has not been
possible in prior e-commerce methods, because client’s have
not been asked to actively participate in fraud-deterrence, for
example, by installing a dedicated software platform onto
their personal computer.

[0194] The presently described embodiments of the fraud
deterrent systems and methods offer advantages over prior
art. Although modifications and changes may be suggested by
those skilled in the art, it is the intention of the inventor to
embody within the patent warranted herein all changes and
modifications as reasonably and properly come within the
scope of their contribution to the art. All prior art cited,
including internet address references, are incorporated by
reference herein as if recited fully. The titles, headings, and
subheadings provided in this specification are provided for
organizational purposes only and are not meant to restrict the
invention in any way, nor to limit material described in one
section from applying to another section as would be apparent
to those skilled in the art.

I claim:

1. A method for verifying a user’s identity during an elec-

tronic transaction comprising:

a. operating a first server computer to graphically present to
a user a first option of using a first method of identity
validation related to an electronic transaction and also
presenting to the user a second option related to a second
method of validating their identity using a fraud free
transaction method and allowing the user to select at
least one of the first and second method;

b. operating the first server computer to allow the user to
perform the first method of identity validation in the case
where that method is selected by the user and the use of
the fraud free transaction service is rejected, and

c. operating a second server computer to provide the user
with an interface for providing information associated
with the fraud free transaction service in the case where
the user selects to use the fraud free transaction service,
and;
in the case where the user provides a correct information

to the fraud free transaction service then operating the
second server to send a signal to the first server indi-
cating that the user’s identity has been successfully
verified;
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in the case where the user provides an incorrect infor-
mation to the fraud free transaction service then oper-
ating the second server to send a signal to the first
server indicating that the user’s identity has not been
successfully verified.

2. The method for verifying a user’s identity during an
electronic transaction of claim 1, wherein the first server is
further configured for operating upon the signal in order to
approve or reject the transaction.

3. The method for verifying a user’s identity during an
electronic transaction of claim 1, wherein the electronic trans-
action is related to providing the user access to a website.

4. The method for verifying a user’s identity during an
electronic transaction of claim 1, wherein the electronic trans-
action is related to granting the user permission to make a
payment.

5. The method for verifying a user’s identity during an
electronic transaction of claim 1, wherein the electronic trans-
action is related to granting the user permission to make a
payment with a particular credit card.

6. The method for verifying a user’s identity during an
electronic transaction of claim 1, wherein the first method of
identity validation is achieved by having the user log into a
website using an existing logon and password.

7. The method for verifying a user’s identity during an
electronic transaction of claim 1, wherein the second method
of identity validation is achieved by having the user verify
their identity by successfully providing logon and password
information to a fraud free transaction service.

8. The method for verifying a user’s identity during an
electronic transaction of claim 1, wherein the identity valida-
tion is related to authorization to use a credit card.

9. The method for verifying a user’s identity during an
electronic transaction of claim 1, wherein the transaction is
related to obtaining goods and services.

10. The method for verifying a user’s identity during an
electronic transaction of claim 1, wherein the transaction is
related to gaining access to a service provide by a website.

11. The method for verifying a user’s identity during an
electronic transaction of claim 1, wherein the transaction is
related to gaining access to a service provide by a third party.

12. The method for verifying a user’s identity during an
electronic transaction of claim 1, wherein the interface is a
browser window.

13. The method for verifying a user’s identity during an
electronic transaction of claim 1, wherein the interface is
pop-up window operated by software installed on a user
device which is configured to communicate with the second
server.

14. The method for verifying a user’s identity during an
electronic transaction of claim 1, wherein the interface is a
graphically presented conceptual password comprised of a
set of pictures having a subset which correspond to a concep-
tual rule.

15. The method for verifying a user’s identity during an
electronic transaction of claim 1, wherein the interface is a
graphically presented conceptual password comprised of a
set of pictures having a subset which correspond to a concep-
tual rule which has been defined by the user.
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