(12) INTERNATIONAL APPLICATION PUBLISHED UNDER THE PATENT COOPERATION TREATY (PCT)

(19) World Intellectual Property
Organization
International Burcau

AT O X OO A

(10) International Publication Number

WO 2003/079168 A3

(51) International Patent Classification’: GO6F 1/00 Jon, E.; 803 Douglas Avenue #7, Minneapolis, MN 55403
(US).

(43) International Publication Date
25 September 2003 (25.09.2003)

(21) International Application Number:

PCTIUS2003/007756 (74) Agent: BRUESS, Steven, C.; Merchant & Gould P.C.,

P.O. Box 2903, Minneapolis, MN 55402-0903 (US).

(22) International Filing Date: 13 March 2003 (13.03.2003) (81) Designated States (national): AE, AG, AL, AM, AT (util-
ity model), AT, AU, AZ, BA, BB, BG, BR, BY, BZ, CA,

(25) Filing Language: English CH, CN, CO, CR, CU, CZ (utility model), CZ, DE (util-
ity model), DE, DK (utility model), DK, DM, DZ, EC, EE

(26) Publication Language: English (utility model), EE, ES, FI (utility model), FI, GB, GD, GE,
GH, GM, HR, HU, ID, IL,, IN, IS, JP, KE, KG, KP, KR, KZ,

(30) Priority Data: LC, LK, LR, LS, LT, LU, LV, MA, MD, MG, MK, MN,
60/364,685 15 March 2002 (15.03.2002)  US MW, MX, MZ, NO, NZ, OM, PH, PL, PT, RO, RU, SC,
10/384,161 7 March 2003 (07.03.2003)  US SD, SE, SG, SK (utility model), SK, SL, TJ, TM, TN, TR,

TT, TZ, UA, UG, UZ, VC, VN, YU, ZA, 7M, ZW.
(71) Applicant: DATACARD CORPORATION [US/US]; (84) Designated States (regional): ARIPO patent (GH, GM,

11111 Bren Road West, P.O. Box 9355, Minneapolis, MN KE, LS, MW, MZ, SD, SL, SZ, TZ, UG, ZM, ZW),

55440 (US). Eurasian patent (AM, AZ, BY, KG, KZ, MD, RU, TJ, TM),

European patent (AT, BE, BG, CH, CY, CZ, DE, DK, EE,

(72) Inventors: MORRISON, Michael, A.; 725 Bradford Cir- ES, FI, FR, GB, GR, HU, IE, IT, LU, MC, NL, PT, RO,

cle, Eagan, MN 55123 (US). JORDAN, James, A.; 4397 SE, SI, SK, TR), OAPI patent (BF, BJ, CF, CG, CI, CM,
North Woodgate Lane, Eagan, MN 55122 (US). FREISE, GA, GN, GQ, GW, ML, MR, NE, SN, TD, TG).

[Continued on next page]

(54) Title: SYSTEM AND METHOD FOR PREVENTING UNAUTHORIZED OPERATION OF IDENTIFICATION AND FI-
NANCIAL DOCUMENT PRODUCTION EQUIPMENT

deliver password/
authorization data

Document
production _
i Py equipment L(:ﬁatlon of usetof i
] factory e equipmen

deliver equipment

(57) Abstract: Improvements in security relating to the use of personalized document production equipment. The invention has
& particular use with respect to printers that are used to produce plastic cards, such as financial cards and identification cards. The
& invention prevents the unauthorized production of personalized documents through the use of stolen or fraudulently obtained pro-
duction equipment or software. The equipment is locked until a user enters authorization data that matches authorization data stored
in memory of the equipment. The equipment is able to power-up in the locked state, at which point the user is prompted to enter
the authorization data. As a result, if the equipment is stolen, the thief is unable to operate the equipment without the necessary
g authorization data.
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