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(57) ABSTRACT 

A disk operation protection method and a disk controller are 
disclosed herein. The method includes: receiving a request 
for a disk operation; obtaining, by a disk controller, operation 
control parameters corresponding to the current disk area to 
be operated, and determining whether to allow operation of 
the current disk area according to the operation control 
parameters; if determining that the current disk area is 
allowed to be operated according to the operation control 
parameters, performing the disk operation. By implementing 
the embodiments of the present disclosure, the operation of 
the data stored in a disk is protected, illegal disk operations 
such as maliciously intended modification are prevented, the 
disk is protected in the process of generating data, and the 
defects of the disk protection mechanism in the prior art are 
OVCCO. 
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DISK OPERATION PROTECTION METHOD 
AND DISKCONTROLLER 

CROSS-REFERENCE TO RELATED 
APPLICATIONS 

The present application claims priority to Chinese Patent 
Application Serial No. 200810098141.6 filed on May 19, 
2008. The contents of the above identified application are 
incorporated herein by reference in their entirety. 

FIELD OF THE INVENTION 

The present disclosure relates to the field of electronic 
technologies, and in particular, to a disk operation protection 
technology. 

BACKGROUND 

In electronic devices, it is usually necessary to store data 
into a disk. For example, video signals obtained by a video 
monitoring device need to be recorded into a disk; Stock 
market data, weather report data, and news logs need to be 
recorded. Such data needs to be recorded authentically to 
reflect the actual conditions. That is to say, the stored records 
allow no modification. Therefore, a proper protection mecha 
nism is required for the data of stored records. 

In the foregoing process of storing generated data, in order 
to help a data owner perform real-time protection for the 
generated data, the following solutions are applicable: 
The first solution is to save the data recorded in a disk 

through an upper-layer application software or operating sys 
tem, for example, through a file rights management mecha 
nism of a Unix or Windows operating system, where the 
operations of the files are controlled through different rights. 
The corresponding security mechanism of the first Solution 

maybe tends to be bypassed and leads to protection failure. 
For example, the attackers may obtain the rights of a Super 
userby illegal means, and manipulate the system loopholes or 
modify the system time to dodge the security mechanism. 
The other solution is to protect the whole Logic Unit Num 

ber (LUN) on the storage device by setting rights for the LUN, 
and restrict the data generators and users from accessing the 
data stored in the disk. 

In the foregoing second solution, the saving operation is 
maybe not available in the process of generating the data. 

SUMMARY 

A disk operation protection method and a disk controller 
are provided in embodiments of the present disclosure in 
order to protect data recorded in a disk against illegal opera 
tions, as described below: 

The method for disk operation protection includes: obtain 
ing, by a disk controller, an operation control parameter cor 
responding to a current disk area to be operated after receiv 
ing a request for a disk operation; determining whether the 
current disk area is allowed to be operated according to the 
operation control parameter; and performing the disk opera 
tion if it is determined that the current disk area is allowed to 
be operated according to the operation control parameter. 

The disk controller includes: a parameter obtaining unit, 
adapted to obtain an operation control parameter correspond 
ing to the current disk area to be operated after receiving a 
request for a disk operation, where the operation control 
parameter is used to indicate whether the current disk area is 
allowed to be operated; and a disk operation control process 
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2 
ing unit, adapted to determine whether the current disk area is 
allowed to be operated according to the operation control 
parameter obtained by the parameter obtaining unit, and per 
form a disk operation if it is determined that the current disk 
area is allowed to be operated. 
The embodiments provides proper operation protection for 

the data stored in a disk to prevent illegal disk operations such 
as maliciously intended modification, and performs disk pro 
tection in the process of generating data to overcome the 
defects of the disk protection mechanism in the prior art. 

BRIEF DESCRIPTION OF THE DRAWINGS 

FIG. 1 shows a schematic diagram of implementing the 
embodiments of the present disclosure; 

FIG. 2 shows a schematic diagram of setting the operation 
control parameters in an embodiment of the present disclo 
Sure; 

FIG. 3 shows a statistic mode of operation control time 
parameters in an embodiment of the present disclosure; 

FIG. 4 shows a mode of refresh table in an embodiment of 
the present disclosure; 

FIG. 5 shows a first schematic diagram of a processing 
process provided in an embodiment of the present disclosure; 

FIG. 6 shows a second schematic diagram of a processing 
process provided in an embodiment of the present disclosure; 
and 

FIG. 7 shows a structure of a disk controller provided in an 
embodiment of the present disclosure. 

DETAILED DESCRIPTION 

The disk operation protection solution provided in an 
embodiment of the present disclosure controls the operations 
Such as reading data from a disk and writing data to a disk on 
the disk controller layer. For example, a disk controller 
obtains operation control parameters corresponding to the 
current disk area to be operated, where the operation control 
parameters indicate whether to allow operation of the current 
disk area; and performs the disk operation if determining that 
the current disk area is allowed to be operated according to the 
operation control parameters. Alternatively, after receiving a 
disk operation request, a disk controller obtains operation 
control parameters corresponding to the current disk area to 
be operated 
The foregoing embodiment is no longer based on applica 

tion software or operating systems for implementing disk 
operation protection, Such as reading and writing protection. 
The embodiment separates the rights among the data genera 
tor, the data user, and the data owner. The embodiment 
enables the data owner to protect the generated data in real 
time. 
As shown in FIG. 1, the data generated by the data genera 

tor through application Software may be written into a disk 
array through an operating system. The data user may read the 
data in the disk array through the operating system. The disk 
array may provide an external interface through the corre 
sponding disk controller. The disk controller with an inde 
pendent CPU system, a RAM and a bus interface, may be 
adapted to control the reading and writing operations on the 
disk. That is to say, all operations on a disk may be performed 
through a disk controller, and the disk controller isolates the 
disk from the operating system and the application software. 
In an embodiment of the present disclosure, the disk control 
ler may control the disk operations, such as write protection, 
through a control program. 
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Generally, in a disk array, a sector is used as the minimum 
recording unit, and the minimum addressing unit of the oper 
ating system layer for the disk is also a sector. Therefore, in 
the foregoing embodiment, the disk area may be a storage 
area corresponding to one or more sectors in the disk, or the 
corresponding area in the disk partitioned in other ways. For 
example, if the minimum addressing unit of the disk is not a 
sector, the new minimum addressing unit may be used as the 
corresponding disk area for operation control, where the cor 
responding disk area may be the minimum operation control 
aca. 

In an embodiment of the disclosure, the operation control 
parameters may include at least one of these items: operation 
control time parameters and operation control event param 
eters. The operation control time parameters may include at 
least one of these parameters: time segment allowed for disk 
operations, and time segment disallowed for disk operations. 
The operation control event parameters may include at least 
one of these parameters: event allowed for disk operations, 
and triggering event disallowed for disk operations. 

To make the essence of the embodiments of the present 
disclosure clearer, the implementation process of the embodi 
ments of the present disclosure is hereinafter described in 
detail by reference to accompanying drawings. 

Suppose that the disk operation is a writing operation, the 
disk area that needs to be operated currently is a sector, and 
the operation control parameters are the operation control 
time parameters. As shown in FIG. 2, two parameters may be 
set as the operation control time parameter: 

(1) Interval length allowed for writing operation T1, 
namely, writing operation time window, which is an interval 
length allowed disk operation. If the difference between the 
writing operation time and the latest writing operation time, 
for a sector, does not exceed the interval length allowed for 
writing operation T1, it is determined that the writing opera 
tion to be performed fulfills the requirement of the interval 
length allowed for writing operation, the writing operation is 
allowed; otherwise, it is determined that the writing operation 
does not fulfill the requirement of the interval allowed for 
writing operations, the writing operation is not allowed. 
As a time window, the interval length allowed for writing 

operations T1 may be set for the whole disk, namely, interval 
length allowed for writing operations T1 for a disk is set as a 
writing operation time window of the disk, or set for one or 
more sectors in the disk, or set for the whole storage system. 
The parameter T1 is set to allow for certain application 

software in which a sector is not written fully at a single 
attempt, but usually is written at many attempts. The writing 
operation is regarded as legal if the interval length between 
the writing operations is not more than T1. That is to say, the 
user is allowed to write further in a T1 time segment after 
writing a sector Successfully, and the unit of T1 may be 
minute(s), hour(s), day(s) or month(s). The parameter T1 may 
be set different value according to different application soft 
Wa. 

(2) Valid time of data protection T2, a data protection 
period of the corresponding disk. If the difference between 
the writing operation time and the latest writing operation 
time, for a sector, does not exceed the valid time of data 
protection, it is determined that the writing operation to be 
performed fulfills the requirement of the valid time of data 
protection, the writing operation is not allowed; otherwise, it 
is determined that the writing operation to be performed does 
not fulfill the valid time of data protection, the writing opera 
tion is allowed. 
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4 
The valid time of data protection T2 may be set for the 

whole storage system, or for each disk, or for one or more 
sectors in a disk. 
The valid time of data protection T2 is optional in the 

practical application software. The setting of T2 may fulfill 
the requirement of the data owner so that the corresponding 
data may be retained for a certain time limit (namely, T2) 
before the write-protection is cancelled. The value of the valid 
time of data protection T2 is generally greater than 1, and the 
unit of T2 may be day(s) or month(s). 

If a valid time of data protection (T2) is set, the setting may 
be: T2DT1. 

In the specific implementation process, a time index may 
be created for each sector for recording the latest writing 
operation time of each sector. Based on the foregoing opera 
tion control time parameter, the corresponding disk operation 
protection mode includes the following steps. A disk control 
ler starts counting time from the latest writing operation of 
each sector. The writing operations are allowed in the writing 
operation time window corresponding to the sector. The writ 
ing operation time window is the interval allowed for writing 
operations, and the time label of the sector is updated after 
completion of the writing operation. After the time exceeds 
the writing operation time window corresponding to the sec 
tor, the sectoris write-protected, namely, no writing operation 
is allowed for the sector. Subsequently, after elapse of a valid 
time of data protection which starts from the latest writing 
operation in each sector, namely, after completion of the 
writing protection period, further writing operations are 
allowed for the sector. 

Supposing that the operated disk area is a sector, a time 
index may be set for the sector of the disk, and this time index 
may be adapted to record the interval length between the 
latest disk operation time and the current time, or to record the 
latest disk operation time, or to record other information 
indicative of the latest disk operation time, in order to protect 
the disk sector based on the interval length between disk 
operations. 
The time index may non-linearly record time index values 

such as the interval length and the current time to extend the 
range of recording time, alternatively, the time index may 
record time index values in other ways. 

In the practical application software of the embodiments of 
the present disclosure, one byte may be used to record the 
corresponding time index value for each sector. According to 
this time index value, the latest writing operation time of the 
sectoris calculated out. More particularly, the time index may 
record the interval length between the current time and the 
latest writing operation time, or directly record the latest 
writing operation time as a the latest writing operation time. 
For example, through comparison between the latest writing 
operation time and the current time, it is determined whether 
to allow writing operations for the sector by reference to FIG. 
2. 

In order to avoid waste of storage space, an embodiment of 
the present disclosure uses a non-linear time statistic mode 
with decreasing precision to record the time index value, so 
that it is available for one byte to record a long storage time. 
That is to say, a greater interval length between the current 
time and the latest writing operation time may be recorded, or 
the latest writing operation time may be recorded through a 
byte. Alternatively, in the embodiments of the present disclo 
Sure, more storage space may be used to record the time index 
value precisely. 
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Specifically, the corresponding non-linear time statistic 
mode may include as follows: 

If the intervallength between the current time and the latest 
disk operation time is less than 60 minutes, the minute is used 
as a unit to measure the interval length or the latest disk 
operation time. 

If the intervallength between the current time and the latest 
disk operation time is greater than 60 minutes but less than 24 
hours, the hour is used as a unit to measure the interval or the 
latest disk operation time. 

If the intervallength between the current time and the latest 
disk operation time is greater than 24 hours but less than 1 
month, the day is used as a unit to measure the interval length 
or the latest disk operation time. 

If the intervallength between the current time and the latest 
disk operation time is greater than 1 month, the month is used 
as a unit to measure the interval length or the latest disk 
operation time. 
As shown in FIG.3, Supposing that the final writing opera 

tion time of a sector is YY-MM2-DD HH:MM1, where YY 
indicates year, MM2 indicates month, DD indicates date, HH 
indicates hour, and MM1 indicates minute, the corresponding 
non-linear time statistic mode may record the time index 
value in the following way, namely, the rules of recording the 
time index may be as follows: 

If the difference between the current time and the latest 
writing operation time is less than 60 minutes, the time index 
may be represented by a minute value MM1 of the latest 
writing operation time, and the corresponding time index 
value is MM1; or the minute may be used as a unit to measure 
the difference between the current time and the latest writing 
operation, where MM1 is the actual intervallength measured 
in minutes. 

If the difference between the current time and the latest 
writing operation time is greater than 60 minutes but less than 
24 hours, the time index may be represented by an hour value 
HH of the latest writing operation time, and the correspond 
ing time index value is HH-60; or the hour may be used as a 
unit to measure the difference between the current time and 
the latest writing operation, where HH represents the actual 
interval length measured in hours. 

If the difference between the current time and the latest 
writing operation time is greater than 24 hours but less than 1 
month, the time index may be represented by a date value DD 
of the latest writing operation time, and the corresponding 
time index value is DD+83, where 83-60+24-1 (because the 
date starts from 1); or the day may be used as a unit to measure 
the difference between the current time and the latest writing 
operation, where DD represents the actual interval length 
measured in days. 

If the difference between the current time and the latest 
writing operation time is greater than 1 month, the time index 
may be represented by difference between the month MM2 of 
the current time and the month MM2 of the latest writing 
operation time, and the corresponding time index value is the 
difference plus 114, where 114-60+24+31-1; or the MM2 
value of the latest writing operation may be recorded directly 
(the maximum value of MM2 is 12). If the former time index 
recoding mode is applied, the maximum interval length rep 
resented is 255-114-141 months, namely, the recorded inter 
vallength between the current time and the latest disk opera 
tion time may be greater than 11 years, thus increasing the 
utilization efficiency of the disk space. 

Based on the foregoing time index recording rules, if a 
value recorded by the time index is the latest disk operation 
time of the current sector, namely, the latest disk operation 
time before the current time, for example, Supposing that the 
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6 
current time is 2007-4-16 11:46, then the latest writing opera 
tion time of the current sector corresponding to different time 
index value may be: 

If the time index value of a sector is recorded as 30, it 
indicates that the sector is measured in minutes, the minute 
value of the corresponding latest writing operation time is 30, 
and the latest writing operation time of the sector is 2007-4-16 
11:30, with the recorded time index value being as precise as 
minutes. 

If the time index value of a sector is recorded as 62, it 
indicates that the sector is measured in hours, the hour value 
of the corresponding latest writing operation time is 2, and the 
latest writing operation time of the sector is 2007-4-162:00, 
with the recorded time index value being as precise as hours. 

If the time index value of a sector is recorded as 85, it 
indicates that the sector is measured in days, the date value of 
the corresponding latest writing operation time is 2, and the 
latest writing operation time of the sector is 2007-04-020:00, 
with the recorded time index value being as precise as days. 

If the time index value of a sector is recorded as 116, it 
indicates that the sector is measured in months, the difference 
between the month of the latest writing operation time and the 
current month is 2, and the latest writing operation time of the 
sector is 2007-2-0 0:00, with the recorded time index value 
being as precise as months. 
When the time index is recorded according to the foregoing 

recording rules, if the time index cannot be represented in a 
Small unit, it needs to be represented in a greater unit. For 
example, when the minute counting exceeds 60 minutes, the 
counting unit is changed to hours. Therefore, a timer may be 
started on the disk controller to refresh the time index peri 
odically. Furthermore, by reference to FIG.4, the correspond 
ing time index value may be updated in the following way: 

(1) The disk controller may adopt a minute refresh mecha 
nism, namely, the time index value corresponding to the sec 
tor is refreshed every minute. After 60 minutes, an hourly 
refresh mechanism is applied for the sector instead. 
More particularly, the time index corresponding to each 

sector in the minute refresh table is queried every minute. The 
time index is adapted to record the latest writing operation 
time. If the minute value of the current time is consistent with 
the time index value, the hourly refresh mechanism is applied 
instead to update the corresponding time index, and the serial 
number of the sector corresponding to the time index is 
recorded into the hourly refresh table. For example, if the 
latest writing operation time is 2007-4-11 16:27, in the pro 
cess where update is performed every minute, all the sectors 
with the time index value 27 in the minute refresh table need 
to be modified as corresponding to the time index value 76, 
namely, 60+16, and updated into the hourly refresh table. 

(2) The disk controller may adopt an hourly refresh mecha 
nism, namely, the time index value corresponding to the sec 
tor is refreshed hourly. After expiry of 24 hours, a daily 
refresh mechanism is applied for the sector instead. 
More particularly, the time index corresponding to each 

sector in the hourly refresh table is queried hourly. The time 
index is adapted to record the latest writing operation time. If 
the hour value of the current time plus 60 is consistent with the 
time index value corresponding to the sector, the daily refresh 
mechanism is applied instead to update the corresponding 
time index, and the serial number of the sector corresponding 
to the time index is recorded into the daily refresh table. For 
example, if the latest writing operation time is 2007-4-11 
16:00, all the sectors with the time index value 76 in the 
hourly update need to be modified as corresponding to the 
time index value 94, namely, 83+11 and updated into the 
daily refresh table. 
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(3) The disk controller may adopt a daily refresh mecha 
nism, namely, the time index value corresponding to the sec 
tor is refreshed daily. After expiry of 1 month, a monthly 
refresh mechanism is applied for the sector instead. 
More particularly, the time index corresponding to each 

sector in the daily refresh table is queried daily. This time 
index is adapted to record the latest writing operation time. If 
the date value of the current time plus 83 is consistent with the 
time index value corresponding to the sector, the time index 
corresponding to the sector is modified to be represented by 
months instead, namely, the time index is updated through a 
monthly refresh mechanism, and its time index value is 115, 
which represents one month. 

It should be known that the number of days of a month 
varies between months. It is necessary to perform the corre 
sponding update for the days which do not exist in the current 
month but exist in the latest month, so that the months with 
less than 31 days may be refreshed normally. For example, in 
the daily refresh of April 30, the sector with the time index 
value 113 may be modified as corresponding to the time index 
value 115, and the sector with the time index value 114 also 
may be modified to as corresponding to the time index value 
115. 

(4) The disk controller may adopt a monthly refresh 
mechanism, namely, the time index value corresponding to 
the sector is refreshed monthly, and the time index value 
corresponding to the sector is added. 
More particularly, the time index corresponding to all sec 

tors is queried monthly. This time index is adapted to record 
the interval length between the current time and the latest 
writing operation time. If the corresponding time index is 
recorded monthly, the count value corresponding to the time 
index increases by 1 and is written back to the time index 
value corresponding to the sector in order to update the time 
index for the sector 

In the foregoing processing process, the minute refresh 
table, hourly refresh table and daily refresh table store the 
serial number of the sector to be refreshed and the corre 
sponding time index value. By using a serial number of the 
sector, the corresponding sector can be located directly to 
perform reading and writing operation. By setting each 
refresh table, the quantity of sectors that need to be read is 
reduced in the case of periodical update, and the CPU 
resources occupied in the periodical update process are 
reduced. 

It should be noted that a corresponding month refresh table 
may be created to save refresh time, if the sectors based on 
monthly counting occupy a low proportion of all sectors. 

In an embodiment of the present disclosure, after power-off 
resetting, the refresh tables may be recovered in this way: 
querying time indexes corresponding to all sectors; recording 
the time indexes represented by minutes into the minute 
refresh table; recording the time indexes represented by hours 
into the hourly refresh table, and recording the time indexes 
represented days into the daily refresh table. 

Based on the foregoing time indexes recording rules, when 
the operating system performs writing operations for a sector, 
the time index of the sector is read first, and a judgment is 
made about whether the sector is in the time range that allows 
no writing according to the corresponding time index. If the 
sector is in the time range that allows no writing, the writing 
operation is forbidden in order to protect the files in the disk. 
The process of saving writing operations for a disk in an 

embodiment of the present disclosure is described below by 
reference to flowcharts. 
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8 
Implementation Process 1 
As shown in FIG. 5, the process of performing the writing 

operation for a disk may include: 
Block 1: A disk controller receives a writing operation for 

a sector in the disk. 
Block 2: The disk controller reads the time index value of 

the sector in order to determine the latest disk operation time 
according to the time index and further determine the legality 
of the writing operation. 

Block 3: A judgment is made about whether the writing 
operation is allowed according to the time index value. If the 
writing operation is allowed, the process proceeds with block 
4; if the writing operation is not allowed, the process proceeds 
with block 6. 
The applicable judgment modes may include: a judgment 

is made about whether the difference between the latest disk 
operation time and the current time exceeds the preset 
allowed disk operation interval length according to the time 
index value. If the preset allowed disk operation interval 
length is not exceeded, the writing operation is allowed; if the 
preset allowed disk operation interval length is exceeded, the 
writing operation is not allowed. 

Block 4: The corresponding writing operation is per 
formed. That is, data is written into the corresponding sector 
in the disk. The corresponding time index value of the sector 
is modified, namely, the minute of the current time is used as 
the modified time index value of the sector. The process 
proceeds with block 5. 

Block 5: The serial number of the sector corresponding to 
the written sector is written into a minute refresh table. The 
writing operation process is finished. 

Block 6: The writing operation is prohibited, and the writ 
ing operation process is finished. 

It should be noted that the disk operation in the embodi 
ment is namely the writing operation in the embodiment. 
Implementation Process 2 
As shown in FIG. 6, a process of determining whether the 

current cell allows a writing operation according to a time 
index may include the following blocks: 

Block 1: When a writing operation on the disk is required, 
a judgment is made about whether the difference between the 
current time and the latest writing operation time stored in the 
system is greater than a preset value (for example, 5 minutes 
or other preset time). If greater, it is deemed that the system 
time is modified illegally, and the process proceeds with 
block 5; otherwise, the process proceeds with block 2. 

Block 2: The difference between the current time and the 
latest disk operation time (namely, interval length) is deter 
mined according to the time index corresponding to the sector 
currently to be written. A judgment is made about whether the 
interval length is greater than the preset allowed disk opera 
tion interval T1. If greater, the process proceeds with block 3; 
otherwise, the process proceeds with block 4. 

In this block, if the time index value records the difference 
between the current time and latest disk operation time, the 
corresponding interval length may be determined directly. If 
the time index value records the latest disk operation time, the 
corresponding interval length is determined according to the 
latest disk operation time recorded by the time index value 
and the current time. For example, if the time index value is 
62, the latest disk operation time is 2:00; if the current time is 
6:00, the corresponding interval length is 4 hours. 

Block 3: A judgment is made about whether the interval 
length is greater than the valid time (T2) of data protection. If 
greater, the process proceeds with block 4; otherwise, the 
process proceeds with block 6. 
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Block 4: The writing operation is allowed. The writing 
operation is performed on the corresponding sector in the 
disk, and information is written into the corresponding sector. 

Block 5: Alarm information is reported and the process 
proceeds with block 6. 

Block 6: The writing operation is not allowed. 
It is thus evident that in the processing process shown in 

FIG. 6, the disk controller adds the operation of block 1 in 
order to prevent the system time and even the files in the disk 
from being modified illegally. The detailed operation of block 
1 is: The storage system updates the time of each reading 
operation and writing operation into a non-volatile memory, 
thus storing the latest modification time of modifying the disk 
of the storage system. Afterward, when the storage system 
determines that the difference between the current time and 
the stored latest modification time is greater than the preset 
time value (for example, 5 minutes), it is deemed that the time 
of the storage system is modified illegally. In this case, the 
corresponding alarm information may be reported, and the 
corresponding disk operation may be prohibited. 
As shown in FIG. 7, a disk controller provided in an 

embodiment of the present disclosure may include a param 
eter obtaining unit 701 adapted to obtain an operation control 
parameter corresponding to the current disk area to be oper 
ated before performing disk operations, where the operation 
control parameters are adapted to indicate whether the current 
disk area is allowed to be operated, for example, whether the 
sector currently to be operated is allowed to be written. The 
operation control parameters may include at least one of these 
items: operation control time parameter, and operation con 
trol event parameter. The disk controller may further include 
a disk operation control processing unit 702 adapted to per 
form the disk operation if determining that the current disk 
area is allowed to be operated according to the operation 
control parameter obtained by the parameter obtaining unit 
701. 

Depending on the operation control parameter applied, the 
disk operation control processing unit 702 controls disk 
operations in any of the following processing modes, without 
being limited to the processing modes: 

Processing Mode 1 
If the operation control time parameter includes an interval 

length allowing disk operations, the disk operation control 
processing unit may be further adapted to determine whether 
the intervallength between the current time and the latest disk 
operation time fulfills the allowed disk operation interval 
length. If the allowed disk operation interval length is full 
filled, the disk operation is allowed; otherwise, the disk opera 
tion is prohibited. 

Processing Mode 2 
If the operation control time parameter includes an interval 

length allowing disk operations and a valid time of data pro 
tection, the disk operation control processing unit 702 may be 
adapted to determine whether an interval length between the 
current time and the latest disk operation time fulfills a 
requirement of the allowed disk operation interval length. If 
the interval length fulfills the requirement of the allowed disk 
operation intervallength, namely, the intervallength does not 
exceed the allowed disk operation interval length, the disk 
operation is allowed; if the interval length does not fulfill the 
requirement of the allowed disk operation interval length, 
namely, the interval length exceeds the allowed disk opera 
tion intervallength, the disk operation control processing unit 
702 may further be adapted to determine whether the interval 
length between the current time and the latest disk operation 
time fulfills a requirement of the valid time of data protection. 
If the interval length fulfills the requirement of the valid time 
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10 
of data protection, namely, the intervallength does not exceed 
the valid time of data protection, the disk operation is not 
allowed; prohibit if the interval length does not fulfill the 
requirement of the valid time of data protection, namely, the 
interval length exceeds the valid time of data protection, the 
disk operation is allowed. 

Optionally, the disk controller may further include a time 
information recording unit 703, which is adapted to record the 
latest disk operation time or the interval length between the 
current time and the latest disk operation time through a time 
index, where a non-linear time statistic mode with decreasing 
precision may be used to record the interval length between 
the current time and the latest disk operation time. The time 
information recording unit 703 may record time information 
in any of the following ways: 

Recording Mode 1 
If the intervallength between the current time and the latest 

disk operation time is less than 60 minutes, the minute is used 
as a unit to measure the interval length or the latest disk 
operation time. If the intervallength between the current time 
and the latest disk operation time is greater than 60 minutes 
but less than 24 hours, the hour is used as a unit to measure the 
interval length or the latest disk operation time. If the interval 
length between the current time and the latest disk operation 
time is greater than 24 hours but less than 1 month, the day is 
used as a unit to measure the interval length or the latest disk 
operation time. If the intervallength between the current time 
and the latest disk operation time is greater than 1 month, the 
month is used as a unit to measure the interval length or the 
latest disk operation time. 

Recording Mode 2 
If the intervallength between the current time and the latest 

disk operation time is less than 60 minutes, the minute is used 
as a unit to record the minute value of the intervallength or the 
latest disk operation time, and the value range is 0-60. If the 
interval length between the current time and the latest disk 
operation time is greater than 60 minutes but less than 24 
hours, the HH-60 is used to record the interval length or the 
latest disk operation time, where HH indicates the hour value 
of the actual interval length or the latest disk operation time 
and is measured in hours, and the value range is 0-24. If the 
interval length between the current time and the latest disk 
operation time is greater than 24 hours but less than 1 month, 
the DD+83 is used to record the interval length or the latest 
disk operation time, where DD indicates the date value of the 
actual interval length or the latest disk operation time and is 
measured in days, and the value range is 0-31. If the interval 
length between the current time and the latest disk operation 
time is greater than 1 month, the MM+114 is used to record 
the interval length or the latest disk operation time, where 
MM indicates the month value of the actual interval length or 
the latest disk operation time and is measured in months, and 
the value range is 0-141. 

Based on the foregoing time information recording mode, 
the disk controller may further include a refresh table record 
ing unit 704, which is adapted to record information of the 
sectors whose time index statistic unit is minutes, hours, days, 
months respectively by using at least one of these tables: 
minute refresh table, hourly refresh table, daily refresh table, 
and monthly refresh table; and record the time index value 
corresponding to the sector. 

Optionally, the disk controller may further include an ille 
gal time modification identifying unit 705, which is adapted 
to identify whether the interval length between the current 
system time and the latest disk operation time of the storage 
system is greater than a preset time value. If greater, prohibit 
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the disk operation for the storage system; otherwise, notify 
the parameter obtaining unit 701 to perform the correspond 
ing operation. 

In the final analysis, a simple disk write-protection method 
which is not based on application software and operating 
systems is disclosed herein to protect the data stored in a disk 
effectively. For example, the method fulfills the requirement 
of the Sarbanes-Oxley about prohibition of rewriting a file in 
a specific time period. The solution provided in an embodi 
ment of the present disclosure is characterized by ease of 
implementation, physical security and reliability, effective 
protection against illegal modification and flexible control 
modes. 

Although the disclosure has been described through some 
preferred embodiments, the disclosure is not limited to such 
embodiments. It is apparent that those skilled in the art can 
make various modifications and Substitutions to the disclo 
Sure without departing from the spirit and scope of the dis 
closure. The disclosure is intended to cover the modifications 
and substitutions provided that they fall in the scope of pro 
tection defined by the following claims or their equivalents. 
The disclosure is intended to cover the modifications and 
substitutions provided that they fall in the scope of protection 
defined by the claims or their equivalents. 

What is claimed is: 
1. A method for disk operation protection, comprising: 
obtaining, by a disk controller, an operation control param 

eter corresponding to a current disk area to be operated 
upon receiving a request for a disk operation; 

determining whether the current disk area is allowed to be 
operated according to the operation control parameter; 
and 

performing the disk operation if it is determined that the 
current disk area is allowed to be operated according to 
the operation control parameter, 

wherein the operation control parameter comprises at least 
one of an operation control time parameter and an opera 
tion control event parameter. 

2. The method of claim 1, wherein the operation control 
time parameter comprises an interval length allowed for disk 
operation, and the determining whether the current disk area 
is allowed to be operated according to the operation control 
parameter comprises: 

determining whether an interval between a current time 
and a latest disk operation time fulfills a requirement of 
the interval length allowed for disk operation; 

performing the disk operation if the interval fulfills the 
requirement; and 

prohibiting the disk operation if the interval does not fulfill 
the requirement. 

3. The method of claim 1, wherein the operation control 
time parameter comprises an interval length allowed for disk 
operation and a valid time of data protection, and the deter 
mining whether the current disk area is allowed to be operated 
according to the operation control parameter comprises: 

determining whether an interval between a current time 
and a latest disk operation time fulfills a requirement of 
the interval length allowed for the disk operation; 

performing the disk operation if the interval fulfills the 
requirement of the interval length allowed for the disk 
operation; 

further determining whether the interval between the cur 
rent time and the latest disk operation time fulfills a 
requirement of the valid time of data protection if the 
interval does not fulfill the requirement of the interval 
length allowed for the disk operation; 
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12 
performing the disk operation if the interval does not fulfill 

the requirement of the valid time of data protection; and 
prohibiting the disk operation if the interval fulfills the 

requirement of the valid time of data protection. 
4. The method of claim 1, further comprising: 
recording a latest disk operation time or an interval 

between a current time and the latest disk operation time, 
by a time index in a nonlinear time statistic mode with 
decreasing precision. 

5. The method of claim 4, wherein the nonlinear time 
statistic mode comprises: 

measuring the latest disk operation time or the interval 
between the current time and the latest disk operation 
time in minute(s) if the interval is less than 60 minutes: 

measuring the latest disk operation time or the interval 
between the current time and the latest disk operation 
time in hour(s) if the interval is greater than 60 minutes 
but less than 24 hours; 

measuring the latest disk operation time or the interval 
between the current time and the latest disk operation 
time in day(s) if the interval is greater than 24 hours but 
less than 1 month; and 

measuring the latest disk operation time or the interval 
between the current time and the latest disk operation 
time in month(s) if the interval is greater than 1 month. 

6. The method of claim 5, further comprising: 
recording information of a plurality of sectors with time 

index statistic units corresponding to minutes, hours, 
days and months, respectively, and recording time index 
values corresponding to the plurality of sectors, 

wherein the information of the plurality of sectors with 
time index statistic units corresponding to minute, hour, 
day and month is recorded respectively by a minute 
refresh table, a hourly refresh table, a daily refresh table 
and a monthly refresh table. 

7. The method of claim 1, further comprising: 
determining whether an interval between a current system 

time and a latest disk operation time of a storage system 
is greater than a preset value; 

prohibiting the disk operation if the interval between the 
current system time and the latest disk operation time of 
the storage system is greater than the preset value; and 

performing the step of obtaining the operation control 
parameter corresponding to the current disk area to be 
operated if the interval between the current system time 
and the latest disk operation time of the storage system is 
not greater than the preset value. 

8. A disk controller, comprising: 
a parameter obtaining unit, adapted to obtain an operation 

control parameter corresponding to a current disk area to 
be operated upon receiving a request for a disk opera 
tion, wherein the operation control parameter is used to 
indicate whether the current disk area is allowed to be 
operated; and 

a disk operation control processing unit, adapted to deter 
mine whether the current disk area is allowed to be 
operated according to the operation control parameter 
obtained by the parameter obtaining unit, and perform 
the disk operation if it is determined that the current disk 
area is allowed to be operated, 

wherein the operation control parameter comprises at least 
one of an operation control time parameter and an opera 
tion control event parameter, and the operation control 
time parameter comprises an interval length allowed for 
the disk operation. 
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9. The disk controller of claim 8, 
the disk operation control processing unit is further 

adapted to determine whether an interval between a 
current time and a latest disk operation time fulfills a 
requirement of the interval length allowed for the disk 
operation, perform the disk operation if the interval full 
fills the requirement, and prohibit the disk operation if 
the interval does not fulfill the requirement. 

10. The disk controller claim 8, wherein the disk operation 
control processing unit is further adapted to: 

determine whether an interval between a current time and 
a latest disk operation time fulfills a requirement of the 
interval length allowed for the disk operation, 

perform the disk operation if the interval fulfills the 
requirement of the interval length allowed for the disk 
operation, 

further determine whether the interval between the current 
time and the latest disk operation time fulfills a require 
ment of the valid time of data protection if the interval 
does not fulfill the requirement of the interval length 
allowed for the disk operation, 

perform the disk operation if the interval does not fulfill the 
requirement of the valid time of data protection, and 

prohibit the disk operation if the interval fulfills the 
requirement of the valid time of data protection. 
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11. The disk controller claim 8, further comprising: 
a time information recording unit, adapted to record a latest 

disk operation time or an interval between the current 
time and the latest disk operation time by a time index in 
a nonlinear time statistic mode with decreasing preci 
sion. 

12. The disk controller claim 11, further comprising: 
a refresh table recording unit, adapted to record respec 

tively information of a plurality of sectors with time 
index statistic units corresponding to minutes, hours, 
days and months, wherein and record time index values 
corresponding to the plurality of sectors, 

wherein the information of the plurality of sectors with 
time index statistic units corresponding to minutes, 
hours, days and months is recorded respectively by a 
minute refresh table, a hourly refresh table, a daily 
refresh table and a monthly refresh table. 

13. The disk controller claim 8, further comprising: 
an illegal time modification determining unit, adapted to 

determine whether an interval between a current system 
time and a latest disk operation time of the storage sys 
tem is greater than a preset value, prohibit the disk opera 
tion if the interval is greater than the preset value, and 
enable the parameter obtaining unit to obtain an opera 
tion control parameter if the interval is not greater than 
the preset value. 


