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INTELLIGENT SECURE DATA MANIPULATION APPARATUS AND
METHOD

TECHNICAL FIELD

This disclosure relates generally to the exchange of electronic data
over a generally insecure communication network, and in particular but not
exclusively, relates to the secure exchange and the manipulation of data
(including static data, dynamic data such as email and instant messaging,
and the access to applications that manipulate such data at a higher level)

being provided over the communication network.

BACKGROUND

As technology advances in today's society, many tasks that were
traditionally performed manually can now be performed automatedly via
the use of computers. An example is electronic commerce or "e-
commerce” that allows consumers to purchase goods and services via the
Internet. With e-commerce, consumers and merchants rely on the secure

exchange of accurate electronic data.

Other examples of exchanges of electronic data include business-
to-business relationships where one business contracts with another

pusiness to manage a particular component of its operation. For instance,

a business may outsource with a third-party organization to manage
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its payroll and benefits. In such an affiliation, the business typically provides
the third-party organization with remote access to its confidential electronic
information (e.g., data stored in databases and file systems, as well as
applications to manipulate such data) to allow the third-party organization to
process the information.

Yet other examples where electronic data can be exchanged are
with systems that try to comply with the Health Insurance Portability and
Accountability Act of 1996 (HIPAA). HIPAA compliance mandates a national
Electronic Data Interchange (EDI) framework that standardizes private
electronic health information so it can be securely shared in a largely
automated manner between health care providers, employers, insurers,
patients, and other authorized parties. Thus, an Insurer can access patient
records at a hospital in order to verify treatment and coverage for a particular
patient, for instance.

Virtual private networks (VPNs) have been used as one
technigue to securely exchange data between remote systems (where the
term “systems” herein includes data exchanges between computer f{o
computer, computer to human, human to human, or any variation thereof).
With a VPN, a secure network overlays an insecure public network, such as
the Internet. A VPN is created by encrypting all data streams between
selected nodes on the larger public network, such that no other nodes on the
same public network can access the confidential data.

These examples of VPN data exchange systems suffer from a
number of drawbacks. First, many of them can only understand, analyze, and
act according to external data stream information and not the actual contents
of the data stream. For example, traditional VPNs monitor incoming and
outgoing packets, block incoming packets based upon source or destination,
and require some authentication information in order to establish a secure
connections to authorized data. However, once a secure connection is

established the VPN is largely ignorant of the content of the data being
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exchanged. The most such systems can dho Is blindly record the data
exchanged without the ability to ihtelligently act upon it in real time.

. Another disadvantage of these VPN data exchange systems is
that data will often need to be exchanged between machines (such as
between computer systems, client terminals, application software, servers,
web browsers, and the like) that communicate via different or incompatible
data formats and protocols. In the payroll and benefits scenario described
above, and individual in the business may need to re-format the data to a
format (e.g., to a compatible software application file, database layout,
Intermediate file format, and so on) before the data is sent to the third-party
organization, so that the third-party organization can read and process the
data. Aweb browser generally only understands the web-based protocols,
such as hypertext transfer protocol (HTTP) and hypertext transfer protocol
secure (HTTPS), and thus cannot exchange data with an email server that
communicates via the other protocols, such as SMTP, POP, and/or IMAP
protocols. This translation between data formats and protocols may need to
be done differently and manually on a case-by-case basis for each data
exchange link, thereby adding to the complexity and inefficiency of the
process.

Yet another problem with these VPN data exchange systems is
that erroneous data can be cumbersome to detect or correct. Correction of
incorrect data, if such incorrect data is even located to begin With, typically
Involves having to track down specific static database or file system entries
where the original error occurs. This can be difficult in situations where there
are multiple databases having different formats. In addition, data that is
exchanged often needs to be logged in terms of source, destination, date and
time, or other transactional tracking information. This transactional
information is also generally stored statically in databases, file systems, or
other storage locations (e.g., “data at rest”), and can easify become outdated
or erroneous If the original data had errors. Erroneous data can result in

severe consequences, patrticularly in the health care field where a wrong
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prescription number for a medicine may cause great harm to a patient. If
left uncorrected, erroneous data can propagate and proliferate through
various systems and databases as the data is exchanged.

Specific software packages and general application server platforms
have been developed to address some of the more sophisticated
problems of data analysis, integration, and exchange. This software
approach to data exchange wusually provides some advanced
programming environment whereby functionality can be customized to
analyze, manipulate, and audit data according to the unique business flow
and data architecture of each customer.

These examples of software data exchange systems suffer from a
number of drawbacks. First, security at all levels is usually a prerequisite
for data exchange but generally only exists at the application layer in such
software systems, such as in the form of login username and passwords.
Because encryption is so computationally costly and poorly done in
software alone, these systems are either inefficient or unable to secure
significant data exchanges at the lower packet level. Often, security must
be addressed separately at the application, operating system, network
level, and overall integration levels.

In addition, software is just one component of an overall working
data exchange system. Hardware must be independently researched,
purchased, configured, and managed along with the software package.
Both the hardware (including the operating system) and software must be
Integrated for security, performance, automation, etc., which represents a
significant continual effort. Moreover, such software data exchange
systems are usually tied to a back-end local data store operating on data
at rest. Once data is initially extracted, it can be copied and exchanged
many times independent of such systems, thereby undermining core
functionality such as comprehensive auditing and privacy filtering.

Accordingly, improvements are needed in data exchange

4
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techniques.

SUMMARY OF THE INVENTION

Accordingly, it is an object of this invention to at least partially
overcome some of the disadvantages of the prior art.

In one aspect, the present invention resides in an apparatus,
comprising: a processor; a memory coupled to the processor, wherein
the memory stores program instructions executable by the apparatus to:
receive a set of user instructions for data conversion; translate the set of
user instructions into a set of user-defined rules for data conversion;
secure an authenticated connection between the apparatus and a first
computer system; authorize an access to a second computer system over
a private network; and transform a set of related electronic data from a first
format to a second format during transit of the set of related electronic
data between the first computer system and the second computer system,
including: receiving the set of related electronic data from the first
computer system in the first format; converting the set of related electronic
data from the first format to the second format, including parsing the user-
defined rules and structuring the set of related electronic data according to
the user-defined rules; and sending the converted set of related electronic
data to the second computer system in the second format.

In a further aspect, the present invention resides in a method
comprising: a network device receiving a set of user instructions for data
conversion; the network device translating the set of user instructions into
a set of user-defined rules for data conversion; the network device
securing an authenticated connection between the network device and a
first computer system; the network device authorizing an access to a
second computer system over a private network; during transit of a set of

related electronic data between the first computer system and the second

43
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computer system, the network device converting the set of related
electronic data from a first format to a second format, wherein converting
the set of related electronic data from the first format to the second format
comprises parsing the user-defined rules and structuring the set of related
electronic data according to the user-defined rules; and the network device
sending the converted set of related electronic data to the second
computer system in the second format.

In yet another aspect, the present invention resides in an article of
manufacture, comprising. a machine-readable storage medium having
Instructions stored thereon that are executable by a device to: receive a
set of user instructions for data conversion; translate the set of user
Instructions into a set of user-defined rules for data conversion; secure an
authenticated connection between the device and a first computer system:;
authorize an access to a second computer system over a private network;
during transit of a set of related electronic data between the first computer
system and the second computer system, convert the set of related
electronic data from a first format to a second format, wherein converting
the set of related electronic data from the first format to the second format
comprises parsing the user-defined rules and structuring the set of related
electronic data according to user-defined rules; and send the converted
set of related electronic data to the second computer system in the second
format.

Further aspects of the invention will become apparent upon reading
the following detailed description of the drawings, which illustrate the

iInvention and preferred embodiments of the invention.

4b
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BRIEF DESCRIPTION OF THE DRAWINGS

Non-limiting and non-exhaustive embodiments of the present
invention are described with reference to the following figures, wherein like
reference numerals . refer to like parts throughout the various views unless
otherwise specified.

Figure 1 illustrates an example of a system that can implement
an embodiment of an intelligent data manipulation apparatus.

Figure 2 is a block diagram of an embodiment of a portion of an
intelligent data manipulation apparatus for the system of Figure 1.

Figure 3 is a flowchart illustrating operation of the apparatus of
Figures 1-2 in accordance with an embodiment of the invention.

Figure 4 is a flowchart Iillustrating examples of data
manipulation operations of the flowchart of Figure 3 in greater detail in

accordance with an embodiment of the invention.

DETAILED DESCRIPTION OF THE ILLUSTRATED EMBODIMENTS

Embodiments of an apparatus and method for intelligent data
manipulation are described herein. In the following description, numerous
specific details are provided, such as examples of protocols and network
components, to provide a thorough understanding of embodiments of the
invention. One skilled in the relevant art will recognize, however, that the
invention can be practiced without one or more of the specific details, or with
other methods, components, materials, etc. In other instances, well-known
structures, materials, or operations are not shown or described in detail to
avoid obscuring aspects of the invention. |

Reference throughout this specification to “one embodiment” or
“an embodiment” means that a particular feature, structure, or characteristib

described in connection with the embodiment is included in at least one
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embodiment of the present invention. Thus, the appearances of the phrases
“‘in one embodiment” or “in an embodiment” in various places throughout this
specification are not necessarily all referring to the same embodiment.
Furthermore, the particular features, structures, or characteristics may be
combined in any suitable manner in one or more embodiments.

As an overview, an embodiment of the invention provides an
apparatus in the form of an appliance that can be installed in an existing
network. The appliance comprises a single modular device that is less
expensive than existing techniques/systems, yet more comprehensive In
addressing data exchange issues, more robust, less complicated to
manage, and so on. An embodiment of the appliance thoroughly integrates
security to allow the appliance to be located at a network gateway where all
incoming and outgoing data exchanges must pass through. This ensures
that no data can be exchanged externally without the knowledge and
opportunity to monitor and manage. the data. This network gateway location
also makes it easier to centralize, secure and globally monitor, and manage
all external data exchanges.

An embodiment of the appliance can be installed or plugged
into a computer network between business partners, and can perform many
of the difficult and tedious data manipulation operations In a secure,
transparent, and substantially automated manner. Examples of operations
that can be performed by an embodiment of the apparatus include, but are
not limited to, encryption, single sign-on authentication, auditing, shaping
data to a common intermediate format for exchange between partners, other
auditing of data exchanges in transaction logs, filtering data for privacy

" compliance and risk management, error detection and correction, mapping
internal non-standard data elements to external standard code sets, proxy
and protocol re-writing, and so on. An embodiment of the apparatus is
embedded with various tools to perform and customize these operations, and

therefore appears to be an “intelligent” device.
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An embodiment of the apparatus is also provided with remote or
local configuration, management, and rules-based data manipulation
programming capabilities. The data can be transformed according tfo fixed
data manipulation rules or programmable data manipulation rules. The data
can be manipulated while the data is in transit (e.g., “while on the wire”) and
need not be restricted to being manipulated only while in back-end static
storage locations, such as databases, file systems, or storage unit.

Referring first to Figure 1, shown generally at 10 is an example
of a system that can implement an embodiment of the invention. More
specifically, Figure 1 shows an embodiment of an intelligent data
manipulation apparatus 12 installed in the system 10. The apparatus 12 may
be physically implemented in one network device in one embodiment, or
several distinct dedicated network appliance devices may be implemented In
another embodiment (where the dashed lines of the appliance 12 in Figure 1
indicates a functional grouping of these devices rather than a physicali
boundary). For purposes of explanation, the apparatus 12 can be thought of |
as including a network secufity database component 14 or the ability to
communicate with an external network security database component 20, a
secure portal 16 (which can have built into it a multi-protocol gateway
functionality), and an optional distinct firewall device 18. The network security
database component 14 can be based on a Lightweight Directory Access
Protocol (LDAP) framework 20 in one embodiment. Additional detailed
descriptions of the components 14-18 (or analogous components to perform
similar operations) will be provided later below with reference to Figure 2 and
the subsequent flowcharts.

The apparatus 12 can be coupled in parallel as shown in Figure
1 or in series between a border firewall 22 and a private intranet 24 (or other
network), both of which typically form part of a business’ computer system.
The private intranet 24 can in turn be coupled to or include an email server 26,
a file server 28, other web servers 30, or other web-based or nonweb-based

types of applications or data stores (not shown). The email server 26
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includes email applications (and related files) that allow users/employees 1o
electronically communicate with each other (or with persons, systems, or web
sites outside of the business’ premises) using standard email protocols
(such as SMTP, POP, IMAP, and the like). The file server 28 includes files
stored on various operating systems and accessed directly or indirectly by
distinct network access protocols (such as SMB, NFS, and the like) that allow
individuals to internally or remotely access stored data, files, via a web-based
application (such as a browser) or via other techniques. The web server 30
can include files, data, or software related to human resources (HR), payroll,
reporting, transactions, collaboration, or other aspects related to operation of
the business. In an embodiment, the apparatus 12 is useful in that it may be
accessed through web-based or browser-based devices. It Is to be
appreciated that these aspects are merely illustrative, and that in some
embodiments, web-based components need not necessarily be used.

Via the border firewall 22 coupled to a public Internet 32,
machines (e.g., client terminals, PCs, servers, applications, and the like) of
the business can communicate or exchange data with external parties.
Examples of such parties include a mobile user 34 that can communicate
with the business via wireless devices, a home user 36 that uses a personal
computer (PCj, or a business partner 38 that has machines (e.g., client
terminals, PCs, servers, applications, and the like) that exchange information
with the machines on the other side of the border firewall 22.

Another party, such as an outsourced management service 40,
can also be provided with access to the business’ computer system.
Examples of the outsourced ménagement service 40 can include a service to
manage the business’ specific software applications payroll, benefits, and
the like, or more general services such as network security and data
exchanges. In the embodiment of Figure 1, the outsourced management
service 40 is shown as being in direct communication with the apparatus 12.
t iIs to be appreciated that in other embodiments, the outsourced

management service 40 can communicate with the apparatus 12 via the
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public Internet 32, via dedicated dial-up lines or via dedicated communication
lines.

While Figure 1 shows an example of a specific configuration for
the system 10, it is understood that Figure 1 only shows one possible
embodiment of the system 10. In various other embodiments, componenis
of the system 10 can be distributed across multiple networks. Additionally,
there may be more than one apparatus 12 in the system 10. For instance, the
business partner 38 and/or the outsourced management service 40 may
have their own apparatus 12, which in turn can communicate with other
apparatus 12 in the system 10.

- Figure 2 is a block diagram of an embodiment of a portion of the
apparatus 12 for the system 10 of Figure 1. More specifically, Figure 2 is a
block diagram showing components of the secure portal 16 of the apparatus
12, as well as other components of the system 10. The apparatus 12 can be
“plugged-into” a network (e.g., the business’ computer system) with minimal
or no re-configuration of the network needed. Network cards of the apparatus
12 may be configured as necessary in a manner similar to other network
devices.

In one embodiment, the apparatus 12 is installed between the
public Internet 32 and the private intranet 24, thereby allowing all incoming
and outgoing data (e.g., data being exchanged between machines) to be
routed through the apparatus 12 and the optional distinct firewall device 18 to
be omanaged as a part of the entire data exchange system within the
apparatus 12. It is noted that the apparatus 12 does not have to be in-line/in
series with the border firewall 22 and the private Intranet 24 to sniff all data
being exchanged--an embodiment of the apparatus 12 can accomplish this
from the parallel position. Some of the various communications/connections
in Figure 2, which may be secured, are indicated by “padlock” symboils.

The apparatus 12 can be provided with 2 GB of synchronous
dynamic random access memory (SDRAM) and network interface cards

(NICs), as an example. One illustrative embodiment of the apparatus 12 can
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have up to four NICs or network connection devices: 1) facing external
network, 2) facing internal network, 3) facing internal data stores streaming
infout data like audit, etc., 4) dedicated local administration (potentially a
modem). Additional non-limiting and non-exhaustive examples of encryption
acceleration cards, modem, operating system, browser, server, and other
such components of the apparatus 12 and/or with which the apparatus can
operate are disclosed in the priority provisional patent application from which
the present application claims priority and incorporates by reference.
Additional features of various embodiments of the apparatus 12 are aiso
disclosed in this provisional patent application.

The apparatus 12 includes an authentication module 42 and an
authorization module 44, both of which may use part of the network security
database component 14 as a data store for a user map 46 and a resource
map 48 to perform security operations (e.g., comprise part of a security
module to control the exchange of electronic data). The secure portal 16, In
one embodiment, comprises a system utilities module 66. Initial
configuration of the apparatus 12 so as to provide security capability can
include populating a user map store 46 (corresponding to the authentication
module 42) and a resource map store 48 (corresponding to the authorization
module 44). The stores 46 and 48 (as well as other data stores shown In
Figure 2) can comprise databases, file systems, or other suitable storage
components. The various modules and stores shown in Figure 2 and
described herein can be embodied in software or other machine-readable
instructions stored on machine-readable storage media. The data stores
may be located within the apparatus 12, or reside on a remote device such as
a database, file server, and the like.

The user map store 46 can be linked to the resource map store
48 (shown symbolically by an arrow in Figure 2), and can be populated with
permission properties that map user/entity/group objects to resource objects
(such as local network resources) that are specified in the resource map

store 48. Types of relationships can be specified using the user/entity/group

10
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objects and resource objects, such as owner, access rules that determine
which users/group/machines have what kind of access to which local
resources, and so on. In an embodiment, the structure of the user map store
46 and the resource map store 48 can be based on an LDAP framework.
Additional details regarding the operation of the authentication module 42
and the authorization module 44 will be provided later below, and it is to be
appreciated that these specific implementations of the authentication ana
authorization process are merely for purposes of illustration and explanation.

In one embodiment, the apparatus 12 can Iimplement
Authentication, Authorization and Access (AAA) or Extranet Access Mechanism
(EAM) features, such as single sign-on functionality. This allows users of the
system 10 to authenticate only once, yet gain access to multiple secured
back-end systems that individually would each require a separate
authentication process. Once a user has initially authenticated to the
apparatus 12, any requests to access a restricted back-end system can be
fulfilled automatically by the apparatus 12. In such cases, an embodiment of
the apparatus 12 can invisibly provide the appropriate login credentials
required to access each particular secured back-end system in a seamless
process (e.g., “pass through authentication”).

A data shaping module 50 has functionality that analyzes,
rewrites, merges, separates, or otherwise alters data passinﬂg through the
apparatus 12. Modification of data by the data shaping module 50 can be
based on both a transaction at a single point in time or the cumulative results
of prior transactions that form a multi-part transaction over time, as the
state(s) of such transactions are read in from the transaction logs. Some of
this functionality is static and built into the data shaping module 50, while
other functionality is flexible and programmable via external user-supplied
data rules (stored in a data rules store 52) that are parsed In via a parsing
application program interface (APl) module 54.

Static functionality includes the ability to analyze, sanitize, and
rewrite hypertext markup language (HTML), dynamic HTML (DHTML), Flash,

11
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Java, or other content that should be or can be modified. This static
functionality can also include a group of atomic data manipulation functions
and tools that can be called upon by external data rules as translated by the
parsing APl module 54.

The flexible or dynamic data shaping functionality of the data
shaping module 50 can be created at a high level via external data rules
stored in the data rules store 52. This dynamic data shaping functionality can
include, but not be limited to, extensible markup language (XML) tag markup,
codification/classification of data elements into standard dictionary terms for
electronic data interchange (EDI), reconciliation and creation of metadata out
of various disparate data sources, and the like.

In an embodiment, the parsing APl module 54 presents a high-
level scripting interface to administrators of the business to enable them to
automate, manipulate, and customize the internal functionality of the data-
shaping module 50. User commands are translated into an intuitive high-
level data rule language that are sent to the parsing APl module 54 for
translation for and execution against the internal functions within the data
shaping module 50, or otherwise parses the syntax of the data rules that the
various modules can understand and act upon.

The apparatus 12 can include an auditing module 56 fo
selectively audit data and transactions that pass through the apparatus 12. A
reports module 58 can create static and dynamic reports 60 based on audit
logs 62. For instance, the auditing module 56 can obtain/create information
such as which user, from where, at what time, accessed what data, from
where, how, what was done, how was the data manipulated or processed,
who should be informed of this transaction, and so on, and then store this
information in the audit logs 62. The reports module 58 can then create the
reports 60 based on the audit logs 62, with an example report showing who
is accessing a particular internal resource, marking the content and status of
scheduled electronic exchanges with remote partners, or providing other

types of transaction analysis. It is noted that data transaction history can be
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recorded by the auditing module 56, stored in the logs 62, and used by the
reports module 58 and data shaping module 50. Transactional history may
be customized to record data in the audit logs 62 in a variety of formats to
allow compatibility with popular reporting and data analysis systems.

The system utilities module 66 can perform various utilities
functions, Including a name ftranslation of non-routable internal web
resources (e.g., 192.1680.11 or //hrmanual) or non-routable non-web
resource (e.g., email or file systems) to a standard Internet-routable external
resource (e.g., safeweb.companyabc.com/hrmanual/). The system utilities
module 66 Is also responsible for rewriting any external network links to route
all such requests back through the apparatus 12 as described below. Thus,
the systems utilities module 66 can include a proxy component to refbrmat
the electronic data from a first protocol to a second protocol. This includes
typical HTTP and FTP requests for network resources coded in component
scripting languages such as HIML, JavaScript, etc. An agents module 68
accesses customized agent scripts 64 that are scheduled to execute
automatically based upon time, connection, or other trigger events. Once
created and running, such scripts can automatically access data, analyze it
operate upon it, and so on per the scriptwriter’'s conditions. The résults are
then provided via web pages, files, e-mail, database updates, or via other
automated notification and customization techniques 74. The agents module
68 can be communicatively coupled to the other modules to combine,
automate, and schedule multiple commands used for operation of the
apparatus 12.

A local management module 70 enables administrators or a
local information technology (IT) department 76 to configure, manage, and
customize the appliance 12. The IT department 76 can perform activities
such as creating or updating the user map store 46 and the resource map
store 48. The IT department 76 can also view reports 60, audit logs 62, and

edit, create or delete data rules store 52 and agent scripts 64.
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The apparatus 12 further includes a remote management
module 72 to enable outsourcing of the management and customization of
the apparatus 12 to outside remote consultants 78 or other parties. This
remote management allows the consultant 78 to monitor, update, diagnose,
or solve potential issues, and also allows the outsourcing of future services
such as intrusion detection and quality of service (QoS) monitoring. Either or
both of the management modules 70 or 72 are capable to enable flexible
extensions of new functions.

The various data stores previously described above will be
further described next. The user map store 46 comprises a data store of all
users/entities that have permission to access the system. These comprise
objects having a security model hierarchy with various properties that
determine the exact conditions and constraints that a particular entity has on
using the apparatus 12 to access and work with private internal intranet
resource objects (or simply “resources”). Examples of resources that can
potentially be accessed include, but are not limited to, files, databases,
applications/programs, file systems, intranet pages, electronic records, or
other data and the like. Properties included in the user map store 46 include
such items as username, password, last failed login, last successful login,
last password, and the like.

The audit logs 62 comprise a data store of raw audit information
for all the data processing, manipulation, and other transactions that occur in
the apparatus 12. The auditing module 56 can determine the source, type,
resolution, and frequency of what information is captured and stored In the
audit logs 62.

The reports 60 comprise a data store that can contain specific
reports that are both static and dynamic in nature. These reports can be
made visible via the Internet 32 and downloadable in HTML format, as well as
other formats such as text and PDF formats as well. The agents 64 comprise
a data store that keeps a library of code of all automated agent scripts, along

with code management metadata of ownership, sharing, versions, and so on.
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The data rules store 52 comprises a data store containing
application-specific data rules that can dictate how data is shaped as it
passes through the apparatus 12. These rules can be grouped into sets
based on criteria such as the data operated upon, the user/partner receiving
the processed data, or the data application used. For example, a claim
processing company may have several distinct data rule sets in the data
rules store 52 that dictate how to map their internal data systems into several
standard data formats for electronic interchange with business partners 38,
such as banks, insurance companies, brokers, hospitals, government
agencies, etc. The resource map store 48 comprises a data store that
contains resource objects organized into a security model hierarchy, along
with properties on each such as accessibility, type, and the like that can be
used to both determine security and use.

Figure 3 is a flowchart illustrating operation of an embodiment of
the apparatus 12 of Figures 1-2. For purposes of explanation and illustration,
the operations shown in Figure 3 will be described in the context of a remote
user (such as the mobile user 34, the home user 36, or the business partner
38) who attempts to access another business’ computer system via the
public Internet 32. In this regard, the remote user can operate a machine
(such as a PC or laptop) that communicates with one or more machines In
the business, via the apparatus 12.

Beginning at a block 80 in the flow chart of Figure 3, connection
to the apparatus 12 occurs. In one embodiment, this may be done when the
remote user opens a web browser from any computer at home or on the road
(such as a when a patient connects o a hospital’'s computer system to view
his/her medical records under the HIPAA), or at the business partner's 38
premises (such as when an insurance agent connects to the hospital to verity
the patient’s treatment), or at some other location. Connection between the
remote external user and the apparatus 12 is largely via HTTPS in one
embodiment. Connection between the apparatus 12 and the local internal

“data source may be performed via HTTP, file transfer protocol (FTP), email
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protocols (SMTP, POP, IMAP), network file protocols (SMB, NSF, etc.), or other
suitable protocols. At the block 80, connections also may be refused by IP
address, time of day, and the like. Data transmitted over such connections
may be manipulated to match to specific formats such as XML or EDI.

Assuming for purposes of illustration that the business who’s
computer system is to be accessed is named “Company ABC,” then the
remote user uses the web browser to enter a URL address (or other
address) that is being proxied to the apparatus 12, such as a URL address of
“safeweb.companyabc.com.” In other words, Company ABC has established°
a site on the public Internet 32 through which it makes its internal private
intranet 24 available to remote users—the site is secure in that all
communications is routed through the apparatus 12 (e.g., via use of the
“safeweb” identifier in the login address). The remote user may enter a
HTTPS prefix via the web browser or be redirected there when connecting to
this website, thereby resulting in the secure encryption of data exchanged
with the apparatus 12 (via use of 128-bit SSL encryption or PKI .encryption, for
instance).

Upon completion of connection, the remote user can proceed
through a login and authentication process at a block 82. In the block 82, the
authentication module 42 can present the remote user with a
username/password login page. The validation can comprise verification of
the username/password combination with other account restrictions such as
expiration, lockout after multiple failed Iogins; restrictions on date/time
windows, restrictions based on domain name system (DNS) domain name
or internet profoco! (IP) address or other address, or other factors. In some

~ embodiments, authentication may be two-factored or more by challenging the
remote user with a one-time password (OTP) system such as the SecurelD™
card system or with biometric devices/systems. In one embodiment, the user
is authenticated against a central LDAP server for rights, permissions, and
group membership that follow the user per session. At the block 82, the

remote user can also be presented by authentication module 42 with the
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ability to optionally change passwords, retrieve passwords via email, review
last login date/time, and the like.

If the user successfully enters a username and password, then
authorization and access is performed at a block 84. Based upon the
authentication at the block 82, the user is presented with a web page at the
hiock 84 that organizes all of the internal Intranet 24 resources that are
available to the remote user. Thus, the remote user can access (e.g., “surfs”)
authorized intranet web resources (or other non-web resources such as
email and file systems) as if within the internal intranet 24, via a web-based
point and click interface, by entering a URL address (or other address) of a
particular resource, automatedly via a remote SSL agent, according to various
embodiments.

In an embodiment, the authorization module 44 checks user
permissions and resource access control lists for each request for private
internal resources, so as to determine if the remote user’s request for the
resource should be processed or if an error message should be delivered.
Because this operation may be invoked with each request in some
embodiments, authorization may be streamlined via tokens that quickly map
and resolve security model permissions. Thus, the remote user may “click”
on various intranet data resources to access them seamlessly via this pass-
through login process that can originate from the LDAP server or database.

If the user clicks on a particular resource that is listed on the
page and the resource is determined by the authorization module 44 fo be
one that the user iIs authorized to access, then the requested resource Is
retrieved from its storage location (such as from a database or file system).
The refrieved resource is passed from the internal intranet 24 to the
apparatus 12, where the data shaping module 50 performs various data
manipulation operations on the retrieved resource at a block 86. In other
words, data manipulation at the block 86 can be performed on “data in

motion.”
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The data manipulation at the block 86 can include one or more
different types of data shaping operations, which in one embodiment can
include rules-based dynamic manipulation of high-level content (based on
fixed or programmable data-manipulation rules). Dataflow auditing can be
performed to audit data as it “travels along the wire,” for both high-level and
low-level content in data packets. Dataflow markup can be performed to
reformat the data to an intermediate format or other format that can be
processed by the remote user's machine that requested the data. Dataflow
analysis, including statistical analysis, error detection and correction, and
application of logic rules, may be performed. Dataflow analysis or other data
manipulation at the block 86 can also include filtering data based on a
minimum need-to-know basis (e.g., data can be filtered in transit according to
minimal visibility rules, business security models and mandated privacy
regulations) and auto-correction of data. It is to be appreciated that these
various data manipulation operations are merely illustrative of operations that
may be performed by the data shaping module 50 and that other data
shaping operations (or variations and combinations thereof, such as
recording electronic data and derivatives thereof) may also be performed.
Further details of the data manipulation at the block 86 will be provided later
below.

After or concurrently with fhe data manipulation at the block 86,
proxy rewriting is performed by the system utilities module 66 of Figure 2 at a
block 88. In general, proxy rewriting at the block 88 Involves modification or
replacement of links or addresses in the retrieved resource to ensure that all
subsequent communication passes through the apparatus 12. For instance,
a retrieved resource that is sent to the remote user may include a hypertext
link to a page in the private intranet 24 or to some other location. If proxy
rewriting is not performed at the block 88, then the remote user's web
browser might bypass the apparatus 12 when the remote user clicks on the

hypertext link. If proxy rewriting is performed at the block 88, however, then all
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such subsequent requests are ensured to pass securely (and anonymously
in one embodiment) through the apparatus 12.

One embodiment of the apparatus 12 rewrites display and
scripting languages at the block 88 according to various fixed syntax rules, but
more particularly also rewrites the addesses in the high-level data (e.g., in the
data content) itself. The system utilities module 66 or other component
parses through the retrieved resource, such as a web page, and rewrites or
replaces the links or addresses that it finds. In one embodiment, this
involves opening up each web page, breaking it down into constituent
components (e.g., HTML, JavaScript, VBScript, Cascading Style Sheet or CSS,
Java, Flash, and so on), and rewriting all links to keep the remote user routed
through the apparatus 12. It is noted that the data shaping module 50 or
other parsing component of the apparatus 12 can also perform the
examination and manipulation of high-level content of the requestead
resource.

In an embodiment, additional operations may be performed at
the block 88. As one example, multi-protocol proxy/gateway rewriting may be
performed at the protocol level to rewrite distinct protocols, such as those
used for email and file access, into web-based protocols for access via a only
-a web browser. As another example, multi-protocol proxy/gateway rewriting
may be performed to proxy all protocols at a lower packet level via a traditional
proxy such as a SOCKS v5 proxy or via a packet level encryption such as that
enabled by IPSec. Although traditional proxies and packet level encryption
require some modification of the remote browser or cdmputer, they can
enable full access to any internal resources such as client-server
applications like Microsoft Outlook™.

The user may access both web resources and non-web
resources at the block 84, and then data manipulation and proxy rewriting can
be performed at the blocks 86 and 88, respectively, as described above. Web
resources can comprise any network resource (such as data or applications)

that run on a traditional web server and is accessed with a web browser.
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Such web resources include static and dynamic web pages for both content
and applications, and are typically written in a combination of HTML,
JavaScript, VBScript, CSS, Flash, or Java on the client side. When the remote
user requests a local web resource, the apparatus 12 fetches the web page,
breaks it open into constituent languages, analyzes it, and rewrites and
sanitizes all references to external links to ensure that all network traffic Is
routed through the apparatus 12. Because the analysis, rewriting, and
sanitizing of all of these various web languages can be difficult, an
embodiment of the apparatus 12 uses a distinct parser for each web
language to account for the different behavior of each web language.
Moreover, each parser may be permissive and sufficiently sophisticated to
account for different behavior of these languages based on Dbrowser
manufacturer, browser version, operating system, or web page syntax.

Non-web resources comprise network resources that cannot
normally be accessed with only a browser. Typically, access to such
resources requires a special client application independent of a web
browser, such as Outlook™ or Eudora™ for email resources. For these non-
web resources, the apparatus 12 may be viewed as a protocol gateway—an
embodiment of the apparatus 12 translates non-web protocols such as
POP/SMTP/IMAP (for email), SMB (for Microsoft™ network file sharing), and so
on into secure web protocols such as HTTPS that can be delivered to any
authorized user with a web browser. In this manner, remote users can
access not only web server applications and data via the apparatus 12, but
also email, files, and other resources with only their web browser In one
embodiment, thereby preserving the benefits of portability.

: It is noted that in an embodiment, data manipulation may occur
anytime after aufhorization is successful, and not just between authorization
and proxy rewriting as shown in Figure 3. Examples include single sign-on
(where username/passwords are transparently rewritten and users are
automatically logged-in, as required by distinct internal applications or

translating a raw data file into a PDF report or into a structured XML data file
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as the data stream passes through the appliance 12). It is further noted that
auditing can include recording all aspects of each of these discrete
operations, although it is not explicitly shown in Figure 3.

Next at a block 90, the data is encrypted and sent through the
border firewall 22 to the machine of the remote user that requested the data.
In an embodiment, the apparatus 12 is able to maintain state/memory across
multi-part transactions. That is, the apparatus 12 is able to process multi-
part electronic transactions that occur over a period of time, with each discrete
step potentially depending upon the previous step in the ovérall transaction
set. Thus, when the encryption occurs at the block 90 (as well as when other
operations occur in the various blocks of Figure 3), such operations in some
instances are being performed on a particular part of a multi-part transaction.
These operations can then be repeated when the subsequent parts of the
transaction are ready to be performed.

Figure 4 is a flowchart illustrating examples of data
manipulation operations (from the block 86) of the flowchart of Figure 3 In
greater detail in accordance with an embodiment of the invention. More
particularly, the flowchart of Figure 4 illustrates dataflow auditing, dataflow
markup, dataflow analysis, and dataflow filtering, which in one embodiment
may be based on fixed and/or programmable data manipulation rules
embodied in software or other machine-readable instructions stored on a
machine-readable medium. While the flowchart of Figure 4 shows these
operations in a specific order, it is to be appreciated that various
embodiments of the apparatus 12 may perform these data manipulation
operations in any suitable order. Moreover, it is to be appreciated that various
embodiments of the apparatus 12 may perform less, more, or different data
manipulation operations than what is shown in Figure 4. For instance, many
more types of data manipulation operations may occur for both structured and
unstructured data. The data could be translated from a raw data file into a
formatted PDF report or formatted according to wireless markup language

(WML) for display on a small screen mobile device. It should also be noted
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that unstructured data (such as instant messages, facsimiles, and voice
mail) can be rewritten, embedded in structured data files (such as
attachments to medical files), and/or proxied into a web-viewable format (e.g.,
voice mail to a common format understood by a browser plug-in such as
Real Audio™). The data in transit (whether transformed or in original form),
as well as the manipulated data, may be stored in one or more memories,
mass storage devices, or other machine-readable storage media.

Beginning at a block 92, in many applications it is often
necessary to audit all data exchanges in a transaction-like format. For
example, a health providér may send a private medical record with sensitive
information to various business partners like other health providers, claim
management companies, a bank for claim payment via automatic deposit,
and an employer's HR department. A good auditing system for such data
transactions are now mandated by law (e.g., HIPAA) and would typically
record what medical data components were sent {o which entities at what
time for what purpose. Under HIPAA, a patient has some rights for visibility of
these records as well as to restrict who has access to this private medical
information (e.q., drug company marketing departments).

To create such audit trails of all such data exchanges between
two such business entities, two simple methods are usually used by existing
systems. First, the audit data is stored along with the main data. This is
uncommon and often inaccurate as electronic data is repeatedly
exchanged/processed, and the audit data may not be kept updated with each
transaction to reflect this. Second, the data (such as a patient record) is often
stored in a database. This data can be written and read from the database
via database programming languages that not only read to/write main data
but can also create audit logs of each read/write command. The problem
with this approach is that such audit logs generally only record when and
what data was directly read from/written to the database, and not the more
important audit information, such as where the data went, {o whom or even

when it was sent over the wire to remote business partners. Once data Is
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read from the database, it can easily be electronically copied, manipulated,
and exchanged with external systems without any centralized control or
auditing, such as with medications or transactions.

An embodiment of the apparatus 12 addresses these
problems. Instead of the traditional data transaction auditing described
above that takes place on the server or database, the apparatus 12 actually
audits high-level data dynamically at the block 92--as the data travels over the
network routed through the apparatus 12. Some devices such as firewalls or
packet sniffers audit data as it travels over a network but only at a very low
network/packet level for security purposes. An embodiment of the apparatus
12 can also audit data at the block 92 as it travels over the network at both a
low network/packet level for security or performance purposes, but more
importantly audits data of transactions at a high content level for the purposes
of facilitating business data exchange, such as a medical patient record.

The ability to dynamically process data as it flows over the

“network through the apparatus 12 located between two business partners to

facilitate data exchange Iin a variety of ways Is a unique feature of the
apparatus 12. The apparatus 12 facilitates data exchange by processing the
data in transit via: encryption, auditing, analysis, markup, and the like.
Dataflow auditing is just one example of this unique feature of the apparatus
12. In an embodiment, the auditing module 56 performs the operations at the
block 92 to provide soufce, destination, content, time, and other audit
information for the audit logs 62. This may be done by software of the
auditing module 56 that Interprets the data sitream passing through
apparatus 12 as discrete high-level transactions, as well as consulting
lookup tables or databases if necessary to further Iidentify auditable
properties of the transaction, and then storing such audit information in the
audit logs 62 for generation of the reports 60.

Dataflow markup may be performed at 94, such as in situations
where two business entities that wish to exchange data typically have to re-

format their data according to some common intermediate format. Almost
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every business has its own internal database. Even if both businesses store
patient records, they will typically have differently data elements, formats, and
organization of patient record data or other data. In order for these two
business to electronically exchange data between these two different
database systems, they will have create a standard intermediate format that
identifies all the required data and structures it in a common, logical, and
consistent form.

Typically in existing systems, each business will have to write
programs to extract data from their internal systems and re-format it into the
standard intermediate form in order to share it with external business
partners. In addition, they will have to write programs to read data stored In
the standard intermediate form and re-format it for input into their internal
system. These programs are complicated by the fact that the internal patient
record data may be spread across many internal databases from different
vendors that understand different programming languages. Each of these
programs on distinct internal database servers must then feed their output to
another main program, which then combines all the data into the external
standard intermediate format that can subsequently be sent to external
business partners.

The external intermediate format used to exchange data, such
as patient records between business partners, is commonly structured in
one of three ways at 94 by an embodiment of the apparatus 12. First at a
block 96, a data structure can be determined by fixed text position in a flat data
file where each row represents a particular patient record. For example,
characters between column 0 and 7 inclusive can be defined to be the eight
consecutive integers that make up a social security number (SSN) without
any hyphens, while characters between 8 and 32 inclusive are the left-
justified upper case alphabetic characters that represent the patient’'s last
name. I[n addition, a header record and trailer record typically surround any
records transmitted containing information such as the sender and receiver

IDs, data format version, error checksums, and the like.
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Second at a block 98, a data structure can be determined by
variable text position in a flat data file where each row represents a particular
patient record, and a defined separator (e.g., |) demarks the boundaries
between distinct data elements. For example, the first field can be defined as
the integers of patients’ SSN, and the second field includes the upper-case
characters of the last name. Header records and trailer records also
surround any data records sent as a transaction.

Third at a block 100, a data structure can be determined by
markup tags rather than a position within a flat data file. For example, a
complete patient record can be defined as everything concatenated within a
starting <PATREC> and an ending </PATREC> markup tfag. Within this
patient record, individual data elements can be embedded within starting
<SSN> and ending </SSN> tags. In an embodiment, XML may be used as
the technology to structure, define, parse, and exchange such information. An
example patient record may thus appear as:
<PATREC><SSN>480843847</SSN><LNAME>SMITH</LNAME>...
</PATREC> |

According to an embodiment, any internal data that passes over
the network through the apparatus 12 can be restructured and marked-up to
be compliant with one or more external standard intermediate formats that
remote business partners require (including EDI standards such as those
mandated by HIPAA, XML or other data exchange formats), using any of these
three common markup techniques shown at the blocks 96-100 or other
techniques. While existing art dictates that businesses create distributed
applications on each data source and try to coordinate their aggregation, the
apparatus 12 allows businesses to leave their internal IT production systems
undisturbed by centralizing all e-commerce data manipulations in one
convenient secure location for ease of implementation, consistency and
reuse. For instance in an embodiment, the apparatus 12 may be
programmed o choose from a selection of different intermediate formats and

then to perform the required re-formatting of the data into the selected
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intermediate format, based on a correlation of the particular entity with
database entries that map acceptable intermediate formats for each
particular entity.

In addition to merging, editing, standardizing, and marking up
internal data to external data formats for e-commerce as described above at
94, an embodiment of the apparatus 12 can also perform dataflow analysis at
a block 102, including statistical analysis, error detection/correction, and
various data logic rules to increase the accuracy, efficiency, and value of any
data exchanges between business partners. Here are a few concrete
examples of dataflow analysis at the block 102 that can be performed by an
embodiment of the apparatus 12, and it is to be appreciated that there are
many other opportunities to build in dataflow analysis functionality into the
apparatus 12, and that these are just three illustrative examples:

Statistical analysis: Imagine patient records with diagnosis,
treatment, prescription, and fihancial information sent over the network
through the apparatus 12 from a hospital to an insurance company. Imagine
further that these four types of data originated from different internal servers.
When all such data is passed through the apparatus 12, another type of data
(e.g., auditing timestamps and the like) can be created and combined with
various programmable rules to create new useful business intelligence, such
as a real-time report of the financial efficiency of various treatments on
specific medical conditions, with the report having the ability to detail the
pharmaceutical component of treatment and costs.

Error detection/correction: A huge problem with any automated
electronic data exchange system is the possibility of errors that can creep into
the data, propagate undetected, and result in costly or even dangerous
business decisions. Imagine a data entry operator at a hospital mistypes
951 instead of 961 as diagnosis code on a medical record, resulting in an
underpayment on the claim, or worst, inappropriate follow-up medical care.
As data passes through the apparatus 12, the data can be passed through

custom error and quality filters that detect, flag, standardize, correct, reject or
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otherwise ensure that the data is as standard, complete and accurate as
required. These results can also be fed back into the originating databases
to clean up their data. For instance, filters can be programmed with data
sets/rules to detect potentially dangerous situations where patients who are
prescribed with anti-depressant drugs are also prescribed with alcohol-
based drugs.

‘ Logic rules: Various rules can be applied to.-the data as it
passes through the apparatus 12 at the block 102 to create new derived data
based on the original data and specific data rules. Various data streams to
different partners can be correlated and logically tied together in a manner
that accurately reflects frue business operations. For example, suppose a
claims management firm wants to send a bank a data file to effect automatic
deposit for payments on a medical claim to an individual. This same claims
management firm needs to obtain verification of the medical authorization as
well as clearance from the underwriting insurance company before such
payments should be made. Via various programmable logic rules Iin the
apparatus 12, automatic deposit payments can be scheduled and triggered
automatically once data feeds verifying medical and insurance authorization
are received.

Next at a block 104, dataflow filtering may be performed for
minimum need-to-know situations such as those as mandated by privacy
regulations. For instance, a resource may be scrubbed or edited so that the
remote user that requested the resource does not get to view the entire
resource. Thus for instance, a patient may be allowed to see only the
medical costs for treatment from his/her patient record, and may not be given
access to the doctor’'s diagnosis (e.g., the doctor's diagnosis in the patient
record may be deleted or masked from the patient who requested the record).
Such atomic-level content filtering may be specified in the resource map store
48 in one embodiment.

In conclusion, current data interchange technology is still broken

down into a number of distinct complex technologies including server and
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client software, hardware and operating system platforms, network,
application and system security--not a complete modular network appliance
device incorporating all these distinct components (which is a feature of one
embodiment of the apparatus 12). This distinction is used as a basis by an
embodiment of the apparatus 12 to provide a new approach to data
interchange. Typically, businesses would have to independently research,
specify, " purchase, Install, configure, program secure and integrate distinct
hardware, software, client and server technologies in order to build data
iInterchange functionality into their computer networks. In addition, many
existing technologies are Inflexible and often do not work with products from
other vendors forcing customers to replace or build additional computer
systems. An embodiment of the apparatus 12 embeds all these disparate
complex technologies within a single modular network device that can be
configured to solve common and specific data interchange problems with a
simple, quick, low-cost, low-risk and flexible plug-in device that can optionally
be remotely configured and managed.

The above description of illustrated embodiments of the
iInvention, including what is described in the Abstract, is not intended to be
exhaustive or to limit the invention to the precise forms disclosed. While
specific embodiments of, and examples for, the invention are described
herein for illustrative purposes, various equivalent modifications are possible
within the scope of the invention, as those skilled in the relevant art will
recognize.

For instance, while an embodiment of the apparatus 12 has
been described herein as beihg implemented for facilitating the exchange of
data between machines, it is to be appreciated that another embodiment of
the apparatus 12 can be used as an “intelligent firewall” to protect an internal
network (e.g., the private intranet 24) against external threats, restrict access
to external web sites, and monitor and record fraffic. In other words, an

embodiment of the apparatus 12 may be used as a monitoring and
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surveillance device to intercept, filter, record, and report on all content passing
through the apparatus 12.

The apparatus 12 is able to do this because it can receive an
incoming encrypted SSL communication/connection, break open such an
encrypted connection, examine high-level content (e.g., record, filter, audit, act
upon specific content according to various rules, and so on), and re-establish
the secure encrypted communication. This capability of the apparatus 12 can
defeat a situation where, for instance, an outside party sets up a dummy
external e-commerce web server/site with a secure payment page that allows
an individual inside of a business to appear to be simply purchasing a book
or airline tickets. In fact, the individual can upload any electronic information
to the external web site in the completely unsuspicious context of a routine e-
commerce transaction. Blocking all encryption to external web sifes destroys
the benefits/efficiencies of e-commerce and is a poor solution. In contrast,
however, use of the apparatus 12 enables a business to still utilize the
advantages of secure e-commerce, yet also provide precise knowledge and
control over the electronic transmission of data.

These modifications can be made to the invention in light of the
above detailed description. The terms used In the following claims should
not be construed to limit the invention to the specific embodiments disclosed
In the specification and the claims. Rather, the scope of the invention is to be
determined entirely by the following claims, which are to be construed In

accordance with established doctrines of claim interpretation.
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What is claimed is:

1. An apparatus, comprising:

a processor,

a memory coupled to the processor, wherein the memory stores
program instructions executable by the apparatus to:

receive a set of user instructions for data conversion;

translate the set of user instructions into a set of user-defined rules
for data conversion;

secure an authenticated connection between the apparatus and a
first computer system;

authorize an access to a second computer system over a private
network; and

transform a set of related electronic data from a first format to a
second format during transit of the set of related electronic data between
the first computer system and the second computer system, including:

receiving the set of related electronic data from the first computer
system in the first format;

converting the set of related electronic data from the first format to
the second format, including parsing the user-defined rules and structuring
the set of related electronic data according to the user-defined rules; ana

sending the converted set of related electronic data to the second

computer system in the second format.

2. The apparatus of claim 1, wherein the set of related electronic data

includes one or more programs.

3. The apparatus of claim 1, wherein, in converting the set of related
electronic data from the first format to the second format, the program

instructions are further executable by the processor to:

30



CA 02449739 2011-06-07

classify elements of the set of related electronic data into standard

dictionary terms for electronic data interchange.

4. The apparatus of claim 1, wherein the program instructions are
further executable by the processor to:

audit high and low level portions of the set of related electronic data.

5. The apparatus of claim 1, wherein the program instructions are
further executable by the processor to:
re-format the set of related electronic data to an intermediate format

prior to converting the set of related electronic data to the second format.

6. The apparatus of claim 1, wherein the first format comprises a non-
web-based format, and wherein the second format comprises a web-

based format.

7. The apparatus of claim 1, wherein the program instructions are
further executable by the processor to rewrite a protocol corresponding to

the set of related electronic data into a lower packet level protocol.

8. The apparatus of claim 1, wherein the program instructions are

further executable by the processor to:
obtain audit information corresponding to the set of related

electronic data to be exchanged and to store the obtain audit information

in an audit logs data store; and
provide report information based on the audit information stored in

the audit logs data store.

9. The apparatus of claim 1, wherein the first format is an e-mail

format.
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10. The apparatus of claim 1, wherein the first protocol Is a file system

protocol.

11. The apparatus of claim 1, wherein the apparatus is a network device
configured to couple to a public network, and wherein the network device

is configured to perform data-shaping operations on data in motion.

12. A method comprising:
a network device receiving a set of user instructions for data

conversion;

the network device translating the set of user instructions into a set
of user-defined rules for data conversion;

the network device securing an authenticated connection between
the network device and a first computer system;

the network device authorizing an access to a second computer
system over a private network;

during transit of a set of related electronic data between the first
computer system and the second computer system, the network device
converting the set of related electronic data from a first format to a second
format, wherein converting the set of related electronic data from the first
format to the second format comprises parsing the user-defined rules and

structuring the set of related electronic data according to the user-defined
rules; and
the network device sending the converted set of related electronic

data to the second computer system in the second format.

13.  The method of claim 12, wherein converting the set of related

electronic data includes:
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classifying elements of the set of related electronic data into

standard dictionary terms for electronic data interchange.

14. The method of claim 12, further comprising:
auditing high and low level portions of the set of related electronic

data.

15.  The method of claim 12, further comprising:
re-formatting the set of related electronic data to an intermediate

format prior to converting the set of related electronic data to the second

format.

16. The method of claim 12, wherein the first format comprises a non-

web-based format, and wherein the second format comprises a web-

based format.

17. The method of claim 12, further comprising:
obtaining audit information corresponding to the set of related
electronic data and storing the obtained audit information in an audit logs

data store; and
providing report information based on the stored audit information.

18. The method of claim 12, wherein the network device is configured to

perform data-shaping operations on data in motion between a public

network and a private network.

19. An article of manufacture, comprising:
a machine-readable storage medium having instructions stored

thereon that are executable by a device to:
receive a set of user instructions for data conversion:;
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translate the set of user instructions into a set of user-defined rules
for data conversion:;

secure an authenticated connection between the device and a first
computer system;

authorize an access to a second computer system over a private
network;

during transit of a set of related electronic data between the first
computer system and the second computer system, convert the set of
related electronic data from a first format to a second format, wherein
converting the set of related electronic data from the first format to the
second format comprises parsing the user-defined rules and structuring
the set of related electronic data according to user-defined rules; and

send the converted set of related electronic data to the second

computer system in the second format.

20. The article of manufacture of claim 19, wherein converting the set of
related electronic data includes:
classifying elements of the set of related electronic data into

standard dictionary terms for electronic data interchange.

21. The article of manufacture of claim 19, wherein the machine-
readable medium further includes instructions stored thereon to:

audit high and low level portions of the set of related electronic data.

22. The article of manufacture of claim 19, wherein the first format
comprises a non-web-based format, and wherein the second format

comprises a web-based format.

23. The article of manufacture of claim 19, wherein the machine-

readable medium further includes instructions stored thereon to:
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obtain audit information corresponding to the set of related

electronic data and store the obtained audit information; and

provide report information based on the stored audit information.

24. The article of manufacture of claim 19, wherein the machine-
readable medium further includes instructions stored thereon to:

perform data-shaping operations on data in motion between a public
network and a private network.
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