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Link loads (%) for an initial routing with ECMP on a 3x4 node grid
network. The part of a link close to a node represents the outgoing direction.

(57) Abstract: A method to determine the load balancing a router should use on its outgoing links for traffic to each destination. It
is based on link loads. Link weights and lengths of the shortest paths as calculated by ordinary IP routing protocols are only used
to determine the allowed routing alternatives. To decide the load sharing on the outgoing links for traffic to a certain destination
t, a router uses bottleneck load values for each of the alternative routes. Bottleneck loads are calculated through a special protocol
starting from each destination t, such that they represent the maximal link load along a path and an average value of the maximal
link loads in case that a path is split up in more than one. The load sharing parameters are then updated by use of the calculated

bottleneck load values in order to level out the bottleneck loads.
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FIELD OF THE INVENTION
The present invention relates in general to improved
dynamic load balancing for IP routes traffic and especially

for Resource-directive load balancing.

BACRKGROUND
Traditionally IP routes traffic from one router to another
on one path only. It is today also possible to have a fixed

equal share between multiple shortest paths Egqual Cost
MultiPath, ECMP.

Highly loaded links give a degraded quality of service due
to delay, packet loss and reduced throughput. Thus, there
are reasons to divert an adjustable amount of traffic to
less loaded parts of the network, which is called load
balancing. With a well working load balancing one could
achieve:

e Minimisation of traffic disturbances due to high load

e Deferral of link extensions

e Simplified manual management

e Allow alternative network topologies

Load balancing reguires an adjustable load sharing. The
terminology used here is that load balancing refers to the
effect on the network while load sharing defines how an
individual router, when forwarding packets, shares the flow
to a certain destination between its outgoing links. For a
node the load sharing on its outgoing arcs a 1is for

destination t defined by load sharing parameters ¢,,, the

share of flow to destination t to be routed on arc a. This

means that for each node n the parameters must satisfy

Z(Pa.t =1
arcs a
leaving n



WO 2004/019570 PCT/SE2003/001233

10

15

20

25

30

35

Load balancing in packet networks has been an issue in
international research for a long time with very little

result on the IP networks of today.

Robert G. Gallager, [GAL77], “A minimum delay zrouting
algorithm using distributed computation”, IEEE Trans. on
Comm. Vol. Com-25, No 1 Jan. 1977, gave useful relations
between basic parameters for distributed load balancing.
The target was overall minimisation of delay. Load sharing
parameters were successively updated based on marginal
delay. The method was for stationary input traffic proven

to converge although the guaranteed convergence rate was

very slow.

Before Internet, in ARPANET, link weights were updated to
reflect delay, thus directing traffic towards minimum delay
paths. At high load, this caused severe route instability
and the approach had to be revised by A. Khanna and J.
Zinky, [Kz89], “The revised ARPANET routing metric”, Proc.
of ACM SIGCOMM'89, pp 45-56. Austin TX, Sept. 1989. 1In

Internet, the adaptive routing was abandoned.

B. Fortz and M. Thorup, [FT00], “Internet traffic
engineering by optimising OSPF weights”, Proceedings of
INFOCOM’ 2000, March 2000, studied load balancing by
optimising the 1link weights in Open Shortest Path First
OSPF with ECMP. The network studied was the proposed AT&T
WorldNet. They succeeded to get close to a target obtained
by solving a multi-commodity flow problem with pilecewise
linear convex link cost functions. They also constructed a
network example where ECMP for any link weights gives a

poor load balancing.

For a suitable load balancing formulation Yufei Wang, Zheng

Wang and Leah Zhang, [WW2Z01], “Internet traffic engineering
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without full mesh overlaying”, Proc. of INFOCOM’2001, April
2001, gave a theoretical proof that there exist for the
optimal solution 1link weights (non-integer) such that all
the flows are routed on shortest paths. However, they give
no clue for how to split the flow in case of several

shortest paths.

At the Swedish 1Institute of Computer Science, have
investigated load Dbalancing by a centralised flow

optimisation formulation. H. Abrahamsson, B. Ahlgren, J.

Alonso, A. Andersson and P. Kreuger, [AAAAK], “A multi path
routing algorithm for IP networks based on flow
optimisation”, also investigated multi path forwarding
techniques

An effort to bring load balancing closer to realization was
the standardisation work on OMP, Optimised MultiPath, at
IETF [Vil99al. The idea is that links with a changed load
will be signalled over the network and that nodes routing
flows on paths with this link as a critical segment, will
shift flow to or from that path. The amount of £flow to
shift is determined by an adjustment wvalue that is
increased when successive updates are made in the same
direction and reduced when they change direction. Link
weights are not updated but are used to avoid routing
loops, by utilising either links on shortest paths or by
forwarding packets to any adjacent node closer to the
destination. The work on OMP stagnated and the drafts were

not turned into standards.

There is also a version based on MPLS, called MPLS-OMP by
C. Vvillamizar, [Vvil99bl, “MPLS Optimised Multipath (MPLS-
OMP) ", Internet Draft, Aug. 18, 1999. It is similar to the
OSPF and IS-IS wversions of OMP, but there are some MPLS

related differences. For example, the ingress router must



WO 2004/019570 PCT/SE2003/001233

10

15

20

25

30

set up MPLS Label Switched Paths according to the rules of
MPLS. The set up of new paths is done after persistent high
utilisation, and extra paths are removed when the

utilisation is persistent low.

By the architecture of IP, load balancing needs to be
implemented in a distributed way. This corresponds to a
decomposition of the global optimisation problem - each
router has to take decisions based on limited information.
Global convergence is possible by signalling crucial data
between the routers. If the data signalled is of type link
weights or derivatives of 1link “cost” functions, it is a
price-directive decomposition. In this case, it is proper
to sum the values along a path. If the data exchanged are
link loads as in OMP, it is more a resource-directive
decomposition. It is the maximal link load over a path that

is critical.

Update interval

Load balancing aims at avoiding overloaded 1links by
diverting traffic to less loaded paths. This requires
recurrent automatic wupdating of the routing based on
traffic measurements. There needs to be a strong
correlation between the measured traffic and the traffic of
the next period. One needs to study traces of the link
loads to justify the use of a certain routing update

period.

Some aspects that affects the choice of the update period:
¢ The additional load by the update procedure.

e The time it takes to signal updated data over the
network

e The need to get a quick convergence to a new traffic

situation
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¢ The traffic disturbance when some flows get a changed

routing

C. Villamizar, [Vil99%al, “OSPF Optimised Multipath (OSPF-
OMP)”, Internet Draft, Aug. 18, 1999, describe OSPF-OMP
loading information for a link 1is flooded at intervals
dependent the size of the load. The minimal interval is 30

seconds.

S. Vutukury and J.J. Garcia-Luna-Aceves, [VG99], “A simple
approximation to minimum delay routing”, ACM SIGCOMM, Sept.
1999, describe some simulated results were presented for an
approximation of Gallager'’s approach with update intervals
from 2 to 10 seconds for the load sharing parameters. They
also envisaged an update of link weights that should occur
at intervals at least a few times longer. These frequent
updates may however give high processor load and may give a
large random variation in load measurement. An update of
load sharing parameters in intervals of 15 minutes should
also give an improved throughput, but then one wants a fast
convergent algorithm. The observable stability of daily
traffic profiles may in fact even motivate a load balancing
updated just once a week based on the busy hour traffic,

provided that the busy hours are coincident.

Forwarding techniques for load sharing

To achieve load balancing a router must be able to share
the traffic to a destination between several outgoing links
in adjustable proportions. The forwarding technique should
satisfy the requirements:

e TLow overhead

e Path integrity for individual flows

e Ioad sharing in arbitrary proportions

e Precision in load sharing

e Adjustable with minimum path changes for current flows.
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In Zhiruo Cao, Zheng Wang, Ellen Zegura, [CWZ00],
“Performance of Hashing-Based Schemes for Internet Load
Balancing”, IEEE INFOCOM 2000, Tel-Aviv March 2000, is
evaluated by hashing wusing a 16-bit Cyclic Redundant
Checksum on the 5-tuple of source address, destination
address, source port, address port and protocol number
gives an excellent precision. To give a load sharing of
arbitrary and adjustable proportions the use of table-based
hashing is recommended. The hashing produces a number from
1 to M. Each value is through a table assigned to one of
the links. By having M larger than the number of links,
each link can take the traffic of a suitable number of

values. A larger M gives a finer granularity.

Influence on network planning

Capacity extension planning, traditionally based on
measurements of the individual links, will be affected by
load Dbalancing. If 1long detours are used it may be
difficult to find the 1link with the highest need for
extension. More than dimensioning single links one needs to
dimension the capacity of cuts in the network, a method
earlier used for transport network planning. If the load
balancing is based on updated 1link weights, one should
rather extend links with high weights. Generally, one
should extend the network in the direction of a target

network that has been designed for a forecasted traffic

matrix.

SUMMARY OF THE INVENTION
The present invention relates to improved dynamic load
balancing for IP routes traffic especially for Resource-

directive load balancing.
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A method achieves a flexible, fine-tuned and fast
converging load balancing in IP networks through signalling

of link loads.

A router should use the method to determine the load
sharing on its outgoing 1links for traffic to each
destination. It is based on link loads. The link weights
and the lengths of the shortest paths as calculated by
ordinary IP routing protocols, which are only used to
determine the allowed routing alternatives. To decide the
load sharing on the outgoing links for traffic to a certain
destination £, a router uses bottleneck load values for
each of the alternative routes. Bottleneck loads are
calculated through a special protocol starting from each
destination &, such that they represent the maximal link
load along a path and an average value of the maximal link

loads in case that a path is split up in more than one.

The new load sharing parameters for the outgoing links at a
router n for a destination t are in principle updated by
setting them proportional to the old value divided by the
bottleneck load. A slight modification is done to allow
load sharing parameters to become 0 and also to get

positive if they were 0 from start.

Bottleneck Load Balancing is a simple and well-defined
approach of the type Resource-directive load balancing.
Fixed routing metric can be used in Bottleneck Load
Balancing. Generally it is impossible to obtain load
balancing results with the same load on all links. When a
flow can choose between two paths one should aim for a load
balancing that gives the same maximal loads on the two
paths. Therefore it 1s reasonable that load balancing is
performed by analysing such path bottlenecks. The invention

proposes a load balancing method based on this idea. The
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approach has similarities to OMP [Vil99a] but there are the
following differences:

e Load defined either as carried load or offered load but
not “equivalent loading” based on TCP behaviour.

e The common bottleneck of a set of parallel paths is
defined as a weighted average and not the minimum.

e A simple formula for the updating of load sharing

parameters.

Bottleneck TILoad Balancing <updates the load sharing
parameters without changing the link weights. It uses a
simple expression to update the load sharing, avoiding a
large number of the parameters (such as various thresholds)
used in OMP. The proposal includes a definition of the
Bottleneck Load, as this is not evident in the presence of

downstream bifurcations.

Load sharing parameters ¢&,, at a node are updated from
their old values and the values R,,, the bottleneck load to

destination t for traffic offered to link a. Of course, a
link with a high bottleneck load should have its share
reduced. In principle, the updated load sharing parameters

at a node should be proportionate to qﬁa,,/Ra,, . However, to

avoid uncontrolled behaviour for wvalues close to 0 the

chosen update formula is to set the new ¢&,, for arcs a

leaving node n proportionate to

(ONE ¥ -1 £ o
max| 0, — - where € and 6 are small positive
R,,+6 R'+0

numbers.

The bottleneck load parameters for arcsg,, and for nodes R}

are computed recursively from the 1link loads p, Dby
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starting from destination t (n, denotes the end node of arc

a:
R} =0
R,, = max a,R,"") and
R'= Y @R, if n#t

arcs a
leaving n

This can in the network be realized by a straight forward

signalling process starting from node t, where each node

computes and signals its wvalue of R’ to its neighbours
when it has received the values from the downstream nodes.
One would need one signalling process for each destination

(egress router) t. The result of computing R,, from p,, see

figure 2.

As for OMP, the load balancing could be made on paths of
equal lengths or by allowing forwarding to-any node closer

to the destination.

Advantages

IP load balancing has the potential to improve the network
efficiency for a large range of different update intervals
There are forwarding techniques to provide a flexible and
precise load sharing:

% The proposal ”Bottleneck Load Balancing” has in the

tests shown good performance and is characterized by

> a simple concept
> a straight forward signalling protocol
> fast and robust convergence

BRIEF DESCRIPTION OF THE DRAWINGS

Figure 1, Link loads (%) for an initial routing with ECMP

on a 3x4 node grid network.
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Figure 2, Bottleneck load parameters R,, added to figure 1
for the destination t

Figure 3, Link loads obtained after 10 iterations.

Figure 4, Reduction of maximal link load for 11 random

traffic matrices.
Figure 5, Test of load balancing based on outgoing link

load only.

Figure 6, Four options compared for an overloaded 12 node

grid network.

Figure 7, Compared options for a 20 node grid network.

DETAILED DESCRIPTION

Formulation of load balancing as flow optimisation

A finite network (M,4) of nodes neN and directed arcs
aeA. Assume that there always 1s an arc of opposite

direction, which is denoted a. The network is defined by

"a the terminal node of link a

n; the initial node of link a

e the capacity of link a

Another way to describe the network structure is the |N|x|4|

node-arc incidence matrix
[—1 if n=n;
A=(An,a) An,a =% 1 if n:n‘a
LO otherwise

There is a demand for flow in the network that conétitutes
a multi-commodity flow demand. With k denoting a commodity,
the demand can be expressed in a node-demand incidence
matrix B=:Q%k) where B,;, denotes the flow demand for
commodity k, negative at an ingress node n and positive at

an egress node. Often it is practical to let the flow of

commodity k represent all traffic with a certain
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destination, i.e. traffic from many ingress nodes to one
egress node. When regarding intra-domain routing and the
destination is another domain to which there are more than
one link, that domain may be represented by one egress node
in the model. Then the destination node t is used for

identifying the commodity k. The routing is represented by

a flow matrix X:%X&Q where X,,.20.

The reason for load balancing is that high offered loads on

links cause traffic disturbances. This disturbance is
expressed as a cost for each arc a cost function f, on the

total flow
Ya =ZXa,k
k

The link load is defined by y,/c,, i.e. the flow normalized

by the capacity.

Disregarding loss in the network the load balancing problem

can be formulated as a cost minimization multi-commodity

flow problem:

LBP: Minimize F(X)=Zfa(ZXa,kj (1)
a k
when A-X=B
X0

The cost functions f, should obviously be increasing. The

LBP formulation is equivalent to the one in [FT00]. It does
not include the formulation of [WWZ01l] where the target was
to minimize the maximal link load. That result could be

achieved by choosing “very convex” cost functions, e.g.

f.0a)=ca(a/c,)? for a large p. The formulation here is much

more flexible and can be modelled to represent the actual

traffic performance dependant on the load. It can expected
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that the traffic performance is insensitive to the Iload
when the load is low enough. For this reason an plausible

type of cost function is

fa(a)=8aVa +ho¥E (2)

for some coefficients gz and hy. Cost functions of this
type have been used for studying wvehicle traffic on road

networks.

In many papers the load balancing problem has been
presented as minimizing the overall delay. That may have
been the most important aspect in early networks with high
queuing delay at low speed links. Today loss and throughput
are generally more important. The behaviour of these

parameters is complex and analytically derived expression

for the traffic disturbance function f, cannot be

anticipated.

Efficient routing
The term inefficient is proposed for routing X if there is

another routing with lower load on some link without having
higher load any other link, i.e. a routingX’ satisfying

the same demand, A-X=A4-X', and with

%Xa,kszk:Xa,k for all a and with
%Xa,k <%Xa,k for at least one a
A routing X that is not inefficient is said to be

efficient. Note that Wang [WWZ01l] used the term Iloopy

routing instead of inefficient routing.

If the cost functions f, are strictly increasing, then any

(optimal) solution to LBP must be an efficient routing.
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If the cost functions f, are strictly increasing and X is
an (optimal) solution to LBP, then there exists an arc

metric w=(w,)with w>0 so that the flow of each commodity

is routed on shortest paths with respect to w. It is proven
in Wang [WwZz01l] that any efficient routing has this
property. This 1is a strong motivation for the use of
metrics for network routing. One should not think that this
means that the optimal solution will obtain by Jjust routing
the flow on the shortest paths. There may be more than one
shortest path between a source and a sink. For the load-
balancing problem it is normal that the cost functions f,
are convex. At least some equal shortest paths should then
expected. To obtain the optimal solution one then has to
split the flow in the correct way on the egual shortest
paths. It is only in special cases correct to split the
flow in equal parts, which is the approach used by Equal
Cost

To express the optimal solution for MultiPath the load
balancing problem by the flow matrix X is not suitable for
a distributed implementation that should be resilient to

traffic variation. It is preferable to use load sharing

parameters
Pa,s the proportion of flow at node "2 to destination t

that is to be routed on arc a

If a0 is an arc going out from node n, it can be calculate

@ from X by

¢a0,t = XaO,t ZXa,t

a
nz=n

Inversely, from the load sharing parameters @ and the
demand B the flow X can be determined by a linear equation

system, see [Gal77]. Also the individual flows from each
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ingress to each egress are easily obtained.

Bottleneck DLoad Balancing is a simple and well-defined

approach of the type Resource-directive load balancing.

For a current load sharing &,, and measured link loads p,

recursively bottleneck load R,, are defined from link a to
destination t and bottleneck load R/ from node n to t by

R/ =0

R, = max(p‘a,R,”“ ) and (3)

R'=> @R, ¢ n#t
a

nz=n

This means that R, the bottleneck load from node n, is a
weighted average of the bottleneck loads of the outgoing
links wused for routing towards ¢t. In a network the
parameters can be calculated in a distributed way by
signalling between adjacent nodes starting from Ct. They are
used for updating the load sharing parameters. It could
also take account of packet loss on 1links if this is

measured. With loss, being the packet loss of 1link a, it

could instead define

R, =max(pasR:"")/(1_l055a) (4)

This modified expression representing offered load instead
of carried load could improve the load balancing in case of
a general overload. To use “equivalent loading” defined in
OMP draft [Vil99a] seems less stable as it involves an

assumed behaviour of TCP flow control.

For a destination t let at a considered node n the current

load sharing parameters be @,, and the bottleneck load to t
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for each utilised arc be R,,. If the bottlenecks are
precisely the outgoing links of the node n, one should in
order to obtain equal loads choose the new load sharing

parameters proportionate to

Q%J/Rmt

When the bottlenecks are further down the paths, a small
such update can be anticipated. However such an expression

may behave badly if either the nominator or the denominator

is close to 0. Furthermore, a link previously with &,,=0,

should receive some load precisely when its bottleneck load
is smaller than the average. To adjust for these aspects

the new load sharing could be set proportionate to
+
D, t+eE &
R,,+6 R!+6 (5)

for some suitable € and J, e.g. £=005 and 6=01. If the

network includes links with capacities very much lower than

the largest, one should use a smaller €.

By this method one could dynamically update the load
balancing in a network with fixed link weights. Updating
only the load sharing parameters has the advantage that
this never creates any routing loops. To be useful there
must be alternative paths of the same lengths. For this
reason it is good to use identical weights on many links,
e.g. 1. The load sharing technique could also be combined
with a simple dynamic update of the weights. If a link
after a number of updates of the load sharing parameters

still has a too high load its weight by 1 could increased.

L,oad balancing in MPLS
Load balancing in MPLS based on bottleneck load along the

paths 1is easily applied. One difference using load
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balancing in MPLS compared to using it on equal cost paths
is that MPLS generally does not provide efficient routings
as defined in “formulation of load balancing as flow
optimisation”. It depends on the design of the label

switched paths how far from optimal such routings might be.

In MPLS the ingress node controls the paths used to the
egress. Thus the ingress node can calculate the bottleneck
load of the paths, provided that loss and load of the links
have been broadcasted over the network. The distributed
recursive calculation of path bottleneck load as in ™
Bottleneck Load Balancing for a fixed routing metric” 1is

not needed.

Tests performed on the Bottleneck Load Balancing

The proposal Bottleneck Load Balancing has been tested with
a fluid flow network model with static traffic. The tests
have been for grid networks with random génerated traffic
matrices. The traffic from node m to node n is determined
by the expression X,%,Z,, where all random variables are
independent and where X, and Y, are uniformly distributed
between 0.1 and 1 whileZz,, is uniformly distributed
between 0 and 1. This means that originating and
terminating traffic at a node will be independent and will
have a range of about a factor 10. All the links have the
same capacity and the same link weight. The parameters are
set to £=005 and 6=01.The initial routing is determined by

Equal Cost MultiPath.

Figure 1. Link loads (%) for an initial routing with ECMP
on a 3%X4 node grid network. The part of a link close to a
node represents the outgoing direction. The initial routing
of Figure 1 is after ten iterations changed to the one in

Figure 3.
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The result of the Bottleneck Load Balancing is of course
dependent on the existence of alternative paths. The well-

balanced routing of figure 3 could be achieved although
5/11 of the traffic demands in a 3%X4 node grid network have

no allowed alternative path.

The diagram in figure 4 is for the 3X4 node network tested
for 11 different traffic matrices. For each matrix, the
link capacities are determined to give a maximal link load
of 90% for the initial routing. In all cases, the 1load
balancing method gives a monotone reduction of the maximal
link load and it is after ten iterations between 56% and

79%. The reduction is largest in the first iterations.

The proposed method requires a signalling protocol to
determine the bottleneck loads. It would be simpler if one
could do without it, with each node just trying to egqualise
the load on its outgoing links. One can try this by using
the same formula for updating the load sharing parameters,
but substituting the bottleneck load with the outgoing link

load, i.e. R,,=p,. This has been tested in the next

diagram, figure 5, for the same traffic matrices. Test of
load balancing based on outgoing link load only. It gives
an apparently worse load balancing, where in many cases the
maximal link load in the first iterations decreases but
then increases. The maximal link load is after ten
iterations between 67% and 88%. Comparing the average
values shows the superiority of the Bottleneck Load
Balancing that after ten iterations reaches 69% while the

method based on outgoing link load gets 81%.

The Bottleneck Load Balancing has also been tested in an
overloaded network. In that case, one has the option to

bagse the method on carried link load or offered link load

defined as (carried link load)/(l-1link loss). Here is it
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considered more relevant to compare the traffic loss than
the maximal link load. In figure 6, four options compared
for an overloaded 12 node grid network. The effective load
for updating load sharing identified by: C = carried, O =
offered, B = bottleneck, L = outgoing link. This has been
done for the 3%x4 node network in figure 6 and a 4X5 node
network in figure 7. Compared options for a 20 node grid
network. It can again be seen that it is better to use
bottleneck load than outgoing link load. It can alsoc see
that a better load balancing was obtained when basing the
method on offered 1link load than carried 1link load.
However, this initial result for a f£luid flow network with
static traffic does of course not give the full picture for

the packet switched IP network with TCP flow control.
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CLATIMS

1. A method for 1load balancing for IP routes traffic,
wherein the load balancing is based on load sharing
parameters, characterised in that the load sharing
parameters depend on link load and that bottleneck loads to
a destination are updated to level out the bottleneck to

the destination.

2. A method according to claim 1, characterised in that
load sharing parameters depend on link weights and link

lengths of the shortest paths for determining allowed

.routing alternatives.

3. A method according to claim 2 or 3, characterised in
that the 1load sharing parameters uses bottleneck load

balancing for each of alternative routes.

4. A method according to any of previous claims,
characterised in that the bottleneck load balancing are
determined through a special protocol starting from each
destination (t), such that they represent the maximal link
load along a path (a) and an average value of the maximal
link loads in case that a path is split up in more than

one.

5. A method according to claim 4, characterised in that the
load sharing parameters are then determined by using the
determined bottleneck load balancing in order to level out

the bottleneck loads.

6. A method according to any of previous claims,
characterised in that the bottleneck load balancing is
determined for each link to use a weighted average for each

link
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7. A computer program comprising program steps to perform

the program steps according to the patent claims 1-6.

8. A computer with a readable memory comprising
instructions for performing steps according to the method

in any of above patent claims 1-6.
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Figure 1. Link loads (%) for an initial routing with ECMP on a 3x4 node grid
network. The part of a link close to a node represents the outgoing direction.
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Figure 2. Bottleneck load parameters R,, added to figure 1 for the destination #
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Figure 3. Link loads obtained after 10 iterations.
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Figure 4. Reduction of maximal link load for 11 random traffic matrices.
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Figure 5. Test of load balancing based on outgoing link load only.
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Four options at overload, 12 node network
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Figure 6. Four options compared for an overloaded 12 node grid network.

The effective load for updating load sharing identified by:
C = carried, O = offered, B = bottleneck, L = outgoing link.
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Figure 7. Compared options for a 20 node grid network.
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