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(57) Abrégée/Abstract:

A system, method, electronic device and server are provided for metering electronic messages and for managing message traffic
within an organization. An electronic message resistance value Is stored for recipients within an organization. VWWhen a message Is
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(57) Abrege(suite)/Abstract(continued):
composed and addressed at a sending terminal, the electronic message resistance value may be retrieved and displayed at the

sending terminal. The message server recelving the composed message for transmission to the recipient sends the message to
the recipient in accordance with a priority determined based on the recipient's electronic message resistance; for example, the
message may be sent with a low priority attribute, or the transmission of the message to the recipient may be delayed for a set

period of time.
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Abstract

A system, method, electronic device and server are provided for metering electronic
messages and for managing message traffic within an organization. An electronic message
resistance value is stored for recipients within an organization. When a message is composed
and addressed at a sending terminal, the electronic message resistance value may be retrieved
and displayed at the sending terminal. The message server receiving the composed message
for transmission to the recipient sends the message to the recipient in accordance with a
priority determined based on the recipient’s electronic message resistance; for example, the

message may be sent with a low priority attribute, or the transmission of the message to the

recipient may be delayed for a set period of time.
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ELECTRONIC MESSAGE METERING AND TRAFFIC MANAGEMENT
IN A NETWORKED ENVIRONMENT

Reference to Prior Applications

This application claims priority from European Patent Application No. 12154974.5,
filed February 10, 2012.

Background
1. Technical Field

[0001] The present disclosure relates generally to the metering and traffic management of

electronic messages in a networked environment.

2. Description of the Related Art

[0002] Electronic messaging, and email in particular, is a heavily used means of
communication between users within an organization due in part to its ease of use and
suitability for communication that does not need to be completed in real time. The ease of
use and pervasiveness of electronic messaging causes some users to perceive electronic
messages as virtually costless, when in fact there is a cost to the organization providing users
with the necessary messaging infrastructure. Examples of the costs not readily apparent to
the user include the cost of storing and backing up messages, and the resources needed to

handle message traffic generally.

[0003] Because these costs are not apparent, SOMeE USers may make inappropriate or
excessive use of the organization’s messaging system, for example by sending a large
number of messages of marginal informational value, needlessly addressing messages to a
large number of recipients, or by using the messaging system to transfer large files to other
users rather than using alternate file transfer and sharing services. This behaviour can result
In a recipient receiving a large number of messages, making it difficult for the recipient to
identify the more important messages that require attention. At the same time, the sender of a
message may not realize the impact of his or her messaging behaviour on the recipient or

messaging infrastructure.
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Brief Description of the Drawings
[0004] In drawings which illustrate by way of example only embodiments of the present

application,

[0005] FIG. 1 1s a schematic diagram of an example electronic device for use with the

embodiments described herein.

[0006] FIG. 2 1s a schematic diagram illustrating a possible topology of a network serving an

organizational domain and the electronic device of FIG. 1.

[0007] FIG. 3A 1s a schematic diagram illustrating a set of users within an organizational

domain allocated to different bands of electronic message resistance determined using a first

criterion.

[0008] FIG. 3B 1s a schematic diagram 1llustrating the set of users of FIG. 3 A, allocated to

different bands of electronic message resistance determined using a second criterion.

[0009] FIG. 3C 1s a schematic diagram illustrating the set of users of FIG. 3 A, allocated to

different bands of electronic message resistance determined using a third criterion.

[0010] FIG. 4A 1s an illustration of first example user interface screen displayable at an

electronic device.

[0011] FIG. 4B 1s an 1llustration of a second example user interface screen displayable in

response to a detected level of electronic message resistance.

[0012] FIG. 5 1s a flowchart illustrating a method of determining and applying a message

handling policy or priority according to an electronic message resistance level.

[0013] FIG. 6 1s a flowchart illustrating a method of controlling a messaging client based on

an electronic message resistance.

[0014] FIG. 7 1s a flowchart illustrating a method of managing message transmission based

on an electronic message resistance.
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[0015] FIG. 8 is a flowchart illustrating a further method of managing message transmission

based on electronic message resistance.

Detailed Description

[0016] The embodiments described herein provide an improved system and method for
metering electronic messages and for managing message traffic within an organization.
These embodiments will be described and illustrated primarily in relation to email, the
definition and format of which is generally known to those skilled in the art. However, 1t will
be appréciated by those skilled in the art that these embodiments can be extended to other
types and formats of messages, including without limitation instant messages (IM), both
server-based and peer-to-peer; SMS (Short Message Service); MMS (Multimedia Messaging
Service); VVM (Visual Voicemail), voicemail, and the like. The formatting and transmission
of all such messages, and the implementation of suitable messaging infrastructures to support

such communications, will be known to those skilled in the art.

[0017} The embodiments herein thus provide a method implemented at a message server
system, the method comprising: storing an electronic message resistance for a recipient;
receiving, from a sending terminal, an electronic message addressed to the recipient; and
sending the electronic message to the recipient with a priority based on the electronic

message resistance for the recipient.

[0018] In one aspect, sending the electronic message with said priority based on the
electronic message resistance comprises associating the electronic message with a low

priority attribute when the electronic message resistance for the recipient exceeds a defined

threshold.

[0019] In another aspect, sending the electronic message with said priority based on the
electronic message resistance comprises delaying sending the electronic message for a

defined period of time.
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[0020] In a further aspect, the method further comprises, prior to receiving the electronic
message from the sending terminal, providing an indication of the electronic message

resistance for the recipient in response to a request received from the sending terminal.

[0021] In still another aspect, the priority is determined from a difference between the
electronic message resistance for the recipient and an electronic message resistance for a

sender of the electronic message.

-{0022] In yet a further aspect, sending the electronic message with said priority comprises:

determining whether the electronic message resistance for the recipient exceeds a limit based
on an electronic message resistance for a sender of the electronic message; when the
electronic message resistance for the recipient exceeds the limit, either: associating a low
priority attribute with the electronic message, or delaying sending the electronic message for
a defined period of time; and when the electronic message resistance for the recipient does
not exceed the limit, sending the electronic message without a low priority attribute and
without delaying said sending for a defined period of time. In an aspect thereof, determining
whether the electronic message resistance for the recipient exceeds the limit comprises
determining whether a combined electronic message resistance for electronic messages sent

to recipients by the sender during a defined period exceeds said limit, said limit being reset at

a start of a next defined period.

[0023] Still further, in another aspect the method further comprises, prior to storing the

electronic message resistance, receiving an indication of the electronic message resistance for

said recipient from a terminal associated with the recipient.

[0024] There 1s also provided a method implemented at a sending device in communication
with a message server system, the method comprising: detecting selection of a recipient for
an electronic message being composed at the sending device; receiving from the message

server system, in response to a request, an electronic message resistance for the recipient thus
selected; displaying an indication of an electronic message handling policy for the electronic
message being composed, the electronic message handling policy being determined from the

received electronic message resistance, the policy comprising at least one of: a priority

-4 -
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attribute to be associated with the electronic message being composed after said message is
sent to the message server for transmission to the recipient; and a delay at the message server

in transmitting said message to the recipient.

[0025] Further, there 1s provided a message server, comprising: a communications

5  subsystem; and a data store comprising an electronic message resistance for each of a
plurality of recipients; the message server being configured to: receive, via the
communications subsystem from a sending terminal, an electronic message addressed to at
least one of the plurality of recipients; and send, to each of the at least one of the plurality of
recipients via the communications subsystem, the electronic message with a priority based on

10 the electronic message resistance for each said recipient.

[0026] In one aspect, the message server is configured to send the electronic message with
said priority based on the electronic message resistance by associating the electronic message

with a low priority attribute when the electronic message resistance for said recipient exceeds

a defined threshold.

15 [0027} In another aspect, the message server is configured to send the electronic message
with said priority based on the electronic message resistance by delaying sending the

electronic message to said recipient for a defined period of time.

[0028] In still another aspect, the message server is configured to provide to the sending
terminal, prior to receipt of the electronic message, an indication of the electronic message

20 resistance for each of the at least one of the plurality of recipients in response to a request

recerved from the sending terminal.

[0029] In a further aspect, the data store further comprises an electronic message resistance
for a sender of the electronic message, and the priority is determined from a difference

between the electronic message resistance for said recipient and the electronic message

25  resistance for the sender.
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10030] In still a further aspect, the data store further comprises an electronic message
resistance for a sender of the electronic message, and the message server 1s further
configured to: determine whether the electronic message resistance for the recipient exceeds
a limit based on an electronic message resistance for a sender of the electronic message;
when the electronic message resistance for each of the at least one of the plurality of
recipients exceeds the limit, either: send the electronic message to said recipient with a low
priority attribute, or delay sending the electronic message to said recipient for a defined
period of time; and when the electronic message resistance for said recipient does not exceed
the limit, send the electronic message to said recipient without a low priority attribute and
without delaying said sending for a defined period of time. Determining whether the
electronic message resistance for the recipient exceeds the limit may comprise determining
whether a combined electronic message resistance for electronic messages sent to recipients

by the sender during a defined period exceeds said limit, said limit being reset at a start of a

next defined period.

[0031] In any of these embodiments, the electronic message resistance may determined from
a number of unread messages in an electronic message inbox associated with each recipient;
from a current time of day at a terminal associated with each recipient; and/or from a number

of electronic messages addressed to the recipient received within a defined period of time.

[0032] There is also provided a program product comprising an electronic device-readable
medium, which may be physical or non-transitory, bearing code which, when executed by

one or more processors of an electronic device, causes the device to implement the methods

described herein.

[0033] The embodiments herein are described in the context of an organizational structure or
domain. An organization may be a corporate, educational, or governmental organization; it
may also be a collective of associated individuals, with or without a common objective, as in
the case of an online messaging service. The organization’s messaging infrastructure, which
includes message servers, communication lines, and the like, may be self-hosted or hosted

elsewhere, as in the case of a cloud-based service. A possible network topology including the

-6 -
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organization and possible client devices 1s described with reference to FIG. 2 below. The
client device employed by senders or recipients within the organization may be an electronic
device such as that depicted in FIG. 1. An organizational structure or domain 1s but one
example of the context in which these embodiments may be implemented; these
embodiments may be applied in other contexts. In lieu of a defined organization such as a
corporate organization, for example, the context may be an online messaging service to
which a number of users subscribe, and which the users access by means of their own
individual client devices that operate outside the online messaging service’s dofnain. The
various types of appropriate environments for implementing the embodiments described

herein will be known to those skilled in the art.

[0034] FIG. 1 1s a block diagram of an example embodiment of an electronic device 100 that
may be used with the embodiments described herein. The electronic device 100 includes a
number of components such as a main processor 102 that controls the overall operation of the
electronic device 100. It should be understood that the components described in FIG. 1 are
optional and that an electronic device used with various embodiments described herein may

include or omit components described in relation to FIG. 1.

[0035] The electronic device 100 may be a battery-powered device including a battery
interface 132 for receiving one or more rechargeable batteries 130. Communication
functions, including data and voice communications, are performed through one or more
communication subsystems 104, 105, and/or 122 in communication with the processor 102.
Data received by the electronic device 100 can be decompressed and decrypted by a decoder,
operating according to any suitable decompression techniques, and encryption/decryption
techniques according to one or more various encryption or compression standards known to

persons of skill in the art.

[0036] If equipped with a communication subsystem 104, this subsystem 104 receives data
from and sends data to a wireless network. In this embodiment of the electronic device 100,
the communication subsystem 104 i1s configured in accordance with one or more wireless

communications standards. New wireless communications standards are still being defined,

.7 -
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but it is believed that they will have similarities to the network behaviour described herein,
and it will also be understood by persons skilled in the art that the embodiments described
herein are intended to use any other suitable standards that are developed in the future. The
wireless link connecting the communication subsystem 104 with the wireless network 200
represents one or more different Radio Frequency (RF) channels, operating according to
defined protocols specified for the wireless communications standard, and optionally other

network communications.

[0037] The electronic device 100 may be provided with other communication subsystems,
such as a wireless LAN (WLAN) communication subsystem 105 or a short-range and/or
near-field communications subsystem 122 also shown in FIG. 1. The WLAN communication
subsystem 105 may operate in accordance with a known network protocol such as one or
more of the 802.11™ family of standards developed or maintained by IEEE. The
communications subsystems 105 and 122 provide for communication between the electronic
device 100 and different systems or devices without the use of the wireless network, over
varying distances that may be less than the distance over which the communication
subsystem 104 can communicate with the wireless network. The subsystem 122 can include

an infrared device and associated circuits and/or other components for short-range or near-

field communication.

[0038] It should be understood that any of the communication subsystems 104, 105, 122 may
optionally be included in the electronic device 100. Alternatively, a communication

subsystem provided in a dongle or other peripheral device (not shown) may be connected to
the electronic device 100, either wirelessly or by a fixed connection such as a USB port, to
provide the electronic device 100 with access to a network. If provided onboard the

electronic device 100, the communication subsystems 104, 105 and 122 may be separate

from, or integrated with, each other.

10039] The main processor 102 also interacts with additional subsystems such as a Random

Access Memory (RAM) 106, a flash memory 108, a display interface 103, other data and

memory access interfaces such as an auxiliary input/output (I/0) subsystem 112 or a data

-8 -
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port 114, a keyboard 116, a speaker 118, a microphone 120, the short-range communications
122 and other device subsystems 124. The communication device may also be provided with
an accelerometer or orientation module 111, which may be used to detect gravity- or motion-
induced forces and their direction. Detection of such forces applied to the electronic device
100 may be processed to determine a response of the electronic device 100, such as an

orientation of a graphical user interface displayed on a display 110 in response to a

determination of the current orientation of the electronic device 100.

[0040] In some embodiments, the electronic device 100 may comprise an integral display
screen as the display 110, shown in phantom in FIG. 1. For example, a handheld or portable
electronic device 100 such as a tablet, laptop, or smartphone typically incorporates a display
screen 110 in communication with the main processor 102 via the display interface 103,
whereas other electronic devices 100 are connected to external monitors or screens using the
display interface 103, as in the case of a desktop computer. However, smaller devices, such
as the tablet, laptop or smartphone, may also be connected to external monitors or screens, in
which case the display interface 103 represented in FIG. 1 includes an interface for
connection of an external display device. Thus, as contemplated herein, the electronic device
100 may have an integrated display interface, or may be configured to output data to be
painted to an external display unit such as an external monitor or panel, television screen,
projector, or virtual retinal display (via a data port or transmitter, such as a Bluetooth®
transceiver, other wireless transceiver, USB port, HDMI port, DVI port, and the like).
References herein to a “display” and “display screen” are intended to encompass both
integrated and external display units, and references to the “display interface” are intended to

encompass interfaces for both integrated and external display unaits.

[0041] Further, in some embodiments, the display 110 may be a touchscreen-based device, 1n
which the display 110 is a touchscreen interface that provides both a display for
communicating information and presenting graphical user interfaces, as well as an mput
subsystem for detecting user input that may be converted to instructions for execution by the

device 100. The display 110 may thus be the principal user interface provided on the

electronic device 100, although in some embodiments, additional buttons, variously shown in

_0.
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the figures or a trackpad, or other input means may be provided. If a touchscreen 1s provided,
then other user input means such as the keyboard 116 may or may not be present. The

controller 113 and/or the processor 102 may detect a touch by any suitable contact member

on the touch-sensitive display 110.

[0042] When a user specifies that a data file is to be outputted to the display interface 103,
the data file 1s processed for display by the main processor 102. This processing may include,
in the case of structured documents, parsing of the document to render the document or a
portion thereof as an image file, which 1s then provided as output to the display interface 103
as discussed below. The main processor 102 may thus include a visualization subsystem,

implemented in hardware, software, or a combination thereof, to process the data file for

display.

[0043] Depending on the input data file, the processing carried out by the processor 102 in
preparation for display may be relatively intensive, and the processing may consume a
significant amount of processor time and memory. In particular, processing data files
originally optimized or prepared for visualization on large-screen displays on a portable
electronic device display often requires additional processing prior to visualization on the
small-screen portable electronic device displays. Thus, the electronic device 100 may also be
provided with a graphics processor module 125 separate from the main processor 102, again
implementable in hardware, software, or a combination thereof. The graphics processor
module 125 may comprise a dedicated image processor with associated circuitry, including

memory that is separate from other memory in the electronic device 100, such as the RAM

106, flash memory 108, and any memory internal to the main processor 102. The operation
of such graphics processor modules will be known to those skilled in the art. Upon an
application processing data file for display determining that the file includes content or
transformations that are appropriately handled by the graphics processor module 125, those
components of the file are provided to the graphics processor module 125 with associated
commands for the rendering of that content for output to the display interface 103. The
graphics processor module 125 can be configured to retrieve image files stored in device

memory (such as RAM 106 or flash memory 108), or in its own resident memory 230, and to

- 10 -
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apply these image files as texture maps to surfaces defined in accordance with the received

commands.

[0044] The electronic device 100 also includes an operating system 140 and software

components 150 to 160. It will be understood by those skilled in the art that for ease of

~ exposition, only select operating system and program components are illustrated in FIG. 1.

The operating system 140 and software components that are executed by the main processor
102 are typically stored in a persistent store such as the flash memory 108, which can
alternatively be a read-only memory (ROM) or similar storage element (not shown). Those
skilled 1n the art will appreciate that portions of the operating system 140, and the further
software components 150 to 160, such as specific device applications, or parts thereof, can
be temporarily loaded into a volatile store such as the RAM 106. Other software components

can also be included, as is well known to those skilled in the art.

[0045] The subset of software applications that control basic device operations, including
data and voice communication applications, will normally be installed on the electronic
device 100 during its manufacture and may be included with the operating system 140,

although in some example embodiments these components may be provided and installed

separately.

[0046] Programs 150 that may be provided for execution by the electronic device 100 can
include messaging applications, including one or more of email programs 151 or one or more
Instant messaging (IM) programs 152. Other messaging applications for different messaging
plattorms, such as SMS, private or network messages, and the like, may also be included
with the programs 150, as well as a unified message box application or function that provides
a unified view of message or other content information associated with multiple user
accounts or message types, and which serves as an entry point for access to other messaging
services or applications executable on the device 100. The “unified message box™ may also
be known as a “unified inbox”’; however, a unified message box in particular may contain

inbound messages, outbound messages, or a combination thereof.

-11 -
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[0047} Productivity applications such as calendar applications 153, word processors,
document viewers, spreadsheet programs, accounting programs, and the like may also be
included, as well as other applications that may be used for productivity, entertainment or
information purposes, such as feed/content readers 154, web browsers 155, media players
156 (which can include picture viewers, music players, and/or video players), social
networking applications 157 (which can include messaging functions), news, weather, and
other “ticker” applications 158. Further, other applications, such as the app store application
159, may be provided on the electronic device 100 to manage and track the download and
installation of individual applications or applets on the electronic device 100. The app store
application 159 may interface over a network with a single repository of available electronic
device applications. The app store application 159 may further track the availability of
updates for electronic device applications previously downloaded using the app store
application 159 and present notifications at the electronic device 100 when updates are
available for download. A variety of other device programs 160 may also be provided for
execution on the device 100. Each of the applications 150 may be provided with a

corresponding data store at the device 100 (for example, in the flash memory 108).

[0048] The individual applications 150 and operating system 140 components may be
provided with associated data stores on the electronic device 100, typically in persistent
memory such as the flash memory 108. Thus, for example, messages that have been sent or
received by the user are typically stored in whole or in part in the flash memory 108 of the
electronic device 100, and recently read content or webpages may be cached on the device

100 either 1n flash memory 108 or in RAM 106 for at least a current session of the reader 154
or browser application 155. In at least some example embodiments, some data generated
and/or accessed by the various programs 150 or operating system 140 components can be
stored at a remote location from the electronic device 100 such as in a data store of an
associated host system (not shown 1n FIG. 1) with which the electronic device 100

communicates.

[0049] In use, a received signal such as a text message, an e-mail message, or webpage

download will be processed by the receiving communication subsystem 104, 105, 122 and

-12 -
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input to the main processor 102. The main processor 102 will then process the received
signal for output via the display interface 103 or alternatively to the auxiliary I/O subsystem
112. A user can also compose data items, such as e-mail messages, for example, using the
keyboard 116 in conjunction with the display 110 and possibly the auxiliary I/O subsystem
112. The auxiliary subsystem 112 can include devices such as: a touchscreen, mouse, track
ball, infrared fingerprint detector, or a roller wheel with dynamic button pressing capability.
The keyboard 116 may be an alphanumeric keyboard and/or telephone-type keypad.
However, other types of keyboards can also be used. A composed item can be transmitted
over a wireless network through the communication subsystem 104. It will be appreciated
that if the display 110 is a touchscreen, then the auxiliary subsystem 112 may still include

one or more of the devices 1identified above.

[0050] An example of a possible network topology including select components of the
organization’s network resources is illustrated in FIG. 2. It will be understood by those
skilled in the art that the schematic of FIG. 2 is merely representative of only particular
aspects of a network, and omits other components that are typically included for ease of
exposition, such as peripheral devices, routers, mobile data servers, and the like; and further,
that the network illustrated herein may include different components and/or be arranged in
different topologies than that shown in FIG. 2. The organization’s host system can be an
own-premises local area network (LLAN), or wide area network in communication with

L ANs, with local computing resources such as one or more servers 250, one or more data
repositories 255 and client devices 251 such as terminals or workstations. Electronic devices
100 such as those depicted by FIG. 1 may be included within the organization’s host system
and thus may be within the organization’s administrative or security domain; they may also
communication with the host system over a public or private network and may, in that case,

operate outside the organizational domain, as illustrated in FIG. 2.

[0051] The servers 250 and data repositories 255 represent controllers, security and
information technology policy modules, application servers, messaging servers, file servers,
databases, memory devices and the like for providing services to the various users via client

devices, and as will be appreciated by those skilled in the art, include such components
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generally included in such electronic devices, such as communications subsystems for
communicating over one or more fixed or wireless networks, one or more processors, data
stores, disk arrays, and the like. The services can include but are not limited to messaging,
directory services, collaborative applications, calendaring applications, search engines and
file servers, and it will be appreciated by those skilled in the art that the various network

components 250, 255, 251 as well as electronic devices 100 will be adapted for use with

those services.

[0052] Messaging services are implemented using one or more servers 250 provided with
means for storing messages (e.g., a database or a suitable data repository 255) for each
message service or format available over the organizational network, such as email, instant
messaging, voicemail, and the like. The server 250 (or a plurality of such servers) and its
corresponding data repository 255 can therefore store all or a portion of received and sent
messages on behalf of each user within the organization. The data repository 255 may
operate as a data store for storing electronic message resistance data, as described below;
however, in some embodiments the data repository storing messages and the data store
storing electronic message resistance data may be distinct. In some embodiments, messages
sent and recetved by a user may be stored only locally on the user’s client device (e.g. a
desktop computer or other personal computing device, such as the electronic device 100 of
FIG. 1), while in other embodiments the messages are stored both locally at the client device
as well as the server, in which case the message stores on the client device and the server are
synchronized or reconciled periodically. Those components of the network that are used to
deliver messages between parties in accordance with the description herein may be generally

considered to form a messaging infrastructure.

[0053] The host system may operate from behind a firewall or proxy server 266, which
provides a secure node and optionally a wireless internet gateway for the host system. Client
devices such as mobile devices, such as the electronic device 100, can then access the host
system wirelessly through the firewall or proxy server 266, as denoted by the access point
207. External access to the host system by the electronic device 100 may also be provided

via a public or private network 224. The device 100 may be configured to access the public
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switched telephone network 222 through a wireless network 200, which may comprise one or
more nodes 202 configured for communication in accordance a suitable mobile telephony
standard. In turn, the wireless network 200 provides the electronic device 100 with
connectivity to the Internet or other public wide area network 224, and thence to the
organization’s host system. Alternatively or additionally, if the mobile device is provisioned
to communicate over wireless networks that are typically IP-based, such as wireless LANs
implementing the Wi-F1 protocol (one or more of the IEEE 802.11 suite of protocols),
personal area networks implementing other protocols such as Bluetooth, other wireless
networks implementing wireless broadband standards such as WiMAX (one or more of the
IEEE 802.16 suite of protocols), and the like, the electronic device 100 accesses the public or
private wide area network 224 through a third-party access point, such as the user’s own
personal access point and Internet connection, or a third party hotspot device, as denoted by

the access point 205.

[0054] The services above, such as directory services and messaging, can be provided in a
self-hosted system as suggested above, i.e., a host system supplied by and managed by the
organmzation itself. However, the person skilled in the art will appreciate that one or more
services provided to organization users may instead by provided by third parties in a software
as a service, platform as a service, or infrastructure as a service arrangement, colloquially
referred to as cloud computing services. For example, email messaging services or
collaborative applications can be hosted by a third party service maintaining an external
server 260 and data repository 265, in which case the data store for the electronic message
resistance data mentioned above may be included in the data repository 265 or in a separate
store. Access to the external server 260 can be made available both externally to external
client devices such as the electronic device 100, and to client devices 251 within the
organization’s LAN over the public or private network 224. Regardless, the organization’s
network services are made available only to those users who possess sufficient credentials to
access the services, whether they are accessed internally or externally, and whether provided
by the organization’s self-hosted or virtually (externally) hosted system. Credentials may be

administered by one or more administrative or security servers (not illustrated), and access
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privileges defined by an administrator. The users who are granted access to the
organization’s services may thus be considered to be within the organization’s domain,

which 1n turn can be considered to be a logical grouping of network resources and client

“devices. The domain can be specifically defined as a grouping of such computing devices

having access to a centralized security or directory service, which is used to store and
maintain user identifiers (e.g. account names or email addresses, and in the case of a
centralized security service, security credentials) for those users granted access to

organizational network resources.

[0055] 'The person skilled 1n the art will appreciate that the network arrangements and host
system described with reference to FIG. 2 comprise only one example, and that the
embodiments described herein may be adapted to operate using any appropriate
contiguration of the organization’s host system, any public or private network providing
external access to the organization’s host system, and regardless whether a user of the

domain accesses the host system from within the organization’s LAN or externally.

[0056] As explained above, user messaging behaviour within an organization may result in a
large number of unnecessary messages, or messages of marginal value to the recipient, being
sent and received generally within the organization. As a result, and as reliance on messaging
escalates, the cost to the organization of maintaining resources equal to handling the
increasing number of messages may increase. Furthermore, individual message recipients
may increasingly find that they have to contend with more messages in their inbox than they
have time to personally process. To a sender, the personal consequences of sending excessive
amounts of electronic messages are relatively non-existent. However, from a technical
perspective, the more messages sent, the more technical resources must be dedicated to
maintaining the sender’s message store: the user’s collection of “sent” messages may be
quite large, requiring extra storage space both in a primary store as well as in backup
systems. To the recipient of an excessive volume of messages, the consequences are more
apparent: the large number of messages will be added to the recipient’s inbox, increasing the
volume of data that the recipient must review and deal with in some manner (whether by

deleting, reading, and/or responding to the message). The technical cost at the recipient side
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thus also includes additional storage space to accommodate and back up the increased
number of messages, as well as increased consumption of technical resources (processor
time, battery power, and so forth) as the recipient’s client device 1s used to download,
process, and display messages. In addition, as a result of the increased number of messages
being sent, the messaging infrastructure provided by the organization must commit additional

resources to route those messages.

[0057) As aresult, 1n an environment where senders are not restricted in the use of electronic
messaging, the costs of increased message flow senders versus recipients can be imbalanced.
Thus 1s particularly the case when one considers the example of an email message sent to a
number of recipients (either as direct recipients, or as carbon copy or blind carbon copy
recipients); a single copy of the message may reside in the sender’s sent items folder in his or
her message data store, but a copy of the same message will be generated for the messaging

infrastructure and provided to every identified recipient for storage in their respective inbox.

[0058] While some solutions have been provided to address the problem of the “exploding”
InboX, such as filtering and prioritizing, these solutions do not themselves relieve the burden
on the messaging infrastructure, nor do they relieve the burden on the individual recipient.
Filtering typically involves the automatic direction of received messages to different
destinations (e.g., forwarding to an assistant, or directing to a particular message folder)
based on factors such as sender identity or keywords contained in the message. Prioritization
typically involves the automatic ranking of received messages as more or less important
based, again, on factors such as sender identity or message keywords. Filtering and
prioritizing, however, do not reduce the number of messages that are actually sent to the
recipient, and do not necessarily absolve the recipient of the responsibility of dealing with a
received message somehow, even if that message is ranked as having low importance.
Furthermore, the onus is placed on the recipient and/or the recipient’s system to define the
filter criteria or to define rules for prioritizing messages, and to implement those criteria and
rules. Filtering and prioritization are generally not expected to have any beneficial effect on

sender behavior by reducing the number of messages of marginal value that are sent, nor are
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they expected to have any effect on a sender’s propensity to address an email message to

multiple recipients, not all of whom may be necessary addressees of the message.

[0059] A solution to this problem is to make the so-called “cost” of sending electronic
messages more apparent to the sender. In the embodiments described herein, this solution 1s
implemented in a manner that enables improved management of message traffic within the
orgamzation and improved handling of messages addressed to a given recipient. To
accomplish this, a form of metering of electronic messages is applied, based on an electronic
message resistance value associated with each recipient of a message. The electronic
message resistance of the recipients of a message is used to determine a message handling
policy and/or a priority for that message, without requiring the messaging infrastructure (e.g.,
a server or mail transfer agent) to evaluate a priority of the sender’s message, or to engage in
traffic shaping based on an evaluation of the message content. The embodiments described
below operate, in part, to provide an indication to the sender and/or the sender’s system of
the expected handling of the sender’s message by the messaging infrastructure and optionally
by the recipient and/or recipient’s system, without first requiring the recipient or recipient’s
system to evaluate the sender’s message as generally required by the filtering or prioritizing
solutions mentioned above. In operation, these embodiments may lead to a reduction in the
number of messages sent overall within the organization, thereby reducing the burden on the

recipient and recipient’s system to evaluate received messages.

[0060] Inmitially, an electronic message resistance is defined for each user (who may be a
recipient of a message) within the organization. Typically, the electronic message resistance
will be defined only for users registered or otherwise associated with the organization, and
namely those users for whom accounts are maintained in an organization message server
such as the server 250 or 260. Electronic message resistance values, however, may be
defined for recipients located outside the organizational domain. The electronic message
resistance values can be stored in association with the user accounts or in association with

the userid or address of the recipient in a directory.
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[0061] The electronic message resistance may be conceptualized as a form of artificial “cost”
of sending an electronic message to a recipient; the higher the electronic message resistance
value, for example, the higher the cost to the messaging infrastructure and/or to the sender. A
value for the electronic message resistance may therefore be assigned for a given user based
on considerations such as the size of the message that a sender proposes to send to the
recipient user (a larger message consumes more storage space than a smaller message, and 1s
therefore more “costly” so would be assigned a larger electronic message resistance); the
position of the user within a hierarchy of users within the organization (for example, a user
higher in the hierarchy may be associated with a greater resistance value); the location of the
user, or the time of day; or based on other technical considerations such as available storage
space allocated to the user (for example, 1f less storage space is available 1n the data
repository 255 or 256 to store additional messages, then the electronic message resistance
associated with the user may be increased). The electronic message resistance value may also
be determined based on the average “demand” the recipient places on the messaging
infrastructure, such as the average volume (in absolute numbers of messages, in kilobytes, or
in another suitable unit of measure) of messages the recipient receives per unit time (for
example, the number of messages received per day). Similarly, the electronic message
resistance value may also be determined based on the demand the recipient places on the
messaging infrastructure as a sender of messages. Resistance may also be determined in
whole or 1n part by the available messaging infrastructure resources. For example, during a
high-traffic period when a large volume of messages are being received and/or sent via the
messaging infrastructure, the electronic message resistance value allocated to individual
users or to individual messages may be increased, reflecting the fact that the infrastructure is
currently subject to higher “pressure”. When the message volume exceeds a predetermined
level (which may occur during periods of excessive use or message flooding, such as during
a demial of service attack), the resistance value may be fixed at a maximum value. As will be
appreciated from the determination of priority handling below, displaying the electronic
message resistance value for sending a message to a user intending to send a message can be

used to reflect the relative speed with which the message will be delivered to the recipient; a
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high value, representing high pressure on the system, can therefore indicate that messages

sent via that message server and infrastructure will be delayed.

[0062] The electronic message resistance thus may be determined from factors including one
or more of user characteristics, message characteristics, message infrastructure
characteristics, or external factors (such as location or time of day). The electronic message
resistance value provides a quantification of a barrier to entry, so to speak, associated with
accessing the message services offered by the organization to contact the user. In some
embodiments, the absolute electronic message resistance value allocated to a user 1s used to
determine handling of a message sent to that user, while in other embodiments a differential
is used, such as the difference in resistance values between the sender and recipient, or
between the sender’s resistance value and a resistance value limit set of that user or the
systém. The resistance value may be determined for each participating user within the
domain at a given point in time based on historical data for the user, his or her messages or
inbox, and/or messaging infrastructure, and applied thereafter. The value may be
redetermined for a user on a periodic or ad hoc basis (for example, once a week or once a
month, or each time the user logs in, or upon a change in the user’s position in the
organizational hierarchy). Alternatively, the value may be redetermined on an ongoing basis;
each time the message server 250 or 260 receives a message from the user or for the user, the
electronic message resistance value may be updated to reflect any incremental change due to
the message characteristics. As noted above, the electronic message resistance value may be
based at least in part on a time of day or location; when a change in one of these external
factors is identified to the server, the value may be updated to reflect the change. In the case
of a time of day factor, electronic message resistance may be deemed to increase after
business hours, as explained below; in that case, the electronic message resistance value for
every participating user within the domain may be updated when the server determines that 1t

has entered or exited a relevant business hour time period.

[0063] The electronic message resistance is then used by the message server 250 or 260 to
determine how the electronic message sent to the recipient associated with this resistance

value is to be handled. The electronic message resistance thus serves a technical function
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beyond merely representing a fictitious or real “cost” of sending an email message.
Furthermore, as will be explained below, the electronic message resistance can also be used
to provide to the sender and/or sender’s system, as the electronic message is being composed,
an indication of an expected handling of the electronic message at the message server and/or
the recipient’s system once it is sent from the sender’s system (for example, indicating that
the message will not be delivered for a certain period of time, or indicating that the message
will be accorded lower or higher priority). Thus, the electronic message resistance effectively
operates as an alternative to functions that may not be available in the organization’s
messaging system, such as delivery and read receipts which confirm to a sender when an
email message is delivered to the recipient’s system, and when the message has been marked
read at the recipient’é system. The electronic message resistance also functions as an
alternative to presence data (which 1s typically associated with instant messaging), since it
may be used at the sender’s system to indicate the recipient’s “presence” or availability to

read the sender’s message.

[0064] FIGS. 3A through 3C illustrate examples of methods for determining an electronic
message resistance for users within an organization. These methods may be used
individually, or in combination with one or more of the other illustrated methods, or in
combination with other criteria not illustrated in the accompanying figures. Depending on the
factors used to determine the electronic message resistance, the resistance may be evaluated
either at the recipient’s system (e.g., a receiving terminal such as the electronic device 100),

at the message server 250, 260, or at the directory server.

[0065] FIG. 3A illustrates an example where a hierarchy of users 1s defined within the
organization, and electronic message resistance values are allocated according to the
hierarchy. The users 310 through 315 illustrated in FIGS. 3A through 3C are each
provisioned with accounts in the organization’s domain, whether self-hosted or externally
hosted by a third party. Messaging services in particular are accessible by the users through
messaging clients executing on the users’ client devices 100, 251, which communicate with a
message server such as the server 250 or 260. The message server, or a directory server (not

shown 1n FIG. 2) in communication with the message server provides access to a global

271 -



10

15

20

25

CA 02803369 2013-01-23

directory listing or contact database for the organization. The organizational directory listing
may not be truly global for each user; for example, users may have differing levels of access
to network resources depending on their credentials or permissions granted by an
administrator. This directory listing stores contact data (e.g. first and last name, friendly or
common name, mailing address, email address, IM address, telephone number and/or SMS
number, and so forth) for each user within the organization. Optionally, the directory listing
stores contact data for individuals and other entities outside the organization. The individual
users 301 through 315 within the domain may have a personal contacts database or address
book, which can be a subset of the contact data in the global directory listing, or contain
contact data for other individuals or entities not represented in the global directory listing.
The address book data can be accessed through an independently executing address book
application on the client device, or alternatively through the user’s messaging client

application when the user wishes to look up an address for a recipient for a message being

composed.

[0066] In FIG. 3A, the users are divided into three levels within the hierarchy, 4, B, and C.
It will be understood that there may be more or fewer levels, and the hierarchy may be a flat
organizational structure in which group A is not in a tier “above” B, and B is not in a tier

above C. For ease of reference, though, “hierarchy” in this description includes flat and other
alternative organizational structures, and is described in the context of a tiered structure. A

given user is assigned to a single level or group.

[0067] In this example, each level 1s associated with a defined range of electronic message
resistance values; for example, those users 301-303 within the highest-ranked level 4 may be
associated the highest single electronic message resistance value, or with a value within a
highest specified range of electronic message resistance values. Those users 304-308
assigned to the middle level B may be associated with a single electronic message resistance
value or a range of electronic message resistance values less than the single value and/or
range of level 4. Users 309-3135 assigned to the lowest level C may be associated with a
single electronic message resistance value or range of electronic message resistance values

less than those associated with level B. The electronic message resistance values
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contemplated herein may be numerical values or other values capable of being compared to a
predefined value or level. If represented by numerical values, the resistance may include

values other than integers.

[0068] Not every user within a given level of the hierarchy need have the same electronic
message resistance value; the values may differ within each level 4, B, C based on additional
factors or based on a more precise hierarchical ranking of the users 310 to 315. Thus, for
example, those users within C may be allocated electronic message resistance values of at
least zero and less than 10; users within B may be allocated electronic message resistance
values greater than 10 and less than 50; users within 4 may be allocated values greater than
50. In these examples, it is presumed that a higher number represents a greater resistance or
barrier to a sender wishing to send a message to that user. Thus, in a tiered organizational
structure, higher-ranking employees 301-303 would be assigned a greater electronic message
resistance value on the presumption that copious emails to those users should be discouraged.
An electronic message resistance value based only on a criterion such as ranking within an
organization hierarchy provides electronic message resistance measurements that are likely
highly stable, as they are unlikely to change except on occasion of a change to organizational

hierarchy, or a change to the organization’s membership.

[0069] FIG. 3B illustrates a methodology where an electronic message resistance value is
allocated to users 301-315 according to a time of day. In FIG. 3B, the time periods illustrated
correspond to periods or phases during a 24-hour day, rather than time zones. For example,
time period 7 could correspond to “business hours” (e.g., 9 a.m. to 5 p.m., or 8 a.m. to 8
p.m.) for the time zone of either the server 250, 260 or directory server, or the user’s current
location. In the case of the user’s current location, location data for each user may be
collected at the message or directory server, and may be based either on the user’s office
location or based on location data received from the user’s mobile device, such as the
electronic device 100. Methods for obtaining such location data from mobile devices will be
known to those skilled in the art. The time periods 73 and T3, immediately adjacent to time

pertod T, therefore represent the periods immediately before and after the business hour
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period respectively, for example one or two hours in duration. Finally, the time period 73

represents the balance of the 24-hour day.

[0070] A different range of electronic message resistance values may be assigned to users
depending on the time period in which they are currently located. Typically, resistance to
messages would be lowest during business hours, when users are expected to be reading and
responding to messages; the same or somewhat higher immediately outside business hours
(1n time periods 7, and 73); and highest overnight (time period 73). Thus, users 302, 303,
306, 307, 312 and 313 would be assigned values in the highest range, while users 304, 309
and 310 would be assigned the lowest. On the other hand, for the purpose of email traffic
management and reducing the load on the message server during peak periods, an increased
electronic message resistance value might be assigned during the expected highest-traffic
peniods (likely time periods 73, 7> and T3), and a lower value during off-hours (73). As the
day progresses, the users 301-315 will enter the next time period (as indicated by the
direction of the arrow in FIG. 3B), and their associated electronic message resistance value
can be updated accordingly. As in the methodology of FIG. 3A above, not-every user within

a given time period needs to be assigned an identical electronic message resistance value.

[0071] FIG. 3C illustrates a further methodology for assigning electronic message resistance
values. In this case, statistics are compiled reflecting the impact on the messaging
infrastructure and the sender’s and/or recipient’s message store. These statistics could be
compiled based on a defined time period, such as one day. For each of users 301-315, the
arrows indicate the direction of an email message. Thus, for example, user 305 is the most
popular and 1s also the user requiring the greatest number of resources, receiving seven
emails, while sending four emails. The electronic message resistance values may be
computed based on the number of messages received by the user, in which case users 302
and 315 would have values of zero (no incoming messages), while user 305 would have the
highest value of 7. Assigning a higher value to user 315 in this manner may, as discussed
below, have the effect of reducing or slowing the flow of incoming messages to that user,
thereby reducing the load on the message server during this time period, as well as the load

on the user 305°s own messaging client.
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[0072] When the time frame used to gather these statistics is limited to a relatively short
period of time—such as one day, or a shorter time period—a resistance value based on the
number of received and/or sent messages can also provides a measure of the recipient’s
availability, and optionally of the likelihood that the recipient will read the sender’s message.
For example, 1f the message traffic illustrated in FIG. 3C were taken over a short period ot
time, the data may indicate that the user 305 is actively reading and responding to emails
since he received seven and responded to four, suggesting that he is receptive to incoming
messages; while user 304 1s not, having received four but responded to none. In this vanant,
it may not be considered a priority to route messages to the user 304, since those messages
may not be read by the user 304 during this time period. Instead, it may be considered a
higher priority to ensure that messages addressed to the user 305 are delivered, since he 1s
more likely to wish to respond to the message quickly. In that case, the electronic message
resistance value may be computed as an activity rate, e.g. number of messages received
divided by number of messages sent by that user (while the sent messages are not necessarily
in response to the received messages, it is not unlikely that messages sent at about the same
time as messages are received are related). Thus, for user 305 the value is 1.75 (7/4), while
for user 315 the value is zero. For those users who receive one or two messages during that
time period but do not send messages, such as users 309 or 314, a low value such as 0 or 2
may be arbitrarily assigned; however, if the user receives a higher number of messages yet
does not send any messages, such as user 304, then a default maximum value (e.g., 10) can
be assigned. Thus, the resistance value is greatest for those users who have received a larger
number of messages but are not responding; it is lowest for those who are actively sending
their own emails, or who have only received a small number of messages without

responding.

[0073] The activity rate can be computed more precisely by counting only those sent
messages that reference an incoming message received by that user during the time period.
These sent messages can be identified by tracking the user’s activity by message thread or
conversation, rather than by individual message. Methods for the determination of message

thread membership of a given message will be known to those skilled in the art. Email
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messages that are members of the same thread are 1llustrated by dotted and dashed arrows in
F1G. 3C. Thus, user 3035 has propagated two message threads, one with user 311, and another
with users 306 and 309; other message conversations shown are between users 303 and 308,
and 312 and 313. The computation of activity rate would then include all messages received
during the time period, but would only include those sent messages during the time period
that respond to, or forward, messages received during the same time period. Thus, for user

308, the activity rate would remain the same, but for user 305, the activity rate would

increase to 7/2 = 3.5.

[0074] Additionally or alternatively, rather than only counting all sent messages during the
time period, changes to received message status may also be included, so the activity rate
would be computed as the number of received messages divided by the number of messages
“processed” by the user. For example, not all of user 305’s incoming seven messages may
necessitate reply, but he may have read all of them. As the user marks each message as open
or read at his message client (e.g., at the electronic device 100), the status of the message as
opened will be updated at the message server 250 or 260. Those messages were thus
“processed” by the user, and can therefore count towards the activity rate. Thus, if user 305
had 1n fact marked all incoming messages as opened, his resistance would be 7/7 = 1. He
would therefore have a non-zero electronic message resistance value, reflecting that he had
recerved some non-zero volume of messages during the time period, but the value would be
relatively low reflecting the fact that he is being responsive to the fact that messages have

been received in his inbox. Similarly, if user 304 had marked her of his incoming messages

as opened, then her activity rate would be 4/2 = 2.

[0075] However the electronic message resistance value is computed, it can be updated for
each subsequent time period, or each time the user sends or receives a message. For example,
the user 304 may have built up a high electronic message resistance value because she was in
a meeting, and unable to respond to messages; once she leaves the meeting and begins
responding, her electronic message resistance value will decrease as her sent messages are

included 1n the recalculation of the value.
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[0076] The techniques used to compute electronic message resistance values illustrated in
FIGS. 3A to 3C are not intended to be limiting. Other techniques may be used, including the
arbitrary fixing of a value by an administrator or by the user him- or herself. These
techniques may be used to compute an initial resistance value, but may also be used to
increment or decrement a previously-set electronic message resistance value, and may also
be used in combination, For example, user 304’s electronic message resistance value may be
initially set at a value of 11, based on his role within the organization as illustrated in FIG.
3A. However, this value may be set for the “business hours” period T of FIG. 3B, and the
system or the user’s electronic device may be configured to decrease the resistance value
during off-hours by a predetermined factor. Still further, statistics reflecting the user’s
responsiveness may be used to reduce or increase the electronic message resistance value.
For example, the value may be incremented by an amount reflecting the activity rate

described above.

[0077] The electronic message resistance values for various user-recipients can be displayed
to a user composing an electronic message at a client device 251 or electronic device 100 to
permit the user to evaluate the relative resistances of both herself and the intended recipients
of a message. FIG. 4A illustrates an example of a first message composition screen that may
be displayed to a user at an electronic device 100. The message composition screen typically
includes a recipient address input field 410, a subject line input field 420 (although in the
case of some message formats, no subject line is required and so the subject line input field
420 1s not displayed), and a message content input field 430. In this example, user’s own
electronic message resistance value 400 is displayed for reference. In some embodiments, the
user may be given the opportunity to change the value; a user interface element 405 is
displayed in the composition screen, which may be actuated by the user (e.g., by tapping or
clicking on the element 405) to invoke an instruction to display a dialog box or new screen
for editing the value. The ability to alter the electronic message resistance value may be

restricted; for example, in a hierarchical organization, only those users within the highest

tiers may be permitted to alter the value without receiving prior authorization from an
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administrator. Alternatively, the user may be permitted only to reduce her electronic message

resistance value.

{0078] Recipients are identified for the message being composed. In the case of a new email
message, the user will typically enter one or more recipient identifiers in the “To:” line in the
recipient address input field 410, and optionally one or more recipient identifiers in the Cc:
or 1n a Bece: (not shown) line. The address input field 410 may be populated with addressee
information (e.g., an email address), either entered directly by the user or selected from a set
of personal address book entries or autofill contact data store entries. In those cases where
the message is a reply to a previously received message, the address input field 410 (in
particular the direct addressee) may be automatically populated with the address of the
sender and optionally recipients of the previously received message when the user selects a
“reply” command for that previously received message. In those cases where the message is
a reply to a previously received message or a forward of a previously received message, the
subject line field 420 may be automatically populated with a subject line derived from the
previously received message’s subject line. Where the message is a reply or forward of a
previously received message, the message content input field 430 may be populated with
content from the previously received message. Each of the fields 410, 420 and 430 is
typically editable by the user composing the message, even if those fields are first populated

with data from a previous message.

[0079] Once one or more recipient addressees have been identified in the address input field
410, the messaging client providing the message composition screen retrieves electronic
message resistance values for each of the identified recipients. The electronic message
resistance values may be requested by the electronic device 100 or client device 251 from the

message or directory server storing the values upon determination that an addressee had been
added to the address input field 410. Alternatively, for those recipients whose contact data is

stored 1n a personal address book entry at the device 100, 251, the current electronic message
resistance value may be stored locally at the device with the contact data, and synchronized
with changes as they are made at the server. The electronic message resistance values are

then displayed for each of the identified recipients 412, 414. The user can therefore easily
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review the resistance values for each of the intended recipients and gauge, based on those
values, the potential “responsiveness” of those users to the message if it were sent at that
time. Using the methodology 1llustrated in FIG. 3C, for example, it may be determined by the
user authoring the message that the recipient Berkeley likely only has a small number of
received messages that are unread or not responded to, while the user Biscuit has a greater
number of such messages and therefore less likely to read this message quickly, or before
Berkeley does. The electronic message resistance value, in this case, provides an indicator of
the relative state of the potential recipients’ inboxes or workload without infringing on their
privacy, since the actual inbox content or message count is not provided to the user
composing the message. The user can also compare the electronic message resistance values
for the recipients against her own as a gauge of the recipients’ workload as compared to her
own, and determine whether to manually add a priority flag (e.g., mark the message as
“Important”, or add a “follow up” flag, etc.) to the message prior to sending, or to simply
save the message as a draft and send it at a later time when she might expect a faster

response.

[0080] In some embodiments, the resistance values displayed 412, 414 may be updated in
substantially real time as changes are made. Thus, the values displayed in FIG. 4A may be

updated upon receipt of a notification from the server that a value has changed.

[0081] As mentioned above, the relative resistance values associated with various users may
be used to determine a message handling policy to be applied by the message server 250, 260
and/or the message client application used to compose and initiate transmission of the
message by the user. The implementation of the policy may be based solely on the electronic
message resistance values of any identified potential recipients for the message, or on a
combination of the recipient resistance values and the sender’s resistance value. Message
handling policies can include, but are not restricted to, preventing the message from being
sent altogether, delaying delivery (e.g., queuing the message for delivery during an off-peak

or lower-resistance period), and applying a higher or lower priority level to the message.
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[0082] A resistance threshold may be assigned to each user; for example, users within the
organization may not be permitted to send a message 1f the combined electronic message
resistance value for all designated recipients exceeds a defined threshold such as 25, 50 or
100, which may be fixed by an administrator. If the combined resistance value exceeds the
threshold, then the “send message ” button 440 or other “send message” menu option or
command may be disabled at the client or electronic device 251, 100 until the user takes
steps to reduce the resistance (by deleting one or more recipients) or to increase her assigned
threshold value. In this manner, the electronic message resistance values are used to reduce
the burden on the messaging infrastructure by reducing the number of recipients of the

message.

[0083] Alternatively, the user may not be prevented from sending the message at all, but its
handling will be accorded lower priority in the messaging infrastructure and optionally in the
recipient’s inbox. FIG. 4B illustrates an example of such a message handling policy. In this
case, a further Cc: recipient with an electronic message resistance value of 23 has been added
by the composing user. If a threshold of 25 had been fixed for the user, then the total
resistance for the message now exceeds that threshold; accordingly, in this embodiment, the
message server may either automatically flag the message with a “low priority” flag, delay
sending the message for a defined period of time, or place the message in queue for sending,
but permit other messages to take precedence over that message, even if those other
messages are received later by the message server. If the message is flagged with a low
priority flag, the transmission of the message may not be delayed by the message server at
all, but the fact that it has a low priority flag may cause the message to be displayed at the
recipient’s own client or electronic device in a low-priority message list (e.g., at the bottom
of the list of new messages in the recipient’s inbox). If message sending is delayed by the
message server, the delay may be for a fixed period of time (e.g., one hour); until an off-peak
period (e.g., after business hours); or until it 1s determined that the combined electronic
message resistance value for the message has dropped below the threshold. In the latter case,
it is possible that the combined resistance will never drop below the threshold, so the

message may still be sent at the expiration of a predefined period (e.g., 24 hours). As shown
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in FIG. 4B, when the combined resistance value surpasses the preset threshold, a warning
message 450 1s displayed in the email composition screen, cautioning the user that the

message may not be handled with the level of urgency that the user might wish.

[0084] The threshold value that is used to determine when to invoke a message handling
policy may be dependent on both the recipient resistance values and the sender resistance
value. For example, the user’s own resistance value (7) may be compared to each of the
individual recipients identified in the address input field 410 to determine how the message
will be handled for each of those recipients. When the one of the recipient’s resistance value
exceeds the sender’s resistance value, then either sending the message is disabled, or a
messaging handling policy such as one of those described above is applied. Thus, in the
example of FIG. 4B, the sender’s own resistance value is sufficiently high to permit sending

the message to the recipients Biscuit and Berkeley without consequence, but is not high

enough for the recipient Ancyth.

[0085] Those skilled in the art will appreciate, then, that the electronic message resistance
value may operate as an alternative to instant messaging presence data, which is typically
served by a presence server on a network to an IM recipient’s contacts to indicate to those
contacts whether the recipient is available to participate in an IM conversation.Unlike IM

presence, the electronic message resistance values are also used to determine message

handling policies and message priorities.

[0086] The defined threshold value can be applied for each message the user attempts to
send as in the example above, or alternatively can be used as a daily or hourly limit (or a
limit for another defined period of time) that may be “consumed” by the user’s sent
messages. In the latter embodiment, the user may be permitted to send any number of
messages to any designated recipients, provided the combined electronic message resistance
values for those messages does not exceed the limit for that period. If the user reaches the
limit in that period, then the user may be expressly prevented from sending a next message
during that period that would exceed the limit (for example by disabling the “send message”

command), and/or the message may be subjected to the message handling policy described
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above. The limit is reset at the start of the next period (e.g., the next hour or the next day).
The limit may vary from period to period, based on considerations similar to those described
above for the electronic message resistance value; for example, during high-traffic periods
when the messaging infrastructure is subject to higher pressure, the limit may be set at a low

value to discourage the sending of a large number of messages.

- [0087) FIG. 5 illustrates a general method for implementing these embodiments. At 500 or

5035, the electronic message resistance value for each recipient 1s determined. As indicated in
FIG. 6, this value may be determined either at the server or at a user’s receiving terminal
(e.g., chient device 251 or electronic device 100). The latter may be preferred in those cases
where the resistance value is determined at least in part on local factors, such as time zone. If
necessary, the computed electronic message resistance value 1s sent to the server at 510,

where the value 1s stored at 515.

[0088] At 520, at a sending terminal (e.g., another client or electronic device 251, 100),
recipient selection for a message under composition is detected. If necessary, the messaging
client at the sending terminal requests the electronic message resistance value for each
1dentified recipient from the server at 525. The request is received at 530, and a response
transmitted to the sending terminal at 535 for receipt at 540, typically while the message
composition screen 1s still being displayed. If the needed electronic message resistance
values are already stored locally, then no request to the server may be necessary. At 545, an
indication of the electronic message resistance values and/or the proposed message handling

policy is displayed to the user at the sending terminal. The composed message (which may
have been modified to address the reported resistance values) is then sent at 550 to the server

for receipt at 555.

[0089] At 560, the server applies any priority levels or message handling policies as may be
determined based on the resistance values for the recipients (and optionally the sender). The
message 1S then transmitted at 565 to the receiving terminal. This transmission, as noted

above, may be delayed according to the particular policy applied.
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[0090] At 570, the message 1s received at the receiving terminal. If a priority level was
applied by the server at 560, then the message client operating at the receiving terminal may
then process the message according to the associated priority value at 575. This may include
filtering the message, redirecting it to a low priority display region or folder, or

implementing any other rule defined by the recipient.

[0091] FIG. 6 illustrates, in further detail, a process that may be implemented at the sending
terminal when a message 1s being composed. At 600, recipient selection of a message 1s
detected (as in step 520 in FIG. 5). At 605, the electronic message resistance value for each
recipient 1s obtained. At 610, a determination 1s made whether the total resistance value
exceeds the defined threshold. If so, then a warning 1s displayed, and/or the send
button/command is disabled at 615. If the recipient selection is then altered, the electronic
message resistance 1s then redetermined, and when the total no longer exceeds the limit, the

send button 1s enabled if it was previously disabled at 620, and any warnings are removed

from the display.

[0092) FIGS. 7 and 8 1llustrate methods that may be implemented at a message server.
Turning first to FIG. 7, when a message is received by the server for transmission to one or
more recipients, the electronic message resistance values for those recipients is retrieved at
700 and a determination 1s made at 705 whether the total electronic message resistance value
exceeds the defined limit. If so, a message handling policy as described above is applied
(e.g., delay or queuing of the message, and/or an assignment of a lower priority) at 710.
Otherwise, the message is sent without modification at 715. If the message transmission is

delayed, then at a later time the message server may redetermine the electronic message

resistance and evaluate whether it still exceeds the limit 700, 705.

[0093) FIG. 8 describes a similar process, where after receipt of a message addressed to one
or more recipients, the electronic message resistance values for both the sender and recipients
are retnieved 800, 8035, and the difference between those values 1s assessed at 820. If the
recipient resistance value exceeds the sender’s, then the message may be delayed, queued, or

be marked as lower priority at 825. Otherwise, the message is sent without modification at
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830. Again, if the message transmission is delayed, then at a later time the message server
may redetermine the electronic message resistances and evaluate whether the recipient value

still exceeds the sender’s value, 800, 810.

[0094] The embodiments above were described and illustrated in relation to client
communication devices, such as wireless communication devices, communicating over
wireless networks and public networks. It will be appreciated by those skilled in the art,
however, that this description is not intended to limit the scope of the described embodiments
to implementation on these particular systems or to wireless devices. For example, the
methods and systems described herein may be applied to any appropriate communication
device or data processing device adapted to communicate with another communication or
data processing device over a fixed or wireless connection, whether portable or wirelessly
enabled or not, whether provided with voice communication capabilities or not, and
additionally or alternatively adapted to process data and carry out operations on data in
response to user commands for any number of purposes, including productivity and
entertainment. Thus, the embodiments described herein may be implemented on computing
devices adapted for communication or messaging, including without himitation cellular
phones, smartphones, wireless organizers, personal digital assistants, desktop computers,
terminals, laptops, tablets, handheld wireless communication devices, notebook computers,
entertainment devices such as MP3 or video players, and the like. Unless expressly stated, a
client device, electronic device, computing or communication device may include any such

device.

[0095] The systems and methods disclosed herein are presented only by way of example and
are not meant to limit the scope of the subject matter described herein. Other variations of the
systems and methods described above will be apparent to those in the art and as such are
considered to be within the scope of the subject matter described herein. For example, it
should be understood that steps and the order of the steps in the processing described herein

may be altered, modified and/or augmented and still achieve the desired outcome.

Throughout the specification, terms such as “may” and “can” are used interchangeably and
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use of any particular term should not be construed as limiting the scope or requiring

experimentation to implement the claimed subject matter or embodiments described herein.

[0096] The systems’ and methods’ data may be stored in one or more data stores. The data
stores can be of many different types of storage devices and programming constructs, such as
RAM, ROM, flash memory, programming data structures, programming variables, etc. It 1s
noted that data structures describe formats for use in organizing and storing data in
databases, programs, memory, or other computer-readable media for use by a computer

program.

[0097] Code adapted to provide the systems and methods described above may be provided
on many different types of computer-readable media including computer storage mechanisms
(e.g., CD-ROM, diskette, RAM, flash memory, computer's hard drive, etc.) that contain
instructions for use in execution by a processor to perform the methods' operations and

implement the systems described herein.

[0098] The computer components, software modules, functions and data structures described
herein may be connected directly or indirectly to each other in order to allow the flow of data
needed for their operations. Various functional units described herein have been expressly or
implicitly described as modules and agents, in order to more particularly emphasize their
independent implementation and operation. It is also noted that an agent, module or
processor includes but is not limited to a unit of code that performs a software operation, and
can be implemented for example as a subroutine unit of code, or as a software function unit
of code, or as an object (as 1n an object-oriented paradigm), or as an applet, or in a computer
script language, or as another type of computer code. The various functional units may be
implemented in hardware circuits comprising custom VLSI circuits or gate arrays; field-
programmable gate arrays; programmable array logic; programmable logic devices;
commercially available logic chips, transistors, and other such components. Modules
implemented as software for execution by a processor or processors may comprise one or
more physical or logical blocks of code that may be organized as one or more of objects,

procedures, or functions. The modules need not be physically located together, but may
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comprise code stored in different locations, such as over several memory devices, capable of
being logically joined for execution. Modules may also be implemented as combinations of
software and hardware, such as a processor operating on a set of operational data or

instructions.

[0099] A portion of the disclosure of this patent document contains material which is or may
be subject to one or more of copyright, design patent, industrial design, or unregistered
design protection. The rightsholder has no objection to the reproduction of any such material
as portrayed herein through facsimile reproduction of the patent document or patent
disclosure, as 1t appears in the Patent and Trademark Office patent file or records, but

otherwise reserves all rights whatsoever.
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Claims:

1. A method implemented at a message server system, the method comprising:
storing an electronic message resistance for a recipient;

receiving, from a sending terminal, an electronic message addressed to the recipient;

and

sending the electronic message to the recipient with a priority based on the electronic

message resistance for the recipient.

2. The method of claim 1, wherein sending the electronic message with said priority
based on the electronic message resistance comprises associating the electronic message with

a low priority attribute when the electronic message resistance for the recipient exceeds a

defined threshold.

3. The method of claim 1, wherein sending the electronic message with said priority

based on the electronic message resistance comprises delaying sending the electronic

message for a defined period of time.

4. The method of claim 1, further comprising, prior to receiving the electronic message
from the sending terminal, providing an indication of the electronic message resistance for

the recipient in response to a request received from the sending terminal.

5. The method of claim 1, wherein the priority is determined from a difference between
the electronic message resistance for the recipient and an electronic message resistance for a

sender of the electronic message.

6. The method of claim 1, wherein sending the electronic message with said priority

COMpIrises:

determining whether the electronic message resistance for the recipient exceeds a

limit based on an electronic message resistance for a sender of the electronic message;
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when the electronic message resistance for the recipient exceeds the limait, either:
associating a low prionty attribute with the electronic message, or
delaying sending the electronic message for a defined period of time; and

when the electronic message resistance for the recipient does not exceed the limat,
sending the electronic message without a low priority attribute and without delaying said

sending for a defined period of time.

7. The method of claim 6, wherein determining whether the electronic message
resistance for the recipient exceeds the limit comprises determining whether a combined
electronic message resistance for electronic messages sent to recipients by the sender during

a defined period exceeds said limit, said limit being reset at a start of a next defined period.

8. The method of claim 1, further comprising, prior to storing the electronic message
resistance, recerving an indication of the electronic message resistance for said recipient from

a terminal associated with the recipient.

9. The method of claim 1, wherein the electronic message resistance is determined from

a number of unread messages in an electronic message inbox associated with the recipient.

10.  The method of claim 1, wherein the electronic message resistance 1s determined from

a current time of day at a terminal associated with the recipient.

11.  The method of claim 1, wherein the electronic message resistance is determined from

a number of electronic messages addressed to the recipient received within a defined period

of time.

12. A method implemented at a sending device in communication with a message server

system, the method comprising:

detecting selection of a recipient for an electronic message being composed at the

- sending device;
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receiving from the message server system, in response to a request, an electronic

message resistance for the recipient thus selected;

displaying an indication of an electronic message handling policy for the electronic
message being composed, the electronic message handling policy being determined from the

recetved electronic message resistance, the policy comprising at least one of:

a priority attribute to be associated with the electronic message being
composed after said message 1s sent to the message server for transmission to the

recipient; and
a delay at the message server in transmitting said message tQ the recipient.
13. A message server, comprising:
a communications subsystem; and

a data store comprising an electronic message resistance for each of a plurality of

recipients;
the message server being configured to:

receive, via the communications subsystem from a sending terminal, an

electronic message addressed to at least one of the plurality of recipients; and

send, to each of the at least one of the plurality of recipients via the
communications subsystem, the electronic message with a priority based on the

electronic message resistance for each said recipient.

14.  The message server of claim 13, wherein the message server 1s configured to send the
electronic message with said priority based on the electronic message resistance by
associating the electronic message with a low priority attribute when the electronic message

resistance for said recipient exceeds a defined threshold.
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15. The message server of claim 13, wherein the message server is configured to send the
electronic message with said priority based on the electronic message resistance by delaying

sending the electronic message to said recipient for a defined period of time.

16.  The message server of claim 13, wherein the message server is configured to provide
to the sending terminal, prior to receipt of the electronic message, an indication of the
electronic message resistance for each of the at least one of the plurality of recipients in

response to a request received from the sending terminal.

17.  The message server of claim 13, wherein the data store further comprises an
electronic message resistance for a sender of the electronic message, and the priority is

determined from a difference between the electronic message resistance for said recipient

and the electronic message resistance for the sender.

18.  The message server of claim 13, wherein the data store further comprises an

electronic message resistance for a sender of the electronic message, and the message server

1s further configured to:

determine whether the electronic message resistance for the recipient exceeds a limit

based on an electronic message resistance for a sender of the electronic message;

when the electronic message resistance for each of the at least one of the plurality of

recipients exceeds the limit, either:

send the electronic message to said recipient with a low priority attribute, or

delay sending the electronic message to said recipient for a defined period of

time; and

when the electronic message resistance for said recipient does not exceed the limit,
send the electronic message to said recipient without a low priority attribute and without

delaying said sending for a defined period of time.
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19.  The message server of claim 18, wherein the message server 1s configured to
determine whether the electronic message resistance for the recipient exceeds the hmit by
determining whether a combined electronic message resistance for electronic messages sent
to recipients by the sender during a defined period exceeds said limit, said limit being reset at

a start of a next defined period.

20.  The message server of claim 13, wherein the electronic message resistance for each
of the plurality of recipients is determined from a number of unread messages in an

electronic message inbox associated with each said recipient.

21.  The message server of claim 13, wherein the electronic message resistance for each

of the plurality of recipients 1s determined from a current time of day at a terminal associated

with each said recipient.

22.  The message server of claim 13, wherein the electronic message resistance for each
of the plurality of recipients is determined from a number of electronic messages addressed

to each said recipient received within a defined period of time.
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