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packet buffer for storing received packets from a network; a 
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comparison between information of the received packets and 
preset filtering information to select a first filtering target 
packet; an SYN cookie handler for selecting a second filtering 
target packet using an SYN cookie if it is determined that 
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APPARATUS AND METHOD FOR 
PREVENTING NETWORK ATTACKS, AND 
PACKET TRANSMISSION AND RECEPTION 
PROCESSINGAPPARATUS AND METHOD 

USING THE SAME 

CROSS-REFERENCE(S) TO RELATED 
APPLICATION 

0001. The present invention claims priority of Korean 
Patent Application No. 10-2009-0118293, filed on Dec. 2, 
2009, which is incorporated herein by reference. 

FIELD OF THE INVENTION 

0002 The present invention relates to a defense against 
network attacks, and more particularly, to an apparatus and 
method for preventing network attacks and a packet transmis 
sion and reception processing apparatus and method using the 
SaC. 

BACKGROUND OF THE INVENTION 

0003. As well-known in the art, transmission control pro 
tocol/Internet protocol (TCP/IP) processing technique has 
been actively developed in the name of a TCP offload engine 
(TOE). These technologies are classified into a full-offload 
ing technology for processing all protocols in a packet trans 
mission/reception processing apparatus, for e.g., hardware 
Such as a network card, and a partial-offloading technology 
for implementing only several functions by hardware and 
optimizing a data path. 
0004 Network security technologies can be roughly 
divided into a host based intrusion detection system (HIDS) 
and a network based intrusion detection system (NIDS) 
depending on where the functions are implemented. A HIDS 
applied to a server is generally implemented by Software, and 
is lack of the ability to deal with a strong attack. It is still 
uncommon to use hardware for host-based security functions. 
An NIDS is configured at a network equipment in front of the 
server and implemented by hardware but is an expensive 
system which is in charge of the entire management network. 
0005. It is known that there is still no perfect technique for 
defending against network attacks, e.g., denial-of-service 
(DOS) attacks. One of the typical techniques for dealing with 
SYN flooding attacks, which are one of the most devastating 
DOS attacks, is a TCP intercept method. This is a method in 
which a router performs initial TCP connection and delivers 
only safe connections to a destination server. This method is 
disadvantageous in that a load of the router becomes too high 
in the eventofa strong attack, and in serious case, the function 
of the router gets down. An SYN-cookie is implemented by 
Software in a host-based manner, which is a method of 
encrypting and transmitting the PSN (packet sequence num 
ber) of an SYN-ACK (SYN acknowledgement) packet using 
a predetermined key value and then determining whether or 
not a client is safe based on the ACK number of the corre 
sponding ACK packet. This method uses no memory for 
connection information but requires processing of a receiving 
SYN packet. Because this method is based on software, if the 
intensity of an attack exceeds a certain level, it is impossible 
to perform normal network protocol handling. 

SUMMARY OF THE INVENTION 

0006. Therefore, the present invention provides an appa 
ratus and method for preventing network attacks, which allow 
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for preventing attacks without using a large memory in the 
event of defense against network attacks, and a packet trans 
mission and reception processing apparatus and method 
using the same. 
0007. In accordance with a first aspect of the present 
invention, there is provided an apparatus for preventing net 
work attacks including: a packet buffer for storing received 
packets from a network; a filtering unit for filtering harmful 
packets based on a result of comparison between information 
of the received packets and preset filtering information to 
select a first filtering target packet if it is determined that there 
is a user datagram protocol (UDP) or Internet control mes 
sage protocol (ICMP) flooding attack based on the informa 
tion of the received packets after the filtering; and an SYN 
cookie handler for selecting a second filtering target packet 
using an SYN cookie if it is determined that there is a trans 
mission control protocol (TCP) SYN flooding attack based on 
the information of the received packets after said filtering. 
0008. The apparatus further includes: a session manager 
for selecting a third filtering target packet through session 
management if it is determined that there is a TCP flag flood 
ing attack based on the information of the received packets 
after said filtering; and a packet handler for filtering the first to 
third filtering target packets among the received packets 
stored in the packet buffer to forward the unfiltered received 
packets to the host, or forwarding all the received packets 
stored in the packet buffer to the host with the information of 
filtering target packets. 
0009. In accordance with a second aspect of the present 
invention, there is provided: a method for preventing network 
attacks including: filtering harmful packets based on a result 
of comparison between information of received packets from 
a network and preset filtering information; selecting a first 
filtering target packet if it is determined that there is a UDP or 
ICMP flooding attack based on the information of the 
received packets after the filtering; selecting a second filtering 
target packet using an SYN cookie if it is determined that 
there is a TCP SYN flooding attack based on the information 
of the received packets after the filtering; selecting a third 
filtering target packet through session management if it is 
determined that there is a TCP flag flooding attack based on 
the information of the received packets after the filtering; and 
filtering the first to third filtering target packets among the 
received packets from the network to forward the unfiltered 
received packets to a host, or forwarding information of the 
first to third filtering target packets to the host along with the 
received packets from the network. 
0010. In accordance with a third aspect of the present 
invention, there is provided a method for preventing network 
attacks including: determining whether or not there is a TCP 
SYN flooding attack based on information of packets 
received from a client; if it is determined that there is the TCP 
SYN flooding attack, determining whether or not the client is 
normal by using an SYN cookie; storing an IP of the normal 
client in a white list and then making a disconnection by 
transmitting a reset packet; when a connection request packet 
is received in the disconnected State, forwarding, to a server, 
a result of checking if the IP of the packet is stored in the white 
list to establish a connection with the client; and when the 
state of the TCP SYN flooding attack is released, initializing 
the white list. 

0011. In accordance with a fourth aspect of the present 
invention, there is provided a packet transmission and recep 
tion processing apparatus. 
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0012. The apparatus includes: a first interface unit for 
providing a path for packet transmission and reception to and 
from a host; a transmission processing unit for reading out a 
transmission packet from the host via the first interface unit in 
response to a transmission command from the host; a check 
Sum insertion unit for inserting a checksum into the transmis 
sion packet from the transmission processing unit and for 
warding the transmission packet; a second interface unit for 
sending the transmission packet forwarded from the check 
Sum insertion unit to a network and receiving the packet from 
the network; an error check unit for checking if there is an 
error in a header and checksum of the received packet for 
warded from the second interface unit; a security function 
unit for determining whether or not the received packet for 
warded from the error check unit is harmful; and a reception 
processing unit for sending the received packet forwarded 
from the security function unit to the host via the first inter 
face unit. 

0013. In accordance with a fifth aspect of the present 
invention, there is provided a packet transmission and recep 
tion processing method. 
0014. The method includes: reading out a transmission 
packet from a host in response to a transmission command 
from the host; inserting a checksum into the transmission 
packet and transmitting the transmission packet to a network, 
and then receiving a packet from the network, checking if 
there is an error in a header and checksum of the received 
packet from the network; determining whether or not the 
received packet after said checking is harmful; and transmit 
ting the received packet after said determining to the host. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0015 The above and other objects and features of the 
present invention will become apparent from the following 
description of embodiments, given in conjunction with the 
accompanying drawings, in which: 
0016 FIG. 1 shows a block diagram of a packet transmis 
sion and reception processing apparatus in accordance with 
an embodiment of the present invention; 
0017 FIG. 2 illustrates a block diagram of an apparatus for 
preventing network attacks in accordance with an embodi 
ment of the present invention; 
0018 FIG. 3 depicts a processing sequence of a method 
for preventing network attacks by the network attack preven 
tion apparatus shown in FIG. 2; 
0019 FIGS. 4 and 5 are state diagrams showing a state 
transformation procedure of a TCP connection session used 
in the present invention; 
0020 FIG. 6 is a view showing a processing sequence for 
explaining a method for defending against SYN flooding 
attacks in the method for preventing network attacks in accor 
dance with the present invention; and 
0021 FIGS. 7 to 11 are flowcharts showing a handling 
procedure of TCP packets received in accordance with the 
received packet handling procedure shown in FIG.3, the state 
transformation procedure of a session shown in FIG. 4, and 
the network attack prevention procedure of FIG. 6, or a han 
dling procedure of packets for a security function when for 
warded. 

0022 FIGS. 12 to 15 are flowcharts showing a handling 
procedure of sending TCP packets in accordance with the 
state transformation procedure of a session shown in FIG. 5, 
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and the network attack prevention procedure of FIG. 6, or a 
handling procedure of packets for a security function. 

DETAILED DESCRIPTION OF THE 
EMBODIMENTS 

0023. Hereinafter, embodiments of the present invention 
will be described in detail with the accompanying drawings. 
0024 FIG. 1 is a block diagram of a packet transmission 
and reception processing apparatus implemented as a net 
work card in accordance with an embodiment of the present 
invention. 
0025. The packet transmission and reception processing 
apparatus 100 in accordance with the present invention 
includes first and second interface units 110 and 140, a trans 
mission processing unit 120, a checksum insertion unit 130, 
an error check unit 150, a security function unit 160, and a 
reception processing unit 170. 
0026. The first interface unit 110 provides a path for 
packet transmission and reception between the packet trans 
mission and reception processing apparatus 100 and a host. 
For example, the first interface unit 110 may be implemented 
as a PCI-express (Peripheral Component Interconnect 
express) interface. 
0027. The transmission processing unit 120 reads out a 
transmission packet from a host via the first interface unit 110 
in response to a transmission command from the host. That is, 
in response to a transmission command from a processor of 
the host, the transmission processing unit 120 reads out infor 
mation of the transmission packet from the memory of the 
host via a direct memory access (DMA), and then reads out an 
actual packet through the DMA again using the information 
of the transmission packet. 
0028. The checksum insertion unit 130 inserts a checksum 
into the transmission packet transmitted from the transmis 
sion processing unit 120 and forwards it to a network via the 
second interface unit 140. At least one of an IP checksum and 
a TCP checksum or both of them are generated and inserted 
into the transmission packet. If TCP segmentation is needed, 
the transmission packet is segmented and the segmented 
packets are forwarded to the second interface 140. Connec 
tion information associated with the creation and deletion of 
sessions, i.e., TCP SYN, SYN-ACK, FIN and RST packets, 
are forwarded to the second interface unit 140 and the security 
function unit 160 as well to be used for management of TCP 
sessions. 
0029. The second interface unit 140 sends the transmis 
sion packet forwarded from the checksum insertion unit 130 
to the network. Further, the second interface unit 140 receives 
the packet from the network and forwards it to the error check 
unit 150. For example, the second interface unit 140 may be 
implemented as a media access control (MAC) interface. 
0030. The error check unit 150 checks whether there is an 
error in a header of the received packet forwarded from the 
second interface unit 140. Upon completion of checking of 
the header, the received packet is forwarded to the security 
function unit 160 which determines whether or not the 
received packet is harmful during checking the checksum. In 
addition, the error check unit 150 has the function of extract 
ing information of the packet required by the security func 
tion unit 160 and the reception processing unit 170. The 
checking of the checksum is completed only when the entire 
packet is received, i.e., from the first to the last byte of the 
packet. Thus, when the checking of the header is finished, the 
information of the packet is forwarded to the security function 
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unit 160, and the checksum is calculated while the security 
function unit 160 checks on security problems of this packet. 
0031. The security function unit 160 determines whether 
or not the received packet from the error check unit 150 is 
harmful. To this end, the security function unit 160 performs 
at least one or all of an IP filtering function, an access control 
list (ACL) check function, and a distributed network attack 
defense function. This function unit 160 also provides an 
interface for adding a DPI (Deep Packet Inspection) function, 
and generates a TCP connection packet to forward it to the 
second interface unit 140. 
0032. The reception processing unit 170 sends the 
received packet forwarded from the security function unit 160 
to the host via the first interface unit 110. That is, it sends the 
received packet to the memory of the host by using a DMA, 
and notifies the host processor of a transmission result 
thereof. 
0033. The packet transmission and reception processing 
apparatus 100 can be used as a network card which is 
mounted on the server to defend against attacks by packets 
received from a client. In this case, there is no need to check 
packets sent from the server to the network. Therefore, even 
when hardware performing a DPI function is added, it would 
be enough if a single direction bandwidth is covered. Only 
connection information associated with the creation and dele 
tion of sessions is extracted from a packet sent from the server 
to the network, and used in the security function unit 160. 
0034 FIG. 2 is a block diagram of an apparatus for pre 
venting network attacks in accordance with an embodiment 
of the present invention, which is implemented as the security 
function unit 160 of the packet transmission and reception 
processing apparatus 100 depicted in FIG. 1. 
0035. As shown therein, the security function unit 160 
includes a packet buffer 161, a filtering unit 162, an SYN 
cookie handler 163, a session manager 164, a DPI interface 
buffer 165, a DPI result queue 166, and a packet handler 167. 
0036. The packet buffer 161 receives and stores packets 
forwarded from the network through the error check unit 150. 
0037. The filtering unit 162 filters harmful packets by 
performing several processes. These processes include: a 
black list check, ACL check and flooding check, and the 
filtered packet is chosen as a first filtering target packet. 
0038. To this end, the first filtering target packets are cho 
sen based on a result of comparison between IP information 
of the packets received from the network and IP information 
of a preset black list, and additionally, harmful packets are 
selected depending on a result of ACL (Access Control List) 
check for comparing the information of the received packets 
and preset protocol, IP and port information. Thereafter, the 
received packets are applied different handing procedures 
depending on the type of the packets. For example, if the 
packets are, e.g., UDP or ICMP packets, the filtering unit 162 
determines whether or not there is a UDP or ICMP flooding 
attack based on a result of comparison between a value of the 
frequency of UDP or ICMP packets and a preset value. Or, if 
the packets are, e.g., TCP packets, the session manager 164 
determines whether or not there is a TCP flooding attack or 
not. This filtering unit 162 can detect some of DOS attack 
Such as a Smurf attack and these packets are filtered as well. 
0039. If it is determined that there is a TCP SYN flooding 
attack based on the information of the received packets after 
the filtering by the filtering unit 162, the SYN cookie handler 
163 selects a second filtering target packet by using an SYN 
cookie. Here, if the information of the received packets after 
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the filtering by the filtering unit 162 is associated with an SYN 
packet or a pure ACK packet, handling using the SYN cookie 
is performed. A pure ACK packet means an ACK packet 
without data payload. 
0040. The session manager 164 determines whether or not 
there is a TCP flag flooding attack based on the information of 
the received packets after the filtering by the filtering unit 162 
to select a third filtering target packet through session man 
agement, and this session manager 164 determines whether or 
not there is a TCP SYN flooding attack based on a result of 
comparison between the number of sessions currently in an 
ACK standby state and a preset value. The determination 
result is sent to the SYN cookie handler 163. The session 
manager 164 classifies session states into invalid States and 
valid states for the purpose of session management, and also 
classifies the valid states into an ACK standby state, an SYN 
ACK Standby State, a disconnection standby state, and an 
active state. The SYN-ACK standby state or the disconnec 
tion standby state becomes the invalid state through timer 
management if there is no packet received during a predeter 
mined time. Then, through the session management, all pack 
ets received for the current invalid session are selected as the 
third filtering target packet, while packets received for the 
active session are selected as the third filtering target packet 
when it is determined that there is an ACK flooding based on 
a result of comparison between a value of the frequency of an 
ACK packet and a preset value. 
0041. The packet handler 167 filters the first to third fil 
tering target packets among the received packets stored in the 
packet buffer 161 and forwards the unfiltered received pack 
ets to the host, or forwards all the received packets stored in 
the packet buffer 161 to the host with information of filtering 
target packets. 
0042. The security function unit 160 so configured may 
further include the DPI interface buffer 165 and the DPI result 
queue 166. Here, the received packets stored in the packet 
buffer 161 are simultaneously stored in the DPI interface 
buffer 165, and the received packets stored in the DPI inter 
face buffer 165 are forwarded to a DPI logic and resultant 
values thereofare fed back and stored in the DPI result queue 
166. The packet handler 167 filters a harmful packet identified 
as containing harmful databased on the resultant value stored 
in the DPI result queue 166. 
0043 FIG.3 shows a processing sequence of a method for 
preventing network attacks by the network attack prevention 
apparatus shown in FIG. 2, i.e., the security function unit 160. 
0044 First, when a received packet is forwarded to the 
security function unit 160 at step S201, the filtering unit 162 
checks a black list at step S203. The black list is a list of IPs 
of harmful clients (e.g., Zombie PCs) detected by the host 
processor by using software, which are to be blocked when 
reported to the packet transmission and reception processing 
apparatus 100 (e.g., a network card). The black list is used to 
block suspicious clients which are undetectable by hardware. 
If an ACL check alone is used, this requires enormous hard 
ware resources, thus making it difficult to filter more than 
several thousands of IPs. The black list check is used to 
overcome this problem. 
0045. If the IP of the received packet is not present in the 
black list, the filtering unit 162 performs an ACL check at step 
S205. By the ACL check, packets designated by the host 
processor for protocols, ports or the like as well as IPs are 
filtered. Although not an ACL function, logic attacks (e.g., a 
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SMURF attack) among network attacks are detected by a 
condition preset by hardware by the filtering unit 162. 
0046. After the filtering by the filtering unit 162, the type 
of the received packet is identified at step S207, and a handing 
procedure is varied depending on the identified type of the 
packet. First, in case of a TCP packet, the packet undergoes a 
TCP procedure at step S209, and selectively undergoes a deep 
packet inspection (DPI) at step S213. Then, if there is no 
harmful factor in the packet, the packet is forwarded to the 
reception processing unit 170 to execute reception DMA. The 
TCP procedure in step S209 will be described in more detail 
below. 
0047. In case of a UDP/ICMP packet, the packet under 
goes a flooding check at Step S211, and selectively undergoes 
a DPI at step S213. Then, if there is no harmful factor in the 
packet, the packet is forwarded to the reception processing 
unit 170 to execute reception DMA. This step S211 involves 
the function of checking the frequency of a UDP/ICMP 
packet, determining that there is a flooding attack if the fre 
quency exceeds a predetermined value, and preventing the 
flooding attack. 
0048. In case of other packets, a packet selectively under 
goes a DPI. Then, if there is no harmful factor in the packet, 
the packet is forwarded to the reception processing unit 170. 
0049. The DPI function at step S213 can only support an 
interface. This is to attach a chip performing the DPI function 
to the outside or to encode data into a single chip by a hard 
ware description language (HDL) if the chip used has enough 
capacity. Moreover, it can be chosen whether to forward the 
entire packet or only the data portion excluding the header. 
0050. The TCP procedure at step S209 is used to defend 
against TCP flooding attacks through session management. 
The TCP flooding attacks to be defended against are roughly 
divided into two types. The first type includes SYN flooding 
attacks, and the second type includes other flag-flooding 
attacks. 
0051. In a method for preventing a flag flooding attack, 
through session management, all TCP packets received for 
the current invalid session are filtered, while packets received 
for the active session are filtered when it is determined that 
there is an ACK flooding after checking whether or not the 
frequency of an ACK packet exceeds a predetermined value. 
0052. The session management can be simplified to only 
determine whether the corresponding packet is in a receivable 
state or in an unreceivable state. 
0053 FIGS. 4 and 5 are state diagrams showing a TCP 
connection in accordance with the present invention. 
0054 As shown in FIG. 4, in case of a server, the server 
receives an SYN packet and sends an SYN-ACK packet, and 
then the session is changed to an ACK Standby state. In this 
state, only ACK packets with no payload can be received. At 
this point, upon receipt of an ACK packet, an active session is 
created. Thereafter, all packets are received until a FIN packet 
is received. Upon receipt of the FIN packet, the session turns 
into an invalid state and thus it is determined that the corre 
sponding session has disappeared, thereby discarding all the 
received packets. At this time, although the reception of an 
ACK packet after the transmission of the FIN packet is also 
made impossible, there is no problem in the operation even if 
the server receives no ACK packet after sending the FIN 
packet. When defending against a flag flooding attack, it may 
be also possible to receive an ACK packet by eliminating the 
packet when it occurs with more than a predetermined fre 
quency, rather than unconditionally eliminating the packet. 
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0055 As shown in FIG. 5, in case of a client, the client 
sends an SYN (connection request) packet and then the ses 
sion is changed to an SYN-ACK standby state. Only a session 
in this state can receive an SYN-ACK packet, and other 
packets are discarded. Upon receipt of an SYN-ACK packet, 
an active session is created, and the transmission and recep 
tion of the packet are performed. Once the session sends a FIN 
packet, the session is changed to a disconnection standby 
state. The operation of the disconnection standby State is not 
different from that in an active state. Once the FIN packet is 
received, the corresponding session is changed to an invalid 
state and discarded. 

0056. As shown in FIGS. 4 and 5, valid states are classified 
into a total of four states: an ACK standby state; an SYN-ACK 
standby State; a disconnection standby State; and an active 
state. Upon receipt of a RST packet in a valid state, the session 
is changed to an invalid state. Among those states, the SYN 
ACK Standby State and the disconnection standby state are 
characterized in that, unless packet transmission and recep 
tion are performed during a predetermined time through timer 
management, the session returns to the invalid state. 
0057 FIG. 6 shows a processing sequence for explaining 
a method for defending against SYN flooding attacks in the 
method for preventing network attacks in accordance with the 
present invention, which illustrates a case where the packet 
transmission and reception processing apparatus 100 in 
accordance with the present invention defends against an 
attack on a server 1 from a client 3. 

0.058 Whether there is an SYN flooding attack going on or 
not is determined depending on whether the number of ses 
sions currently in the ACK standby State exceeds a preset 
value or not. If it is determined that there is an SYN flooding 
attack going on, an SYN cookie algorithm is operated from 
then on. 

0059. When the packet transmission and reception pro 
cessing apparatus 100 receives an SYN packet from the client 
3 at step S301, it determines by searching a white list whether 
the IP that transmitted the SYN packet is a safe IP or not. If it 
is determined that the IP is a safe IP, the SYN packet is passed 
to the server 1. If not, a packet sequence number encoded by 
a key value changing at intervals of several seconds is embed 
ded in an SYN-ACK packet and transmitted to the client 3, 
and then the received packet is discarded at step S303. When 
an SYN flooding state is just started, no IP exists in the white 
list and thus the packet sequence number transmission to the 
client 3 at step S303 is performed. 
0060. If there is no IP spoofing, the SYN-ACK packet 
returns to the client 3 that has sent the SYN packet, and if the 
corresponding computer has no intention of an SYN flooding 
attack, it transmits an ACK packet in step S305. Upon receipt 
of this ACK packet, the ACK number is verified by using the 
current key value and the previous key value. If the ACK 
number is determined as being correct, the corresponding IP 
is registered in the white list, and then a RST packet is trans 
mitted again at step S307. Although a typical SYN cookie is 
operated in the protocol stack of the server 1, a SYN cookie in 
the present invention is implemented in the packet transmis 
sion and reception processing apparatus 100 (e.g., a network 
card) between the server 1 and the client 3. Thus, a TCP 
option or a sequence number cannot be arbitrarily deter 
mined. Therefore, at the time of the next connection after the 
current connection is finished, the server 1 determines con 
nection information by using the RST packet. 
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0061 Although the client 3 that has received the RST 
packet fails in connection, most users will retry a connection 
once again, and an SYN packet is received by the retry at step 
S309. The IP of the received SYN packet is normally received 
by the server 1 because it is registered in the white list. 
Thereafter, at steps S311 and S313, the server 1 and the client 
3 send and receive an SYN-ACK packet and an ACK packet, 
thereby establishing a connection. 
0062. After a certain length of time, if the session of the 
ACK standby state is reduced, it is determined that there is no 
SYN flooding attack going on, and, in this case, the white list 
is initialized. By this method, the possibility of a problem 
caused by an attack from an IP registered in the white list long 
ago can be avoided. Moreover, only an IP attempting a safe 
connection is stored in the white list, and therefore the num 
ber of lists to be stored can be reduced much compared to a 
method of tracking all connection attempts. 
0063 FIGS. 7 to 11 are flowcharts showing a handling 
procedure of TCP packets received in accordance with the 
received packet handling procedure shown in FIG.3, the state 
transformation procedure of a session shown in FIG. 4, and 
the network attack prevention procedure of FIG. 6, or a han 
dling procedure of packets for a security function when for 
warded. 

0064. Referring to FIG.7, if an SYN packet is received at 
step S401, firstly, it is determined whether the current state is 
an SYN flooding state or not at step S403. Whether the current 
state is an SYN flooding state or not is determined based on 
the number of sessions currently in an ACK standby state. In 
case of the SYN flooding state, it is determined at step S405 
whether or not a source IP exists in the white list. If not, an 
SYN-ACK packet is generated on its own by using a key 
value at step S407, and transmitted to a network at step S409. 
If the current state is not an SYN flooding state or a source IP 
exists in the white list, the SYN packet is regarded as being 
normal and passed at step S411. 
0065 Referring to FIG. 8, ifa pure ACK packet is received 
at step S501, firstly, it is determined at step S503 whether the 
current state is an SYN flooding state or not. In case of the 
SYN flooding state, the ACK number of the received packet is 
checked at step S505. If the ACK number thereof matches a 
sequence number generated by using the key value when the 
SYN packet is received, it is determined that an ACK packet 
based on an SYN cookie algorithm is safely received. Thus, it 
is determined that a source IP attempting a connection has no 
intention of attacking, the corresponding IP is added to the 
white list at step S509, and then a RST packet is generated at 
step S511 and transmitted to a network at step S513 to induce 
the source IP to retry a connection. If the current state is not an 
SYN flooding state or the ACK number is not a number based 
on the SYN cookie algorithm, a session table is searched to 
check the state of the corresponding session at step S507. If 
the session is in an invalid state (i.e., it does not exist in the 
table), or in an SYN-ACK standby state, the corresponding 
packet is considered as an attack and discarded at step S517. 
0066. In case of other states, the frequency of reception of 
an ACK packet is checked to determine if there is an ACK 
flooding attack at step S515. If the frequency of reception of 
the ACK packet exceeds a predetermined value, it is deter 
mined that there is an ACK flooding attack, and the packet is 
discarded in step S517. Otherwise, the packet is determined 
as being normal and passed to step S519. In case of the ACK 
standby state, an operation of changing the state of the session 
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to an active state is performed, and in case of a disconnection 
standby State, an operation of updating the timer is addition 
ally performed in step S521. 
0067. Referring to FIG. 9, if an SYN-ACK packet is 
received at step S601, firstly, the session table is searched at 
step S603. If the corresponding session is not in the SYN 
ACK standby state, the packet is discarded at step S609. If the 
corresponding session is in the SYN-ACK standby state, the 
state of the session is changed to the active state and the 
packet is received (or passed) at step S607. 
0068 Referring to FIG. 10, if a FIN packet or a RST 
packet is received at step S701, the session table is searched as 
well at step S703. If the corresponding session is in a valid 
state, the session table is deleted at step S705 and then the 
packet is passed at step S707. If the corresponding session is 
in an invalid state (i.e., no session is searched), the packet is 
discarded at step S709. 
0069. Referring to FIG. 11, if other packets (i.e., all pack 
ets except which are mentioned in FIGS. 7 to 9) are received 
at step S801, the session table is searched at step S803 as well. 
The packets are passed only when the session is in the active 
state or in the disconnection standby State. If the session is in 
other states or in the invalid state (i.e., no session is searched), 
the packets are discarded at step S805. If the session is in the 
disconnection standby state, an operation of updating the 
timer is additionally performed at step S809 and the packets 
are received (or passed) at step S811. 
0070 For the management of session states, several TCP 
packets to be transmitted, in addition to the received TCP 
packets, are required. These TCP packets include an SYN 
packet, an SYN-ACK packet, a FIN packet, and a RST 
packet. The checksum insertion unit 130 in FIG. 1 forwards 
the corresponding information to the security function unit 
160. FIGS. 12 to 15 show a handling procedure of these 
packets when forwarded. 
(0071 Referring to FIG. 12, when an SYN packet is trans 
mitted at step S901, the corresponding session is created in 
the session table, and the state of the created session is set to 
the SYN-ACK standby state at step S903. In addition, in step 
S905. A timer is set such that hardware can delete it when no 
packet is received later. 
(0072 Referring to FIG. 13, when an SYN-ACK packet is 
transmitted at step S1001, the corresponding session is cre 
ated in the session table at step S1003, in which the state of the 
created session is set to the ACK standby state. 
(0073. Referring to FIG. 14, when a FIN packet is trans 
mitted in step S1101, firstly, the session table is searched at 
step S1103. If no session is searched, this means that the other 
node of the connection has first made a request for discon 
nection, therefore no operation is performed at step S1105. If 
a session is searched, the state of the corresponding session is 
changed to the disconnection standby state and a timer is set 
at step S1109. 
(0074) Referring to FIG. 15, when a RST packet is trans 
mitted at step S1201, the corresponding session is deleted 
from the session table at step S1203. 
0075. In accordance with the present invention, network 
attacks can be defended against without using a large memory 
in the event of defense against network attacks, such as SYN 
flooding or IP spoofing attacks, and a new connection can be 
established after IP verification using an initial connection 
attempt, thereby it could be handled regardless of a TCP 
option and requires no PSN management. 
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0076. In addition, by implementing a network attack pre 
vention apparatus by hardware such as a network card on a 
server, it is possible to deal with network attacks without 
expensive network security equipment and improve the level 
of defense against attacks compared to a conventional method 
using software. Moreover, since hardware determines 
whether a connection is normal or not, almost no attack 
packet from the network is delivered to the server, thus no 
burden is given to the server. 
0077. Furthermore, a large number of IPs, which cannot 
be covered by an ACL alone, can be managed by using a black 
list that can be designated by the server in order to deal with 
modified versions of distributed network attacks which can 
not be prevented by hardware. 
0078 Besides, various network attacks can be dealt with 
through ACL and session management, an interface with 
hardware capable of separately executing a DPI function is 
provided to extend the DPI function, and network protocol 
handling can be properly performed using a network accel 
erating function. 
0079 While the present invention has been particularly 
shown and described with reference to exemplary embodi 
ments thereof, it will be understood by those skilled in the art 
that various changes inform and details may be made therein 
without departing from the scope of the present invention. 
What is claimed is: 
1. An apparatus for preventing network attacks, compris 

1ng: 
a filtering unit for filtering harmful packets based on a 

result of comparison between information of the 
received packets and preset filtering information to 
select a first filtering target packet if it is determined that 
there is a user datagram protocol (UDP) or Internet 
control message protocol (ICMP) flooding attack based 
on the information of the received packets after the fil 
tering: 

an SYN cookie handler for selecting a second filtering 
target packet using an SYN cookie if it is determined that 
there is a transmission control protocol (TCP) SYN 
flooding attack based on the information of the received 
packets after said filtering; 

a session manager for selecting a third filtering target 
packet through session management if it is determined 
that there is a TCP flag flooding attack based on the 
information of the received packets after said filtering: 
and 

a packet handler for filtering the first to third filtering target 
packets among the received packets stored in the packet 
buffer to forward unfiltered received packets to the host, 
or forwarding all the received packets stored in the 
packet buffer to the host with the information offiltering 
target packets. 

2. The apparatus of claim 1, wherein the filtering unit 
performs a filtering harmful packets based on a result of 
comparison between the IP information of the received pack 
ets from the network and IP information of a preset black list, 
and performs an additional filtering on the harmful packets 
based on a result of access control list (ACL) check compar 
ing the information of the received packets and preset IP, 
protocol information and port information. 

3. The apparatus of claim 1, wherein, when the received 
packets after a black list check and an ACL check are a UDP 
or ICMP packet, the filtering unit determines whether or not 
there is the UDP or ICMP flooding attack based on a result of 
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comparison between a value of the frequency of the UDP or 
ICMP packet and a preset value. 

4. The apparatus of claim 1, wherein, after sending a SYN 
ACK packet, the session manager determines whether or not 
there is the TCP SYN flooding attack based on a result of 
comparison between the number of sessions currently in an 
ACK Standby State and a preset value to send a determination 
result to the SYN cookie handler. 

5. The apparatus of claim 1, wherein, if the information of 
the received packets after the filtering is an SYN packet or 
pure ACK packet, the SYN cookie handler performs handling 
based on the SYN cookie. 

6. The apparatus of claim 1, wherein the session manager 
classifies session states into invalid states and valid States for 
the session management, and classifies the valid States into an 
ACK standby state, an SYN-ACK standby state, a disconnec 
tion standby state and an active state. 

7. The apparatus of claim 1, wherein, through the session 
management, the session manager selects all packets received 
for the current invalid session as the third filtering target 
packet, and selects packets received for the active session as 
the third filtering target packet when it is determined that 
there is an ACK flooding based on a result of comparison 
between a value of the frequency of an ACK packet and a 
preset value. 

8. The apparatus of claim 1, further comprising: 
a deep packet inspection (DPI) interface buffer for simul 

taneously storing the received packets stored in the 
packet buffer; and 

a DPI result queue for, after the received packets stored in 
the DPI interface buffer are forwarded to a DPI logic, 
receiving and storing resultant values, 

wherein the packet handler filters a harmful packet based 
on the resultant values. 

9. A method for preventing network attacks, comprising: 
filtering harmful packets based on a result of comparison 

between information of received packets from a network 
and preset filtering information; 

selecting a first filtering target packet if it is determined that 
there is a UDP or ICMP flooding attack based on the 
information of the received packets after the filtering: 

selecting a second filtering target packet using an SYN 
cookie if it is determined that there is a TCP SYN flood 
ing attack based on the information of the received pack 
ets after the filtering: 

selecting a third filtering target packet through session 
management if it is determined that there is a TCP flag 
flooding attack based on the information of the received 
packets after the filtering; and 

filtering the first to third filtering target packets among the 
received packets from the network to forward the unfil 
tered received packets to a host, or forwarding all the 
received packets to the host with the information of 
filtering target. 

10. A method for preventing network attacks, comprising: 
determining whether or not there is a TCP SYN flooding 

attack based on a count of sessions in ACK Standby State; 
if it is determined that there is the TCP SYN flooding 

attack, determining whether or not the client is safe by 
using an SYN cookie; 

storing an IP of the normal client in a white list and then 
making a disconnection by transmitting a reset packet; 
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when a connection request packet is received again, for 
warding, to a server, a result of checking if the IP of the 
packet is stored in the white list to establish a connection 
with the client; and 

when the state of the TCP SYN flooding attack is released, 
initializing the white list. 

11. A packet transmission and reception processing appa 
ratus, the apparatus comprising: 

a first interface unit for providing a path for packet trans 
mission and reception to and from a host; 

a transmission processing unit for reading out a transmis 
sion packet from the host via the first interface unit in 
response to a transmission command from the host; 

a checksum insertion unit for inserting a checksum into the 
transmission packet from the transmission processing 
unit and forwarding the transmission packet; 

a second interface unit for sending the transmission packet 
forwarded from the checksum insertion unit to a net 
work and receiving the packet from the network; 

an error check unit for checking if there is an error in a 
header and checksum of the received packet forwarded 
from the second interface unit; 

a security function unit for determining whether or not the 
received packet forwarded from the error check unit is 
harmful; and 

a reception processing unit for sending the received packet 
forwarded from the security function unit to the host via 
the first interface unit. 

12. The apparatus of claim 11, wherein the transmission 
processing unit reads out information of the transmission 
packet from a memory of the host through a direct memory 
access (DMA) in response to the transmission command from 
a processor of the host, and reads out an actual packet through 
the DMA again using the information of the transmission 
packet. 

Jun. 2, 2011 

13. The apparatus of claim 11, wherein the checksum inser 
tion unit generates at least one of IP checksum and TCP 
checksum and inserts it into the transmission packet. 

14. The apparatus of claim 11, wherein, when TCP seg 
mentation is required, the checksum insertion unit segments 
the transmission packet and forwards segmented packets to 
the second interface unit. 

15. The apparatus of claim 11, wherein the error check unit 
forwards the received packet to the security function unit 
upon completion of checking of the header so that the security 
function unit determines whether or not the received packet is 
harmful during checking the checksum. 

16. The apparatus of claim 11, wherein the security func 
tion unit performs at least one of an IP filtering function, an 
access control list (ACL) check function, and a distributed 
denial of service (DDOS) attack defense function. 

17. The apparatus of claim 11, wherein the security func 
tion unit provides an interface to add a deep packet inspection 
(DPI) function. 

18. The apparatus of claim 11, wherein the security func 
tion unit generates a TCP connection packet and forwards the 
packet to the second interface unit. 

19. The apparatus of claim 11, wherein the reception pro 
cessing unit transmits the received packet to the memory of 
the host using the DMA and reports the transmission result to 
the host processor. 

20. A packet reception processing method, the method 
comprising: 

checking if there is an error in a header and checksum of a 
received packet from a network; 

determining whether or not the received packet after said 
checking is harmful; and 

transmitting the received packet after said determining to a 
host which transmitted the received packet. 
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