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Title: System And Method For Virtual Multipath Data Transport

RELATED APPLICATIONS

[001] This application claims the benefit of U.S. Provisional Application Serial
No. 62/370,496, filed August 3, 2016, which is hereby incorporated herein by reference
in its entirety for all purposes. This application also claims the benefit of U.S.
Application Serial No. 15/402,024, filed January 9, 2017 and U.S. Application Serial No.
15/402,049, filed January 9, 2017, which are hereby incorporated herein by references in

their entirety for all purposes.

FIELD OF THE INVENTION

[002] The present invention relates generally to systems and methods for
transporting data from multiple computers over a network connection.
BACKGROUND OF THE INVENTION

[003] The amount of online content downloaded over computer networks is
rapidly increasing with time due to multiple factors such as popularity of online video
streaming and user-generated content, proliferation of social networks and media-rich
messaging, cloud-based storage, etc.

[004] Requested content often must be delivered over long distances. Only the
most popular videos can be cached near the user. Content that uses secure protocols like
HTTPS can’t be cached without allowing access to unencrypted content to the third
parties. Remote viewing of events streamed in real time, such as sports and news can’t

use caching. Local content is often not cached outside of the countries of origin.
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[005] Increase of the data travel distance is often accompanied by an increased
rate of packet losses. If a connection uses a reliable-delivery protocol such as Transport
Control Protocol (TCP), these losses are usually interpreted as last-mile congestion,
resulting in significant decrease in the throughput, even if each segment of the connection
pipe is far from the saturation point.

[006] The systems and methods disclosed herein provide an improved approach
to transferring data over reliable-delivery transport connections.

BRIEF SUMMARY OF THE INVENTION

[007] In one aspect of the invention, a method includes

(a) providing, by a computer system, a first number of one or more first network

connections to a remote computing device;

(b) providing, by the computer system, a second number of second network
connections to the remote computing device, the first number being smaller
than the second number;

(c) multiplexing, by the computer system, a plurality of second data flows of the
second network connections in one or more first data flows through the one or
more first network connections;

(d) receiving, by the computer system, an instruction to transmit payload data to
the remote computing device; and

(e) in response to the instruction--

(1) dividing, by the computer system, the payload data into data portions;
(i) transmitting, by the computer system, the data portions over different

connections of the second connections;
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(1i1) multiplexing, by the computer system, the data portions transmitted over
the second connections through the one or more first network connections;

(iv) receiving, by the computer system, one or more acknowledgements for
the data portions, each acknowledgment of the one or more
acknowledgments referencing a second connection of the second
connections;

(v) demultiplexing, by the computer system, each acknowledgment of the one
or more acknowledgments onto the second connection referenced by the
each acknowledgment;

(vi) determining, by the computer system, that acknowledgment was not
received for at least one data portion of the data portions by at least one
second connection of the second connections over which the at least one
data portion was transmitted; and

(vii) in response to determining that acknowledgment was not received for the
at least one data portion, retransmitting the at least one data portion over
the at least one second connection.

[008] In some embodiments, multiplexing the plurality of second data flows of
the second network connections in the one or more first data flows through the one or
more first network connections comprises transmitting the one or more first data flows
without regard to any acknowledgment of the one or more first data flows.

[009] In some embodiments, multiplexing the plurality of second data flows of
the second network connections in the one or more first data flows through the one or

more first network connections comprises transmitting the one or more first data flows
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according to at least one of Universal Datagram Protocol (UDP), Internet Protocol (IP)
Encapsulating Security Payload (ESP), and Software IP Encryption Protocol (swIPe).

[0010] In some embodiments, providing the second network connections
comprises implementing the second network connections according to at least one of
Transport Control Protocol (TCP), Multipath Transport Control Protocol (Multipath
TCP) and Stream Control Transmission Protocol (SCTP).

[0011] In some embodiments, the computer system implements a plurality of
delivery controllers, each controller of the plurality of delivery controllers coupled to a
corresponding controller executing on the remote device and implementing one of the
second connections. In such embodiments, (vi) and (vil) may be performed by at least
one delivery controller of the delivery controllers, the at least one delivery controller
implementing the at least one second connection. The method may further include in
response to (vi), reducing, by the at least one delivery controller, an amount of
unacknowledged data that may be transmitted before transmitting additional data over the
at least one second connection.

[0012] In some embodiments, the computer system comprises a client computing
device and a virtual private network (VPN) server device in data communication with the
client computing device. The method may further include performing (a), (c), (ii1), (iv),
and (v) by the VPN server device and performing (b), (1), (i1), (vi), and (vii) by the client
computing device.

[0013] In some embodiments (ii) comprises transmitting a plurality of packets
containing the data portions over the second connections and (iii) comprises

encapsulating the plurality of packets inside the one or more first data flows.
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[0014] In some embodiments, the client computing device and VPN server device
implement at least one of Point-to-Point Tunneling Protocol (PPTP), Layer 2 Tunneling
Protocol (L2TP), Internet Protocol Security (IPSec), Secure Socket Layer (SSL) Protocol,
Transport Layer Security (TLS) protocol, and OpenVPN protocol.

[0015] In some embodiments, the computer system implements a proxy, the
proxy performing (b),(d), (1), (i1), (vi) and (vii).

[0016] In some embodiments, (¢) comprises encrypting one or more first data
flows after multiplexing the plurality of second data flow in the one or more first data
flows through the one or more first network connections.

[0017] In some embodiments, the computer system comprises a plurality of
different computing devices in a first local network, the remote computing device being
located in second local network remote from the first local network. In other
embodiments, the computer system comprise a single computing device.

[0018] In some embodiments, (iv) comprises receiving, by the computer system,
the one or more acknowledgements for the data portions in a third data flow that is not
encapsulated in the one or more first data flows of the one or more first network
connections.

[0019] In some embodiments, the first number is one.

[0020] In another aspect of the invention a computer system includes one or more
computing devices, the one or more computing devices each comprising one or more
processing devices and one or more memory devices operably coupled to the one or more
processing devices. The one or more memory devices of the one or more computing

devices store executable code effective to cause the one or more processors of the one or
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more computing devices to:
establish a first number of one or more first network connections terminating at a
remote computing device;
establish a second number of second network connections terminating at the
remote computing device through the first network connections, the first
number being smaller than the second number;
transmit payload data to the remote computing device by--
(1) dividing the payload data into data portions;
(11) transmitting the data portions over different connections of the second
connections; and
(1i1) multiplexing the data portions transmitted over the second connections
through the one or more first network connections; and
verify transmission of payload data to the remote computing device by--
(iv) receiving acknowledgments over the first network connections;
(v) demultiplexing each acknowledgment onto a network connection of the
second network connections referenced by the each acknowledgment; and
(vi) if acknowledgment of receipt of one or more of the data portions is not
received on one or more second connections of the one or more second
connections, retransmitting the one or more data portions over the one or
more second connections.
[0021] In some embodiments, the executable code is further effective to cause the
one or more processors of the one or more computing devices to multiplex the data

portions transmitted over the second connections through the one or more first network
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connections without regard to any acknowledgment of traffic traversing the one or more
first network connections.

[0022] In some embodiments, the executable code is further effective to cause the
one or more processors to implement the one or more first network connections
according to at least one of Universal Datagram Protocol (UDP), Internet Protocol (IP)
Encapsulating Security Payload (ESP), and Software IP Encryption Protocol (swIPe).

[0023] In some embodiments, the executable code is further effective to cause the
one or more processors to implement the second network connections according to at
least one of Transport Control Protocol (TCP), Multipath Transport Control Protocol
(Multipath TCP) and Stream Control Transmission Protocol (SCTP).

[0024] In some embodiments, the computer system comprises a single computing
device executing an operating system implementing a kernel space and a user space. The
executable code may be further effective to cause the one or more processors to:

implement the second network connections as kernel Transport Control Protocol

(TCP) sockets implemented in the kernel space by a virtual network device,
each kernel TCP socket of the kernel TCP sockets programmed to verify
delivery of data transmitted over the each kernel TCP socket;

receive the payload data from an application executing in the user space; and

divide, by a multipath manager executing in the user space, the payload data into

data portions and transmit each data portion to a different kernel TCP socket
of the kernel TCP sockets as TCP packets.

[0025] In some embodiments, the executable code is further effective to cause the

one or more processors to:



WO 2018/027072 PCT/US2017/045372

implement a first TCP socket in kernel space coupled to the virtual network

device;

receive, by the virtual network device, the payload data from the application

through the first TCP socket;

intercept, by the virtual network device, the payload data from the first TCP

socket;

route, by the virtual network device, the payload data from the first TCP socket to

the multipath manager.

[0026] In some embodiments, the executable code is further effective to cause the
one or more processors to implement a transport proxy in the user space, the transport
proxy programmed to terminate a connection from the first TCP socket and provide the
payload data from the first TCP socket to the multipath manager.

[0027] In some embodiments, the executable code is further effective to cause the
one or more processors to:

intercept, by the virtual network device, the TCP packets transmitted through the

kernel TCP sockets; and

provide, by the virtual network device, the TCP packets to a virtual private

network (VPN) client executing in the user space, the VPN client programmed

to--

encrypt and encapsulate the TCP packets to obtain outbound tunnel traffic;
and

transmit the outbound tunnel traffic over a first number of VPN tunnels to the

remote computing device.
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[0028] In some embodiments, the executable code is further effective to cause the
one or more processors to:

receive, by the VPN client, received tunnel traffic over the first number of VPN

tunnels;

decrypt and de-encapsulate, by the VPN client, the received tunnel traffic to

obtain received TCP traffic; and

demultiplex, by the VPN client, the received TCP traffic into the kernel TCP

sockets.

[0029] In another aspect of the invention, a system includes one or more
processing devices and one or more memory devices operably coupled to the one or more
memory devices. The one or more memory devices store executable code effective to
cause the one or more memory devices to:

execute a distributor, programmed to allocate data distributions from a data

stream among a plurality of local delivery controllers;

execute the plurality of local delivery controllers, each local delivery controller

coupled to a corresponding remote delivery controller of a plurality of remote
delivery controllers executing on a remote computer system, each local
delivery controller programmed to (a) regulate a flow of data between the
corresponding remote delivery controller and the each local delivery
controller, (b) to retransmit any unacknowledged data from outbound data of
the flow of data, and (c) send the data distributions allocated to the each local
delivery controller to the corresponding remote delivery controller in the flow

of data;
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execute a local multiplexer coupled by a transport connection to a remote
multiplexer executing on the remote computer system, the local multiplexer
programmed to (d) multiplex onto the transport connection the flows of data
of the plurality of local delivery controllers and (e) demultiplex each
acknowledgment received over the transport connection into the flow of data
of one of the plurality of local delivery controllers referenced by the each
acknowledgment;

wherein the executable data is further effective to cause the one or more

processing devices to establish the transport connection to the remote
computer system using one or more transport protocols that do not
acknowledge data receipt.

[0030] In some embodiments, each local delivery controller of the plurality of
local delivery controllers is further programmed to, independently from the other local
delivery controllers and without exchanging information with the other local delivery
controllers, change an amount of sent data that the each delivery controller permits to be
sent through the data flow of the each local delivery controller before receiving an
acknowledgement of at least some of the sent data from the corresponding remote
delivery controller.

[0031] In some embodiments, each local delivery controller of the plurality of
local delivery controllers is further programmed to execute one or more congestion
control algorithms of the Transport Control Protocol (TCP) for the data flow.

[0032] In some embodiments, the one or more transport protocols that do not

acknowledge data receipt include Universal Datagram Protocol (UDP).

10
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[0033] In some embodiments, the executable code is further effective to cause the
one or more processing devices to send the data distributions allocated to the each local
delivery controller to the corresponding remote delivery controller using a secure
communication protocol selected from the group including Secure Sockets Layer (SSL)
protocol and Transport Layer Security (TLS) protocol.

[0034] In some embodiments, the distributor further comprises a proxy
programmed to:

terminate the data stream,;

extract payload data from the data stream

allocate the payload data among the plurality of local delivery controllers in the
data allocations.

[0035] In some embodiments, the local multiplexer is programmed to multiplex
onto the transport connection the flows of data of the plurality of local delivery
controllers by (a) encrypting the flows of data after the flows of data are multiplexed with
one another to obtain an encrypted data flow and (b) transmit the encrypted data flow to
the remote multiplexer over the transport connection.

[0036] In another aspect of the invention, a method for network data transfer,
includes:

(1) receiving, by a computer system over a computer network, first data from a
first number of one or more first data flows, the one or more first data flows
carrying multiplexed payload data of a second number of second data flows,
the first number being smaller than the second number, the second data flows

carrying different portions of original payload data of one or more third data

11
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flows;

(1) demultiplexing, by the computer system the first data to obtain the second data
flows;

(1i1) after performing (i1), acknowledging, by the computer system, second data
received in a first portion of the second data flows;

(iv) after performing (i1) receiving, by the computer system, over a second portion
of the second data flows, retransmitted data and acknowledging the
retransmitted data, the retransmitted data being multiplexed through the one or
more first data flows; and

(v) aggregating, by the computer system, the second data and the retransmitted
data to obtain the original payload data of the one or more third data flows.

[0037] In some embodiments, the method further includes managing the one or
more first data flows using one or more first transport protocols that do not acknowledge
data receipt; and managing the second flows using one or more second transport
protocols that acknowledge data receipt and retransmit unacknowledged data.

[0038] In some embodiments, the one or more first transport protocols include at
least one of Universal Datagram Protocol (UDP), IP Encapsulating Security Payload
(ESP) protocol, and Software IP Encryption protocol (swlPe).

[0039] In some embodiments, the one or more second transport protocols include
at least one of Transport Control Protocol (TCP), Multipath Transport Control Protocol
(Multipath TCP), and Stream Control Transmission Protocol (SCTP).

[0040] In some embodiments, the method further includes, for a second data flow

of the second data flows, independently changing an amount of sent data that may be sent

12
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over the computer network within the second data flow before receiving an
acknowledgement of at least some of the sent data without exchanging information with
other second data flows of the second data flows.

[0041] In some embodiments, the one or more first data flows comprise first
packets encapsulating second packets of the second flows data flow. In some
embodiments, (ii1) comprises sending at least some packets carrying acknowledgements
of the second data without encapsulating the at least some packets inside the one or more
first data flows.

[0042] In some embodiments, the one or more first data flows comprise a first
transport connection; the second data flows comprise at least two second transport
connections; and the second packets both of the at least two second transport connections
are encapsulated within the first packets of the first transport connection.

[0043] In some embodiments, the first transport connection is a virtual private
network (VPN) tunnel.

[0044] In some embodiments, the VPN tunnel implements a protocol selected
from the group of Point-to-Point Tunneling Protocol (PPTP), Layer 2 Tunneling Protocol
(L2TP), Internet Protocol Security (IPSec), Secure Socket Layer (SSL) protocol, and
OpenVPN protocol.

[0045] In some embodiments, the method further includes:

(vi) receiving, by a first local delivery controller executing within the computer

system, a first portion of a first second data flow including a first portion of
the original payload data;

(vii) in response to (vi), transmitting, by the first local delivery controller,

13
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acknowledgment of the first portion of the first second data flow to a first
remote delivery controller executing on a remote computing device coupled to
the computer system by the computer network, the first remote delivery
controller coupled to the first local delivery controller;

(1ix) failing, by a second local delivery controller executing within the computer
system, to receive a second portion of a second second data flow, the second
portion including a second portion of the original payload data;

(ix) following (iix), receiving, by the second local delivery controller,
retransmitted data corresponding to the second portion of the second second
data flow over the second second data flow from a second remote delivery
controller coupled to the second local delivery controller; and

(x) in response to (ix), transmitting, by the second local delivery controller,
acknowledgment of the retransmitted data to the second remote delivery
controller executing on the remote computing device.

[0046] In some embodiments, the multiplexed payload data of each first data flow
of the one or more first data flows comprises payload data from two or more second data
flows of the second data flows that has been aggregated into data units, each data unit
containing data from a single second data flow of the two or more second data flows, the
each first data flow carrying the data units from at least the two or more second data
flows.

[0047] In some embodiments, the one or more first flows comprise transport
connections according to a secure communication protocol from the group of Secure

Sockets Layer (SSL) protocol and Transport Layer Security (TLS) protocol.

14
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[0048] In some embodiments, the method further comprises:

receiving, by a remote computing device, the one or more third data flows over

two or more coupled connections;

terminating, by the remote computing device, a first coupled connection of the

two or more coupled connections prior to splitting the original payload
between the second data into the different portions distributed among the
second data flows; and

initiating, by the computer system, a second coupled connection of the two or

more coupled connections before aggregating payload data from the second
coupled connection from the second data flows.

[0049] In some embodiments, the two or more coupled connections comprise
connections to and from proxies executing on the computer system and the remote
computing device and programmed to terminate and initiate connections.

[0050] In some embodiments, the method further includes encrypting, by a
remote computing device, the first data before transmitting the first data over computer
network; and decrypting, by the computer system, the first data before demultiplexing the

first data to obtain the second data flows.

15
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BRIEF DESCRIPTION OF THE DRAWINGS

[0051] In order that the advantages of the invention will be readily understood, a
more particular description of the invention briefly described above will be rendered by
reference to specific embodiments illustrated in the appended drawings. Understanding
that these drawings depict only typical embodiments of the invention and are not
therefore to be considered limiting of its scope, the invention will be described and
explained with additional specificity and detail through use of the accompanying
drawings, in which:

[0052] Fig. 1 is a diagram of a first network environment used to implement data
transfer through multiple simultaneous transport connections multiplexed through a
virtual private network (VPN) in accordance with an embodiment of the present
invention;

[0053] Fig. 2 is a diagram of a second environment used to implement a client
side of the data transfer through multiple simultaneous transport connections multiplexed
through the VPN in accordance with an embodiment of the present invention;

[0054] Fig. 3 is a process flow diagram of a method for implementing the data
transfer through the multiple simultaneous transport connections multiplexed through the
VPN in accordance with an embodiment of the present invention;

[0055] Fig. 4 is a diagram of a third environment used to implement client side of
the data transfer through multiple simultaneous data flows multiplexed through a

transport connection in accordance with an embodiment of the present invention;

16
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[0056] Fig. S is a process flow diagram of a method of the data transfer through
multiple simultaneous data flows multiplexed through one or more transport connections
in accordance with an embodiment of the present invention;

[0057] Fig. 6 is a diagram of a fourth network environment used to implement
data transfer through multiple simultaneous transport connections, where only a portion
of the simultaneous connections are multiplexed in accordance with an embodiment of
the present invention; and

[0058] Fig. 7 is a diagram of a computing device suitable for implementing
components and methods described herein.

DETAILED DESCRIPTION

[0059] It will be readily understood that the components of the present invention,
as generally described and illustrated in the Figures herein, could be arranged and
designed in a wide variety of different configurations. Thus, the following more detailed
description of the embodiments of the invention, as represented in the Figures, is not
intended to limit the scope of the invention, as claimed, but is merely representative of
certain examples of presently contemplated embodiments in accordance with the
invention. The presently described embodiments will be best understood by reference to
the drawings, wherein like parts are designated by like numerals throughout.

[0060] The invention has been developed in response to the present state of the
art and, in particular, in response to the problems and needs in the art that have not yet
been fully solved by currently available apparatus and methods.

[0061] Embodiments in accordance with the present invention may be embodied

as an apparatus, method, or computer program product. Accordingly, the present

17
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invention may take the form of an entirely hardware embodiment, an entirely software
embodiment (including firmware, resident software, micro-code, etc.), or an embodiment
combining software and hardware aspects that may all generally be referred to herein as a
“module” or “system.” Furthermore, the present invention may take the form of a
computer program product embodied in any tangible medium of expression having
computer-usable program code embodied in the medium.

[0062] Any combination of one or more computer-usable or computer-readable
media may be utilized. For example, a computer-readable medium may include one or
more of a portable computer diskette, a hard disk, a random access memory (RAM)
device, a read-only memory (ROM) device, an erasable programmable read-only memory
(EPROM or Flash memory) device, a portable compact disc read-only memory
(CDROM), an optical storage device, and a magnetic storage device. In selected
embodiments, a computer-readable medium may comprise any non-transitory medium
that can contain, store, communicate, propagate, or transport the program for use by or in
connection with the instruction execution system, apparatus, or device.

[0063] Embodiments may also be implemented in cloud computing
environments. In this description and the following claims, “cloud computing” may be
defined as a model for enabling ubiquitous, convenient, on-demand network access to a
shared pool of configurable computing resources (e.g., networks, servers, storage,
applications, and services) that can be rapidly provisioned via virtualization and released
with minimal management effort or service provider interaction and then scaled
accordingly. A cloud model can be composed of various characteristics (e.g., on-demand

self-service, broad network access, resource pooling, rapid elasticity, and measured

18
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service), service models (e.g., Software as a Service (“SaaS”), Platform as a Service
(“PaaS”), and Infrastructure as a Service (“IaaS”)), and deployment models (e.g., private
cloud, community cloud, public cloud, and hybrid cloud).

[0064] Computer program code for carrying out operations of the present
invention may be written in any combination of one or more programming languages,
including an object-oriented programming language such as Java, Smalltalk, C++, or the
like and conventional procedural programming languages, such as the “C” programming
language or similar programming languages. The program code may execute entirely on
a computer system as a stand-alone software package, on a stand-alone hardware unit,
partly on a remote computer spaced some distance from the computer, or entirely on a
remote computer or server. In the latter scenario, the remote computer may be connected
to the computer through any type of network, including a local area network (LAN) or a
wide area network (WAN), or the connection may be made to an external computer (for
example, through the Internet using an Internet Service Provider).

[0065] The present invention is described below with reference to flowchart
illustrations and/or block diagrams of methods, apparatus (systems) and computer
program products according to embodiments of the invention. It will be understood that
each block of the flowchart illustrations and/or block diagrams, and combinations of
blocks in the flowchart illustrations and/or block diagrams, can be implemented by
computer program instructions or code. These computer program instructions may be
provided to a processor of a general purpose computer, special purpose computer, or
other programmable data processing apparatus to produce a machine, such that the

instructions, which execute via the processor of the computer or other programmable data
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processing apparatus, create means for implementing the functions/acts specified in the
flowchart and/or block diagram block or blocks.

[0066] These computer program instructions may also be stored in a non-
transitory computer-readable medium that can direct a computer or other programmable
data processing apparatus to function in a particular manner, such that the instructions
stored in the computer-readable medium produce an article of manufacture including
instruction means which implement the function/act specified in the flowchart and/or
block diagram block or blocks.

[0067] The computer program instructions may also be loaded onto a computer or
other programmable data processing apparatus to cause a series of operational steps to be
performed on the computer or other programmable apparatus to produce a computer
implemented process such that the instructions which execute on the computer or other
programmable apparatus provide processes for implementing the functions/acts specified
in the flowchart and/or block diagram block or blocks.

[0068] Spreading data transfer across multiple simultaneous reliable-delivery
transport connections may be used to mitigate negative effect of random losses that are
common in long-distance data connections. For instance, if a congestion window for one
connection drops 50% after the packet loss, the aggregated congestion window for ten
parallel connections only decreases by 5%.

[0069] However, if multiple transport connections are used to download the
single file over the computer network, this may take more resources than downloading of
the same file through a single connection: multipath transports take more per-connection

queues on the routers and switches; they decrease effectiveness of per-connection
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throttling, etc. This is often considered to be unfair to other users of the same network
path because it limits acceptance of other multipath transport connections.

[0070] One known method to mitigate this unfairness is to force multipath
transports to consume an amount of resources similar to a single transport. For instance,
congestion control algorithms for the Multipath TCP protocol extension are implemented
with a goal to keep the total throughput through multiple connections on the same level
as if the file was loaded though a single connection. This solution, while useful for
smooth traffic handoff when switching between different networks, doesn’t utilize
performance advantages of the multipath transports over long distances.

[0071] Therefore, there is a need to improve fairness of splitting traffic between
multiple TCP connections without negating performance advantages of the multipath
transports over the long distances.

[0072] On the other side, multiple files are often transferred concurrently through
a single connection, for instance when using a proxy or a virtual private network (VPN).
Such transfers consume fewer resources per file than if each file would be transferred
through its own connection, making it unfair to the proxy or VPN users. Therefore, there
is also a need to improve ability of proxies and VPNs to get the fair share of limited
resources.

[0073] In one aspect of the present invention, a first computing module and a
second computing module are enabled to exchange data through a first number of
transport connections; third computing module and fourth computing modules are
enabled to exchange data through a second number of data flows, the first number being

smaller than the second number, the second flows being multiplexed through the first
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transport connections by the first and the second modules; fifth computing module and
sixth computing modules are enabled to exchange data through one or more third data
flows, payload of the same third flow being split, by the third and the fourth modules,
between two or more second flows before being transferred by one or more of the first
connections, and then, after the second flows were demultiplexed from the one or more of
the first connections, being aggregated from the second flows. In this aspect, the third and
the fourth modules are further enabled to acknowledge the data received by one or more
second flows after the second flows were demultiplexed from the one or more of the first
connections, and to retransmit the data unacknowledged by at least one second flow
through the same second flow, multiplexed through the one or more or the first
connections.

[0074] In one embodiment, the first and the second modules exchange the data
through the first connections by implementing one or more transport protocols enabled to
receive the data without providing the acknowledgements of the received data, while the
third and the fourth modules exchange the data through the second flows by
implementing one or more transport protocols enabled to acknowledge received data and
to retransmit unacknowledged data.

[0075] In one instance, the first and the second modules implement one or more
protocols from the group of Universal Datagram Protocol (UDP), IP Encapsulating
Security Payload (ESP) protocol and Software IP Encryption protocol (swlPe). In one
example, the third and the fourth modules implement one or more protocols from the
group of Transport Control Protocol (TCP), Multipath Transport Control Protocol

(Multipath TCP) and Stream Control Transmission Protocol (SCTP).
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[0076] In another embodiment, each of the third and the fourth modules
comprises two or more coupled delivery controllers, coupled controller of the third
module being associated with coupled controller of the fourth module, both controllers
regulating the same second flow, each of these controllers being enabled to acknowledge
the data received through the regulated flow, to retransmit unacknowledged data and to
change amount of the data sent through that flow before receiving an acknowledgement
of the previously sent data, without exchanging information with the controllers
regulating other second flows.

[0077] In one implementation, the first and the second modules comprise a client
and a server of a virtual private network (VPN), enabled to multiplex the packets of the
second flows inside one or more of the first connections. In one instance, the third and the
fourth modules implement second flows as transport connections exchanging plurality of
data packets, while the first and the second modules encapsulate packets exchanged by
the second flows inside the first connections. In one example, the VPN client and server
implement a protocol from the group of Point-to-Point Tunneling Protocol (PPTP), Layer
2 Tunneling Protocol (L2TP), Internet Protocol Security (IPSec), Secure Socket Layer
(SSL) protocol, Transport Layer Security (TLS) protocol and OpenVPN protocol.

[0078] In one other embodiment, the fifth and the sixth modules implement one
or more of the third flows as transport connections with, correspondingly, the third and
the fourth modules, the third and the fourth modules further comprising proxies receiving
payload from these connections before it is split between the second flows, and sending

payload through these connections after it is aggregated from the second flows.
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[0079] In another embodiment, the first and the second modules are enabled to
encrypt the multiplexed payload of the second flows before sending it through one or
more of the first connections, and to decrypt the data received from one or more of the
first flows before demultiplexing it into the second flows.

[0080] In one embodiment, the first, the third and the fifth modules reside on one
or more computing devices within the first local network, while the second, the fourth
and the sixth modules reside on one or more computing devices within the second local
network, the first and the second local networks being connected over the wide area
network. In one instance, the first, the third and the fifth modules reside on the first
computing device, while the second, the fourth and the sixth modules reside on the
second computing device, the first and the second device being connected over the
computer network.

[0081] In one other embodiment, the third and the fourth modules are enabled to
acknowledge the data received by one or more flows by sending at least some packets
carrying the acknowledgements without encapsulating them inside the one or more of the
first flows.

[0082] In another aspect of the present invention, the first and the second
computers are exchanging the data over the computer network by using the following
modules:

e two or more coupled delivery controllers, coupled controller of the first

computer being associated with coupled controller of the second computer,
both controllers regulating the same data flow between the first and the second

computers, the controllers of that flow being enabled to send
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acknowledgements of received data and to retransmit the unacknowledged
data for the regulated flow,

e one or more coupled multiplexors, coupled multiplexor of the first computer
being associated with coupled multiplexor of the second computer, each set of
coupled multiplexors being enabled to exchange data over one or more
transport connections between the first and the second computers, one coupled
multiplexor being enabled to multiplex two or more regulated flows over the
one or more transport connections to another coupled multiplexor, enabled to
demultiplex received data into the two or more regulated data flows,

e a distributor, enabled to distribute data of the data stream to the two or more
delivery controllers on the same computer, the controllers sending the data
over their regulated flows, and to aggregate the data of the data stream from
the two or more delivery controllers, the controllers receiving the data from
their regulated flows,

o where the first and the second computers establish one or more transport
connections between the coupled multiplexors by using one or more transport
protocols that support receiving the data without providing the
acknowledgements to the sender.

[0083] In one embodiment, the coupled controllers regulating the same data flow

are enabled to change the amount of data sent through that flow before receiving an
acknowledgement of the previously sent data without exchanging information with the

controllers regulating other second flows. In one implementation, coupled controllers use
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one or more congestion control algorithms of the Transport Control Protocol (TCP) for
the regulated data flow.

[0084] In one instance, the transport protocol used by one or more transport
connections is a Universal Datagram Protocol (UDP).

[0085] In another embodiment, the first and the second computers use secure
communication protocol from the group of Secure Sockets Layer (SSL) and Transport
Layer Security (TLS) protocols over the one or more established transport connections.

[0086] In one other embodiment, the distributor further comprises a proxy
terminating the data stream and extracting its payload for distribution between the
delivery controllers.

[0087] In one implementation, the first computer and the second computer are
further enabled to encrypt the data over the one or more transport connections after it is
multiplexed from the regulated flows and to decrypt the data received over the one or
more transport connections before it is demultiplexed into the regulated flows.

[0088] In one other aspect of the present invention, one or more of the plurality of
multipath connections are not multiplexed over one or more common transport
connections; instead, these multipath connections are established directly between the
computers exchanging the data over the WAN, in parallel with the connections used to
multiplex multipath connections.

[0089] Fig. 1 is a diagram of a first network environment that may be used to
implement data transfer through multiple simultaneous transport connections multiplexed

through a virtual private network (VPN).
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[0090] A client 110 establishes at least one connection to request content from a
content server 195 over a computer network. A near proxy 115 terminates this
connection and submits its payload to a near multipath manager 120. The near multipath
manager 120 communicates with a plurality of delivery controllers 125. Each of these
controllers is associated with a connection between the multipath manager 120 and a
VPN client 145. Some of these connections are used to transfer the client data (135) and
others may be kept in reserve (140).

[0091] In the depicted implementation, each delivery controller 125 comprises a
TCP stack and the connections 135 and 145 are TCP connections encapsulated inside a
tunnel 150 established between the VPN client 145 and a VPN server 155. The TCP
connections are then passed to a far multipath manager 180 through connections 160
(with some connections 165 between far multipath manager 180 and VPN server 155
being kept in reserve in some embodiments) managed by delivery controllers 170. The
far multipath manager may communicate with a far proxy 185, which connects to the
content server 195.

[0092] In this implementation, TCP connections 135, 160 and connections 140,
165, respectively, the same connections, encapsulated within one or more VPN tunnels
150. In one example, a transport protocol used by VPN connection 150 does not support
the acknowledgement of received packets or retransmission of any unacknowledged
packets. In such embodiments, if there is a packet drop between the VPN client 145 and
the VPN server 155, its payload is not retransmitted until it’s demultiplexed into one of
the delivery controllers 125 or 170. The transport protocol used by the VPN tunnel 150

could be, for instance, UDP (Universal Datagram Protocol), ESP (Encapsulating Security
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Payload) or swIPe(Software Internet Protocol (IP) Encryption Protocol) protocol. Any of
these protocols may be used by the VPN client 145 and server 155 to implement secure,
authenticated data exchange based on at least one of Point-to-Point Tunneling Protocol
(PPTP), Layer 2 Tunneling Protocol (L2TP), Internet Protocol Security (IPSec), Secure
Socket Layer (SSL) Protocol, Transport Layer Security (TLS) protocol, and OpenVPN
protocol.

[0093] In this example, the VPN client 145 and server 155 multiplex TCP
connections 135, 160 by encapsulating their packets, and de-multiplexing them by
stripping the encapsulation headers. Each of the de-encapsulated packets is then passed to
the corresponding TCP stack, which acknowledges the received packets and retransmits
any previously sent packets that were not acknowledged by the receiver’s TCP stack. For
purposes of this disclosure unacknowledged data or packets that are not acknowledged
may be understood to be data or packets for which an acknowledgment is not received
within some timeout window.

[0094] In the depicted implementation, each of the delivery controllers in the
groups 125 and 170 are independent from each other. In particular, each of the
corresponding TCP stacks of the controllers 125, 170 keeps its own congestion window,
specifying how many packets can be sent without receiving confirmation of the
previously sent packets. As packets from different connections 135, 160 become lost
during the data transfer inside the tunnel 150, each delivery controller 125, 170
retransmits its own unacknowledged packets and adjusts its own congestion window
independently from the other delivery controllers 125, 170 based on the unacknowledged

packets. If packet loss is random, this results in the same type of improvement as the

28



WO 2018/027072 PCT/US2017/045372

data transfer across real multiple simultaneous reliable-delivery transport connections.
For instance, if a congestion window for one TCP connection drops 50% after the packet
loss, the aggregated congestion window for 10 parallel TCP connections only decreases
by 5%.

[0095] At the same time, multiplexing of the multiple simultaneous transport
connections 135, 160 over the same VPN tunnel 150 improves fairness of such virtual
multipath transport in comparison with multipath transport over non-multiplexed
connections. For instance, it a client opens a single VPN tunnel and then requests a single
file from the content server, this file will be delivered through the computer network over
the single transport connection, occupying only one per-connection-specific queue on
each intermediate router or a switch.

[0096] While the virtual multipath transport through the single connection can
consume more bandwidth than a single TCP connection over the same path, other modern
network protocols also support higher bit rates than comparable TCP flows. For
example, QUIC (Quick UDP Internet Connection) protocol, developed by Google
Corporation and used by the popular Chrome browser, implements MulTCP (multiple
TCP) congestion control algorithm, which is more aggressive than standard TCP.
Therefore, the embodiments disclosed herein provide for virtual multipath transport that
is more acceptable for a wide adoption by improving the balance between fairness and
increased performance.

[0097] In some embodiments, at least one of the VPN client 145 and VPN server
155 is implemented as a stand-alone hardware module or an appliance, fully responsible

for authentication and encryption of the traffic. In such embodiments, each proxy and
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multipath manager pair (proxy and multipath manager 115, 120; proxy and multipath
manager 185, 180) is implemented as modules or processes on one or more computers on
the same local network as a corresponding VPN module 145, 155. This embodiment has
an advantage of re-using existing VPN infrastructure (for instance, IPSEC VPN
appliances on the Enterprise network) without any changes to authentication and security
protocols, such as network-level peer authentication, data origin authentication, data
integrity and replay protection.

[0098] In some embodiments, proxy, multipath manager and VPN module may
be deployed on the same computer. In some embodiments, a client application on a
mobile device may integrate near proxy 115, near multipath manager 120 and VPN client
145. In another instance, VPN server 155 may be running on the same server computer as
far multipath manager 180 and far proxy 185. In some embodiments, far multipath
manager 180 and far proxy 185 could be deployed on a plug-in hardware module,
integrated with the VPN server appliance 155.

[0099] In some embodiments, data encryption is only performed once for each
data payload, thereby improving performance and saving computing resources. In some
embodiments, multipath managers 120, 180 perform no authentication or encryption,
relying instead on VPN modules 145, 155 to do it. In some embodiments, client 110 and
content server 195, at least when exchanging the data over the HTTP protocol, would
also rely on the VPN tunnel 150 to transfer data securely over a WAN (Wide Area
Network). In other embodiments, VPN encryption may be disabled and the multipath
managers 120, 180 would encrypt the traffic through transport connections 135, 140, 160,

165. In some embodiments, parts of the traffic would be encrypted either between the
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client 110 and the content server 195, while other part of the traffic would be encrypted
between the multipath managers 120, 180. For instance, encryption of the data by the
multipath transport managers 120, 180 would be disabled for the data exchanged by the
client 110 and the content server 195 over the HTTPS protocol.

[00100] In some embodiments, verification of delivery of the data
transferred over the computer network between the VPN client 145 and the VPN server
155 1s accomplished only through simultaneous transport connections 135, 140, 160, 165
that use reliable-delivery transport protocol such as TCP. In this implementation, data
received over the VPN tunnel 150 are not acknowledged until they are demultiplexed and
reach delivery controllers 125, 170 of corresponding multipath connections 135, 160.
This prevents sending repeated or cascaded acknowledgements for the same data
transferred over the wide area network (WAN) thereby avoiding performance
degradation.

[00101] In some embodiments, only delivery controllers 125, 170
associated with multipath connections are responsible for acknowledging the data
received over the WAN and for retransmission of unacknowledged data. In this instance,
VPN client 145 and server 155 are enabled to use transport protocol such as UDP, which
delivers the data without sending acknowledgements; proxies 115 and 185 may likewise
be enabled to prevent sending acknowledgements from the client 110 and the content
server 195 over the WAN.

[00102] In some embodiments, proxy 115 terminates connections with the
client 110, while proxy 185 terminates connections with the content server 195, thereby

stopping corresponding acknowledgements and passing only the packet payloads. In
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another example, proxies 115 and 185 function as “snoop” proxies: instead of terminating
connections with the client 110 and the content server 195, they block generated
acknowledgements and create simulated acknowledgements close to the sender. For
instance, proxy 115 would block all acknowledgements by the client 110 receiving data
from the server 195, while proxy 185 would simulate acknowledgements for all data sent
by the server 195. Likewise, proxy 185 could block acknowledgments by the content
server 195 and proxy 115 could provide simulated acknowledgments to the client 110 for
all data sent by the client 110.

[00103] In some embodiments, balance between active connections 135,
160 and reserve connections 140, 165 changes for different network environments. For
instance, if packet losses remain random, previously reserved connections could become
active to further decrease impact of each packet loss.

[00104] In some embodiments, all transport connections 135, 140, 160, 165
opened by the multipath manager 120, 180 become active when there is a need to transfer
the data requested by the client, i.e. there are no reserve connections.

[00105] In some embodiments, a total number of active connections 135
opened by the near transport manager 120 increases with increase of the number of data
files simultaneously downloaded to the client 110. This allows VPN users to get a better
share of the available resources, compensating for the limitation of the single connection
queue by increase of the average throughput.

[00106] In one implementation of the embodiment depicted in Fig. 1, a
single transport connection 150 is opened between the VPN client 145 and the VPN

server 155. In another implementation, multiple transport connections 150 carrying the
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multiplexed data of connections 135, 160 can be opened between the same VPN client
145 and VPN server 155. In some embodiments, the number of transport connections
150 carrying the multiplexed data is smaller than the number of connections 135, 160
opened by the multipath manager and multiplexed through connections between the VPN
client 145 and the VPN server 155. For example, there may be a single connection 150.

[00107] In some embodiments, VPN client 145 opens multiple connections
150 to the same VPN server 155 when the client 110 requests concurrent download of
multiple data streams, allowing the client 110 to utilize multiple connection queues on the
intermediate router or a switch. For instance, if client opens eight simultaneous download
streams, they could be split between 64 simultaneous transport connections 135, 160
opened by the near transport manager 120, and then multiplexed though eight transport
connections 150 between the VPN client and the VPN server. In some embodiments, the
same number of multipath connections 135, 160 created by the multipath manager 125
can be multiplexed through the different numbers of the transport connections 150
between the same VPN client 145 and the same VPN server 155.

[00108] In another example, VPN client 145 opens multiple connections to
two or more different VPN servers 155, processing different client requests. For instance,
client 110 can request to download a file stored on a first content server 195 in location
A, through a first VPN server 155 near location A. The same client 110 can also request
download of a file stored on a second content server 195 in a different location B,
through a second VPN server 155 near location B. In this case, multipath manager 120

may generate a different set of multipath connections 135 for each VPN server 155, to be
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multiplexed through one or more connections 150 between the VPN client 145 and the
corresponding VPN server 155.

[00109] Fig. 2 is a diagram of a second environment used to implement a
client side of the data transfer through multiple simultaneous transport connections,
multiplexed through the VPN connection 150.

[00110] Fig. 2 depicts a client-side implementation where proxy 115,
multipath manager 120, and VPN client 145 are all running on the same computing
device, for instance a desktop computer or a mobile phone. In this implementation, a
client application 200 (for instance, a web browser or a mobile application) executed in
user space and opens a TCP socket 210 that sends the traffic to a Virtual network device
220. Virtual network device 220 comprises a TUN (network TUNnel) device operating in
the kernel space of the operating system executing on the computing device

[00111] Terms “kernel space” and “user space” may be understood to refer
to the two types of virtual memory provided by the modern computer operating systems
such as LINUX and WINDOWS. Primarily, separation between the kernel and user
space serves to provide memory protection and hardware protection from malicious or
errant software behavior. Kernel space is strictly reserved for running a privileged
operating systern kerpel, kernel extensions, and most device drivers. Tn contrast, user
space refers to the memory area used to execute various programs and libranes
interacting with the privileged operating system running in the kernel space: software that
performs input/output, manipulates file system objects, application software, etc.

[00112] The virtual network device 220 shifts the traffic back to the user

space. A transport proxy 230 intercepts the traffic from the TCP socket 210, terminates
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its connection, and sends the payload from the intercepted traffic to a multipath manager
255, also running in the user space. Multipath manager 255 distributes this payload over
multiple transport connections opened through sockets 240, 250, 260, 270. Instead of
sending the data from the multiple connections 240-270 over the wide area network
(WAN), as in the known implementations of the multipath transport, in the illustrated
embodiment, the TCP sockets 240-270 again send the data to the virtual network device
220, which shifts the traffic back into the user space. The packets from the multiple
transport connections are intercepted in the user space by a VPN client 280. VPN client
280 opens a tunnel over a WAN to a VPN server using a transport protocol that doesn’t
send acknowledgements of received packets (for instance, UDP or IP). To establish the
connection with the VPN server in bypass of the virtual network device 220, in the
depicted implementation, the VPN client 280 uses a protected socket 290. In some
embodiments, VPN client 280 may bind to a different network interface or use another
means to make sure that its traffic isn’t redirected to the user space but rather sent directly
through the WAN.

[00113] Upon receiving the packets from the TCP sockets 240-270
associated with multiple transport connections created by the multipath manager 255,
VPN client 280 encapsulates each packet, encrypting it as a payload and adding the
headers for the transport protocol of the VPN tunnel (for instance, UDP / IP). As a result,
packets from multiple TCP transport connections 240-270 are multiplexed over the one
or more UDP connections before being sent through the WAN. Correspondingly, the
packets received through the WAN are de-encapsulated (their UDP/IP wrappers are

removed), and then sent to corresponding TCP sockets 240-270. TCP sockets 240-270
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are then configured to transmit acknowledgments of the received data. The TCP sockets
240-270 are further configured to, when sending their own data, re-transmit any
unacknowledged data. As a result of using multiple TCP sockets 240-270 in parallel to
process a single client’s request, any random packet drop over the WAN only decreases a
single congestion window maintained by one TCP socket 240-270, while the other TCP
sockets 240-270 continue to process data at the full speed.

[00114] In some embodiments, both transport proxy 230 and VPN client
280 listen to the packets from the virtual network device 220. Transport proxy 230
intercepts all packets sent from the virtual network device 220 except packets sent to a
specific set of IP addresses and/or ports. The multipath manager 255 establishes multiple
simultaneous transport connections 240-270 to the specific set of IPs and / or ports. The
VPN client 280 intercepts only packets from the virtual network device 220 sent to the
specific set of IPs and / or ports associated with the multiple simultaneous transport
connections 240-270. As a result, transport proxy 230 intercepts and terminates all
connections except ones establishes by the multipath manager 255 and the VPN client
280 encapsulates only packets sent through the connections 240-270 established by the
multipath manager 255. In this implementation, multipath manager 255 and VPN client
280 are working independently and may not be programmed with information regarding
one another: multipath manager 255 sends traffic through TCP connections 240-270 and
VPN client 280 intercepts specific packets from the virtual network device 220.

[00115] In an alternative implementation, transport proxy 230 intercepts all
packets from the virtual network device 220, but passes packets having specific IPs and /

or ports used by the multipath transports 240-270 to the VPN client 280, instead of
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terminating their connections. In this case, VPN client 280 doesn’t intercept the packets
sent through the virtual network device 220, but receives them from the transport proxy
230. In this alternative implementation, demultiplexed packets, received over the WAN,
may still be sent through the virtual network device 220 to the corresponding TCP
sockets 240-270.

[00116] In another implementation, transport proxy 230 is replaced by the
proxy 230, which is programmed to listen for the client traffic in user space on a specific
port. For example, the client application 200 may be an Internet browser such as a
Chrome browser developed by the Google Corporation, and its settings specify use of a
local proxy 230 listening on a specific port. In this case, traffic between the client 200
and the proxy 230 is exchanged in the user space, without going through the kernel space
and only connections created by the multipath manager 255 go through the kernel space
and then get intercepted by the VPN client 280 in the manner described above.

[00117] The above-described implementations have a common feature of
exchanging traffic through the multipath connections controlled by the TCP sockets 240-
270 in the kernel space. This simplifies the implementation by reusing reliable delivery
transport protocol supported by the operating system. In alternative implementations,
TCP sockets 240-270 used by the multipath transports may be executed in the user space,
reducing or eliminating the packet transfer between the kernel and the user space.

[00118] In some embodiments, similar implementations are used both on
the client side and on the server side. In other embodiments, the server side may utilize a
different implementation, for instance, by using a separate VPN appliance 155 that

intercepts all packets sent from the multipath manager 180 over the local network.
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[00119] Fig. 3 is a process flow diagram of an embodiment of a method of
the data transfer through multiple simultaneous transport connections, multiplexed
through a smaller number of VPN tunnels, such as a single VPN tunnel. The method of
Fig. 3 may be executed using any of the configurations of Figs. 1 and 2 and the various
embodiments discussed above.

[00120] In the illustrated embodiment, a sender (for instance a content
server) sends 300 the data requested by the client (“receiver” in Fig. 3). These data, even
if they comprise a content of a single file, are split 305 between two or more
simultaneously open transport connections. Packets from these connections are
multiplexed 310 into a single VPN connection, for instance by encrypting 315 the
payload of each packet, encapsulating the encrypted payload inside a VPN packet of the
VPN tunnel and then sending the VPN packet over the WAN.

[00121] The receiver extracts and decrypts 320 the payload, and then
demultiplexes 325 the packets contained in the payload to their corresponding
connections.

[00122] In the depicted implementation, the receiver sends 335
acknowledgements of the received data only after they are demultiplexed to the multipath
transport connections. Each transport connection of these transport connections
acknowledges only the data sent through the each transport connection. The VPN
connection used to transmit multiplexed data doesn’t acknowledge their arrival in the
illustrated embodiment, relying on the multiple transport connections to provide reliable

delivery.
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[00123] The sender receives and demultiplexes 330 acknowledgements and
then retransmits 340 unacknowledged data. Again, each transport connection only
retransmits the data not acknowledged after being sent inside that transport connection,
without affecting others of the transport connections. In this way, random packet loss
over the WAN may decrease the TCP congestion window for one transport connection,
while other transport connections would maintain large congestion windows and operate
at higher rate.

[00124] After the retransmitted data are received 345 by the corresponding
multipath connections, these data are aggregated 350 with data from other multipath
connections and the aggregated data is then received 355 into a content connection. The
receiver side of the content connection doesn’t have to acknowledge the received data:
reliable delivery is managed through the multipath transport connections, improving the
throughput in the presence of the random packet losses.

[00125] Fig. 4 is a diagram of a third environment used to implement a
client side of data transfer through multiple simultaneous data flows, multiplexed through
a transport connection.

[00126] In this implementation, a provider 400 of the content data stream
(for instance, a content server responding with the data requested by a client), sends the
data to a traffic distributor 410, which splits the provided data and distributes portions of
the provided data among multiple input buffers 420. In some embodiments, the traffic
distributor 410 is implemented as a round-robin loader, rotating through available input

buffers 420. In other instances, distributor 410 may distribute the traffic unevenly, based,
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for instance, on a velocity of data consumption from each input buffer 420, or the amount
of the available space in each input buffer 420.

[00127] Each input buffer 420 feeds a delivery controller 430, which
removes data from its corresponding input buffer 420 and sends the data to its sender
buffer 440. The delivery controller 430 also receives acknowledgements of previously
sent data and retransmits unacknowledged data. In some embodiments, the delivery
controller 430 implements a congestion control algorithm at least partially similar to
implementation used by the TCP protocol: only a limited amount of new data (lesser of
the sizes of a congestion window and a flow control window) is allowed to be sent
without receiving the confirmation of previously sent data. If previously sent data
remains unacknowledged, it is retransmitted and the size of the congestion window is
temporarily decreased to decrease the sending rate. In alternative implementations,
delivery controllers 430 may support different reliable delivery algorithms, for instance
by only retransmitting data marked as “important”, such as I-frames of a compressed
video stream.

[00128] In some embodiments, delivery controllers 430 work
independently from each other. For example, in some embodiments, each delivery
controller 430 only accepts acknowledgements of the data that it previously submitted to
its corresponding send buffer 440 and can only adjust its own congestion window without
changing congestion windows of the other delivery controllers 430. In another
implementation, delivery controllers 430 may exchange at least some information. For
instance, if synchronized losses are detected between multiple controllers 430, some

controllers 430 may pause sending new data.
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[00129] Data from the send buffers 440 is read by a multiplexor 460. In the
described implementation, this multiplexor 460 reads data from each send buffer 440 in
turn. In another implementation, the multiplexor 460 can change the sequence of
accessing the send buffers 440 (for instance, based on an amount of stored data or
available space in each send buffer 440), or access multiple send buffers 440 in parallel.

[00130] In some embodiments, each delivery controller 430 adds a header
to the payload data, before forwarding the payload data and header to its corresponding
send buffer 440. In some embodiments, the added header contains one or more fields
from the group of identifier, source port, acknowledgment number, set of flags and
window size. If a source port is present in the header, it may be used as an identifier of
the corresponding delivery controller 430. The format of this header could be, for
instance, at least partially the same as the format of a TCP header. In some
embodiments, this header doesn’t contain a valid checksum inasmuch as integrity of the
received data is verified by using a checksum of the transport protocol used to exchange
multiplexed data, such as UDP protocol. In such embodiments, validation of a received
data unit is performed only once, saving computing resources. In another
implementation, at least part of the header is added by the multiplexor 460, after it reads
the data from each send buffer 440.

[00131] The multiplexor 460 sends each data unit containing the payload
and the header to a socket 480, which is responsible for maintaining a transport
connection with another computer over the WAN. In this implementation, the socket 480
is a UDP socket, which can deliver the data without receiving acknowledgements of

previous deliveries.
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[00132] In some embodiments, data emitted by the delivery controllers 430
is encrypted after being multiplexed by the multiplexor 460 into a smaller number of data
flows. In some embodiments, multiplexor 460 performs data encryption before sending
the data to the UDP socket 480.

[00133] In another implementation, data can be encrypted by each delivery
controller 430, before being sent to the multiplexor 460. In yet another implementation,
only data streams not encrypted by the sender (for instance, ones using HTTP protocol)
are encrypted by either multiplexor 460 or delivery controllers 430. In such
embodiments, data streams already encrypted by the sender (for instance, ones using
HTTPS protocol) are not additionally encrypted.

[00134] In yet another implementation, the multiplexor 460 encrypts at
least a portion of the packets containing the data streams encrypted by the sender. For
instance, to hide specific headers associating different packets with different delivery
controllers 430.

[00135] Fig. 4 depicts a sender-side implementation. In some
embodiments, a receiver computer contains the same number of delivery controllers 430
as the sender computer. Each controller 430 from one computer is coupled with a
controller on another computer, maintaining a single data stream. In this implementation,
the sender computer’s socket 480 receives acknowledgements generated by the coupled
delivery controllers 430 of the receiver computer. These acknowledgements are
temporarily stored in a receive buffer 470, and then passed to corresponding delivery

controllers 430 (each acknowledgement contains identifier of the corresponding data
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stream associated with the coupled delivery controllers and is therefore delivered to the
delivery controller 430 referenced by the each acknowledgment).

[00136] Fig. 5 depicts a process flow diagram of a method for the data
transfer through multiple simultaneous data flows multiplexed through one or more
transport connections. The method of Fig. 5 may be implemented using the environment
of Fig. 4 and any of the various implementations described above.

[00137] The method of Fig. 5 describes both sender-side and receiver-side
implementations. A sender sends 500 data through a data stream, which data stream is
then split 505 between multiple data flows associated with separate delivery controllers.
Data from sender’s controllers are multiplexed 510 over one or more transport
connections and sent 515 over the WAN.

[00138] The receiver receives 520 the sent data and demultiplexes 525
them into data flows passed to corresponding delivery controllers 530, i.e. each unit of
data, e.g. packet, received at step 520 is passed to a delivery controller referenced by the
each unit of data.

[00139] In some embodiments, the sender encrypts the data after
multiplexing 510 them into the UDP connection. Accordingly, in such embodiments, the
receiver decrypts the data before demultiplexing 525 them into the corresponding
delivery controllers 430.

[00140] In some embodiments, the sender, after multiplexing 510 the data
from multiple delivery controllers 430, inserts additional data used for error correction,
and then sends this additional data over the WAN together with the multiplexed data. In

some embodiments, the receiver performs error correction on the received data before
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demultiplexing 525 that data to the corresponding delivery controllers using this
additional data. In some embodiments, the receiver maintains a queue used for the error
correction (for instance, if sender inserts additional packet equal to the XOR of the
previous 8 packets, receiver keeps the error correction packet until at least 7 of its
original packets are received, or until a pre-defined time interval has expired).

[00141] After receiving demultiplexed data, each receiver’s controller 430
sends 535 acknowledgements of the received data, each controller’s acknowledgments
referencing the corresponding controller of the sender. The sender demultiplexes received
acknowledgements and passes 530 them to the corresponding delivery controllers
referenced by the acknowledgments. Any delivery controller that determines that an
acknowledgment has not been received for data will then retransmit 540 unacknowledged
data. The receiver receives and acknowledges 545 retransmitted data. The receiver then
aggregates 550 the data received through multiple delivery controllers into the data
stream, before passing 555 the data stream to the recipient.

[00142] In some embodiments, each of the first and the second computers
exchanging the data over the WAN implement both sender and receiver components. In
particular, the sender side splits uploads between multiple data flows maintained by the
delivery controllers and multiplexes these flows over one or more transport connections.
The receiver side demultiplexes the received data and aggregates them into the single
stream. Multiple data streams can be processed at the same time, each stream being split,
multiplexed and aggregated after being transferred over the WAN.

[00143] The embodiments described above with respect to Figs. 4 and 5

increase the throughput in the presence of random packet losses over the WAN by
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splitting the original data streams into multiple asynchronous data flows, each data flow
maintaining completely or at least partially independent control over its delivery rate. In
comparison with embodiments depicted by Figs. 1 and 2, the embodiment depicted by
Fig. 4 doesn’t include establishing multiple simultaneous transport connection that are
subsequently multiplexed through a smaller number of transport connections such as a
single VPN tunnel. The embodiment of Fig. 4 can be completely implemented in the
user space, relying on coupled delivery controllers 430 to maintain independent data
flows while improving the fairness in comparison with using separate multipath
transports.

[00144] The embodiment of Figs. 4 and 5 also provides significant
advantage over the protocols that use a single data flow with throughput exceeding a
regular TCP transport protocol (for instance, QUIC protocol, developed by Google
Corporation, uses single data flow controlled by the MulTCP algorithm). Packet loss in
the single data flow may result in a retransmission time out (RTO), decreasing throughput
of the whole data stream. Such RTO may occur, for instance, if packet is lost at the tail
of the delivery and tail loss probe did not succeed. In comparison, RTO in one of the
data flows implemented according to the embodiments of Figs. 4 and 5 affects only that
data flow: all other data flows may continue data exchange at the full speed. Also,
delivery controllers 430 for each of the multiple data flows may implement standard
congestion and flow control algorithms, such as ones used by the TCP protocol. This is
better than relying on custom modifications of congestion control for a single flow, such

as MulTCP, which has not been widely tested over the real networks.
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[00145] In another aspect of the present invention, one or more of the
plurality of multipath connections are not multiplexed over one or more common
transport connections. Instead, these multipath connections are established directly
between the computers exchanging the data over the WAN, in parallel with the
connections used to multiplex multipath connections.

[00146] Fig. 6 is a diagram of the fourth network environment used to
implement data transfer through multiple simultaneous transport connections, where only
portion of the simultaneous connections are multiplexed.

[00147] In the depicted implementation, client 600 requests download of a
single file from the content server 690. Multipath data managers include multipath TCP
modules 610 and 680 that split the uploads over multiple TCP connections 620, 650, 670
and aggregate the downloads from the multiple TCP connections 620, 650, 670 into a
single data stream. The manner in which the multipath TCP modules 610, split data
among multiple TCP connections and then aggregate the data at the receiver may be
performed according to any of the embodiments described above.

[00148] In the embodiment of Fig. 6, only some of these TCP connections
(620, 670) are multiplexed over a tunnel connection 640 between a VPN client 630 and a
VPN server 660. One or more of the remaining TCP connections 650 are established
directly between the multipath TCP modules 610 and 680, instead of being multiplexed.

[00149] In some embodiments, multipath connections 670 (ones
multiplexed through the VPN tunnel 640) carry payload data, such as a content of
requested file whereas at least some of the non-multiplexed connections 650 carry control

signals, such as acknowledgements of received data, congestion indications or
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instructions to adjust delivery parameters. This implementation decreases the latency of
receiving the acknowledgements (they don’t have to be multiplexed through the VPN
tunnel 640 and may be sent without encryption without compromising payload security).
At the same time, the amount of bandwidth used by the control signals such as
acknowledgements is much lower than the amount of bandwidth used by the payload
data, improving fairness in comparison with the case where all multipath transports are
established without multiplexing them over a smaller number of VPN or proxy
connections.

[00150] In another embodiment, VPN tunnel 640 is established over a
different data link than one or more of direct multipath connections 650. For instance,
download of the single file is split between multiple TCP connections multiplexed inside
a single VPN tunnel 640 established over a Wi-Fi interface and an additional TCP
connection is established over a mobile network interface. In some embodiments, data
through the mobile interface only includes the acknowledgements of the data received
over the Wi-Fi interface and demultiplexed from the VPN connection 640. In other
embodiments, data through the mobile interface may carry at least some of the packets
that don’t require additional encryption, for instance when the client 600 and the server
690 exchange the data using the HTTPS protocol.

[00151] Computing devices (client, content server, etc.), networking
components, and modules described herein may have some or all of the attributes of the
computing device 700 of Fig. 7. In particular, components described above as being a

computer or a computing device may have some or all of the attributes of the computing
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device 700 of Fig. 7. Fig. 7 is a block diagram illustrating an example computing device
700 which can be used to implement the systems and methods disclosed herein

[00152] Computing device 700 includes one or more processor(s) 702, one
or more memory device(s) 704, one or more interface(s) 706, one or more mass storage
device(s) 708, one or more Input/Output (I/0) device(s) 710, and a display device 730 all
of which are coupled to a bus 712. Processor(s) 702 include one or more processors or
controllers that execute instructions stored in memory device(s) 704 and/or mass storage
device(s) 708. Processor(s) 702 may also include various types of computer-readable
media, such as cache memory.

[00153] Memory device(s) 704 include various computer-readable media,
such as volatile memory (e.g., random access memory (RAM) 714) and/or nonvolatile
memory (e.g., read-only memory (ROM) 716). Memory device(s) 704 may also include
rewritable ROM, such as Flash memory.

[00154] Mass storage device(s) 708 include various computer readable
media, such as magnetic tapes, magnetic disks, optical disks, solid-state memory (e.g.,
Flash memory), and so forth. As shown in FIG. 7, a particular mass storage device is a
hard disk drive 724. Various drives may also be included in mass storage device(s) 708
to enable reading from and/or writing to the various computer readable media. Mass
storage device(s) 708 include removable media 726 and/or non-removable media.

[00155] I/O device(s) 710 include various devices that allow data and/or
other information to be input to or retrieved from computing device 700. Example I/O

device(s) 710 include cursor control devices, keyboards, keypads, microphones, monitors

48



WO 2018/027072 PCT/US2017/045372

or other display devices, speakers, printers, network interface cards, modems, lenses,
CCDs or other image capture devices, and the like.

[00156] Display device 730 includes any type of device capable of
displaying information to one or more users of computing device 700. Examples of
display device 730 include a monitor, display terminal, video projection device, and the
like.

[00157] Interface(s) 706 include various interfaces that allow computing
device 700 to interact with other systems, devices, or computing environments. Example
interface(s) 706 include any number of different network interfaces 720, such as
interfaces to local area networks (LANs), wide area networks (WANs), wireless
networks, and the Internet. Other interface(s) include user interface 718 and peripheral
device interface 722. The interface(s) 706 may also include one or more user interface
elements 718.  The interface(s) 706 may also include one or more peripheral interfaces
such as interfaces for printers, pointing devices (mice, track pad, etc.), keyboards, and the
like.

[00158] Bus 712 allows processor(s) 702, memory device(s) 704,
interface(s) 706, mass storage device(s) 708, and I/O device(s) 710 to communicate with
one another, as well as other devices or components coupled to bus 712. Bus 712
represents one or more of several types of bus structures, such as a system bus, PCI bus,
IEEE 1394 bus, USB bus, and so forth.

[00159] For purposes of illustration, programs and other executable
program components are shown herein as discrete blocks, although it is understood that

such programs and components may reside at various times in different storage
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components of computing device 700, and are executed by processor(s) 702.
Alternatively, the systems and procedures described herein can be implemented in
hardware, or a combination of hardware, software, and/or firmware. For example, one or
more application specific integrated circuits (ASICs) can be programmed to carry out one
or more of the systems and procedures described herein.

[00160] In the above disclosure, reference has been made to the
accompanying drawings, which form a part hereof, and in which is shown by way of
illustration specific implementations in which the disclosure may be practiced. It is
understood that other implementations may be utilized and structural changes may be

made without departing from the scope of the present disclosure. References in the

29 <C 2%

specification to “one embodiment,” “an embodiment,” “an example embodiment,” etc.

indicate that the embodiment described may include a particular feature, structure, or
characteristic, but every embodiment may not necessarily include the particular feature,
structure, or characteristic. Moreover, such phrases are not necessarily referring to the
same embodiment. Further, when a particular feature, structure, or characteristic is
described in connection with an embodiment, it is submitted that it is within the
knowledge of one skilled in the art to affect such feature, structure, or characteristic in
connection with other embodiments whether or not explicitly described.

[00161] Implementations of the systems, devices, and methods disclosed
herein may comprise or utilize a special purpose or general-purpose computer including
computer hardware, such as, for example, one or more processors and system memory, as

discussed herein. Implementations within the scope of the present disclosure may also

include physical and other computer-readable media for carrying or storing computer-
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executable instructions and/or data structures. Such computer-readable media can be any
available media that can be accessed by a general purpose or special purpose computer
system. Computer-readable media that store computer-executable instructions are
computer storage media (devices). Computer-readable media that carry computer-
executable instructions are transmission media. Thus, by way of example, and not
limitation, implementations of the disclosure can comprise at least two distinctly different
kinds of computer-readable media: computer storage media (devices) and transmission
media.

[00162] Computer storage media (devices) includes RAM, ROM,
EEPROM, CD-ROM, solid state drives (“SSDs”) (e.g., based on RAM), Flash memory,
phase-change memory (“PCM”), other types of memory, other optical disk storage,
magnetic disk storage or other magnetic storage devices, or any other medium which can
be used to store desired program code means in the form of computer-executable
instructions or data structures and which can be accessed by a general purpose or special
purpose computer.

[00163] An implementation of the devices, systems, and methods disclosed
herein may communicate over a computer network. A “network” is defined as one or
more data links that enable the transport of electronic data between computer systems
and/or modules and/or other electronic devices. When information is transferred or
provided over a network or another communications connection (either hardwired,
wireless, or a combination of hardwired or wireless) to a computer, the computer
properly views the connection as a transmission medium. Transmissions media can

include a network and/or data links, which can be used to carry desired program code
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means in the form of computer-executable instructions or data structures and which can
be accessed by a general purpose or special purpose computer. Combinations of the
above should also be included within the scope of computer-readable media.

[00164] Computer-executable instructions comprise, for example,
instructions and data which, when executed at a processor, cause a general purpose
computer, special purpose computer, or special purpose processing device to perform a
certain function or group of functions. The computer executable instructions may be, for
example, binaries, intermediate format instructions such as assembly language, or even
source code. Although the subject matter has been described in language specific to
structural features and/or methodological acts, it is to be understood that the subject
matter defined in the appended claims is not necessarily limited to the described features
or acts described above. Rather, the described features and acts are disclosed as example
forms of implementing the claims.

[00165] Those skilled in the art will appreciate that the disclosure may be
practiced in network computing environments with many types of computer system
configurations, including, an in-dash vehicle computer, personal computers, desktop
computers, laptop computers, message processors, hand-held devices, multi-processor
systems, microprocessor-based or programmable consumer electronics, network PCs,
minicomputers, mainframe computers, mobile telephones, PDAs, tablets, pagers, routers,
switches, various storage devices, and the like. The disclosure may also be practiced in
distributed system environments where local and remote computer systems, which are
linked (either by hardwired data links, wireless data links, or by a combination of

hardwired and wireless data links) through a network, both perform tasks. In a
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distributed system environment, program modules may be located in both local and
remote memory storage devices.

[00166] Further, where appropriate, functions described herein can be
performed in one or more of: hardware, software, firmware, digital components, or
analog components. For example, one or more application specific integrated circuits
(ASICs) can be programmed to carry out one or more of the systems and procedures
described herein. Certain terms are used throughout the description and claims to refer to
particular system components. As one skilled in the art will appreciate, components may
be referred to by different names. This document does not intend to distinguish between
components that differ in name, but not function.

[00167] It should be noted that the sensor embodiments discussed above
may comprise computer hardware, software, firmware, or any combination thereof to
perform at least a portion of their functions. For example, a sensor may include computer
code configured to be executed in one or more processors, and may include hardware
logic/electrical circuitry controlled by the computer code. These example devices are
provided herein purposes of illustration, and are not intended to be limiting.
Embodiments of the present disclosure may be implemented in further types of devices,
as would be known to persons skilled in the relevant art(s).

[00168] At least some embodiments of the disclosure have been directed to
computer program products comprising such logic (e.g., in the form of software) stored
on any computer useable medium. Such software, when executed in one or more data

processing devices, causes a device to operate as described herein.
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[00169] While various embodiments of the present disclosure have been
described above, it should be understood that they have been presented by way of
example only, and not limitation. It will be apparent to persons skilled in the relevant art
that various changes in form and detail can be made therein without departing from the
spirit and scope of the disclosure. Thus, the breadth and scope of the present disclosure
should not be limited by any of the above-described exemplary embodiments, but should
be defined only in accordance with the following claims and their equivalents.

[00170] The foregoing description has been presented for the purposes of
illustration and description. It is not intended to be exhaustive or to limit the disclosure
to the precise form disclosed. Many modifications and variations are possible in light of
the above teaching. Further, it should be noted that any or all of the aforementioned
alternate implementations may be used in any combination desired to form additional

hybrid implementations of the disclosure.
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CLAIMS:

1. A method comprising:

(a) providing, by a computer system, a first number of one or more first network
connections to a remote computing device;

(b) providing, by the computer system, a second number of second network
connections to the remote computing device, the first number being smaller than the
second number;

(c) multiplexing, by the computer system, a plurality of second data flows of the
second network connections in one or more first data flows through the one or more first
network connections;

(d) receiving, by the computer system, an instruction to transmit payload data to
the remote computing device; and

(e) in response to the instruction--

(1) dividing, by the computer system, the payload data into data portions;

(i) transmitting, by the computer system, the data portions over different
connections of the second connections;

(1i1) multiplexing, by the computer system, the data portions transmitted
over the second connections through the one or more first network connections;

(iv) receiving, by the computer system, one or more acknowledgements
for the data portions, each acknowledgment of the one or more acknowledgments
referencing a second connection of the second connections;

(v) demultiplexing, by the computer system, each acknowledgment of the

one or more acknowledgments onto the second connection referenced by the each
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acknowledgment;

(vi) determining, by the computer system, that acknowledgment was not
received for at least one data portion of the data portions by at least one second
connection of the second connections over which the at least one data portion was
transmitted; and

(vii) in response to determining that acknowledgment was not received for
the at least one data portion, retransmitting the at least one data portion over the at

least one second connection.

2. The method of claim 1, wherein multiplexing the plurality of second data
flows of the second network connections in the one or more first data flows through the
one or more first network connections comprises transmitting the one or more first data

flows without regard to any acknowledgment of the one or more first data flows.

3. The method of claim 1, wherein multiplexing the plurality of second data
flows of the second network connections in the one or more first data flows through the
one or more first network connections comprises transmitting the one or more first data
flows according to at least one of Universal Datagram Protocol (UDP), Internet Protocol
(IP) Encapsulating Security Payload (ESP), and Software IP Encryption Protocol

(swlPe).

4. The method of claim 1, wherein providing the second network

connections comprises implementing the second network connections according to at
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least one of Transport Control Protocol (TCP), Multipath Transport Control Protocol

(Multipath TCP) and Stream Control Transmission Protocol (SCTP).

5. The method of claim 1, wherein the computer system implements a
plurality of delivery controllers, each controller of the plurality of delivery controllers
coupled to a corresponding controller executing on the remote device and implementing
one of the second connections;

wherein (vi) and (vii) are performed by at least one delivery controller of the
delivery controllers, the at least one delivery controller implementing the at least one
second connection; and

wherein the method further comprises, in response to (vi), reducing, by the at least
one delivery controller, an amount of unacknowledged data that may be transmitted

before transmitting additional data over the at least one second connection.

6. The method of claim 1, wherein the computer system comprises a client
computing device and a virtual private network (VPN) server device in data
communication with the client computing device;

wherein the method comprises performing (a), (¢), (ii1), (iv), and (v) by the VPN
server device;

wherein the method comprises performing (b), (i), (i1), (vi), and (vii) by the client

computing device.

7. The method of claim 6, wherein (i1) comprises transmitting a plurality of
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packets containing the data portions over the second connections;
wherein (ii1) comprises encapsulating the plurality of packets inside the one or

more first data flows.

8. The method of claim 6, wherein the client computing device and VPN
server device implement at least one of Point-to-Point Tunneling Protocol (PPTP), Layer
2 Tunneling Protocol (L2TP), Internet Protocol Security (IPSec), Secure Socket Layer

(SSL) Protocol, Transport Layer Security (TLS) protocol, and OpenVPN protocol.

9 The method of claim 1, wherein the computer system implements a proxy,

the proxy performing (b),(d), (1), (i1), (vi) and (vii).

10. The method of claim 1, wherein (¢) comprises encrypting one or more first
data flows after multiplexing the plurality of second data flow in the one or more first

data flows through the one or more first network connections.

11. The method of claim 1, wherein the computer system comprises a plurality

of different computing devices in a first local network, the remote computing device

being located in second local network remote from the first local network.

12. The method of claim 1, wherein the computer system comprise a single

computing device.
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13. The method of claim 1, wherein (iv) comprises receiving, by the computer
system, the one or more acknowledgements for the data portions in a third data flow that

is not encapsulated in the one or more first data flows of the one or more first network

connections.
14. The method of claim 1, wherein the first number is one.
15. A computer system comprising one or more computing devices, the one or

more computing devices each comprising one or more processing devices and one or
more memory devices operably coupled to the one or more processing devices, the one or
more memory devices of the one or more computing devices storing executable code
effective to cause the one or more processors of the one or more computing devices to:
establish a first number of one or more first network connections terminating at a
remote computing device;
establish a second number of second network connections terminating at the
remote computing device through the first network connections, the first number being
smaller than the second number;
transmit payload data to the remote computing device by--
(1) dividing the payload data into data portions;
(11) transmitting the data portions over different connections of the second
connections; and
(1i1) multiplexing the data portions transmitted over the second

connections through the one or more first network connections; and
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verify transmission of payload data to the remote computing device by--

(iv) receiving acknowledgments over the first network connections;

(v) demultiplexing each acknowledgment onto a network connection of
the second network connections referenced by the each acknowledgment; and

(vi) if acknowledgment of receipt of one or more of the data portions is
not received on one or more second connections of the one or more second
connections, retransmitting the one or more data portions over the one or more

second connections.

16.  The computer system of claim 15, wherein the executable code is further
effective to cause the one or more processors of the one or more computing devices to
multiplex the data portions transmitted over the second connections through the one or
more first network connections without regard to any acknowledgment of traffic

traversing the one or more first network connections.

17.  The computer system of claim 15, wherein the executable code is further
effective to cause the one or more processors to implement the one or more first network
connections according to at least one of Universal Datagram Protocol (UDP), Internet
Protocol (IP) Encapsulating Security Payload (ESP), and Software IP Encryption

Protocol (swIPe).

18.  The computer system of claim 15, wherein the executable code is further

effective to cause the one or more processors to implement the second network
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connections according to at least one of Transport Control Protocol (TCP), Multipath
Transport Control Protocol (Multipath TCP) and Stream Control Transmission Protocol

(SCTP).

19. The computer system of claim 15, wherein the computer system comprises
a single computing device executing an operating system implementing a kernel space
and a user space;
wherein the executable code is further effective to cause the one or more
processors to:
implement the second network connections as kernel Transport Control
Protocol (TCP) sockets implemented in the kernel space by a virtual network
device, each kernel TCP socket of the kernel TCP sockets programmed to verify
delivery of data transmitted over the each kernel TCP socket;
receive the payload data from an application executing in the user space;
and
divide, by a multipath manager executing in the user space, the payload
data into data portions and transmit each data portion to a different kernel TCP

socket of the kernel TCP sockets as TCP packets.

20.  The computer system of claim 19, wherein the executable code is further
effective to cause the one or more processors to:
implement a first TCP socket in kernel space coupled to the virtual network

device;
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receive, by the virtual network device, the payload data from the application
through the first TCP socket;

intercept, by the virtual network device, the payload data from the first TCP
socket;

route, by the virtual network device, the payload data from the first TCP socket to

the multipath manager.

21.  The computer system of claim 20, wherein the executable code is further
effective to cause the one or more processors to:

implement a transport proxy in the user space, the transport proxy programmed to
terminate a connection from the first TCP socket and provide the payload data from the

first TCP socket to the multipath manager.

22.  The computer system of claim 21, wherein the executable code is further
effective to cause the one or more processors to:
intercept, by the virtual network device, the TCP packets transmitted through the
kernel TCP sockets; and
provide, by the virtual network device, the TCP packets to a virtual private
network (VPN) client executing in the user space, the VPN client programmed to--
encrypt and encapsulate the TCP packets to obtain outbound tunnel traffic;
and
transmit the outbound tunnel traftic over a first number of VPN tunnels to

the remote computing device.
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23. The method of claim 21, wherein the executable code is further effective
to cause the one or more processors to:

receive, by the VPN client, received tunnel traffic over the first number of VPN
tunnels;

decrypt and de-encapsulate, by the VPN client, the received tunnel traffic to
obtain received TCP traffic; and

demultiplex, by the VPN client, the received TCP traffic into the kernel TCP

sockets.

24, A system comprising one or more processing devices and one or more
memory devices operably coupled to the one or more memory devices, the one or more
memory devices storing executable code effective to cause the one or more memory
devices to:

execute a distributor, programmed to allocate data distributions from a data
stream among a plurality of local delivery controllers;

execute the plurality of local delivery controllers, each local delivery controller
coupled to a corresponding remote delivery controller of a plurality of remote delivery
controllers executing on a remote computer system, each local delivery controller
programmed to (a) regulate a flow of data between the corresponding remote delivery
controller and the each local delivery controller, (b) to retransmit any unacknowledged
data from outbound data of the flow of data, and (c) send the data distributions allocated

to the each local delivery controller to the corresponding remote delivery controller in the
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flow of data;

execute a local multiplexer coupled by a transport connection to a remote
multiplexer executing on the remote computer system, the local multiplexer programmed
to (d) multiplex onto the transport connection the flows of data of the plurality of local
delivery controllers and (e) demultiplex each acknowledgment received over the transport
connection into the flow of data of one of the plurality of local delivery controllers
referenced by the each acknowledgment;

wherein the executable data is further effective to cause the one or more
processing devices to establish the transport connection to the remote computer system

using one or more transport protocols that do not acknowledge data receipt.

25.  The system of claim 24, wherein each local delivery controller of the
plurality of local delivery controllers is further programmed to, independently from the
other local delivery controllers and without exchanging information with the other local
delivery controllers, change an amount of sent data that the each delivery controller
permits to be sent through the data flow of the each local delivery controller before
receiving an acknowledgement of at least some of the sent data from the corresponding

remote delivery controller.

26.  The system of claim 24, wherein each local delivery controller of the

plurality of local delivery controllers is further programmed to execute one or more

congestion control algorithms of the Transport Control Protocol (TCP) for the data flow.
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27. The system of claim 24, wherein the one or more transport protocols that

do not acknowledge data receipt is Universal Datagram Protocol (UDP).

28.  The system of claim 24, wherein the executable code is further effective to
cause the one or more processing devices to send the data distributions allocated to the
each local delivery controller to the corresponding remote delivery controller using a
secure communication protocol selected from the group including Secure Sockets Layer

(SSL) protocol and Transport Layer Security (TLS) protocol.

29. The system of claim 24, wherein the distributor further comprises a proxy
programmed to:

terminate the data stream,;

extract payload data from the data stream

allocate the payload data among the plurality of local delivery controllers in the

data allocations.

30. The system of claim 24, wherein the local multiplexer is programmed to
multiplex onto the transport connection the flows of data of the plurality of local delivery
controllers by (a) encrypting the flows of data after the flows of data are multiplexed with
one another to obtain an encrypted data flow and (b) transmit the encrypted data flow to

the remote multiplexer over the transport connection.
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