
(19) United States 
US 20040186690A1 

(12) Patent Application Publication (10) Pub. No.: US 2004/0186690 A1 
Swanson et al. (43) Pub. Date: Sep. 23, 2004 

(54) SYSTEM AND METHOD FORTRACKING (52) U.S. Cl. .............................................................. 702/187 
ENGINEERING CHANGES RELATING TO A 
CIRCUIT CARD 

57 ABSTRACT 
(75) Inventors: Sheldon Keith John Swanson, Ottawa (57) 

(CA); Kenneth Glenn MacQueen, 
Merrickville (CA) The invention provides a System and a method of electroni 

cally tracking a history of engineering change orders (ECOS) 
Correspondence Address: asSociated with a manufactured device. The device has at 
Law Office of Jim Zegeer least one electronic component thereon. The method com 
Suite 108 prises, generally, Storing in an electronic Storage device 
8O1 North Pitt Street asSociated with the device, the history of ECOS and updating 
Alexandria, VA 22314 (US) the history of ECOs when a new ECO is associated with the 

device to indicate whether the new ECO was implemented 
(73) Assignee: Alcatel on the device. The System utilizes the method and has an 
21) Appl. No.: 10,392.867 electronic Storage device associated with the device and a 
(21) Appl. No /392, data element Stored therein. The contents thereof indicate the 

(22) Filed: Mar. 21, 2003 history of ECOs for the device and allow modification 
thereto to indicate whether a new ECO was implemented 

Publication Classification thereon. An ECO history enables a determination to be made 
of compatibilities between hardware and Software elements 

(51) Int. Cl. ............................ G06F 15700; G06F 17/40 and between hardware and firmware elements. 

Module A Module B 

Connector 
148 

Flash Bank Memories 

  

  



O 9|pung dd 

US 2004/0186690 A1 Patent Application Publication Sep. 23, 2004 Sheet 1 of 4 
  



US 2004/0186690 A1 Patent Application Publication Sep. 23, 2004 Sheet 2 of 4 
  





Patent Application Publication Sep. 23, 2004 Sheet 4 of 4 US 2004/0186690 A1 

N 

S & 

  

  

  

  

  

  

  

  

  

  

  

  

  



US 2004/0186690 A1 

SYSTEMAND METHOD FOR TRACKING 
ENGINEERING CHANGES RELATING TO A 

CIRCUIT CARD 

FIELD OF THE INVENTION 

0001. The invention relates to a system and method for 
tracking of engineering change orders (ECOS) relating to 
repairable elements of an electronic device, in particular a 
system and method for tracking ECOs of field replaceable 
units (FRUS), Such as circuit cards, of a communication 
device connected to a communication network. 

BACKGROUND OF INVENTION 

0002. It is common for an electronic device (which 
includes most types of communication devices) to utilize a 
Series of circuit cards to provide aspects of the functionality 
of the device. Generally, a feature of a circuit card is that it 
can be removed and replaced from the electronic device 
when the circuit card fails or needs to be upgraded. In many 
devices, the circuit card may be replaced in the field, in situ. 
Accordingly, the circuit card is often referred to as a field 
replaceable unit (FRU). 
0.003 Circuit cards typically have hardware, Software and 
firmware elements used in hardware circuits to provide their 
functionality. The hardware elements may comprise 
upgradeable components Such as CPUs, memory modules 
and other upgradeable and replaceable devices. Firmware is 
typically stored in non-volatile electronic devices, such as 
EEPROMs, EPROMs, PLDs and PGAs, and volatile devices 
such as FPGAs and RAM, provide low level, executable 
code performing various calculations and operations on 
input and output Signals depending on the program embod 
ied in the firmware. Software, which is frequently stored 
non-volatile memory, but executes from Volatile memory 
Such as RAM, provides an operating code for a program 
which is executed on a CPU. Upgrades may be implemented 
to an element to correct existing operational errors or to 
improve its performance. For example, in hardware a “cut 
and Strap' may be added to change an electrical connection 
on one of its circuits. In Software, a new routine may be 
added providing a new feature for the program. 
0004. During the life of an electronic device, engineering 
change orders (ECOS) may be implemented in a circuit card 
to correct operational defects or implement manufacturing 
cost reductions. An operational defect may be a design 
defect in hardware circuit or Software element implemented 
on the circuit board. A manufacturing cost reduction may be 
utilizing a different set of (less expensive) components to 
perform the identical functionality of an earlier design of a 
hardware circuit for the circuit card. 

0005 For repair purposes, it is useful to track the pro 
gression of ECOs during the life of a circuit card. This is 
frequently done by associating an ECO with each circuit 
card of the electronic device. Typically, each circuit card has 
a unique ECO number relating to the ECO. A component of 
each ECO number, Such as a version number, is incremented 
as each engineering change is made to the circuit board. 
Typically, this may be done by keeping a hardcopy or a 
Softcopy register of all implemented ECOS for a card at a 
repair Station. Accordingly, when a circuit board is being 
repaired, the repair perSonnel may examine the log, get the 
ECO information and determine what repairs have been 
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implemented on the card. Appropriate updates may be made 
to the circuit card, depending on the number of the ECO 
version of the card and the current number of the ECO 
version for cards being built. AS the register is often asso 
ciated with the Station in a database maintained on a Server 
or a computer, the tracking information associated with the 
card remains with the Station, which causes potential loSS of 
information if the register at the Station is lost. However, 
when a circuit board is repaired, it will be appreciated that 
an ECO which was implemented to effect a manufacturing 
cost reduction does not necessarily have to be implemented 
on the circuit board. There is typically little cost benefit in 
retrofitting a board with a manufacturing cost reduction 
design. 
0006. It will be appreciated that the use of a simple ECO 
number with a version component to track both operational 
defects and manufacturing cost reduction implementations 
does not provide full information to the repair perSonnel. 
Further, with the known methods of tracking ECOs, it is 
difficult to determine whether an upgrade intended for a 
Software/firmware/hardware element on the circuit card is 
compatible with the ECOs that have been implemented on 
the card. Accordingly, there is a need for an improved 
System and method for tracking types of ECOS related to a 
circuit board to provide improved tracking of compatibilities 
amongst the circuit boards. 

SUMMARY OF INVENTION 

0007. In a first aspect, a method of electronically tracking 
a history of engineering change orders (ECOS) associated 
with a manufactured device is provided. The manufactured 
device has at least one electronic component installed 
thereon. The method comprises Storing in an electronic 
Storage device associated with the manufactured device the 
history of ECOs and updating the history of ECOs when a 
new ECO is implemented on the manufactured device to 
indicate that the new ECO was implemented thereon. 
0008. The method may have the history of ECOs indi 
cating, for a given ECO whose history is contained therein, 
whether that given ECO is a mandatory change or an 
optional change. 

0009. The method may have the history of ECOs stored 
as a Series of bits in the electronic Storage device. 
0010. The method may have the electronic storage device 
mounted on the manufactured device. 

0011. The method may have the history of ECOs acces 
Sible by an analysis device connectable to the manufactured 
device when the manufactured device is being examined. 
0012. The method may have the manufacturing device 
utilizing a programmable element which is installed on the 
manufactured device. Further, the method may compare the 
history of ECOs of the manufactured device against a 
version of the programmable element to determine a com 
patibility level between the version of the programmable 
element and the manufactured device. Further still, the 
history of ECOs of the manufactured device may be used to 
identify compatible versions of the programmable element 
which may be installed on the manufactured device. 
0013 The method may access an ECO mask for the 
version of the programmable element. Therein, the ECO 
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mask identifies only the ECOs in the ECO history which 
affect the compatibility level of the version of the program 
mable element. 

0.014. The method may have the compatibility level indi 
cating at least one of the following conditions: (i) whether 
the version of the manufactured device is compatible with 
the programmable element; (ii) whether the version of the 
manufactured device is backwards compatible with the 
programmable element; and (iii) whether the version of the 
manufactured device is not compatible with the program 
mable element. 

0.015 The method may have the programmable element 
being a Software element. Further, the manufacturing device 
may utilizes a firmware element which is installed on the 
manufactured device. Also, the history of ECOs of the 
manufactured device is further compared against a version 
of the firmware element to determine whether the version of 
the firmware element is compatible with the manufactured 
device. 

0016. The method may have versions of the software 
element and versions of the firmware element provided in a 
bundle of installable elements, which is accessible by the 
manufactured device. 

0.017. In a second aspect, a system for electronically 
tracking a history of engineering change orders (ECOS) 
asSociated with a manufactured device is provided. The 
manufactured device has at least one electronic component. 
The System comprises an electronic Storage device associ 
ated with the manufactured device and ECO information. 
The ECO information indicates the history of ECOs asso 
ciated with the manufactured device. The ECO information 
can be modified and expanded to indicate the addition of a 
new ECO and whether the new ECO was implemented on 
the manufactured device. 

0.018. The system may have comparison information 
relating ECOS to versions of a programmable element which 
are installable on the manufactured device, indicating the 
compatibility of the versions with the ECOs and the manu 
factured device and ECO mask information to identify the 
ECOs which affect the operation of the versions of the 
programmable element for the manufactured device. Fur 
ther, the System may have an analysis device connectable to 
the electronic Storage device. The analysis device utilizes the 
ECO information with the comparison information and the 
ECO mask information to determine whether a version of 
the programmable element may operate on the manufactured 
device. 

0019. The system may have second comparison informa 
tion relating ECOs to versions of a firmware element which 
are installable on the manufactured device, indicating the 
compatibility of the versions of the firmware element with 
the ECOs and the manufactured device and second ECO 
mask information to identify the ECOs which affect the 
operation of the versions of the firmware element for the 
manufactured device. Further, the analysis device utilizes 
ECO information, the Second comparison information and 
the second ECO mask information to determine whether a 
version of the firmware element may operate on the manu 
factured device. 

0020. The system may further have a bundle of versions 
of the programmable element and versions of the firmware 
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element, the bundle being accessible by the manufactured 
device. Also, the programmable element may be a Software 
element; the analysis device may utilize the ECO informa 
tion, the comparison information, the Second comparison 
information, the ECO mask information and the second 
ECO mask information to select a compatible version of the 
Software element and the firmware element from the bundle 
to be installed into the manufacturing device. 
0021. In other aspects of the invention, various combi 
nations and Subset of the above aspects are provided. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0022. The foregoing and other aspects of the invention 
will become more apparent from the following description 
of Specific embodiments thereof and the accompanying 
drawings which illustrate, by way of example only, the 
principles of the invention. In the drawings, where like 
elements feature like reference numerals (and wherein indi 
vidual elements bear unique alphabetical Suffixes): 
0023 FIG. 1 is a block diagram of hardware elements of 
a circuit card used in association an embodiment of the 
invention; 
0024 FIG. 2 is a table providing two versions of engi 
neering change order (ECO) information associated with the 
circuit card used by the embodiment of FIG. 1; 
0025 FIG. 3 is a block diagram of a matrix correlating 
ECOs against versions of hardware, software and firmware 
elements for the card of FIG. 1, according to an embodi 
ment; and 
0026 FIG. 4 is a block diagram of a resource module 
asSociated with the main controller card used with the 
embodiment shown in FIG. 1. 

DETAILED DESCRIPTION OF THE 
EMBODIMENTS 

0027. The description which follows, and the embodi 
ments described therein, are provided by way of illustration 
of an example, or examples, of particular embodiments of 
the principles of the present invention. These examples are 
provided for the purposes of explanation, and not limitation, 
of those principles and of the invention. In the description 
which follows, like parts are marked throughout the Speci 
fication and the drawings with the same respective reference 
numerals. 

0028 Basic Features of Electronic System Associated 
with an Embodiment 

0029. The following is a description of an electronic 
System associated with an embodiment. 
0030) Referring to FIG. 1, electronic circuit card 100 is 
shown, which is a generic manufactured device. Circuit card 
100 is a component of an electronic device. Physically, 
circuit card 100 may be an FR-4 board with various elec 
tronic modules mounted thereon and electrically connected 
via circuit tracks to provide manipulation and production of 
various electronic Signals. Exemplary modules on circuit 
card 100 include main controller 102 and modules 104a, 
104b and 104c. Controller 102 communicates with modules 
104 through circuit tracks 106 in card 100. The interface 
point between controller 102 and tracks 106 is shown as 
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node 108. Similarly, the interface between connections 106 
and each of modules 104 is shown as nodes 110. Other 
devices 112 may also be connected either directly or indi 
rectly to tracks 106 thereby allowing them to communicate 
with either controller 102 or modules 104. As shown, an 
additional set of circuit tracks 114 is provided from main 
controller 102 to an external connector 116, thereby allow 
ing circuit card 100 to be associated with other external 
devices (not shown), which may form part of the electronic 
device. Each of tracks 106 and 114 may comprise n separate 
electrical tracks for carrying Signals between controller 102 
and modules 104. 

0.031 Controller 102 provides the main controlling sys 
tem for modules 104. On controller card 102 there is CPU 
118, RAM 120, firmware devices 122 and non-volatile 
memory 124. It will be appreciated that there may be several 
of any of the elements on main controller 102. For the shown 
implementation, RAM 120 Stores an operating program 
which is executed on CPU 118. Firmware devices 122 are 
programmable, each having Separate program codes. Non 
Volatile memory 124 Stores the compressed operating pro 
gram for controller 102 and Stores configuration information 
about controller card 102. Non-volatile memory device 124 
can be implemented as a Serial Electrically Erasable PROM 
(SEEP) and is used to store local engineering change order 
(ECO) information, per an embodiment, relating to circuit 
card 100. In the embodiment, SEEP 124 is used to store data 
which acts as a historical label for the ECOs of circuit card 
100. Further detail on the contents of SEEP 124 is provided 
below. Internal connections 126 provide an electrical con 
nection between the elements of controller 102 and interface 
node 108. 

0.032 Generally, each of modules 104 comprises the 
following hardware, Software and firmware elements. Hard 
ware element 128, abstractly, is an upgradeable component, 
and is shown as local CPU 130. In an embodiment, CPU 130 
is mounted directly to module 104 in order to dissuade 
Switch operators from making their own modifications to 
module 104. However in another embodiment, CPU 130 is 
mounted in a socket 132 which provides a releasable inter 
face for the electrical contact points of CPU 130 to other 
components in modules 104. Socket 132 may comprise a 
Zero-insertion force (“ZIF") socket, known in the art. 
Accordingly, with socket 132, CPU 130 may be removed 
and replaced with an upgraded component. Also, an upgrade 
on hardware element 128 may be a physical modification, 
Such as a “cut and Strap' made to electronic tracks on the 
module, shown as modification 140, which breaks track 
106A, indicated by the “X” therethrough, and adds track 
106B to components in module A. The software element 134 
is an executable program code Stored in a non-volatile 
program Storage element, Such as flash memory, and is 
decompressed and run from a Volatile memory device, Such 
as RAM, and is controlled by an aspect of the hardware 
element 128. For the example, the Software element is stored 
in local RAM 136 and operates on CPU 130. Software, as is 
known, frequently undergoes revisions and has to be 
installed into a released circuit card 100. The firmware 
elements 138 are executable program codes and are pro 
Vided in a number of program Storage elements, including 
programmable volatile and non-volatile devices Such as 
PLDS, FPGAS and other devices 142. Each of the firmware 
elements 138 may utilize different program codes. As with 
Software elements, firmware elements 138 often are 
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upgraded, which occasionally have to be installed into an 
existing circuit card 100. An electronic Signature containing 
information on the hardware elements 128 on module 104 
may also be stored in SEEP 144. It will be appreciated that 
other modules 104 may not have all of the hardware, 
Software and firmware elements. Generically, the Software 
and firmware elements may be referred to as programmable 
elements. 

0033) As noted earlier, during the life of card 100, 
numerous engineering change orders (ECOS) may be imple 
mented to correct and/or update hardware, Software and 
firmware elements on card 100. An ECO may be made to 
cards 100 as they are manufactured, to cards 100 already 
manufactured and installed or, possibly, to cards 100 which 
are being repaired. There are several types of ECOs. For 
example, for cards 100 which have not yet been shipped 
(including cards 100 being manufactured and cards 100 
manufactured and about to be shipped), there may be the 
following types of ECOs, per Table A: 

TABLE A 

ECOs for Manufactured Cards 

ECO Manufacturing 
Category Implementation Action 

Phase-In ECO is implemented on a going 
forward basis for new cards. 
ECO is implemented for all cards 
which are currently being built. 
“Fin' represents “finished goods, 
including cards built and in the field. 
ECO is implemented for all cards 
which are being built, cards which have 
been built and are finalized but not 
stored for shipping and cards which are 
finalized which are stored for shipping. 

Recall ECO must be implemented on all cards 
being manufactured and cards which 
have been manufactured. 

WIP (Work in Progress) 

WIP/Fin 

0034. However, for cards which are already in the field, 
there may be a different implementation action for an ECO, 
including, for example, exemplary ECOS per Table B: 

TABLE B 

ECOs for Cards in the Field 

ECO Field/Repair Category Field Action 

No Action None 
Optional Optional (only if requested) 
Mandatory Mandatory, but only for cards provided 

to the repair station. 

0035) It will be appreciated that WIP or WIP/Fin ECOs 
may or may not require that the affected cards be recalled for 
repairs, depending on the field action. Further, actions for 
cards in Table A may be completely independent from 
actions for cards in Table B. Further actions in either Table 
A or Table B may include additional actions, depending on 
manufacturing and repair requirements for production/repair 
of a card. 

0036 Current practices preferably implement all ECO 
actions for a card when the card is manufactured, but cards 
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which are already in the field may not necessarily be recalled 
to have a new ECO implemented thereon. For example, a 
phase-in ECO change is not needed to be performed on a 
repaired circuit card, per Table B, but would be performed 
on a newly manufactured card which was manufactured 
after the phase-in date. 
0037 AS Such, during the production and implementation 
lifespan of a family of cards 100, different cards 100 within 
the family which are manufactured at different times will 
likely have a different set of ECOs implemented thereon, 
compared with other cards 100 in the family. The embodi 
ment provides ECO information which may be used to track 
the ECOs which have been implemented in a given card 100, 
which is lacking in the prior art. 

0038. Further Detail of an Embodiment 
0039) Referring to FIG. 2, an embodiment provides a 
System and method for tracking ECO information on card 
100, thereby providing improved tracking of ECOs. Therein, 
data structure 200 contains ECO information associated with 
a family of cards 100 and ECO implementation information 
for a given card 100 belonging to the family. The ECO 
information represents a history of ECOS associated with a 
given card 100. The contents of each data structure 200 is 
populated with relevant ECO information and is stored 
locally on a given card 100. 

0040 Data structure 200 comprises a header field 202 
and a data field 204. The data field 204 comprises an 
expanding Sequential String of data cells 206 used to track 
ECO information. In this ECO string, each cell 206 repre 
Sents a particular ECO and the value of the cell represents 
indicates whether the ECO was implemented or not for that 
given card 100. For each new ECO, the ECO string is 
lengthened by one cell at the end and that last cell is 
populated with a value representing the implementation 
status of that ECO for that given card 100. The length of the 
number of data cells 206 contained within the ECO string is 
tracked in header field 202. In the embodiment, the data cells 
206 are each preferably one bit in length and the header field 
202 preferably contains a size value indicating a number of 
byte Segments which are currently occupied by the data field 
204. Accordingly, the ECO string grows in length by byte 
length Segments. AS each additional byte length Segment is 
added, there will be a number of pad bits 208 which follow 
the last tracked ECO to fill the remainder of the last byte of 
the ECO string. Initially, each data cell 206 in the ECO 
String is preferably Set to be a pad bit. 

0041. In the embodiment, the marking convention for 
data cells 206 utilizes a “1” to indicate that the ECO 
associated with that data cell 206 has been implemented for 
that card; and a “0” to indicate either (i) that the ECO has not 
been implemented; or (ii) that it is a pad bit at the end of the 
ECO String. In other embodiments, other markings may be 
used to identify that the ECO was implemented and to 
identify pad bits. For example, in other embodiments, the 
last data cell 206 in ECO string may be indicated by having 
a detectable “end of string value stored in the next data cell 
206. 

0.042 An exemplary progression of an ECO string, 
embodied in data field 204, is provided. Initially, it is 
presumed that the length of data field 204 is one byte. 
Accordingly, data field 204 is padded with eight bits of “0”. 
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Next, during the manufacturing of cards 100, it is presumed 
that three ECO are sequentially implemented. The first ECO 
is “WIP/Fin”. For all cards 100 built immediately after the 
first ECO, in their data field 204, data cell 206A is present 
and is marked with a “1”, indicating that the first ECO was 
a WIP/Fin. For the remaining spaces in data field 204, there 
are seven pad bits. Second, a “phase-in' ECO is imple 
mented. Accordingly, for all cards 100 built at immediately 
after the Second ECO, a Second, in addition to the prior 
information, sequential data cell 206B is used in data field 
204 and its value is marked with a “1”, to indicate that it was 
implemented. For the remaining spaces in data field 204, 
there are now six pad bits. Finally, a third ECO is imple 
mented, which is a "Phase-in/No Action'. For cards built 
after the third ECO, it is presumed that the phase-in no 
action is implemented. However, any cards that were built 
prior to the phase-in date will not have this ECO applied. 
Since the field action is “no action', all cards returning 
through the repair and upgrade process will not have this 
ECO applied. Accordingly, for cards built earlier than the 
phase-in date and repaired after the third ECO, in addition 
to the prior information, a third data cell 206C is provided 
in data field 204 and its value unchanged from the original 
pad bit. However, when comparing the value of the third 
data cell 206C against a list of ECOs implemented for the 
family of cards 100, the presence of the “0” in third data cell 
206C indicates that the third ECO was not implemented. For 
the remaining Spaces in data field 204, there are five pad bits. 
0043. By examining the data fields 204 of different cards 
100, it can be determined which ECOs were specifically 
implemented thereon. Cards 100 built between the first and 
second ECOs will have a data field 204 of “10000000”; 
cards 100 built between the Second ECO and the third ECO 
will have a data field 204 of “11000000”; cards 100 built 
after the third ECO will have a data field 204 of “11100000'. 
Finally, cards built between the second and the third ECO, 
and which are repaired after the third ECO will have a data 
field 204 of “11000000". Note that such repaired cards have 
an identical data field 204 to unrepaired cards built between 
the second and the third ECO, even though cards repaired 
after the third ECO have a third ECO associated with them 
(although not implemented). For the embodiment, this situ 
ation is acceptable because the more critical information for 
the embodiment is to track which ECOs have been imple 
mented on a given card 100. In other embodiments, there 
may be a need to distinguish cards 100 having an ECO 
which is associated with a given card 100 (but has not been 
implemented) from cards 100 which were built before that 
ECO associated with cards. This may be done by changing 
the value of the pad bit or by defining a “not implemented” 
value for an ECO which would be used, when appropriate, 
in data field 204. 

0044) For the embodiment, ECO information, embodied 
in exemplary data structure 200 is preferably stored at a 
centrally accessible location, such as in SEEP 124 on main 
controller 102. The data format of the ECO information may 
comprise any computer readable format, including an ASCII 
file, a spreadsheet file, bit-wise data or a coded binary file. 
0045. It will be appreciated that in order to track ECO 
information for any card 100, separate global ECO infor 
mation, representing all ECOs for the family of cards 100 
must be maintained and trackable against the ECO infor 
mation in a given card 100 of that family. This global ECO 
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information may be Stored electronically and compared 
electronically against the ECO information extracted from a 
given card 100. 
0046. It will be appreciated that for a card 100 which is 
being repaired, the ECO information Stored thereon is pref 
erably extractable by a repair Station having an interface to 
the card 100. Such an interface may connect to connector 
116 (FIG. 1). The repair station has operative hardware and 
Software to extract the ECO information from its stored 
location (here SEEP 124) and analyze its contents against 
the global ECO information. Further, after any ECO is 
implemented on the card 100 being repaired, the repair 
Station can produce an updated ECO String which incorpo 
rates the Status of the implemented ECO and then can update 
the stored ECO information on the card being repaired. The 
repair Station may read and update the values of the ECO 
information for the card 100 being repaired using techniques 
known in the art. 

0047. In another embodiment, ECO information may be 
stored as a series of expanding rows 208 of information. For 
a given row, each column entry 210 therein represents a 
particular ECO. The value of the entry in a column 210 
represents whether that ECO was implemented. When a new 
ECO is added, a new row 208 is added. In the new row, a 
new column 210 at the end of the row is also added to track 
the status of the new ECO. For example, in a card 100 which 
has had no ECOs, rows 208 are fully empty. On the 
implementation of a first ECO, ECO row 208A is added to 
rows 208. If the first ECO was implemented on a card 100, 
cell 210A is marked with a '1'. Accordingly, upon reading 
rows 208, it can be determined that the card 100 was built 
when only the first ECO was implemented, by examining 
that there is only row 208A in rows 208. After a second ECO 
is implemented, for cards 100 built thereafter, rows 208 has 
row 208B added. If the second ECO was implemented, entry 
210A is marked as being implemented, to track the first 
ECO, and 210B is marked as being implemented, to track 
the second ECO. When card 100 is repaired, its rows 208 can 
be extracted and analyzed. Later, after third and fourth ECOs 
are implemented, rows 208 may be updated for cards 100 
built at that time by adding third row 208C and fourth row 
208D to the ECO history in a similar manner to the addition 
of the second row. An end of row mark 208E may be added 
to indicate the end of the ECO information. 

0.048. In yet another embodiment, ECO information may 
be encoded as part of a Serial number associated with card 
100. For example, if serial number “1234" is associated with 
card 100 as a base serial number, then additional codes in a 
code regime may be appended to the base Serial number to 
indicate detail of ECOS which are associated with that card 
100. For example, one code regime may use two additional 
ECO indicators which are attached to the end of the serial 
number. The first ECO indicator would signify the last 
guaranteed ECO which was implemented on that card 100. 
The second ECO indicator would signify the most recent 
ECO implemented associated with that series of cards. 
Using this regime, if ECO “A” was the last guaranteed ECO 
implemented on that card 100 and ECO “D” was the most 
recent ECO which could have been implemented on that 
card 100, then the serial number would be encoded as 
“1234AD'. By examining the ECO indicators, an operator 
may determine what ECO was implemented on the card 100 
(here, ECO “A”) and approximately when was the card built 
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(here, sometime after ECO “D” was introduced). It will be 
appreciated that this information may be translated into 
Some appropriate digital format and Stored in Some non 
volatile memory device associated with card 100, such as 
flash memory 124. For example, this information may be 
encoded, Stored and analyzed in a hexadecimal format. For 
example a bit-string “11010110' would relate to ECOs 
being implemented in positions, “1”, “2”, “4”, “6” and “7” 
in the ECO string, which would be encoded and stored as 
hexadecimal D6. 

0049. Use of ECO Information 
0050 Referring to FIG. 1, using ECO information stored 
in SEEP 124, an embodiment provides tracking of ECOs 
against compatible Software elements 134 and firmware 
elements 138. In view of ongoing ECOs related to card 100, 
after an ECO is implemented on card 100, changes incor 
porated may affect the compatibility of the card 100 with 
various versions of Software elements 134 and firmware 
elements 138 available to the card 100. For example, if an 
ECO deletes a storage element 142 into which a particular 
firmware element 138 is programmed, then, that firmware 
element 138, in any version, cannot be associated with card 
100 having that ECO implemented thereon. Alternatively, 
when upgrades are made to Software elements 134 and 
firmware elements 138, the upgrades may necessarily 
require that a certain ECO be implemented on a given card 
100. For example, in card 100, software elements 134 and 
firmware elements 138 may be continually individually 
upgraded during the operational life of card 100. As such, if 
a Software upgrade increases the program Size of the Soft 
ware to be larger than the original storage device of card 100 
and an ECO implements a Sufficiently large Storage device 
for the software upgrade, then that card 100 must have that 
ECO implemented thereon if the larger software element 
134 is to be installed on card 100. 

0051. As such, ECO information string in SEEP 124 may 
be extracted and analyzed against requirements for versions 
of Software elements 134 and firmware elements 138 for a 
particular hardware element 128 on card 100 by an appro 
priate analysis device which can read the ECO information 
through a communication interface and conduct an analysis 
of the ECO information against available versions of the 
Software and firmware elements. 

0052 Referring to FIG. 2, using the format of the above 
described ECO information for data field 204, the following 
example illustrates use of ECO information in an ECO string 
against operational requirements of versions of Software 
element 134. It will be appreciated that a similar comparison 
may be made for versions of a firmware element 138. For the 
example, it will be presumed that for data field 204, the ECO 
string is represented by the bit string “10110” (pad bits are 
ignored), stored in data structure 200 for a given card 100. 
The contents of ECO string indicates that five ECOs have 
been associated with the card 100 and that, from left to right, 
the first, third and fourth ECOs (the first being the oldest 
ECO), have been implemented in that given card 100. In 
other embodiments, the order may progreSS from right to 
left. Further, for a given software element 134, it is pre 
Sumed that there are four versions thereof, “A” through “D', 
and that each version needs to have certain ECOS imple 
mented to operate. 
0053. In order to facilitate a comparison of the ECO 
string with the proposed software element 134 version, for 
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each Software version, the embodiment utilizes an ECO 
mask to mask out all non-essential ECO elements (for that 
version) in the ECO string, thereby identifying only the 
ECOs which affect the ability of the software version to be 
used on that given card 100. The ECO mask may be 
implemented as a mask bitstring. AS Such, when the ECO 
mask is applied against the ECO String, the unmasked bits 
are readily identified and evaluated against the requirements 
of the given software version. This information may be 
conveniently stored in a table. Table C provides exemplary 
comparison information listing each Software version 
against its ECO requirements and its related ECO mask 
bitstring. 

TABLE C 

Software element 134 Version Required ECOs Mask String 

A. First “ XXXX 
B Second “X XXX 
C Fourth “XXX X 
D Fourth and Fifth “XXX s 

0054. In the mask bitstring, an “X” indicates a “don’t 
care’ value for that particular ECO for that version of the 
software element and a “ ” indicates that the value of that 
ECO needs to be evaluated. The value would be either “1” 
or “0” to signify whether or not the ECO must or must not 
be applied. For the embodiment, it is preferable that the 
evaluated ECO must be implemented, necessitating that the 
field be a “1”. (In other embodiments, it may be that the 
evaluated ECO must not be implemented, necessitating that 
the field be a “0”. Known bitstring manipulation and com 
parison techniques may be used to address either situation.) 
Accordingly, for the given card 100, comparing each version 
of software element 134 against its ECO string “10110” 
indicates that Versions “A” and “C” may operate thereon, 
while Versions “B” and “D” will not operate thereon. In an 
embodiment, comparison information contained in Table C 
may be stored in an accessible location in card 100, such as 
flash memory 148. Further, the mask string for versions of 
Software elements 134 may be stored in a different section 
of flash memory 148. Alternatively, mask bitstrings may be 
stored remotely to card 100 and accessed when a given card 
100 is being analyzed for its software and firmware com 
patibilities. 

0.055 Also, data extracted from comparison information 
(such as that provided in Table C) and the ECO information 
provides present and backward compatibility information of 
any version of a software element 134 with each of the 
ECOs for a given card 100. This data may be processed by 
a procedure operating with that given card 100. In particular, 
the mask bitstring may be used to evaluate these compat 
ibilities. As a particular example, for version “A” of soft 
ware element 134, as long as a card 100 has at least the first 
ECO implemented thereon, then version “A” may operate 
on that card. Version “A” will still operate on that card 
whether or not any other ECOs have been implemented, as 
their values are “don’t cares'. 

0056. For a given card 100, when a new ECO is imple 
mented, that card may be evaluated against each existing 
version of the Software element 134 to assess its compat 
ibility therewith. Then, the information in Table C may be 
updated, including the mask bitstring. Similarly, when a new 
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version of software element 134 is developed, it may be 
assessed against the existing ECOS and then the information 
in Table C may be updated. 

0057 The embodiment also enables use of the ECO 
information for a given card 100 to compare the ECO 
information for that card against ECO requirements of 
different versions of Software elements 134, firmware ele 
ments 138 and hardware elements 128. 

0.058. The embodiment also enables the ECO information 
for a given card 100 to be correlated against Software/ 
firmware download bundles available to that card. In par 
ticular, the ECO information for that card may be used to 
identify particular Sets of compatible Software and firmware 
elements for it stored in the bundles. 

0059 Referring to FIG. 1, to illustrate the correlation, a 
description is provided of a bundling System related to a card 
100 for tracking software elements 134 with compatible 
firmware elements 138 for that card. Therein, the bundling 
System bundles a particular version of a Software element 
134 with its compatible versions of firmware elements 138. 
The bundling System is referred to herein as an application 
bundle 146. In application bundle 146, for each version of a 
Software element 134, there is a firmware loader, which 
provides an interface between the application bundle 146 
and the hardware element 128. The firmware loader is a 
Software program which loads the Selected firmware ele 
ments 138 into their respective memory devices 142. 
Accordingly, when the particular Software element 134 is 
provided to main module 104, the embodiment may select 
the most appropriate set of firmware elements 138 for that 
particular software element 134. In the embodiment, each 
Software element 134 has a record, which is accessible by 
other elements (Such as a firmware loader, described later) of 
firmware elements 138 and hardware elements 128 which 
will operate with it. Using bundles of versions of software 
elements 134 with bundles of versions of firmware elements 
138, it is possible to Separately update one version of a 
Software element 134 and one version of a firmware element 
138 for a given card 100. It will be appreciated that as a 
bundle, the firmware elements 138 and Software elements 
134 may be upgraded independently of each other. 

0060 For a given card 100, using the ECO string, the 
application bundles 146 and data extracted from comparison 
information (such as information found in Table C), the 
embodiment can determine which Software element 134 is 
compatible with that card, using a similar process described 
above. 

0061 Further, for any particular version of a software 
element 134, the ECO string can be used to determine which 
versions of firmware elements 138 (normally associated 
with a version of a Software element) are compatible with a 
given card 100. In order to track compatibilities of the 
various firmware elements 138, comparison table includes 
comparison information relating to the various firmware 
elements 138 associated with a particular version of a 
Software element 134. Table C.1 is an exemplary represen 
tation of the comparison information which is associated 
with Version “A” of a particular software element 134 (as 
described above). 
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TABLE C1 

Version of 
Firmware Element 138 Required ECOs Mask String 

M First only “ XXXX 
N First and Third “ X XX 
O First and Fourth “ XX X 
P First, Fourth and Fifth “ XX 

0.062 AS Version “A” of software element 134 required 
the first ECO to be implemented, then versions “0” and “P” 
firmware element 138 (which is compatible with Version 
“A” of software element 134), must also have the first ECO 
implemented. This relationship is noted by having the first 
ECO noted as being required for each version of the firm 
ware element 136. Other specific required ECOs for a 
particular version of a firmware element are identified in 
Table C.1. All of these requirements are reflected in the mask 
bitstrings. It will be appreciated that the data in Tables C and 
C.1 may be combined in other arrangements, including 
having a Single mask bitstring for a particular version of a 
Software element 134 and a particular version of a firmware 
element 138. Further, other linking and compatibility infor 
mation between various versions of Software elements 134 
and firmware elements 138 may be provided in another 
section of Table C.1 (not shown). 
0063 Referring to FIG. 3, another embodiment collects 
and Stores information Similar to information provided in 
Tables C and C.1 in a central location, to provide a System 
and method for tracking compatible software elements 134 
and firmware elements 138 with members of the family of 
cards 100. Therein, matrix 300 is used to track compatibili 
ties of ECOs of the family of cards 100 against existing 
firmware elements 138 and Software elements 134. Field 
300A provides a marker for the version of the matrix stored 
for a given set of hardware elements 128. For the example, 
the version of matrix 300 is “Card 100 Rel 1. Matrix 300 
is preferably Stored at a centrally accessible location, Such as 
in flash memory 148 on main controller 102. The data format 
of matrix 300 may comprise any machine readable format, 
including an ASCII file, a spreadsheet file or a coded binary 
file. Accordingly, main controller 102 has access to data 
indicating the hardware/firmware/Software element compat 
ibilities for itself and its associated modules 104. 

0064. In matrix 300, a row entry is provided for a 
particular hardware element 128 in card 100. Fields in the 
row provide information about its current Set of compatible 
firmware elements 138 and Software elements 134. In 
describing the rows and columns of matrix 300, first a 
description is provided of the relationship between a hard 
ware element 128 and its affected firmware elements 138. 
Next, a description is provided of the relationship between 
a hardware element 128 and its affected Software elements 
134. 

0065. In matrix 300, for a hardware element 128 listed in 
a row, entries in rows 302 identify hardware elements 128 
for the module 104 which affect firmware elements 138 and 
Software elements 134. As an example, entries 302A, 302B 
and 302C relate to a first CPU, such as CPU 130A, on card 
100*CPU A", versions “Rel 1" and “Rel 2"; entry 302D 
related to a second CPU, such as CPU 130B, “CPU B', 
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having “Rel 1"; entry 302E relates to the card 100 itself, as 
“cut and Strap' revisions may be made to the card itself Such 
as modification 140. 

0066 For the hardware/firmware element relationships, 
for each hardware element 128 identified in row 302, a list 
of firmware elements 138 whose ability to function are 
affected by the upgrade to that hardware element 128 is 
provided in entries in the corresponding set of columns 304. 
Each entry in set of columns 304 is a reference number and 
version number for a particular firmware download for the 
affected firmware element 138 identifying a compatible 
version of that firmware element which will operate with the 
particular version of the hardware element in that row. 
Accordingly for the example in set of columns 304, three 
firmware downloads are identified relating to the first CPU. 
They are identified as “Firm Elem1 Rel1” in column 
304A(1), “Firm Elem2 Rel1” in column 304A(2) and 
“Firm Elem3 Rel1” in column 304A(3); each firmware 
download is the latest version of each firmware element 
which is compatible with that upgraded version of that 
hardware element 128 in entry 302A. 
0067 Entries in matrix 300 indicate the compatibility 
levels for the ECOS with a hardware element 128 and its 
asSociated firmware elements 138, using the mask String 
data described earlier. A mask string 306 is provided for each 
upgraded hardware element 128 in matrix 300, in a similar 
fashion to the mask bitstring information provided in Tables 
C and C.1. 

0068. When an ECO is made, its effect(s) on the listed 
Software elements 134 and firmware elements 138 in matrix 
300 must be recognized by some manner and then matrix 
300 must be updated accordingly. For the present embodi 
ment, newly implemented ECOs and their effect(s) on 
Software elements 134 and firmware elements 138 are 
tracked by design perSonnel responsible for designing and 
maintaining the family of cards 100. The personnel would 
also be responsible for making the appropriate updates to 
matrix 300 and Tables C and C.1. However, once updates are 
made, the embodiment provides an automated System to 
identify appropriate software elements 134 and firmware 
elements 138 for a given card 100 having a given ECO 
history stored in its SEEP 124. 
0069. It will be appreciated that other information relat 
ing versions of Software elements 134, firmware elements 
138 and hardware elements 128 against the ECO history 
may be Stored in other matrices in Similar or other formats. 
0070 For tracking compatibilities between ECOs and 
hardware/Software element relationships, for each hardware 
element 128 identified in row 302, a list of Software ele 
ments 134 whose ability to function are affected by the 
upgrade to that hardware element 128 is provided in entries 
in the corresponding set of columns 308. The software 
elements may be large Sections of code, e.g. entire Software 
elements which operate on a microprocessor, or Small Sec 
tions of code, e.g. Software elements embodying device 
drivers. The number and size of Software elements tracked 
against a hardware element may be set to the particular 
requirements of a tracking System utilizing matrix 300. Each 
entry in set of columns 308 is a reference number and 
version number for a particular software download for the 
affected software element 134. Accordingly for the example 
in set of columns 308, three Software downloads are iden 
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tified relating to the first CPU. They are identified as 
“SoftElem1 Rel1” in column 308A(1), “SoftElem2 Rel2” in 
column 308A(2) and “SoftElem3 Rel1” in column 308A(3); 
each Software download is the latest version of each Soft 
ware element 134 which is compatible with that upgrade 
version of that hardware element 128 in entry 302A. For 
example, if hardware element 128 is a new CPU requiring 
a new software element 134 for “SoftElem1”, new row 302C 
is added. Entry 300C provides the details of the new 
hardware element 128, namely “CPU 130A Rel3”. HSCL 
field 310C contains an ECO mask indicating any ECOs 
which must be present or not present in the card 100 in order 
to enable that hardware element 128 with that associated set 
of Software elements 134 to operate, having Similar prop 
erties as ECO strings described earlier for Tables C and C.1. 
For matrix 300 as an example, ECO mask for CPU 130A, 
Rel 1 and its associated Software elements is set to “1XOX'. 

0071. It will be appreciated that the compatibility of 
Software elements 134 to a version of a hardware element 
128 is generally independent of the compatibility of that 
version of the hardware element 128 to its affected firmware 
elements 138. Accordingly, the values in HFCL field 306 
and HSCL field 310 do not necessarily correlate to each 
other for a given version of a hardware element 128. 
0.072 In addition to mapping current compatibilities with 
a hardware element 128 and a Software element, a Backward 
Hardware/Software Compatibility Level (BHSCL) entry in 
field 312 provides compatibility information of ECOs 
between versions of hardware elements and their associated 
Sets of Software elements. For example, if a hardware 
element is a microprocessor and the microprocessor is 
upgraded to provide new functionality, a new set of Software 
elements may be associated with the upgraded micropro 
ceSSor to Support the new functionality. The upgraded micro 
processor and the new set of Software elements would 
appear in matrix 300 as a new row entry. However, older 
Software elements associated with older microprocessors 
may still be able to operate on the upgraded microprocessor, 
as long as the new functionality is not required in the System. 
In such a case, the BHSCL provides an indication of which 
ECOs are needed to operate an older set of Software ele 
ments for that version of the hardware element. 

0073) To set the BHSCL ECO string, as with the ECO 
Strings in Tables C and C.1, design perSonnel must deter 
mine which versions of Software can operate with the 
version of the hardware element identified in a particular 
row 302. Generally, design perSonnel may generate a 
BHSCLECO string by taking the related HSCLECO string 
in column 310 and then determine which particular ECOs in 
that String may be masked Such that the resulting ECO String 
allows an older version of a Software element to operate on 
that version of the hardware element. 

0074) In a similar manner to the BHSCL ECO string, in 
another embodiment matrix 300 may include backwards 
compatibility information of a firmware element to a version 
of a hardware element (not shown), i.e. a backward hard 
ware firmware compatibility level (BHFCL) ECO string. It 
will be readily Seen that a similar analysis of compatibilities 
between versions of Software elements to a given hardware 
element would be performed for versions of firmware ele 
ments to a given hardware element to generate BHFCLECO 
Strings. 
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0075. The embodiment also tracks changes made to firm 
ware elements 138 and Software elements 134 which do not 
affect the functionality of the existing levels of hardware 
elements 128. For example, a change may be made to a 
Software element 134 to correct an internal error which 
affects nothing else. To track these changes, a new version 
of the Software element 134 is used. In the new matrix 
version, a new version value in field 300A is entered and 
each entry for amended software element 134 (or firmware 
element 138) is updated to its new version. For example, if 
a software element 138"SoftElem3” in column 308(3) is 
upgraded to “SoftElem3 Rev2” and the upgrade did not 
affect any other elements, then new software element Soft 
Elem3 Rev2 would now appear in column 308(3) of the new 
matrix. Also, new matrix 300' is created with identical 
entries to matrix 300, except that each entry for “SoftElem3” 
in column 308(3) is changed to SoftElem3 Rev 2. A similar 
revision to matrix 300 and its elements would be made for 
internal revisions made to firmware elements 138. It will be 
appreciated that historical data in older matrices 300 may be 
Stored in archives. 

0076. As an additional feature, once a compatible version 
of a software element 134 and a compatible list of versions 
of firmware elements 138 is determined for a card 100 
(using, for example, ECO information and Tables C and C.1 
or matrix 300) the proper software element 134 and firm 
ware elements 138 may be identified in application bundle 
148 and downloaded to the correct storage devices in that 
card 100 using the firmware loader and additional interface 
Software. If the proper software elements 134 and firmware 
elements 138 are not available, an error message is prefer 
ably generated. 
0077 Expanding on the present and backward compat 
ibility evaluation of the embodiment described above, data 
extracted from Sources such as matrix 300, Tables C and C.1 
and the ECO information, may also be used to identify 
compatible versions of firmware elements 138 for a card 
100. In certain circumstances, it may be preferable to 
upgrade a firmware element 138, independent of its associ 
ated Software element 134, or vice versa. This may occur if 
card 100 has a standardized set of Software elements 134 
installed thereon, which is not meant to be updated for the 
time being. Again, this data may be processed by a pro 
grammed procedure operating with that card 100 to identify 
specific isolated versions of a firmware element 138 or 
versions of a Software element 134 for that card 100. 

0078. An application bundle may be stored in a flash 
bank of memory 148. In the embodiment, there is an active 
flash bank 148 and an inactive flash bank 148. The operating 
firmware and Software elements are Stored in the active flash 
bank 148 and new downloads are stored in the inactive flash 
bank 148. Once the new download is verified, the embodi 
ment can Switch between the active and inactive flash banks 
148. 

0079 Referring to FIGS. 1 and 4, following is an 
example of an illustrative download system 400 for an 
embodiment, which may be used in conjunction with the 
ECO information to determine which application bundle 146 
should be provided to card 100. 
0080. Therein, resource module 402 is connected via a 
communication link 404 to main controller 104. Resource 
module 402 comprises an application bundle library 406, 
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which contain a series of application bundles 146A... 146N 
for many hardware elements 128, as described earlier. Each 
application bundle 146 has one software element 134 asso 
ciated with a set of firmware elements 138. The same 
Software element 134 may be associated with several dif 
ferent sets of firmware elements 138 in different bundles. 
The operator of main controller 104 selects the resource 
module 302 from which the firmware elements 138 and/or 
Software elements 134 are to be downloaded. However, 
using embodiments described above, a particular bundle 146 
may be selected from the Series of bundles after appropriate 
comparisons are made against the ECO information for the 
target card 100. Resource module 402 may be a CD-ROM, 
and FTP site, a web server or other known data Sources. 
Next, after a comparison is made with the ECO information 
and the bundles 146, the operator can Select the appropriate 
application bundle 146 from the resource module 402. The 
Selected application bundle may be Selected because either: 
(i) it has software elements 134 (and/or firmware elements 
138) which are presently compatible with the target card 
100; or (ii) it has software elements 134 (and/or firmware 
elements 138) which are backward compatible with the 
target card 100. Next, one of the flash banks 148 in module 
104 which is to receive the application bundle 146 is 
selected. Generally, the flash bank 148 which is selected is 
the non-operational flash bank, i.e. the current firmware and 
Software elements are provided from the current flash bank 
148. The new application bundle is downloaded to the 
inactive flash bank. 

0.081 From the above description, it will be appreciated 
that the embodiment provides a centralized System for 
tracking ECOS for a card and for tracking compatibilities for 
firmware and Software elements for that card. 

0082) Other embodiments may have network repair sta 
tions which can access all of the ECO information of 
multiple installed cards remotely through an appropriate 
communication network and compare the compatibilities of 
Several cards against compatibility information to determine 
which Software and firmware elements can be used with 
each installed card. In Such a System a repair Station and its 
asSociated analysis device can access ECOS of installed 
cards in electronic devices through a communication net 
work. For a given Software upgrade, the repair Station can 
determine whether or not the Software upgrade can be 
applied to all or any of the installed cards. Using the 
accessed ECO information, the operator at the repair Station 
can be informed of any target cards which require ECOS to 
be applied before the Software upgrade can be applied to 
those cards. 

0.083. It is noted that those skilled in the art will appre 
ciate that various modifications of detail may be made to the 
present embodiment, all of which would come within the 
Scope of the invention. 

We claim: 
1. A method of electronically tracking a history of engi 

neering change orders (ECOS) associated with a manufac 
tured device having at least one electronic component 
thereon, comprising: 

Storing in an electronic Storage device associated with the 
manufactured device, the history of ECOs, and 
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updating the history of ECOs stored in the electronic 
Storage device when a new ECO is implemented on the 
manufactured device to indicate that the new ECO was 
implemented on the manufactured device. 

2. The method of electronically tracking a history of 
ECOS associated with a manufactured device, as claimed in 
claim 1 wherein: 

the history of ECOs is stored as a series of bits in the 
electronic Storage device. 

3. The method of electronically tracking a history of 
ECOS associated with a manufactured device, as claimed in 
claim 2 wherein: 

the electronic Storage device is mounted on the manufac 
tured device. 

4. The method of electronically tracking a history of 
ECOS associated with a manufactured device, as claimed in 
claim 3 wherein: 

the history of ECOs is accessible by an analysis device 
connectable to the manufactured device when the 
manufactured device is being examined. 

5. The method of electronically tracking a history of 
ECOS associated with a manufactured device, as claimed in 
claim 4 wherein: 

the manufacturing device utilizes a programmable ele 
ment which is installed on the manufactured device; 
and 

the history of ECOs of the manufactured device is com 
pared against a version of the programmable element to 
determine a compatibility level between the version of 
the programmable element and the manufactured 
device. 

6. The method of electronically tracking a history of 
ECOS associated with a manufactured device, as claimed in 
claim 5 wherein 

the history of ECOs of the manufactured device is used to 
identify compatible versions of the programmable ele 
ment which may be installed on the manufactured 
device. 

7. The method of electronically tracking a history of 
ECOS associated with a manufactured device, as claimed in 
claim 6 wherein: 

for the version of the programmable element, an ECO 
mask is accessed to identify only the ECOs in the ECO 
history which affect the compatibility level of the 
Version of the programmable element. 

8. The method of electronically tracking a history of 
ECOS associated with a manufactured device, as claimed in 
claim 7 wherein: 

the compatibility level indicates one of at least the fol 
lowing conditions: 

(i) whether the version of the programmable element is 
compatible with the manufactured device; 

(ii) whether the version of the programmable element is 
backwards compatible with the manufactured 
device; and 

(iii) whether the version of the programmable element 
is not compatible with the manufactured device. 
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9. The method of electronically tracking a history of 
ECOS associated with a manufactured device, as claimed in 
claim 8 wherein: 

the programmable element is a Software element; 
the manufacturing device further utilizes a firmware ele 

ment which is installed on the manufactured device; 
and 

the history of ECOs of the manufactured device is further 
compared against a version of the firmware element to 
determine whether the version of the firmware element 
is compatible with the manufactured device. 

10. The method of electronically tracking a history of 
ECOS associated with a manufactured device, as claimed in 
claim 9 wherein: 

versions of the Software element and versions of the 
firmware element are provided in a bundle of install 
able elements, the bundle being accessible by the 
manufactured device. 

11. The method of electronically tracking a history of 
ECOS associated with a manufactured device as claimed in 
claim 10 wherein the analysis device is remotely connect 
able to the manufactured device through a communication 
network. 

12. A System for electronically tracking a history of 
engineering change orders (ECOS) associated with a manu 
factured device having at least one electronic component 
thereon, comprising: 

an electronic Storage device associated with the manufac 
tured device; and 

ECO information associated with the electronic Storage 
device, indicating the history of ECOs associated with 
the manufactured device and allowing modification 
thereto to indicate when a new ECO was implemented 
on the manufactured device. 

13. The system for electronically tracking a history of 
ECOS associated with a manufactured device, as claimed in 
claim 12, further comprising: 

comparison information relating ECOS to versions of a 
programmable element installable on the manufactured 
device, indicating the compatibility of the versions with 
the ECOs and the manufactured device; 
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ECO mask information to identify the ECOs which affect 
the operation of the versions of the programmable 
element for the manufactured device; and 

an analysis device having access to the ECO information, 
the comparison information and the ECO mask infor 
mation and adapted to determine whether a version of 
the programmable element may operate on the manu 
factured device. 

14. The system for electronically tracking a history of 
ECOS associated with a manufactured device, as claimed in 
claim 13, further comprising: 

Second comparison information relating ECOS to versions 
of a firmware element which are installable on the 
manufactured device, indicating the compatibility of 
the versions of the firmware element with the ECOs 
and the manufactured device; 

second ECO mask information to identify the ECOs 
which affect the operation of the versions of the firm 
ware element for the manufactured device; and 

the analysis device further utilizes the Second comparison 
information and the second ECO mask information to 
determine whether a version of the firmware element 
may operate on the manufactured device. 

15. The system for electronically tracking a history of 
ECOS associated with a manufactured device, as claimed in 
claim 14, further comprising 

a bundle of versions of the programmable element and 
versions of the firmware element, the bundle being 
accessible by the manufactured device, 

wherein 

the programmable element is a Software element and the 
analysis device utilizes the comparison information, the 
Second comparison information, the ECO mask infor 
mation, the Second ECO mask information and the 
ECO information to select a compatible version of the 
Software element and the firmware element in the 
bundle to install into the manufacturing device. 


