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BLOCK-BASED DIFFERENCING ALGORITHM

BACKGROUND OF THE INVENTION

Technical Field

[0001] The present invention relates generally to data compression and archiving, file

differencing, and patching. More particularly the present invention relates to a system and

method for improved differencing on very large files. Still more particularly, the present

invention relates to a method to perform the differencing algorithm over blocks of the target

file, generating patch blocks in the process.

Background Art

[0002] Current differencing technology, which is typically implemented in "differs", "delta

coders", "delta encoders", "updaters", "patchers" and the like, has been available in various

forms for some time. The present invention advances the state of the art by processing data

incrementally and in an optimal order, thereby producing smaller update packages while

using less memory.

[0003] Delta/differencing technology solves the need of device and software

manufacturers, as well as information providers, to update software, operating systems and

related data in the most efficient manner possible. The primary purpose of delta/differencing

technology is to reduce the large bandwidth and space/storage costs associated with

distributing updated data to existing users of devices, software and data. It does so by using a

very efficient process in which only the differences between the old and new data or code are

stored and or transmitted.

[0004] Differencing algorithms are designed to generate small patch files for similar,



potentially very large source and target file pairs. Differencing algorithms benefit from

having more source data available for referencing during their operation. In a typical

application, patch data is a continuous stream applied in one operation. However, this can be

problematic when memory available during patch application is limited.

[0005] Accordingly, to ensure that a patch application can be performed on arbitrarily large

files in limited memory situations, the present invention provides a block-based differencing

system and method that operates on blocks of the target file, generating independent patch

blocks in the process. Block size is adaptive and is determined by the following three factors:

First, maximum block size is imposed, and that size is based on the memory requirements of

the patching algorithm and the desired upper limit on memory consumption. Second, when

the number of source file blocks is small, it is beneficial to determine block boundaries in a

way that makes all patch blocks equally or similarly sized. When patch blocks are

compressed, this avoids inefficient compression of small blocks (the initial learning curve of

the adaptive compressor). And third, when the number of source file blocks is large, the last

few blocks are made equally or similarly sized, providing an effect similar to the one above.

[0006] Additionally, differencing algorithms perform best when their counterpart patching

algorithms are allowed to reference the entire source file and the portions of the target file

partially reconstructed during patching. On a device where the patching algorithm is

executed, this requires enough memory space to accommodate both the source and the target

file. Some situations (mobile and other low-end devices using flash memory) require

patching to be performed in place because there is not enough memory for both the source

and the target files.

[0007] Accordingly, the patching algorithm of the present invention divides the target file

into blocks, which are processed independently. Each block carries its size and position in the

target file, and blocks are put in place one at a time by the patching algorithm. During

patching, each patch block is allowed to reference any part of the partially processed

source/target file. Blocks can be processed in any order.



[0008] The order of block processing by the patch process is selected by the differencing

algorithm with the goal of minimizing the sum of the sizes of patch blocks, by either heuristic

rules or by exhaustive ordering search to ensure optimization.

[0009] Accordingly, the inventive differencing algorithm takes advantage of the

incremental nature of patch generation by optimizing its search algorithm. Search data

structures used to locate matching portions of the source and the target are updated

incrementally, upon completion of each patch block.

[0010] Additionally, prior art differencing algorithms typically contain a built-in logic that

results in smaller output. However, size reduction achieved this way is less than optimal. In

the implementation of the present invention, a separate compression step is applied. In that

step a universal compressor is employed.

[0011] Accordingly, for differencing followed by a separate compression stage, it is

important to match the properties of the compressor to the properties of the differencing

output. The optimal combination is achieved when a block-based compression algorithm

(such as BWT) operates on entire patch blocks, thus ensuring that there is no misalignment of

blocks and no compression loss.

[0012] The foregoing patents reflect the current state of the art of which the present

inventor is aware. Reference to, and discussion of, these patents is intended to aid in

discharging Applicant's acknowledged duty of candor in disclosing information that may be

relevant to the examination of claims to the present invention. However, it is respectfully

submitted that none of the above-indicated patents disclose, teach, suggest, show, or

otherwise render obvious, either singly or when considered in combination, the invention

described and claimed herein.

Disclosure of Invention

[0013] The present invention is a system and method of creation of block-based patch files

for the purpose of transforming (updating) source files into target files. The system and



method, when applied to a set of source and target file pairs, employs the following method

steps:

[0014] Encoding (differencing of source and target file pairs, creation of a patch file): The

first steps in the inventive system comprise an encoding stage. In the encoding stage, patch

block size is first determined. The size is based on the amount of memory specified for

differencing and/or patching operations. In performing this step, maximum differencing-side

block size is a function of the amount of memory, which is the maximum of the differencing

algorithm memory requirement and the compression algorithm memory requirement.

Maximum patching-side block size is a function of the amount of memory, which is the

maximum of the decompression algorithm memory requirement and the patching algorithm

memory requirement. And maximum block size B is the minimum of the differencing-side

block size (discussed in this paragraph, supra) and the patching-side block size {supra).

[0015] Additionally, in the encoding stage, individual target files are divided into blocks of

size B, with the exception of the last few blocks, the sizes of which are equalized to prevent

an occurrence of a small partial block at the end of the patch data.

[0016] In an ordering step, the ordering of patch blocks is determined either heuristically or

optimally. Ordering algorithms depend on whether there is sufficient space for both source

and target file during patching and will produce results that significantly differ depending on

the data being differenced. Ordering is especially important when patching must be

performed in place.

[0017] Patch blocks are generated in the order established in the ordering step. Each block

contains its position in the target file, size, and patch data. Blocks are transmitted to a

compressor as they are being created.

[0018] During encoding, search data structures (such as hash, tree, or suffix array) are

adjusted to reflect new combined source/target data upon completion of each block. The

compressor processes patch data in increments of one or more blocks, based on the amount

of memory available for its operation.



[0019] Decoding (decompression of the patch file, patching of source files): The second set

of steps in the inventive system comprise a decoding stage. In this stage of the algorithm, the

decompressor reads the patch file, decodes the data, and generates patch blocks in increments

of one or more blocks, based on the amount of memory available for its operation.

[0020] During decoding, the patcher first obtains patch block size and location in the target

file. Next the patcher interprets patch data in order to reconstruct the target file while using

parts of the source and/or target file as references. Each target block is fully reconstructed

before it replaces its corresponding source block.

[0021] In the case of limited memory available for differencing and/or patching, the above

method ensures that differencing and patching can be applied to infinitely large files or sets

of files, with minimal loss of performance due to memory limitations.

[0022] It is therefore a principal object of the present invention to provide a new and

improved system and method to difference and patch data.

[0023] It is another object of the present invention to provide a method to avoid sub-

optimal patch block sizes to avoid a performance penalty during compression of patch data.

[0024] It is another principal object of the present invention to provide a new and improved

method of differencing and ordering patch blocks to optimize performance when only in-

place patching can be performed.

[0025] Other novel features which are characteristic of the invention, as to organization and

method of operation, together with further objects and advantages thereof will be better

understood from the following description considered in connection with the accompanying

drawings, in which preferred embodiments of the invention are illustrated by way of

example. It is to be expressly understood, however, that the drawings are for illustration and

description only and are not intended as a definition of the limits of the invention. The

various features of novelty that characterize the invention are pointed out with particularity in

the claims annexed to and forming part of this disclosure. The invention does not reside in

any one of these features taken alone, but rather in the particular combination of all of its



structures for the functions specified.

[0026] The foregoing summary broadly sets out the more important features of the present

invention so that the detailed description that follows may be better understood, and so that

the present contributions to the art may be better appreciated. There are additional features of

the invention that will be described in the detailed description of the preferred embodiments

of the invention which will form the subject matter of the claims appended hereto.

[0027] Further, the purpose of the Abstract is to enable the national patent office(s) and the

public generally, and especially the scientists, engineers and practitioners in the art who are

not familiar with patent or legal terms or phraseology, to determine quickly from a cursory

inspection the nature and essence of the technical disclosure of the application. The Abstract

is neither intended to define the invention of this application, which is measured by the

claims, nor is it intended to be limiting as to the scope of the invention in any way.

[0028] Certain terminology and derivations thereof may be used in the following

description for convenience in reference only, and will not be limiting. For example, words

such as "upward," "downward," "left," and "right" would refer to directions in the drawings

to which reference is made unless otherwise stated. Similarly, words such as "inward" and

"outward" would refer to directions toward and away from, respectively, the geometric center

of a device or area and designated parts thereof. References in the singular tense include the

plural, and vice versa, unless otherwise noted.

Brief Description of the Drawings

[0029] The invention will be better understood and objects other than those set forth above

will become apparent when consideration is given to the following detailed description

thereof. Such description makes reference to the annexed drawings wherein:

[0030] FIG. 1 is a schematic flow diagram illustrating the general functional elements of

the present invention's encoding and decoding operations.



[0031] FIG. 2 graphically shows the typical memory usage of prior art differencing

technologies with respect to increasing file size;

[0032] FIG. 3 is a schematic block diagram showing the memory usage of the present

invention;

[0033] FIG. 4 is a schematic block diagram showing a prior art block size strategy;

[0034] FIG. 5 schematically shows the block size strategy of the present invention;

[0035] FIG. 6 is a schematic block diagram showing a prior art referencing method using

continuous differencing;

[0036] FIG. 7 schematically shows the block-based differencing of the present invention

during in-place operation;

[0037] FIG. 8 is a schematic diagram showing three possible block ordering strategies; and

[0038] FIG. 9 schematically shows how the present invention matches patch block

boundaries to compression block boundaries.

Best Mode for Carrying Out the Invention

[0039] Referring to FIGS. 1 through 9, there is illustrated therein a new and improved

method for perform a differencing algorithm over blocks of a target file.

[0040] Definitions : As used herein, the term "file" means a named set of data elements

stored in machine readable form, which may exist in several forms, including in a discrete

form, or combined or stored with other files, or embedded in another file as a file or as an

object, or as a file containing other files, or as a data stream of a determinate size, including

information transmitted over a data channel.

[0041] Referring first to FIG. 1, during the encoding process, the first step 100 is to

determine patch block size, followed by block size equalization 110. Blocks are then ordered

in step 120 with the goal of minimizing the sum of the sizes of all blocks. The algorithm then

enters the iterative stage wherein one patch block is generated at a time 130, in the order



determined in step 120. Each block generation is followed by an incremental update of search

structures 140. Block generation 130 and structure update 140 are repeated 150 until a group

of N (N > 1) blocks is accumulated. Each group of N blocks is then compressed and

transmitted 160. The process is repeated 170 until all blocks of the target file have been

processed and transmitted.

[0042] The decoding process is the reverse of the encoding process. Groups of N (N > 1)

blocks are received and decompressed 200. Each patch block is processed and applied to the

partially reconstructed target file 210. The process is repeated 220 for each block and each

group of N blocks until all blocks 230 have been received and processed.

[0043] Referring next to FIG. 2 there is shown a prior art method used in contemporary

differencing algorithms. Such algorithms process a source file 250 of Mbytes, transforming

the source file into a target file 260 of N bytes by application of a patch 270 of K bytes.

[0044] The presently inventive method of using blocks, however, as shown in FIG. 3,

processes a source file 300 of Mbytes, transforming it into a target file 310 of N bytes by

application of a block-based patch 320 consisting of/ compressed patch blocks 330 of size J

each. In combination with an in-place update mechanism, the method of the present invention

reduces patch memory requirements from N+M+K to N+J, where J « K and J « N .

[0045] Referring now to FIG. 4, there is shown the prior art method of using a fixed size

block 400, which typically results in a small "leftover" block 410. This small block is

suboptimal as it results in inefficient compression due to the initial learning curve of the

adaptive compressor.

[0046] The present invention, shown schematically in FIG. 5, avoids the loss of small

leftover blocks in relatively small files by dynamically adjusting the block size to result in

equally sized blocks 500 and no small leftover blocks. Further, for large source file sizes, the

present invention uses the maximum block size for all but the last few blocks which are

adjusted such that they are equally size with no small leftover block.

[0047] Referring next to FIG. 6, there is shown the prior art referencing mode. This figure



shows continuous differencing in which the patching algorithm 600 references both the entire

source file 610 and the portions 620 of the target file 630 partially reconstructed during

patching.

[0048] FIG. 7 shows the "in-place" referencing mode of the present invention, possible

only because the patch block method of the present invention 700 divides the target file 710

into blocks 720 that are processed independently. In this mode, each patch block is allowed

to reference any part of the partially processed source/target file. Blocks can be processed in

any order.

[0049] Accordingly, and referring now to FIG. 8, there are shown three possible block

ordering strategies, which are selected with the goal of minimizing the sum of the sizes of

patch blocks, by either heuristic rules 800 or by exhaustive ordering search, right to left 810,

or left to right 820, to ensure optimization.

[0050] Finally, referring next to FIG. 9, there is shown the method of the present invention

900, which matches 910 the block sizes 920 of a second stage adaptive compression

algorithm, such as the Burrows-Wheeler transform (also called BWT or block-sorting

compression) to the patch blocks 930 of the differencing algorithm, ensuring that there is no

misalignment of blocks and thus no performance loss.

[0051] The above disclosure is sufficient to enable one of ordinary skill in the art to

practice the invention, and provides the best mode of practicing the invention presently

contemplated by the inventor. While there is provided herein a full and complete disclosure

of the preferred embodiments of this invention, it is not desired to limit the invention to the

exact construction, dimensional relationships, and operation shown and described. Various

modifications, alternative constructions, changes and equivalents will readily occur to those

skilled in the art and may be employed, as suitable, without departing from the true spirit and

scope of the invention. Such changes might involve alternative materials, components,

structural arrangements, sizes, shapes, forms, functions, operational features or the like.

[0052] Therefore, the above description and illustrations should not be construed as



limiting the scope of the invention, which is defined by the appended claims.



CLAIMS

What is claimed as invention is:

1. A method of limiting memory required during differencing and patching,

comprising at least the step of applying a differencing algorithm that operates on finite-sized

blocks created from at least one source/target file.

2. The method of claim 1, further including the step of adaptively determining block

sizes as follows:

(I) determining maximum block size based on the requirements of the differencing,

compression, decompression and patching algorithms and the desired upper limit on memory

requirements;

(ii) when the number of source file blocks is small, adjusting the size of the blocks

such that they are equally or similarly sized; and

(iii) when the number of source file blocks is large, adjusting the size of the blocks for

the last few blocks in a manner similar to (ii) above, thereby creating a similar effect as

(ii),while maintaining the maximum block size for the majority of blocks.

3. The method of claim 1, wherein each of the finite-sized blocks is processed

independently.

4. The method of claim 1, further including the step of incrementally updating search

data structures used to locate matching portions of the source/target files upon completion of

each patch block.

5. The method of claim 1, further including the step of attaching to each block data

relating to the size and position of that block.



6. The method of claim 1, further including the step of putting each block in place

one at a time using a patching algorithm.

7. The method of claim 6, wherein each block may be processed out of order.

8. The method of claim 1, wherein an in-place patching operation includes the step of

allowing each patch block to reference any part of a partially processed source/target file.

9. The method of claim 6, further including the step of using the differencing

algorithm to select the order of block processing with the goal of minimizing the sum of the

sizes of patch blocks using either heuristic rules or an exhaustive ordering search to ensure

optimization.

10. The method of claim 1, further including the matching the block sizes used in the

differencing algorithm with those used in a second stage adaptive compressor.
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