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INPUT/OUTPUT CONTROL APPARATUS, 
INPUT/OUTPUT CONTROL SYSTEM, AND 
INPUT/OUTPUT CONTROL METHOD 

CROSS REFERENCE TO RELATED 
APPLICATION 

0001. This application is a divisional of U.S. application 
Ser. No. 1 1/623,934, filed Jan. 17, 2007, which claims prior 
ity under 35 U.S.C. S 119 to Japanese Patent Application No. 
P2006-009190, filed on Jan. 17, 2006; and Japanese Patent 
Application No. P2006-341835, filed on Dec. 19, 2006; the 
entire contents of each of which are incorporated herein by 
reference. 

BACKGROUND OF THE INVENTION 

0002 1. Field of the Invention 
0003. The present invention relates to an input/output con 

trol apparatus, an input/output control system, and an input/ 
output control method, which control shared use of input/ 
output devices by more than one operating system 
(hereinafter referred to as “OS”). 
0004 2. Description of the Related Art 
0005. In a computer on which a single OS operates, soft 
ware for controlling input/output devices (hereinafter 
referred to as “device drivers') allows the OS itself and a 
program operating on the OS to access the input/output 
devices provided to the computer, and the device driver is the 
one installed into the OS as appropriate. 
0006. Here, the computer is provided with at least an input 
device (such as a keyboard) and an output device (Such as a 
display device). The input device is used when inputting 
information into the OS from the outside of the computer. The 
output device is used when the OS outputs information from 
the computer to the outside of the computer. 
0007. The device driver registers, to the OS, information 
on the device to be controlled by the device driver itself, when 
the device driver is installed into the OS. An interrupt number 
for the device can be cited as an example of the information on 
Such a device. 
0008. When information is inputted to the computer from 
the outside of the computer, firstly, an interrupt controller 
sends, to a CPU, an interrupt signal and an interrupt number. 
0009 Secondly, upon receipt of the interrupt signal, the 
CPU stops a process being performed at the time, and then 
calls a device driver corresponding to the interrupt number. 
0010. Thirdly, the device driver accesses the correspond 
ing device, and then passes, to the OS, the information input 
ted through the device. 
0011 Furthermore, when outputting specific information, 
the OS specifies an appropriate output device in accordance 
with the content of the specific information. 
0012. Thereafter, the OS calls a device driver which has 
been registered in advance and which corresponds to the 
output device, and then causes the specific information to be 
outputted from the output device. 
0013 As described above, in a case where a single OS 
operates on a computer, by managing use of input/output 
devices, the OS can prevents an occurrence of a conflict 
situation in which programs operating on the OS access one 
of the input/output devices at the same time. 
0014. On the other hand, in recent years, an environment 
where multiple OSs can be simultaneously executed on a 
computer has been becoming prevalent. 
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0015. As shown in FIG. 12, such an environment can be 
realized by a host system termed as a “virtual machine moni 
tor (hereinafter referred to as a VMM)”. The VMM configures 
guest systems termed as "virtual machines (hereinafter 
referred to as VMs). Then, the VMM operates an OS on each 
of the VMs (for example, refer to the Patent document 1, the 
Non-patent document 1 and the Non-patent document 2). 
0016 One of conceivable examples of use of such an 
environment is that a “real-time OS (hereinafter referred to as 
an RTOS) specialized in real-time processing, and a “gen 
eral purpose OS (hereinafter referred to as a GPOS) used for 
general purposes are simultaneously operated on a single 
computer. 
0017 Moreover, another example thereof is that each of 
multiple OSs provides a service specialized in the OS to a 
client by causing the multiple OSS to be operated on a single 
SVC. 

0018. Under such an environment, limited hardware 
resources including input/output devices have to be shared by 
multiple OSs. 
(0019. One of the roles of the VMM is to statically or 
dynamically allocate hardware resources to each of the OSs. 
0020 For example, the VMM dynamically passes the con 
trol right of the CPU to each of the OSs, and logically divides 
and allocates a main memory to each of the OSS, statically. 
Thereby, the VMM realizes a simultaneous execution of mul 
tiple OSs. 
0021. Furthermore, among VMMs, there is the one that 
realizes data communications between the multiple OSs 
being executed at the same time. In a typical method for 
executing the data communications, provided is a shared 
memory to which the multiple OSs can refer. 
0022. The VMM performs processes of managing the 
shared memory, or giving, to the OSs, the notification of 
writing to or reading from the shared memory. 
0023. Such a communications function between OSs is 
utilized not only when simple data communications are per 
formed between the OSs, but also when hardware resources 
are shared by the multiple OSs. 
0024 For example, consider a case where multiple OSs on 
a computer provided with only one network interface com 
municate with the outside of the computer. 
0025. In this case, it is hardly conceivable to use a con 
figuration in which each of the OSS independently includes a 
device driver of a network interface. This is because it is 
impossible to previously make a judgment on which one of 
the device drivers of the respective OSs is to be called for a 
hardware interrupt which occurs when receiving data. 
0026. Accordingly, it is necessary that a certain OS 
becomes only one holder of the device driver, and thereby that 
the OS being the holder of the device driver be in charge of 
transferring and receiving data, and assigning the data to each 
of the OSs. 

0027. When hardware resources are shared and utilized as 
in the case described above, the aforementioned communica 
tions function between the OSs becomes a requirement. 
0028. Here, consider a device which is to be exclusively 
occupied by a specific OSatan arbitrary time under a multiple 
OSs environment realized by a VMM. 
0029. As an example of such a device, a human interface 
device (hereinafter referred to as an “HID) can be cited. As 
examples of the HID, a keyboard as an input device, a display 
device as an output device and the like can be cited. 
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0030 These devices need to be exclusively occupied by 
the OS, which is being used by a user. 
0031. For example, while the user is using a certain pro 
gram, the result of an input by the user from a keyboard needs 
to be basically inputted to the certain program, and the result 
of an output from the certain program needs to be displayed 
on the display device. For this purpose, the result of the input 
from the keyboard has to be passed to the OS on which the 
certain program operates. Likewise, the result of the output 
from the OS needs to be displayed on the display device. 
0032 Moreover, the fact that a user is using a certain OS 
does not necessary mean that the OS being used by the user 
also controls the CPU. 
0033 Even though the OS is being used by the user, the 
VMM may switch contexts between OSs. Then, the VMM 
may assign the CPU to another OS, or execute a process for 
the VMM itself. 

0034. The VMM can grasp which OS controls the CPU at 
an arbitrary time since the VMM manages the assignment of 
the CPU. The VMM, however, cannot grasp which OS is 
being used by the user at an arbitrary time. 
0035. Accordingly, for example, in a case where an input 
of data from the keyboard causes an interrupt, the VMM 
cannot recognize which OS the interrupt is caused for. 
0036. For example, when a network interface is shared by 
OSs, received data can be assigned after a certain OS receives 
the data. This can be possible because an IP address, a port 
number or the like is added to the received data for identifying 
which OS the data is inputted for. 
0037. It is, however, difficult to perform the same process 
ing on data which is inputted from a keyboard. 
0038 Likewise, a problem occurs when data is outputted 

to the display device. 
0039. If all of the OSs individually hold the respective 
display drivers, and output data at their own choices, a conflict 
for the display device occurs, as a matter of course. 
0040. Moreover, even in a case where data to be outputted 
to a certain OS is aggregated, the correct output result cannot 
be displayed for the user without recognizing which OS is to 
output the data at the time. 
0041. In the case of the multiple OSs environment 
described in the Patent document 1, any specific function is 
not provided in order to solve the problems described above. 
0042. This is because the Patent document 1 assumes a 
simultaneous execution environment of an RTOS and a 
GPOS. That is, an assumption is made that the GPOS always 
occupies an HID. 
0043. On the other hand, in the multiple OSS environment 
described in the Non-patent document 1 or the Non-Patent 
document 2, as shown in FIG. 13, the sharing of an HID is 
achieved by providing one host OS to the environment, and 
then by causing a Graphical User Interface (GUI) server of 
the host OS to process inputs and outputs to the HID for all the 
other guest OSs. 
0044) To be more precise, only the host OS holds the 
device driver (HID DD) of the HID, and the device driver is 
allowed to process only the inputs and outputs from the GUI 
server of the host OS. 

0045. The GUI server of the host OS generates a window 
for each of the guest OSs other than the host OS, and outputs, 
on the window, the result of output which is received from a 
GUI server of the guest OS through communications between 
OSs by using the VMM. 
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0046. Furthermore, in a case where the window is active, 
the result of an input from the input device is passed to the 
GUI server of the corresponding guest OS through the com 
munications between the OSs. 
0047. There are, however, problems in such a solution by 
means of GUI servers. 
0048. The first problem is that contexts need to be 
switched between OSS very often since all of the GUI client 
applications of the respective OSS perform input and output 
processing separately. 
0049. Under the multiple OSS environment, it takes a long 
time to perform processes for saving and restoring contexts 
when the contexts are switched between the OSs. In particu 
lar, context Switching becomes a large bottleneck in output 
processing to a display device since a processing speed is 
important in the output processing. 
0050 Moreover, in an environment where a power saving 
processing is absolutely required as in the case of a mobile 
terminal, context Switching also becomes a large factor caus 
ing an increase of electricity consumption. 
0051. The second problem is that the solution largely 
depends on platforms or applications of each of the OSs. 
0052. In order to realize such inputs and outputs between 
the GUI servers, both of the GUI servers of the host OS and 
each guest OS need to Support functions for the inputs and 
outputs therebetween. 
0053 Moreover, particularly in a case where environ 
ments, in each of which a GUI server operates, are signifi 
cantly different from one another, communications between 
the GUI servers require conversion of data in the application 
level. 
0054 The third problem is a security risk associated with 
the fact that all of the inputs and outputs processing are 
handled by the GUI servers. 
0055 Since a GUI server is an “unprivileged process (user 
authorization)', its tamper resistance is weak in comparison 
with an OS which is a “privileged process (kernel authoriza 
tion). 
0056. In a case where the GUI server is tampered with, the 
input and output of the OS may be inappropriately processed. 
This may causes an event in which an input result is passed to 
a wrong input destination, or in which an output result of the 
OS which is not supposed to be displayed is displayed. 
0057. Furthermore, in the switching of an OS occupying 
the HID to another, for the purpose of improving usability, 
various Switching patterns need to be considered. 
0.058 Moreover, as to each of the switching patterns, it is 
necessary to consider provision of Switching methods, pre 
vention of an unauthorized Switching and an unauthorized 
occupation of the HID and the like. 
0059. The following cases are conceivable as examples of 
the Switching patterns. 
0060. In the case where a specific program is started on a 
specific OS; 
0061. In the case where a switching button provided to a 
keyboard or the like is pressed; 
0062. In the case where an abnormality occurs on the OS 
which occupies the HID; and 
0063. In the case where a specific program is forcibly 
started from the outside of the computer for the purpose of 
debugging or the like. 
0064 Moreover, the following matters are conceivable as 
examples of matters to be considered at the time of Switching 
OSS. 
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0065 Prevention of an unauthorized occupation of the 
HID by a specific OS or a specific program; 
0066 Prevention of repeated switching which may reduce 

usability; and 
0067 Prevention of switching in a case where a program 
with a high priority is used. 
< Patent document 1 > US 2004/0205755 
<Non-Patent document 12 'Xen and the Art of Virtualiza 
tion” In Proc. of Symposium on operating systems Principles 
(SOSP) 2003 (http://www.Cl.cam.ac.uk/Re Search/SRG/ 
netos/papers/2003-Xensosp.pdf) 
<Non-patent document 2> “A 600 MIPS 120 mW 70 LA 
Leakage Triple-CPU Mobile Application Processor Chip’. In 
Proc. of IEEE International Solid-State Circuits Conference 
(ISSCC) 2005 

BRIEF SUMMARY OF THE INVENTION 

0068. The present invention has been made in view of the 
above points. An object of the present invention is therefore to 
provide an input/output control apparatus, an input/output 
control system and an input/output control method, designed 
in consideration of efficiency, non-dependency of higher 
layer platforms, and usability. 
0069. A first aspect of the present invention is summarized 
as an input/output control apparatus configured to control an 
input of an input device and an output of an output device 
provided to a computer on which at least two operating sys 
tems operate simultaneously on a host system including a 
function of simultaneously running a plurality of operating 
systems, the device including: a request acceptance unit con 
figured to accept a Switch request for requesting to change an 
operating system occupying any one of the input device and 
the output device; a control information generator unit con 
figured to generate control information including any one of 
input destination information and output enable information 
in response to the Switch request; and a control information 
output unit configured to output any one of the input destina 
tion information and the output enable information; wherein 
the input destination information includes at least informa 
tion for specifying an input destination operating system to 
which information inputted from the input device is inputted; 
and the output enable information includes at least informa 
tion for specifying whether or not each of the plurality of 
operating systems can output information to the output 
device. 
0070. In the first aspect of the present invention, the 
request acceptance unit can be configured to accept the Switch 
request from first control software which controls a first input 
device which has previously been provided to the computer. 
0071. In the first aspect of the present invention, the 
request acceptance unit can be configured to accept the Switch 
request from each of the plurality of operating systems. 
0072. In the first aspect of the present invention, the 
request acceptance unit can be configured to accept or reject 
the Switch request in accordance with a request rule which 
regulates processing for the Switch request, when the request 
rule is provided. 
0073. In the first aspect of the present invention, the 
request rule can request an input of confidential information 
for accepting the Switch request, and the request acceptance 
unit can be configured to accept the Switch request only when 
the inputted confidential information is correct. 
0074. In the first aspect of the present invention, the 
request rule can define an invalid Switch request, and the 
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request acceptance unit can be configured to reject the Switch 
request, when the Switch request is invalid. 
0075. In the first aspect of the present invention, the 
request rule can require a user's judgment on whether or not 
to permit the acceptance of the Switch request, the judgment 
being inputted by the user in a specific operation, and the 
request acceptance unit can be configured to accept the Switch 
request in accordance with the permission by the specific 
operation. 
0076. In the first aspect of the present invention, the 
request acceptance unit can be configured to accept the Switch 
request, when any user's judgment on whether or not to per 
mit the acceptance is not obtained from the user for a certain 
period of time. 
0077. In the first aspect of the present invention, the 
request rule can define a specific Switch request as a privi 
leged request; and after generating the control information in 
accordance with the privileged request, until a specific con 
dition is fulfilled, the request acceptance unit can be config 
ured to reject a Switch request for any one of the input device 
and the output device which a specific operating system occu 
pies in accordance with the privileged request. 
0078. In the first aspect of the present invention, the 
request acceptance unit can be configured to accept the Switch 
request from the host system. 
0079. In the first aspect of the present invention, when a 

first operating system or the host system on the computer 
includes a state change detection function which detects a 
Specific State change of an operating System operating on the 
computer, the request acceptance unit can be configured to 
accept the Switch request issued by the state change detection 
function in accordance with the state change of a second 
operating system which occupies any one of the input device 
and the output device. 
0080 A second aspect of the present invention is summa 
rized as an input/output control system including at least one 
input device, at least one output device, an input/output con 
trol apparatus which controls an input of the input device and 
an output of the output device, and a host system including a 
function of simultaneously running a plurality of operating 
systems and a communications function between the plurality 
of operating systems, wherein the input/output control appa 
ratus includes: a request acceptance unit configured to accept 
a Switch request for requesting to change an operating system 
occupying any one of the input device and the output device; 
a control information generator unit configured to generate 
control information including any one of input destination 
information and output enable information in response to the 
Switch request; and a control information output unit config 
ured to output any one of the input destination information 
and the output enable information; one specific operating 
system among the plurality of operating systems which oper 
ate on the host system includes: an input device controller 
configured to specify, by using the outputted input destination 
information, an input destination operating system to which 
information inputted from the input device is inputted, and to 
input the inputted information to the input destination oper 
ating system; and an output device controller configured to 
specify, by using the outputted output enable information, an 
operating system capable of outputting information to the 
output device, and to output the information received from the 
operating system to the output device; the input destination 
information includes at least information for specifying the 
input destination operating system to which information 
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inputted from the input device is inputted; and the output 
enable information includes at least information for specify 
ing whether or not each of the plurality of operating systems 
can output information to the output device. 
0081. A third aspect of the present invention is summa 
rized as an input/output control system including at least one 
input device, at least one output device, an input/output con 
trol apparatus which controls an input of the input device and 
an output of the output device, and a host system including a 
function of simultaneously running a plurality of operating 
systems and a communications function between the plurality 
of operating systems; wherein the input/output control appa 
ratus includes: a request acceptance unit configured to accept 
a Switch request for requesting to change an operating system 
occupying any one of the input device and the output device; 
a control information generator configured to generate con 
trol information including any one of input destination infor 
mation and output enable information in response to the 
Switch request; and a control information output unit config 
ured to output the input destination information and the out 
put enable information; and each of the plurality of operating 
systems which operate on the host system includes: an input 
device controller unit configured to determine whether or not 
to input, to the operating system, information inputted from 
the input device, by referring to the input destination infor 
mation outputted from the input/output control apparatus; 
and an output device controller unit configured to determine 
whether or not to output information outputted from the oper 
ating system to the output device, by referring to the output 
enable information outputted from the input/output control 
apparatus. 
0082. A fourth aspect of the present invention is summa 
rized as an input/output control system including at least one 
input device, at least one output device, an input/output con 
trol apparatus which controls an input of the input device and 
an output of the output device, and a host system including a 
function of simultaneously running a plurality of operating 
systems and a communications function between the plurality 
of operating systems; wherein the input/output control appa 
ratus includes: a request acceptance unit configured to accept 
a Switch request for requesting to change an operating system 
occupying any one of the input device and the output device; 
a control information generator unit configured to generate 
control information including any one of input destination 
information and output enable information in response to the 
Switch request; and a control information output unit config 
ured to output any one of the input destination information 
and the output enable information; each of the plurality of 
operating systems includes: an input device controller unit 
configured to control the input device; and an output device 
controller unit configured to control the output device; and the 
host system includes an input and output controller unit con 
figured to enable or disable the input device controller unit of 
the operating system on the basis of the input destination 
information outputted from the input/output control appara 
tus, and to enable or disable the output device controller unit 
of the operating system on the basis of the output enable 
information outputted from the input/output control appara 
tuS 

0083. A fifth aspect of the present invention is summarized 
as an input/output control system including at least one input 
device, at least one output device, an input/output control 
apparatus which controls an input of the input device and an 
output of the output device, and a host system including a 
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function of simultaneously running a plurality of operating 
systems and a communications function between the plurality 
of operating systems; wherein the input/output control appa 
ratus includes: a request acceptance unit configured to accept 
a Switch request for requesting to change an operating system 
occupying any one of the input device and the output device; 
a control information generator unit configured to generate 
control information including any one of input destination 
information and output enable information in response to the 
Switch request; and a control information output unit config 
ured to output any one of the input destination information 
and the output enable information; the host system includes 
an interrupt notification unit configured to notify the operat 
ing system of an interrupt for the input device when the 
interrupt occurs; and the interrupt notification unit is config 
ured to specify a notification destination to which the inter 
rupt is notified, in accordance with the input destination infor 
mation outputted from the input/output control apparatus. 
I0084. A sixth aspect of the present invention is summa 
rized as an input/output control system including at least one 
input device, at least one output device, an input/output con 
trol apparatus which controls an input of the input device and 
an output of the output device, and a host system including a 
function of simultaneously running a plurality of operating 
systems and a communications function between the plurality 
of operating systems; wherein the input/output control appa 
ratus includes: a request acceptance unit configured to accept 
a Switch request for requesting to change an operating system 
occupying any one of the input device and the output device; 
a control information generator unit configured to generate 
control information including any one of input destination 
information and output enable information in response to the 
Switch request; and a control information output unit config 
ured to output any one of the input destination information 
and the output enable information; and the host system 
includes a QoS controller unit configured to perform QoS 
control for the operating system, in accordance with any one 
of the input destination information and the output enable 
information which are outputted from the input/output con 
trol apparatus. 
I0085. A seventh aspect of the present invention is summa 
rized as an input/output control method of controlling an 
input of an input device and an output of an output device 
provided to a computer on which at least two operating sys 
tems operate simultaneously on a host system including a 
function of simultaneously running a plurality of operating 
systems, the method including: accepting a Switch request for 
requesting to change an operating System occupying any one 
of the input device and the output device; generating control 
information including any one of input destination informa 
tion and output enable information in response to the Switch 
request; and outputting the input destination information and 
the output enable information; wherein the input destination 
information includes at least information for specifying an 
input destination operating system to which information 
inputted from the input device is inputted; and the output 
enable information includes at least information for specify 
ing whether or not each of the plurality of operating systems 
can output information to the output device. 
I0086. In the second aspect of the present invention, a first 
operating system other than the specific operating system can 
include a virtual input device controller unit and a virtual 
output device controller unit; the virtual input device control 
ler unit can be configured to receive information inputted 
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from the input device controller unit of the specific operating 
system, and to input the inputted information to a program 
which operates on the first operating system; the virtual out 
put device controller unit can be configured to makes a judg 
ment, on the basis of the output enable information, on 
whether or not the first operating system can output informa 
tion, outputted from the program which operates on the first 
operating system, to the output device; and only when it is 
judged that the first operating system can output the informa 
tion to the output device, the first operating system can be 
configured to output the information to the output device 
controller unit of the specific operating system. 
0087. A eighth aspect of the present invention is summa 
rized as an input/output control system including at least one 
input device, at least one output device, an input/output con 
trol apparatus which controls an input of the input device and 
an output of the output device, and a host system including a 
function of simultaneously running a plurality of operating 
systems; wherein the input/output control apparatus includes: 
a request acceptance unit configured to accept a Switch 
request for requesting to change an operating system occu 
pying any one of the input device and the output device; a 
control information generator unit configured to generate 
control information including any one of input destination 
information and output enable information in response to the 
Switch request; and a control information output unit config 
ured to output any one of the input destination information 
and the output enable information; a program, which operates 
on the operating system, is configured to issue a system call 
requesting an input to the operating system, only when the 
operating system, on which the program operates, is an input 
destination operating system from the input device according 
to the input destination information; the program is config 
ured to issue a system call requesting the operating system to 
output information, only when an operating system, on which 
the program operates, is capable of outputting information to 
the output device according to the output enable information; 
the input destination information includes at least informa 
tion for specifying the input destination information operat 
ing system for input information from the input device; and 
the output enable information includes at least information 
for specifying whether or not each of the plurality of operat 
ing systems can output information to the output device. 
0088. In the first aspect of the present invention, the oper 
ating system can be configured to issue the Switch request, 
only when the request rule allows the operating system to 
issue the Switch request. 
0089. In the first aspect of the present invention, the host 
system can be configured to issue the Switch request, only 
when the request rule allows the host system to issue the 
Switch request. 
0090. A ninth aspect of the present invention is summa 
rized as an input/output control system including at least one 
input device, at least one output device, an input/output con 
trol apparatus which controls an input of the input device and 
an output of the output device, and a host system including a 
function of simultaneously running a plurality of operating 
systems; wherein the input/output control apparatus includes: 
a request acceptance unit configured to accept a Switch 
request for requesting to change an operating system occu 
pying any one of the input device and the output device; a 
control information generator unit configured to generate 
control information including any one of input destination 
information and output enable information in response to the 
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Switch request; and a control information output unit config 
ured to output any one of the input destination information 
and the output enable information; a program, which operates 
on the operating system, is configured to request the operating 
system to issue the Switch request to the input/output control 
apparatus; the input destination information includes at least 
information for specifying an input destination operating sys 
tem to which information inputted from the input device is 
inputted; and 
0091 the outputenable information includes at least infor 
mation for specifying whether or not each of the plurality of 
operating systems can output information to the output 
device. 
0092. In the ninth aspect of the present invention, the 
program can be configured to request the operating system to 
issue the Switch request to the input/output control apparatus, 
only when the request rules allows the switch request to be 
issued. 

BRIEF DESCRIPTION OF THE SEVERAL 
VIEWS OF THE DRAWINGS 

0093 FIG. 1 is a block diagram of a configuration of an 
input/output control system according to a first embodiment 
of the present invention. 
0094 FIG. 2 is a flowchart showing an input/output con 
trol method according to the first embodiment of the present 
invention. 
0.095 FIG. 3 is a block diagram of a configuration of an 
input/output control system according to a second embodi 
ment of the present invention. 
0096 FIG. 4 is a block diagram of a configuration of the 
input/output control system according to the second embodi 
ment of the present invention. 
0097 FIG. 5 is a block diagram of a configuration of an 
input/output control system according to a third embodiment 
of the present invention. 
0.098 FIG. 6 is a block diagram of a configuration of the 
input/output control system according to the third embodi 
ment of the present invention. 
0099 FIG. 7 is a block diagram of a configuration of the 
input/output control system according to the third embodi 
ment of the present invention. 
0100 FIG. 8 is a block diagram of a configuration of the 
input/output control system according to the third embodi 
ment of the present invention. 
0101 FIG. 9 is a block diagram of a configuration of the 
input/output control system according to the third embodi 
ment of the present invention. 
0102 FIG. 10 is a block diagram of a configuration of an 
input/output control system according to a fourth embodi 
ment of the present invention. 
0103 FIG. 11 is a block diagram of a configuration of an 
input/output control system according to a fifth embodiment 
of the present invention. 
0104 FIG. 12 is a block diagram of a configuration of a 
conventional input/output control system. 
0105 FIG. 13 is a block diagram of a configuration of a 
conventional input/output control system. 

DETAILED DESCRIPTION OF THE INVENTION 

0106 Hereinafter, descriptions of embodiments of the 
present invention will be given with reference to the draw 
ings. In the descriptions of the drawings below, identical or 
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like reference numerals are provided to the identical or like 
components. It is to be noted that the drawings are only 
schematic representations of the embodiments of the inven 
tion. 

First Embodiment 

(Input/Output Control System) 
0107 FIG. 1 shows a system configuration of an input/ 
output control apparatus according to a first embodiment of 
the present invention. 
0108 For example, in a case where multiple OSs operate 
on a VMM, and a specific OS among the multiple OSS occu 
pies and uses a specific device at an arbitrary time, the input/ 
output control apparatus 100 performs the processing of mak 
ing a judgment on which OS occupies the specific device, of 
switching the OSs, or the like. 
0109 As the aforementioned specific device, HIDs typi 
fied by a keyboard as an input device, or a display device as an 
output device can be cited as typical examples. 
0110. For example, suppose that a user intends to use a 
program, which operates on another OS, and then presses a 
Switching button previously provided to a computer. 
0111. The input/output control apparatus 100 detects that 
the Switching button has been pressed, and then generates 
control information in order for the OS, on which the program 
operates, to occupy input/output devices. 
0112 Specifically, the input/output control apparatus 100 
outputs input destination information 230, which specifies an 
input destination OS to which information inputted from an 
input device is inputted. 
0113. The input/output control apparatus 100 also outputs 
outputenable information 240, which specifies an OS capable 
of outputting output information to an output device (i.e., 
which specifies whether or not each of multiple OSs can 
output information to an output device). 
0114. As shown in FIG. 1, the input/output control appa 
ratus 100 includes a request acceptance unit 110, a control 
information generator unit 120, and a control information 
output unit 130. Hereinafter, processing performed by each of 
the components will be described. 
0115 The request acceptance unit 110 is configured to 
perform processing as follows, in a case where a Switch 
request 210 is issued from a specific request Source, the 
Switch request 210 requesting to change an OS occupying any 
one of the input/output devices (i.e., to Switch an OS occupy 
ing any one of the input/output devices to another). 

(1. Detection of Switch Request 210) 
0116. The request acceptance unit 110 detects the switch 
request 210 issued from a specific request source. 
0117. As a trigger for the switch request 210 to be issued, 
an external input 211, an OS process 212, a VMM process 
213, or an OS state change 214 can be cited as an example. 
0118 For example, in a case where a user presses a switch 
ing button previously provided to a computer, a Switch 
request 210 triggered by the “external input 211 occurs as a 
hardware interrupt. 
0119. In a case where a hardware interrupt occurs, a con 

trol by a device driver which controls the switching button 
begins according to the operation of the conventional VMM 
described in the chapter “Interrupt and Event Handling, 

Dec. 18, 2008 

beginning from the paragraph “O138” of the Patent document 
1. Accordingly, the switch request 210 is issued by the device 
driver. 
I0120 Moreover, for example, in a case where an OS which 
does not occupy the input/output devices at that time, or a 
program operating on the OS requests the occupation of the 
input/output devices, the OS issues the switch request 210 
triggered by the “OS process 212. 
0121 When the VMM detects an event between OSS or the 
like which is a lower layer process than that of the OS, a 
switch request 210 triggered by the “VMM process 213 is 
issued for switching an OS which occupies the input/output 
devices to another as appropriate. 
0.122 For example, the VMM issues the switch request 
210 when executing an OS debugging function of the VMM, 
the function being described in the chapter “Debugging 
beginning from the paragraph “O159 of Patent document 1. 
I0123. A switch request 210 triggered by the “OS state 
change 214 is generated, in a case where a specific state 
change occurs in an OS which occupies the input/output 
devices. 
0.124 Specifically, in a case where the OS, another OS, the 
VMM, or the like is provided with a state change detection 
function, the state change detection function issues the Switch 
request 210. 
0.125. As an example of Such a state change, a restart of an 
OS, or a freeze of an OS can be conceivable. 
0.126 Furthermore, an example of the state change detec 
tion function is described in the chapter “Hot Reboot of 
Secondary Operating System’ beginning from the paragraph 
“O122 of the Patent document 1. 
I0127 Specifically, how the switch request 210 issued by 
the programs, the OSs, the VMM or the like is notified to the 
request acceptance unit 110 is dependent on a method of 
arranging device drivers, the input/output control apparatus 
100 or the like. 
I0128. As to the details thereof, although descriptions will 
be given in second to fourth embodiments of the present 
invention, at least, the switch request 210 includes informa 
tion with which the request source can be specified, and the 
request content (for example, the request is for which OS to 
occupy the input/output devices, the request is for which 
input/output devices to be occupied, or the like). 

(2. Acceptance/Rejection of Switch Request 210) 
I0129. The request acceptance unit 110 cannot accept all 
the switch requests 210 which have been detected. 
0.130 For example, in a case where a malicious program 
issues the Switch requests 210 Successively, and the request 
acceptance unit 110 accepts all the switch requests 210, there 
is a possibility where usability is significantly lowered since 
the Switching of Screens occurs many times, or the input/ 
output devices are occupied by a specific OS for a long period 
of time. 
I0131. In a case where a request rule 250 for making a 
judgment on whether or not to accept the detected Switch 
request 210 is given to the request acceptance unit 110, the 
request acceptance unit 110 makes an acceptance judgment 
for the switch request 210 in accordance with the request rule 
2SO. 

(0132 
1 
0.133 As in the example shown in Table 1, it is assumed 
that a general OS with a low reliability and a secure OS with 

An example of the request rule 250 is shown in Table 
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a high reliability operate, and only general programs operate 
on the general OS, and general programs as well as privileged 
programs operate on the secure OS. 
0134. The differences between the secure OS and the gen 
eral OS are that a solid security is ensured in the secure OS, 
and that the programs, which operate on the general OS, or the 
general OS itself may have a problem or a malicious intent. 
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issues a notification to the user, the notification causing the 
user to make a judgment on whether or not to switch the OS 
to another. 
0147 Specifically, the request acceptance unit 110 causes 
a user acceptance program, which asks for user acceptance, 
and which exists on the OS, to be started, and the user accep 
tance program asks the user the aforementioned judgment. 

TABLE 1 

SWITCHING 
REQUEST SOURCE PROGRAM DESTINATION ACCEPTANCE CONDITION 

VMM Any WITHOUT ANY CONDITION (PRIVILEGED REQUEST) 
SECURE OS PRIVILEGED SECURE OS WITHOUT ANY CONDITION (PRIVILEGED REQUEST) 

PROGRAM 
GENERAL SECURE OS IN THE CASE WHERE USER ALLOWS, 
PROGRAM ORTHERE IS ANY RESPONSE FROMUSER 

GENERAL OS GENERAL GENERAL OS IN THE CASE WHERE USER ALLOWS, 
PROGRAM AND IT IS NOT INVALID REQUEST 

SWITCHING BUTTON SECURE OS INTHE CASE WHERE PASSWORD OF 
DEVICE DRIVER USERIS CORRECT 

GENERAL OS WITHOUT ANY CONDITION 

0135 The request acceptance unit 110 is configured to 0.148. In such communications with the specific OS, for 
accept a switch request 210 from the VMM without any 
condition. 

0136. This is because a switch request 210 from the VMM 
is a critical request, which is issued due to the starting of the 
debugging function or the like described above. 
0.137 Furthermore, this is because an assumption can be 
made that the VMM does not include any bug or vulnerability 
as in the case of the secure OS. 
0138 Likewise, the request acceptance unit 110 is config 
ured to accept a switch request 210, which is issued from a 
privileged program of the secure OS, without any condition. 
0139. As the privileged program, for example, a program, 
which starts when the state of the system changes, is assumed. 
0140 Specifically, as an example of the privileged pro 
gram, a program which notifies the user of a hardware failure, 
a program which notifies the user of a decrease in the remain 
ing battery, a program which notifies the user of detection of 
virus, or the like can be cited. 
0141. As to the secure OS itself, security is guaranteed. 
Moreover, the secure OS is designed to avoid the lowering of 
usability due to unnecessary Switching as much as possible. 
0142. Accordingly, the request acceptance unit 110 is con 
figured to accept the switch request 210 issued by the pro 
grams to notify such important information, without any con 
dition. 
0143. The request acceptance unit 110 is configured to 
accept a Switch request 210 issued by general programs of the 
secure OS, only in a case where the acceptance is allowed by 
the user. 

0144. For example, consider a case where a mailer pro 
gram on the secure OS receives a mail, and then a Switch 
request 210 is issued to notify the user of the receipt of the 
mail. 
0145 At this time, the user is using a specific program on 
the general OS, and may be hoping to avoid the interruption of 
the use of the specific program, the interruption being caused 
by the switching of the OSs. 
0146 To this end, the request acceptance unit 110 holds 
the acceptance of the received switch request 210 once, and 

example, a communications function between OSS described 
in “Inter-operating System Communications-Virtual Bus’ 
beginning from the paragraph “O149 of the Patent document 
1 is used. 

0149. In a case where the user accepts the switching of the 
OS to another, the request acceptance unit 110 accepts the 
switch request 210, which has been on hold. 
0150. In a case where the user reject (or does not accept) 
the switching of the OS, the request acceptance unit 110 
rejects (or does not accept) the switch request 210, which has 
been on hold. 

0151. Here, consider a case where there is no response 
from the user as to whether or not to accept the switching of 
the OS to another. 
0152 For example, a case where the user acceptance pro 
gram, which operates on the general OS does not operate 
normally due to a failure, or the like is conceivable. 
0153. In order to support such a case, the request accep 
tance unit 110 may be configured to accept a Switch request 
210, in a case where the switch request 210 is on hold for a 
certain period of time. Thereby, it is possible to prevent a case 
where Switch requests 210 being on hold remain accumu 
lated. 

0154 As to a switch request 210 issued by a general pro 
gram of the general OS, the request acceptance unit 110 
basically makes the same judgment as that of the Switch 
request issued by a general program of the secure OS. 
0155 Specifically, the request acceptance unit 110 is con 
figured to accept the switch request 210, in the case where the 
switching of the OS to another is accepted by the user. 
0156 The request acceptance unit 110 is, however, con 
figured to reject (or not to accept) a Switch request 210, even 
in the case where the switch request 210 is on hold for the 
certain period of time unless the user accepts the Switching of 
the OS to another. 

0157. The user acceptance program on the secure OS does 
not freeze due to a failure or the like. Accordingly, as long as 
the user is using the computer, the Switch request 210 does not 
become the state of being on hold, basically. 



US 2008/0313654 A1 

0158. Furthermore, as a general program operating on the 
general OS, a program, which has been downloaded from an 
arbitrary website by the user, is also assumed to be one. 
0159. In this case, it is conceivable that such a program 
may have a failure or a malicious intent, and issue an invalid 
switch request 210. 
0160 For example, a case where the program successively 
issues Switch requests 210, or the program issues a Switch 
request 210 even though it is not necessary for the program to 
occupy input/output devices, is assumed. 
0161 Although it is possible for the user to refuse the 
acceptance of the switching of the OS to another by the user 
acceptance program, if the user makes a judgment on whether 
or not to accept the switching of the OS every time, it leads to 
the lowering of usability. 
0162. In order to prevent the invalid switch request 210 
described above, the request switch acceptance unit 110 may 
be configured to automatically not accept a Switch request 
210 which coincides with a condition set by the user or the 
like in advance, the condition for regarding a Switch request 
210 as invalid. 
0163 The request acceptance unit 110 may be configured 
to automatically reject a Switch request 210 issued by a pro 
gram, which issues a Switch request 210 equal to or more than 
certain times within a certain time period, for example. 
0164. Furthermore, a condition for rejecting a switch 
request 210 issued by a certain program may be generated by 
allowing the user to set whether or not to always reject the 
switch request 210 issued by the program when installing the 
program. 
0.165. In this case, by the designation by the user during the 
installation of the program, the general OS can rewrite, by use 
of a communications function between OSS or the like, the 
request rule 250 to indicate not to accept the switch request 
210 from the program. 
0166 Since a switch request 210 issued by the switching 
button is a switch request 210 by a user's intention, the request 
acceptance unit 110 is configured to accept the Switch request 
210, basically. 
0167 However, there is a possibility where a privileged 
program related to fundamentals of the system is started by a 
program on the secure OS, which is arbitrarily started by a 
third party. 
0168 Accordingly, when switching to the secure OS, the 
user is prompted to input a password (security information). 
Thereby, only an authorized user of this computer can per 
form the switching to the secure OS. 
0169 Moreover, a method of calling or handling the pro 
gram, which prompts an input of a password, is assumed to be 
the same as that of the user acceptance program. 
0170 Furthermore, there is a case where the request rule 
250 regulates input/output devices separately from a rule 
specified by the request source as in the manner described 
above. 
0171 For example, normally, a keyboard as a standard 
input and a display device as a standard output are generally 
used by a program at the same time. 
0172 Accordingly, in a case where occupation of only the 
keyboard is requested, the request rule 250 may determine not 
to accept the switch request 210. 
0173 Thereby, it is possible to avoid a deadlock situation 
in which a specific program requests the occupation of the 
display device while the program occupies the keyboard, and 
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at the same time, another program requests the occupation of 
the keyboard while the program occupies the display device. 
0.174 Furthermore, the request rule 250 may handle a 
switch request 210 issued by the VMM or a privileged pro 
gram of the secure OS as a privileged request. 
0.175. The privileged request is a switch request which 
rules, without any condition, not to accept a Switch request 
210 for another OS to occupy input/output devices until a 
specific condition is fulfilled, in a case where the input/output 
devices are occupied by a specific OS according to the privi 
leged request. 
0176 For example, suppose a case where a virus detection 
Software program, which is a privileged program of the secure 
OS, occupies the input/output devices. In this case, until the 
privileged program releases the input/output devices explic 
itly, a Switch request 210 issued by a general program for 
occupying the input/output devices is not accepted without 
any condition. 
0177. It should be noted that the notification of the explicit 
release is realized in the same scheme as that of the notifica 
tion of the Switch request 210 Such as a communications 
function between OSs. 

0.178 Moreover, it is possible for the aforementioned 
VMM, OSs or programs to make a judgment on whether or 
not to issue a switch request 210 by referring to the request 
rule 250 in advance. As a result of this, it is possible to restrict 
the issuance of an unnecessary Switch request 210. 
0179 The issuance of a switch request 210 causes the 
switching between OSs including the OS, on which the input/ 
output control apparatus 100 operates, or the VMM. 
0180 Accordingly, in the manner described above, since a 
judgment on whether or not to accept a Switch request 210 is 
made in advance before the switch request 210 is issued, it is 
possible to reduce the unnecessary switching between OSs 
and processing overhead. 
0181. It is, however, conceivable that the aforementioned 
general programs issue a Switch request 210 even though they 
are aware that the switch request 210 is not accepted. 
0182. Accordingly, there is a case where it is necessary for 
the request acceptance unit 110 to recheck the request rule 
250 depending on the source of the issuance of the switch 
request 210. 

(3. Notification of Switch Request 210) 
0183 The request acceptance unit 110 is configured to 
notify the control information generator unit 120 of an 
accepted switch request 210. 
0.184 The control information generator unit 120 is con 
figured to generate control information 121 according to the 
Switch request 210 accepted by the request acceptance unit 
110. 

0185. Here, the control information 121 is status informa 
tion, which regulates which OS to occupy the input/output 
devices at the time. 

0186 The control information generator unit 121 includes 
at least an input/output device list 220 as an input. 
0187. For example, as shown in Table 2, the control infor 
mation 121 regulates which OS to occupy all the devices 
specified by the input/output device list 220 at the time. 
0188 The switch request 210 designates at least input/ 
output devices to be updated in the control information, and 
an OS, which occupies the input/output devices. 
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0189 Accordingly, it is possible for the control informa 
tion generator unit 120 to generate the control information 
121 according to the switch request 210. 
0190. Here, a mask state indicates a state where a switch 
request 210, which changes the control information 121, is 
not accepted without any condition due to the issuance of a 
privileged request. 

TABLE 2 

TYPE OF CONTROL INPUT OUTPUT MASK 
INFORMATION DEVICE OCCUPYING OS STATE 

INPUT DESTINATION KEYBOARD SECURE OS MASK 
INFORMATION 

INPUT DESTINATION MOUSE SECURE OS MASK 
INFORMATION 
OUTPUTENABLE DISPLAY SECURE OS MASK 
INFORMATION DEVICE 
OUTPUTENABLE SPEAKER GENERAL OS 
INFORMATION 

0191 The control information output unit 130 is config 
ured to output the generated control information 121. 
0.192 Specifically, the control information output unit 130 
outputs, to the appropriate component, the input destination 
information 230 for specifying an input destination OS to 
which information inputted from the input device is inputted, 
and the output enable information 240 for specifying whether 
or not each of multiple OSs can output information to the 
output destination. 
0193 As an output destination, a device driver, the VMM, 
a program for a GUI server Such as a window manager or the 
like is assumed. 
0194 It should be noted that descriptions of an operation 
of the control information output unit 130 will be provided 
later. 

(Input/Output Control Method) 
0.195. Descriptions of an input/output control method 
according to the first embodiment of the present invention 
will be provided by referring to FIG. 2. 
0196. Specifically, descriptions will be given of a method 
of controlling inputs of an input device or outputs of an output 
device provided to a computer, on which at least two or more 
OSS operate simultaneously, on a host system provided with 
a function of simultaneously running multiple OSs. 
(0197). As shown in FIG. 2, in step S101, the input/output 
control apparatus 100 accepts a Switch request 210 requesting 
Switching of an operating system occupying an input device 
or an output device to another. 
0198 Here, the input/output control apparatus 100 may 
accept a Switch request from a first control software program 
(device driver), which controls a first input device previously 
provided with the computer, or may accept a Switch request 
210 from an OS. Furthermore, the input/output control appa 
ratus 100 may also accept a switch request 210 from the host 
system. 
0199 Moreover, in step S101, in a case where a request 
rule 250, which regulates processing for the switch request 
210, is provided, the input/output control apparatus 100 deter 
mines whether or not to accept the switch request 210 on the 
basis of the request rule 250. 
0200 Furthermore, in a case where an input of confiden 

tial information (password) is requested by the request rule 
250 when accepting the switch request 210, in step S101, the 
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input/output control apparatus 100 accepts the Switch request 
210 only when the inputted confidential information is cor 
rect. 

0201 Alternately, in a case where an invalid switch 
request is defined by the request rule 250, in step S101, when 
the detected switch request 210 is invalid, the input/output 
control apparatus 100 rejects the switch request 210. 
0202 Here, as an “invalid switch request', switch requests 
210, which are successively issued within a certain period of 
time, a switch request 210 issued by an OS being not allowed 
to issue a switch request 210, or the like can be cited as an 
example. 
0203 Moreover, in a case where a judgment of permission 
or no-permission of the user by a specific operation from the 
user is required by the request rule 250 when accepting a 
switch request 210, in step S101, the input/output control 
apparatus 100 accepts the switch request 210 upon permis 
sion by the specific operation. 
0204 Furthermore, in a case where any judgment as to 
permission or no-permission by the specific operation is not 
obtained within a certain period of time, in step S101, the 
input/output control apparatus 100 accepts the Switch request 
210. 
0205 Moreover, in a case where a specific switch request 
210 is considered to be a “privileged request' by the request 
rule 250, in step S101, after generating control information 
corresponding to the privileged request, the input/output con 
trol apparatus 100 does not accept the switch request 210 for 
the input device or the output device occupied by a specific 
OS by the privileged request until a specific condition is 
fulfilled. 
0206 Here, as a “specific condition', a case where the 
processing of a program, which has issued the privileged 
request, ends can be cited as an example. 
0207 Moreover, in a case where a first or the host system 
OS on the computer is provided with the state change detec 
tion function, which detects a specific State change of an OS 
operating on the computer, in step S101, the input/output 
control apparatus 100 may accept a switch request 210 issued 
by the state change detection function in accordance with the 
state change of a second OS which occupies the input device 
or the output device. 
0208. Here, as described above, a change to the state 
where a normal operation of the second OS becomes impos 
sible due to the freezing or the end thereof, or the like can be 
cited as an example of a “state change'. 
0209. In step S102, in accordance with the switch request 
210, the input/output control apparatus 100 outputs input 
information 230 including at least information for specifying 
the input destination OS to which information inputted from 
the input device is imputed. 
0210 Alternately, in step S102, the input/output control 
apparatus 100 generates output enable information 240 
including at least information for specifying whether or not 
an OS can output information to the output device. 
0211. In step S103, the input/output control apparatus 100 
outputs the input destination information 203 and the output 
enable information 240 to appropriate components. The out 
put destination is a device driver, the VMM, or a GUI server 
program, which is a window manager or the like. 

(Operation and Effect) 
0212. According to the present embodiment, an OS, which 
occupies the input/output devices, can be sequentially 
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Switched to another, by sequentially generating control infor 
mation 121 for switch requests 210 generated by various 
factors. 
0213. As a result of this, as to inputs and outputs, which 
occurat arbitrary timings, it becomes possible to input input 
ted information to an appropriate OS, and to output, to the 
output device, a piece of output information only from an 
appropriate OS among pieces of output information. 
0214. Furthermore, it is possible to improve performance 
by reducing context switching since inputs and outputs from 
OSs other than the OS, which occupies the device, are not 
processed after Switching an OS to another. 
0215. Furthermore, there is an advantage that the system is 
not to be dependent on higher layer applications, since only 
the switching of interfaces between the input/output devices 
and the OSS is performed. 
0216. Moreover, according to the present embodiment, the 
request acceptance unit 110 of the input/output control appa 
ratus 100 is configured to accept a switch request 210 from the 
first control software (device driver), which controls the first 
input device previously provided to the computer. 
0217. Accordingly, it is possible to generate the control 
information 121 by the input from the input device being 
provided to the computer. 
0218. As a result of this, in the simplest example, it is 
possible to perform the switching of an OS to another on a 
computer provided with a special Switching button when a 
user presses the Switching button. Here, a specific button on a 
keyboard may be assigned as the switching button and be 
used. 
0219 Moreover, according to the present embodiment, 
since the request acceptance unit 110 of the input/output 
control apparatus 100 is configured to accept a Switch request 
210 from an OS, it is possible to generate control information 
121 in accordance with the specific processing of the OS. 
0220. As a result of this, in a case where a specific GUI 
application is started on the OS, for example, it is possible to 
move the controlling of the HID to the specific GUI applica 
tion. 
0221 Moreover, according to the present embodiment, in 
a case where a request rule 250, which regulates processing 
for the switch request 210, is provided to the request accep 
tance unit 110 of the input/output control apparatus 100, since 
the request acceptance unit 110 is configured to make a judg 
ment on whether or not to accept the switch request 210 on the 
basis of the request rule 250, it is possible to prevent threat, 
namely, decrease in usability or security risk caused by 
accepting all the Switch requests 210, which are generated by 
various factors. 
0222 Moreover, according to the present embodiment, in 
the input/output control apparatus 100, a request rule 250 
requests the input of confidential information (password) for 
accepting a Switch request 210, and the request acceptance 
unit 110 is configured to accept the switch request 210 only 
when the inputted confidential information is correct. 
Accordingly, it is possible to restrict the Switching to a spe 
cific OS by use of a password or the like. 
0223 For example, in a case where a secure OS capable of 
setting the basic setting of the computer is prepared, it is 
possible to restrict the switching to the secure OS by a third 
party, by use of the password, which is set in advance by the 
user of the computer. 
0224 Moreover, according to the present embodiment, in 
the input/output control apparatus 100, the request rule 250 
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defines an invalid Switch request, and the request acceptance 
unit 110 is configured not to accept a switch request 210 in a 
case where the switch request 210 is determined to be invalid. 
Accordingly, it is possible to restrict the invalid switch 
request 210. 
0225. In particular, by restricting an invalid switch request 
210 issued by a false operation or a malicious operation of an 
invalid OS, it is possible to prevent decrease in usability, 
which is attributable to the occupation of a device by a spe 
cific OS, or the repeated switching of an OS to another. 
0226. Moreover, according to the present embodiment, in 
the input/output control apparatus 100, the request rule 250 
requires, for acceptance of the Switch request 210, a judgment 
of permission or no-permission of the user by a specific 
operation performed by the user, and the request acceptance 
unit 110 is configured to accept the switch request 210 in 
accordance with permission by the specific operation. 
0227. Accordingly, it is possible to perform the switching 
of an OS to another in accordance with the judgment of 
permission or no-permission of the user. 
0228. As a result of this, it is possible to prevent decrease 
in usability, which is attributable to the switching of an OS to 
another without any notice while a specific application is 
being used by the user. 
0229 Here, in a case where any judgment of permission or 
no-permission is not obtained from the user, there is a possi 
bility where some kind of malfunction occurs on part of the 
program asking the user permission or no-permission. 
0230. For example, there is a possibility where the GUI 
application is freezing, or is not intentionally asking the user 
a judgment of permission or no-permission for the purpose of 
the occupation of the device. 
0231. Accordingly, according to the present embodiment, 
in the input/output device 100, the request acceptance unit 
110 is configured to accept the switch request 210, in a case 
where any judgment of permission or no-permission by the 
specific operation is not obtained from the user for a certain 
period of time. That is, the request acceptance unit 110 is 
configured to be provided with a timeout function for a 
response of the permission or no-permission. Accordingly, it 
is possible to prevent the occurrence of the aforementioned 
problem. 
0232 Moreover, according to the present embodiment, in 
the input/output control apparatus 100, the request rule 250 
defines a specific Switch request 210 as a privileged request, 
and the request acceptance unit 110 is configured not to 
accept the switch request 210 for the input device or the 
output device, which is occupied by the specific OS by the 
privileged request, until a specific condition is fulfilled after 
generating the control information 121 by the privileged 
request. 
0233. Accordingly, by regarding the specific switch 
request 210 as the privileged request, the input/output devices 
can be assigned with the highest priority in accordance with 
the privileged request. 
0234. Such a privileged request occurs when a program is 
started, which may be forcibly started due to a security check, 
a debugging check, or the like for a terminal device. 
0235. It should be noted that such a privileged request is 
prioritized over a general switch request 210, which occurs 
thereafter. 
0236 Accordingly, until the processing of the privileged 
request ends, the input/output devices are not released from 
the occupation. 
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0237 Moreover, according to the present embodiment, 
since the request acceptance unit 110 of the input/output 
control apparatus 100 is configured to accept a Switch request 
210 from the host system, the switch request 210 issued by the 
VMM or the like of the host system can be accepted. 
0238. As a result of this, it is possible to generate the 
control information 121 attributable to the processing of a 
layer lower than each of OSs controlled by the VMM. 
0239 Moreover, according to the present embodiment, in 
a case where the first OS or the host system on the computer 
is provided with the state change detection function, which 
detects a specific state change of an OS operating on the 
computer in the input/output control apparatus 100, the 
request acceptance unit 110 is configured to accept a Switch 
request 210 issued in accordance with a state change, which is 
detected by the state change detection function, of the second 
OS which occupies the input device or the output device. 
0240 Accordingly, in a case where an OS or the VMM 
detects the state change of a specific OS, it is possible to 
generate control information 121 due to the state change. 
0241 As an example of Such a state change, the end or 
freezing of an OS is conceivable. As to the state change 
detection mechanism itself, descriptions are provided in 
detail in the Patent document 1. 

0242. As a result of this, it is possible to prevent the input/ 
output devices to be occupied by an OS, which is not per 
forming correct operations. 
0243 Moreover, according to the present embodiment, 
prior to the issuance of a switch request 210, an OS is con 
figured to read the request rule 250, and only in a case where 
the switch request 210 is to be accepted by the request accep 
tance unit 110 of the input/output control apparatus 100, the 
OS is configured to issue the switch request 210. 
0244. Accordingly, it is possible to reduce the processing 
cost of the switching between OSs relating to the switch 
request 210, as well as the processing cost of the OS or of the 
host system such as the VMM, on which the input/output 
control apparatus 100 operates. 
0245. Furthermore, according to the present embodiment, 
prior to the issuance of a switch request 210, the host system 
is configured to read the request rule 250, and only in a case 
where the switch request 210 is to be accepted by the request 
acceptance unit 110 of the input/output control apparatus 100, 
the host system is configured to issue the Switch request 210. 
0246 Accordingly, it is possible to reduce the processing 
cost of the switching between OSs relating to the switch 
request 210, as well as the processing cost of the OS or of the 
host system such as the VMM, on which the input/output 
control apparatus 100 operates. 
0247 Moreover, according to the present embodiment, 
prior to the issuance of a Switch request 210, a program, 
which operates on an OS not occupying the input/output 
devices, is configured to read the request rule 250, and only in 
a case where the switch request 210 is to be accepted by the 
request acceptance unit 110 of the input/output control appa 
ratus 100, the program is configured to issue the switch 
request 210. 
0248. Accordingly, it is possible to reduce the processing 
cost relating to the context Switching between the program 
which operates on the OS and the OS, the switching being 
related to the issue request 210, as well as the processing cost 

Dec. 18, 2008 

of the OS or of the host system such as the VMM, on which 
the input/output control apparatus 100 operates. 

Second Embodiment 

(Input/Output Control System) 
0249 FIG. 3 shows a system configuration of a multiple 
OSS environment including an input/output control apparatus 
100 according to a second embodiment. 
0250) An input/output control system according to the 
second embodiment is provided with an OS 340, an OS 350, 
a program 360, a program 370, an input device 310, an output 
device 320, and a VMM 330. The programs 360 and 370 
operate on the OSs 340 and 350, respectively. 
(0251 Moreover, the OS 340 is provided with the input/ 
output control apparatus 100, an output device controller unit 
342 capable of controlling the output device 320, and an input 
device controller unit 341 capable of controlling the input 
device 310. 

(0252) Furthermore, the OS 350 is provided with a virtual 
input device controller unit 351, and a virtual output device 
controller unit 352. 

0253 Here, the OS 340 is assumed to be the secure OS, 
which is described in the first embodiment, and the OS350 is 
assumed to be a general OS, for example. 
0254. It is assumed that the input device controller unit 
341, and the output device controller unit 342 have functions 
as device drivers for controlling devices, respectively, and are 
extended for the purpose of operating in cooperation with the 
input/output control apparatus 100. 
0255 Moreover, the virtual input device controller unit 
351 and the virtual output device controller unit 352 operate 
as if they are device drivers to the OS 350 and the program 
370. 

0256 Actually, the virtual input device controller unit 351 
is an interface between the input device controller unit 341 
and the OS 350, and relays data communications between the 
input device 310 and the OS 350. 
0257. Furthermore, the virtual output device controller 
unit 352 is an interface between the output device controller 
unit 342 and the OS 350, and relays data communications 
between the output device 320 and the OS350. 
0258 Specifically, the virtual input device controller unit 
351 is configured to input information inputted from the input 
device 310, which has been passed from the input device 
controller unit 341, to the OS 350. 
0259 Moreover, the virtual output device controller unit 
352 is configured to pass information outputted from the OS 
350 to the output device controller unit 342. 
0260 Actually, the data communications between and 
over these OSs are performed by use of a communications 
function between OSs, the communications function being 
provided by the VMM330. 
0261. In the second embodiment, firstly, descriptions will 
be provided of how the input device controller unit 341 and 
the output device controller unit 342 operate using input 
destination information 230 as well as output enable infor 
mation 240. 
0262 The input/output control apparatus 100 outputs 
input destination information 230 to the input device control 
ler unit 341, and also outputs output enable information 240 
to the output device controller unit 342. 
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0263. The input device controller unit 341 is driven when 
input information is inputted externally to the input device 
31 O. 
0264. A process, in which the operational control moves to 
the input device controller unit 341 when a hardware interrupt 
regarding input occurs, is dependent on the operation of the 
VMM330. An example of the process is described in detail in 
the chapter “Interrupt and Event Handling, beginning from 
the paragraph “O138” of the Patent document 1. 
0265. The input device controller unit 341 can specify, on 
the basis of the input destination information 230, which OS 
occupies the input device 310 at the time. Accordingly, the 
input device controller unit 341 inputs the input information 
to the specified OS. 
0266 For example, in a case where the OS 340 occupies 
the input device 310, the input device controller unit 341 
performs the same operation as that of a normal device driver. 
0267. In a case where the OS350 occupies the input device 
310, the input device controller unit 341 inputs the input 
information to the virtual input device controller unit 351. 
0268. On the basis of the output enable information 240, 
the output device controller unit 342 can specify which OS 
occupies the output device 320 at the time. 
0269. In a case where the OS 340 occupies the output 
device 320, the output device controller unit 342 performs the 
same operation as that of a normal device driver. 
(0270. Moreover, in a case where the OS 350 occupies the 
output device 320, the output device controller unit 342 noti 
fies the virtual output device controller unit 352 of the OS350 
of the situation, and receives output information of the OS 
350 from the virtual output device controller unit 352 and 
then output the output information to the output device 320. 
0271 Furthermore, the input/output control apparatus 100 
may output input destination information 230 or output 
enable information 240 to the virtual input device controller 
unit 351 or the virtual output device controller unit 352, 
respectively. 
0272. In such a case, only in a case where the OS 350 
occupies the input device 310, the virtual input device con 
troller unit 351 receives information inputted from the input 
device controller unit 340. 
(0273 Moreover, only in a case where the OS350 occupies 
the output device 320, the virtual output device controller unit 
352 outputs output information to the output device controller 
unit 342. 

0274 As a result of this, it is possible to prevent occur 
rences of unnecessary communications between OSs, the 
communications being between the input device controller 
unit 341 and the virtual input device controller unit 351, or 
between the output device controller unit 342 and the virtual 
output device controller unit 352. 
0275 Next, descriptions as to how a switch request 210, 
which is a request for requesting Switching of an operating 
system occupying the input device or the output device to 
another, is issued in the input/output control system configu 
ration according to the second embodiment will be given on 
the basis of FIG. 4. 

(0276. In FIG.4, an assumption is made that the OS 350 is 
newly provided with a virtual input/output control apparatus 
351A. 

0277 As described in the case of the first embodiment, a 
switch request 210 is roughly classified into four types 
including the Switch requests triggered by the external input 

Dec. 18, 2008 

211, the OS process 212, the VMM process 213, and the OS 
state change 214, respectively. 
0278 For example, when a user presses a switching button 
previously provided by the computer, a switch request 210 
triggered by the external input 211 is issued, and the Switch 
ing of the OS occupying the device to another is performed. 
0279. In this case, a switching button control driver 343 
detects that the Switching button has been pressed, and then 
notifies the input/output control apparatus 100 of the situa 
tion. 
0280. In a case where the switching button and the input 
device are the same, when the inputted information is infor 
mation related to a switch request 210, the switching button 
control driver 343 issues the switch request 210, otherwise, 
the switching button control driver 343 operates as the input 
device controller unit 341. 
0281. As to the switch request 210 triggered by the OS 
process 212, consider a case where the switch request 210 is 
issued by the program 360 or 370, which operates on an OS, 
and which uses a GUI, for example. 
0282. In a case where the program 360 issues the switch 
request 210, since the program is on the same OS as that of the 
input/output control apparatus 100, the program 360 issues 
the Switch request 210 by issuing a system call to the input/ 
output control apparatus 100. 
(0283 For example, in a case where a UNIX-based OS 
(UNIX is a registered trademark) is assumed to be used, the 
input/output control apparatus 100 is previously abstracted 
for the OS 340 as a device file (/dev/ioctl or the like), and the 
program 360 issues an ioctl system call to the device file. 
0284. Since an ioctl system call can transmit a unique 
request for each device file, it is possible to generate and issue 
the switch request 210 described in the first embodiment. 
0285. The program 370 is not capable of issuing a system 
call directly to the input/output control apparatus 100, since 
the program 370 exists on the OS different from the OS on 
which input/output control apparatus 100 exists. 
0286 Accordingly, the virtual input/output control appa 
ratus 351A, which relays a switch request 210 to the OS 350, 
is provided. Then, the virtual input/output control apparatus 
351A notifies the input/output control apparatus 100 of the 
Switch request 210 by use of a communications function 
between OSs. 
0287. The communications between the program 370 and 
the virtual input/output control apparatus 351A can be real 
ized by the same means as that of the communications 
between the program 360 and the input/output control appa 
ratus 100. 
(0288. When the switch request 210 triggered by the VMM 
process 213 is to be issued, simple communications means 
such as a signal from the VMM330 is used. 
0289 Alternately, a virtual exception, which is described 
in the chapter “Handling Virtualized Processor Exceptions' 
beginning from the paragraph “0095” of the Patent document 
1 may be used, the virtual exception being issued from the 
VMM to an OS 
0290 Since only one VMM330 exists in the system, such 
a signal may be statically defined. 
0291. The input/output control apparatus 100 just needs to 
confirm that the Source of the issuance of the signal is the 
VMM330. 
0292. As to the switch request 210 triggered by the OS 
state change, a case where a state change detection function 
exists on a specific OS or the VMM is assumed. 
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0293. In this case, by use of any of the means described 
above, the notification of the switch request 210 can be real 
ized. 

(Operation and Effects) 
0294. According to the present embodiment, all of the OSS 
including the OS 340 and OS 350 can share the input device 
310 as well as the output device 320, since the specific OS 340 
includes means (the input device controller unit 341 and the 
output device controller unit 342), which controls the input 
device 310 and the output device 320. 
0295 Moreover, according to the present embodiment, as 
long as only the specific OS 340 can securely operate, it is 
possible to prevent the input device 310 or the output device 
320 from being occupied in an unauthorized manner due to a 
malfunction of another OS, which is the OS 350, or a mali 
cious operation or the like. 
0296 Moreover, according to the present embodiment, 
because of the virtual input device controller unit 351 or the 
virtual output device controller unit 352, being provided to 
each OS, only in a case where one of the OSs occupies the 
input device 310 or the output device 320, communications 
between the OSs for communications with the input device 
controller unit 341 or the output device controller unit 342 
OCCU.S. 

0297 Accordingly, it is possible to suppress occurrences 
of unnecessary communications between the OSs. 
0298 Moreover, according to the present embodiment, it 

is made possible for a program operating on an OS, which 
does not occupy the input/output devices, to request the OS to 
issue a switch request 210. 
0299 For example, when a program is to output output 
information Such as an image or texts on a display device, the 
program requests an OS to issue a Switch request 210 for the 
first time. 
0300. Upon receipt of the request, the OS issues a switch 
request 210 to the input/output control apparatus 100. 
0301 As a result of this, even when the program is in 
operation, it is possible for another OS to occupy the input/ 
output devices until the very last moment when an input/ 
output event occurs. 

Third Embodiment 

0302) In a third embodiment, descriptions will be provided 
of a case where each OS is provided with the input device 
controller unit and the output device controller unit. 
0303. An input/output control system according to the 
third embodiment is provided with an OS 440, an OS 450, a 
program 460, a program 470, an input device 410, an output 
device 420, and a VMM 430, as shown in FIG. 5. The pro 
grams 460 and 470 operate on the OSs 440 and 450, respec 
tively. 
0304. The OS 440 is provided with an input device con 

troller unit 441, and an output device controller unit 442. The 
OS 450 is provided with an input device controller unit 451, 
and an output device controller unit 452. 
0305 Furthermore, the VMM 430 is provided with an 
input/output control apparatus 100. 
0306. In the third embodiment, each of the OSs, which are 
the OS 440 and OS 450, includes the input device controller 
unit 441 or 451, and the output device controller unit 442 or 
452, which respectively control the input device 410 and the 
output device 420. 
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0307 By implementing such a configuration, perfor 
mance related to input/output operations is improved in com 
parison with the system described in the second embodiment. 
0308 Specifically, improvements in input/output rates, or 
reduction in use of resources can be expected. 
0309 This is because processing related to the switching 
between OSs can be eliminated, since it is possible for each of 
the device drivers to directly control input/output devices 
without paying attention to another OS other than the OS, to 
which the drive belongs. 
0310. In such a system configuration, it is necessary to 
resolve a situation where input device controller units or 
output device controller units, which belong respectively to 
multiple OSs, refer to a single input or output device at the 
same time. This situation is so-called, a hardware conflict 
situation. 

0311. Accordingly, when generating control information 
121, the input/output control apparatus 100 outputs input 
destination information 230 or output enable information 240 
to all of the device controller units including the input device 
controller units 441 and 451, or the output device controller 
units 442 and 452. 

0312 For example, it is conceivable to use a method in 
which input destination information 230 or output enable 
information 240 is outputted to a main storage system capable 
of being read by all the OSs including the OS440 and OS 450, 
and of being read and written by the VMM 430. 
0313. On the basis of the input destination information 
230 or the output enable information 240, each of the input 
device controller units 441 and 451, or each of the output 
device controller units 442 and 452 specifies whether or not 
each of OSs, to which each of the device controller units 
belongs, occupies the input device 410 or the output device 
420. 

0314. Then, only in a case where the OS occupies the input 
device 410 or the output device 420, the input device control 
ler unit or the output device controller unit belonging to the 
OS controls the input device 410 or the output device 420. 
0315. The input device controller unit 411 is driven upon 
occurrence of a hardware interrupt from the input device 410. 
in a similar manner to that described in the second embodi 
ment. 

0316. In a case where input device controller units, which 
operate on multiple OSs, correspond to one IRQ (Interrupt 
ReOuest) line as in the present system configuration, the 
VMM described in the Patent document 1 or the Non-patent 
document 1 sequentially drives these input device controller 
units, and thereby, it is made possible for each of the input 
device controller units having been called to make a judgment 
on whether or not to refer to the input device 410. 
0317. By use of this scheme, the input device controller 
unit 441, which has been driven, drives the processing as the 
corresponding driver, in a case where the OS 440 is deter 
mined to occupy the input device 410 based on the input 
destination information 230. It should be noted that the input 
device controller unit 451 performs the same operation. 
0318. The output device controller unit 442 outputs output 
information of the OS 440 to the output device 420, when it is 
determined that the OS 440 occupies the output device 420, 
based on the output enable information 240. It should be 
noted that the output device controller unit 452 performs the 
same operation. 
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0319. As another configuration in a case where each of 
OSs is provided with an input device controller unit and an 
output controller unit, the configuration shown in FIG. 6 is 
also conceivable. 
0320 Although the configuration shown in FIG. 6 is 
roughly the same as the aforementioned configuration in FIG. 
5, the VMM is newly provided with an input/output controller 
unit 431. 
0321. The input/output controller unit 431 is provided 
with communications means such as a signal or a virtual 
exception for communicating with each of the OSs. 
0322. By use of the communications means, the input/ 
output controller unit 431 enables or disables the input device 
controller units 441 and 451 or the output device controller 
units 442 and 452 of each of the OSs. 
0323 For example, in a case where the OS 440 or OS 450 

is the Linux, under the Linux environment, it is possible to 
implement or remove device drivers dynamically during ker 
nel operations. 
0324. Accordingly, for example, in a case where the OS 
440 is to occupy the input device 410 according to the input/ 
output control apparatus 100, the input device controller unit 
431 notifies the OS 440 of the situation so that the input device 
controller unit 441 of the OS 440 can be enabled. 
0325 Upon receipt of the notification, the OS 440 embeds 
the input device controller unit 441 in a kernel code. 
0326. The same processing is performed on the input 
device controller unit 451 or the output device controller units 
442 or 452 of the other OSs including the OS 450. 
0327 Furthermore, as example of another configuration, a 
configuration shown in FIG. 7 is also conceivable. 
0328. In the configuration shown in FIG. 7, the VMM 430 

is newly provided with an interrupt notification unit 432. 
0329. The interrupt notification unit 432 is one prepared 
by extending an interrupt handler, which is generally included 
in the VMM described in the Patent document 1 or the Non 
patent document 1. 
0330. When a hardware interrupt occurs, based on the 
interrupt number, an interrupt handler in general makes a 
judgment on a device driver corresponding to which OS exits, 
and then, notifies the OS of the interrupt. 
0331. In a case where multiple devices corresponding to 
the IRQ number exist, and where device drivers controlling 
the devices are distributed among multiple OSs, the interrupt 
handler sequentially notifies the OSs of the interrupt. 
0332. When an interrupt request from the input device 410 
occurs, the interrupt notification unit 432 specifies which OS 
to notify the interrupt by use of the input destination infor 
mation 230 in the input/output control apparatus 100. 
0333 Specifically, the interrupt notification unit 432 
specifies the OS, which occupies the input device at the time 
when the interrupt occurs, and then notifies the OS of the 
interrupt. 
0334 Next, in the system configuration according to the 
third embodiment, on the basis of FIG. 8, descriptions will be 
provided of how a switch request 210, which is a request to 
Switch the OS occupying the input and output devices to 
another, is issued. 
0335) In FIG. 8, the OSs 440 and 450 are newly provided 
with virtual input/output control apparatuses 443 and 453, 
and the OS 440 is further provided with a switching button 
control driver 444, which is a device driver for a switching 
button. 
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0336. The processing in which the programs 460 and 470 
respectively issue Switch requests 210 to the corresponding 
virtual input/output control apparatuses 443 and 453 is the 
same as the processing in which the program 370 issues a 
switch request 210 to the virtual input/output control appara 
tus 351A in the case of the second embodiment. 
0337 Moreover, the processing in which the switching 
button control driver 444 issues a switch request 210 to the 
virtual input/output control apparatus 443 is the same as the 
processing in which the switching button control driver 343 
issues a Switch request 210 to the input/output control appa 
ratus 100. 

0338 Furthermore, since the input/output control appara 
tus 100 and a debugging function 433 of the VMM 430 exist 
in the same memory area, which is controlled by the VMM 
430, no special function is needed when issuing a Switch 
request 210. 
0339 When the virtual input/output control apparatuses 
443 and 453 issue a switch request 210 to the input/output 
device 100, a “hyper call”, which is an interface provided to 
the OS 440 by the VMM 430 is used. 
0340. As to the hyper call, descriptions are given in the 
clause 3.1 of the Non-patent document 1 under the same 
name, and descriptions are also given under the name, “trap 
call” in the paragraph “0062 of the Patent document 1. 
0341 These VMM-OS interfaces are used in the same 
manner as that of a system call in the conventional techniques. 
(0342 Specifically, the VMM-OS interfaces are issued, 
when a privileged command, which cannot be processed by 
the authority of an OS on the VM, is requested to the VMM. 
0343. The hyper call in the present embodiment is realized 
by using the interface function provided by these conven 
tional techniques. 
0344) Information, which is actually notified by the hyper 
call, is the same as that described in the first embodiment. 
0345 The input/output control apparatus 100 performs 
the processing described in the first embodiment for the 
received hyper call, when the switch request 210 is accepted. 
0346 When the switch request 210 is not accepted for 
Some reason, the input/output control apparatus 100 returns 
an error to the OS. 

0347 Next, an example of an operation in a case where the 
VMM 430 is provided with a QoS controller unit 434, which 
operates in cooperation with the input/output control appara 
tus 100, will be described based on FIG. 9. 
0348. The QoS controller unit 434 is one generated by 
extending a CPU scheduler described in the chapter “sched 
uler beginning from the paragraph “0093 of the Patent 
document 1, for example. 
0349 The QoS controller unit 434 is configured to deter 
mine allocation of hardware resources for each of OSS in 
accordance with the priority of processing of each of the OSs. 
0350 For example, a CPU scheduler exists for allocation 
of CPU control in accordance with the priority of processing 
of each of the OSS. 

0351. In accordance with input destination information 
230 and output enable information 240, which are outputted 
by the input/output control apparatus 100, the QoS controller 
unit 434 of the present embodiment sets a high priority on the 
OS, which occupies the input device 410 or the output device 
420, and then allocates hardware resources such as the CPU 
to the OS in priority. 



US 2008/0313654 A1 

0352. As a result of this, for example, processing of the 
OS, which occupies the HID, and which is actually used by 
the user, are processed in priority, thereby, improving the 
usability. 
0353 (Operation and Effects) 
0354 According to the present embodiment, each of the 
OSs 440 and 450 includes means (the input device controller 
units 441 and 451 and the output device controller units 442 
and 452) capable of controlling input/output devices, respec 
tively. 
0355 Accordingly, only in a case where it is determined 
by the input/output control apparatus 100 that it is possible to 
input information, the input device controller units 441 and 
451 input the input information from the input device 410 to 
the OSs 440 and 450, respectively. 
0356. Also, only in a case where it is determined by the 
input/output control apparatus 100 that it is possible to output 
output information, the output device controller units 442 and 
452 output the output information respectively from the OSs 
440 and 450 to the output device 420. 
0357 Accordingly, it is possible to prevent the conflict 
states of the input/output devices as the objects to be con 
trolled. 

0358 Moreover, each of the OSs 440 and 450 can directly 
control the input/output devices, thereby, improving the pro 
cessing speeds when information is inputted thereto and out 
putted therefrom. 
0359. Furthermore, the VMM 430 is provided with the 
input/output controller unit 431. 
0360. The input/output controller unit 431 is configured to 
enable or disable the input device controller units 441 and 451 
respectively of the OSs 440 and 450, based on the input 
destination information 230 outputted from the input/output 
control apparatus 100. 
0361. The input/output controller unit 431 is also config 
ured to enable or disable the output device controller units 
442 and 452 respectively of the OSs 440 and 450, based on the 
output enable information 240 outputted from the input/out 
put control apparatus 100. 
0362. As a result of this, even in a case where the OSs 440 
and 450 are respectively provided with the input device con 
troller units 441 and 451 each capable of controlling the 
specific input device 410, or respectively provided with the 
output device controller units 442 and 452 each capable of 
controlling the output device 420, only the OS, which is 
judged by the input/output control apparatus 100 to be 
capable of inputting and outputting information, occupies the 
input device 410 or the output device 420. 
0363 Accordingly, it is possible to prevent the conflict 
state of the input device 410 or the output device 420 from 
occurring. 
0364 Moreover, each of the OSs 440 and 450 can directly 
control the input and output devices, thereby, improving the 
processing speeds when information is inputted thereto and 
outputted therefrom. 
0365. Furthermore, the occupation of the input device 410 
and the output device 420 is allowed only by a permission 
granted by the host system. 
0366 Accordingly, it is possible to prevent an unautho 
rized occupation of the input device 410 or the output device 
420, which is caused by a malfunction of an OS or the like. 
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0367 Moreover, in a case where an interrupt for the input 
device 410 occurs, the interrupt notification unit 432 being 
included in the VMM 430 notifies the OSS 440 and 450 of the 
interrupt. 
0368. The interrupt notification unit 432 also specifies the 
notification destination of the interrupt, based on the input 
destination information 230 outputted by the input/output 
control apparatus 100. 
0369 Accordingly, when an interrupt from the input 
device 410 occurs, by use of the input/output control system 
100, the host system can select an OS, to which the interrupt 
is to be notified. 

0370. As a result of this, each of the OSS 440 and 450 can 
directly control the input device 410, thereby, improving the 
processing speeds when information is inputted thereto. 
0371 Moreover, the input information from the input 
device 410 is surely inputted to the OS, which occupies the 
input device 410. 
0372 Accordingly, it is possible to prevent an unautho 
rized use of the input device 410 due to a malfunction of an 
OS or the like. 

0373. Furthermore, the VMM 430 is provided with the 
QoS controller unit 434, which performs QoS control for OSs 
in accordance with the input destination information 230 or 
the output enable information 240 outputted from the input/ 
output control apparatus 100. 
0374. Accordingly, the host system can perform the QoS 
control for each of the OSs, because of the input destination 
information 230 or the output enable information 240 output 
ted from the input/output control apparatus 100. 
0375 For example, a high CPU priority is allocated for 
processing of the OS, which occupies the HID. 
0376. As a result of this, a high CPU priority is allocated 
for the program, which the user actually operates, thereby, 
improving the usability. 

Fourth Embodiment 

0377 FIG. 10 shows a system configuration of a multiple 
OSS environment including an input/output control apparatus 
100 according to a fourth embodiment. 
0378. An input/output control system according to the 
fourth embodiment is provided with an OS 540, an OS 550, a 
GUI server 560, a GUI server 570, a GUI client 580, a GUI 
client 590, an input device 510, an output device 520, and a 
VMM530. 

0379 The GUI servers 560 and 570 operate on the OSs 
540 and 550, respectively. The GUI clients 580 and 590 
operate on the GUI servers 560 and 570, respectively. 
(0380 Moreover, the OS 540 is provided with the input/ 
output control apparatus 100, an output device controller unit 
542 capable of controlling the output device 520, and an input 
device controller unit 541 capable of controlling the input 
device 510. 
0381 Here, the system configuration according to the 
fourth embodiment is same as the system configuration 
described in the second embodiment. Accordingly, descrip 
tions of differences between these system configurations will 
be mainly provided. 
0382. In the system according to the fourth embodiment, 
the GUI servers 560 and 570, as well as the GUI clients 580 
and 590 exist on the OSs 540 and 550, respectively. 



US 2008/0313654 A1 

0383. The GUI servers 560 and 570 are equivalent to a 
window manager, and collectively process inputs and outputs 
of all of the GUI programs on the OSs 540 and 550, respec 
tively. 
0384. The GUI clients 580 and 590 are optional GUI pro 
grams, which let the GUI servers 560 and 570 handle the 
inputs and outputs, respectively. 
0385 According to an input or output process request 
received from the GUI client 580, the GUI server 560 pro 
cesses the input or output. 
0386 Specifically, the GUI server 560 is configured to 
input input information from the input device 510 to the GUI 
client 580, and to output output information from the GUI 
client 580 to the output device 520. 
(0387 Furthermore, the GUI server 560 is configured to 
perform the same process as a process for the GUI client 580, 
as the GUI server 570 to be a GUI client. 
0388 Communications between the GUI server 560 and 
the GUI server 570 are realized by use of a communications 
function being included in the VMM.530. 
0389. According to an input/output request received from 
the GUI client 590, the GUI sever 570 processes the input or 
output. 
0390 Specifically, the GUI server 570 is configured to 
input input information received from the input device 510 
through the GUI server 560 to the GUI client 590, and to 
output output information from the GUI client 590 through 
the GUI server 560 to the output device 520. 
0391 The GUI server 560 further operates based on the 
input destination information 230 and the outputenable infor 
mation 240 of the input/output control apparatus 100. 
0392 Specifically, in a case where the OS 540 occupies 
the input device 510 or the output device 520 based on these 
information, the GUI server 560 processes the input and 
output of the GUI client 580. 
0393 Moreover, in a case where the OS 550 occupies the 
input device 510 or the output device 520, the GUI server 560 
notifies the GUI server 570 of the situation. 
0394. The GUI server 570 let the OS550 handle the input 
and output process only in a case where based on the notifi 
cation it is found out that the OS550 occupies the input device 
510 or the output device 520. 
0395. On the other hand, in a case where the OS 550 
neither occupies the devices, the GUI server 570 does not let 
the OS550 handle the input and output of the GUI client 590. 
0396 Communications between the GUI server 560 and 
the input/output control apparatus 100 are realized by a sys 
tem call, for example. 

Fifth Embodiment 

0397 FIG. 11 shows a system configuration of a multiple 
OSS environment including an input/output control apparatus 
100 according to a fifth embodiment. 
0398. The configuration of an input/output control system 
according to the fifth embodiment is roughly the same con 
figuration as that of the input/output control system shown in 
the case of the second embodiment. 
0399. Specifically, an OS 650 or a program 670, which 
operates on the OS 650, is configured to receive input infor 
mation from an input device as the object to be controlled, 
through virtual input device control software 651, and to 
output output information to output device control Software 
642 through virtual output device control software 652. 
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0400 Part of the present embodiment, which differs from 
the second embodiment, is a program 660 and a program 670. 
Hereinafter, descriptions of operations of the program 660 
and the program 670 will be provided. 
04.01. It should be noted that, hereinafter, although the 
descriptions thereofwill be given with the program 660 as the 
object, by replacing the relationship between the program 660 
and the input device control software 641, or between the 
program 660 and the output device control software 642 with 
the relationship between the program 670 and the virtual 
input device control software 651, or between the program 
670 and the virtual output device control software 652, the 
descriptions thereof apply to the program 670 as well. 
0402. In general, the Linux, the Windows (registered 
trademark) or the like, which is a general purpose OS, 
includes an interface for receiving requests from programs, 
and for executing a privileged process capable of being 
executed with only an OS authority. For this interface, a 
program issues a system call. 
0403. In order for the program 660 to receive information 
through the input device control software 641 or to output 
information through the output device control software 642, 
system calls dedicated respectively for receiving and output 
ting information are required. 
0404 For example, in the Linux, a system call for receiv 
ing input information is equivalent to a read system call, and 
a system call for outputting output information is equivalent 
to a write system call. 
04.05 The processing of these system calls requires a con 
text Switch between the program, which has issued the system 
call, and the OS. Accordingly, a large processing cost is 
generated. 
0406. In the present embodiment, the number of issuances 
of the system calls is reduced, since the program 660 per 
forms specific processing. Accordingly, it is made possible to 
reduce the overhead of the overall system. 
0407. The input/output control apparatus 100 in the case 
of the present embodiment outputs control information 121 to 
an area to which the program 660 can refer. 
0408 For example, the input/output control apparatus 100 
outputs the control information 121 to a shared memory, 
which is used when the aforementioned communications 
between OSs are performed. 
04.09. As a result of this, the program 660 can read the 
control information 121 and then determines whether or not 
to issue a system call in accordance with the content of the 
control information 121. 
0410 Specifically, only in a case where the OS 640 occu 
pies the input device 610 or the output device 620 as the object 
to be controlled according to the control information 121, the 
program 660 issues the corresponding system call. 
0411. As a result of this, the issuance of a system call can 
be saved in a case where it is impossible to execute the 
input/output to the input/output devices, because of an 
absence of an occupation authority, although a system call is 
issued. Accordingly, it is possible to reduce the overhead. 
0412. As a device capable of reducing the issuance of such 
a system call, an audio device can be cited as an example. 
0413 Normally, an output to an audio device needs to be 
generated from a program in real-time. 
0414 Specifically, in a case where audio data cannot be 
outputted because the OS does not occupy the audio device at 
the certain time, it is hardly conceivable at the time of normal 
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use that the audio data is accumulated, and then outputted 
when the OS occupies the audio device. 
0415. Accordingly, in a case where the OS 640 does not 
occupy the audio device, the program 660, which outputs the 
audio data, can ignore the audio information to be outputted, 
and does not need to issue the unnecessary system call. 
0416. On the other hand, as a device not capable of reduc 
ing Such a system call, a display device can be cited as an 
example. 
0417 Output information included in each of OSs to a 
display device needs to be accumulated in a frame buffer 
memory of each of the OSs and updated, regardless of the 
state whether or not the OS occupies the display device. 
0418. By the aforementioned manner, evenina case where 
the occupation authority of the display device switches from 
one to another, the user can accurately grasp the status of the 
OS at that time from the display device. 
0419 Accordingly, the OS needs to update its own frame 
buffer memory always, and to continue receiving output 
information from the program 660, regardless of the content 
of the control information 121. 

0420. As described above, in order to change the operation 
to another by referring to the control information 121, modi 
fication may be applied to the program 660. 
0421 Specifically, the program 660 can include the steps 
of referring to control information 121 as to part of a code 
where inputs and outputs occur, and determining whether or 
not to issue a system call in accordance with the content of the 
control information 121. 

0422 However, the changing of the content of the pro 
gram 660 corresponding to the system is a large burden on the 
programmer, and the advantage of the VMM being capable of 
operating without changing the program 660 is eliminated. 
0423. Furthermore, it is very difficult for the programmer 
to judge whether or not it is needed to modify the program 
based on the aforementioned differences in devices. 

0424. In the implementation of the present embodiment, 
realistic means is not to make modification directly on the 
program 660, rather to make modification on an API 661, 
which is called by the program 660 at the time of inputs and 
outputs. 
0425. In general, a programmer does not embed a system 
call directly in a code, and rather, creates a program, by which 
a system call is issued indirectly by calling an API provided 
by the system. 
0426 Use of an API makes programming easier, and also 
improves the usability in comparison with use of a code, 
which directly calls a system call. 
0427 Furthermore, such an API is provided to each 
device. Accordingly, the modification is to be applied to only 
an API for calling a device, for which a judgment on whether 
or not to issue a system call is required to be made. 
0428 Then, the API may be configured to include the steps 
of referring to the control information 121, determining 
whether or not to issue a system call in accordance with the 
result of the reference, and issuing a system call inaccordance 
with the determination. 

0429. Thereby, the creator of the program 660 does not 
need to be involved with any of the changes related to the 
present embodiment. 
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0430. Furthermore, the number of issuance of system calls 
can be suppressed, and thereby the performance of the overall 
system is improved. 

(Operation and Effects) 
0431. According to the present embodiment, the program 
660, which operates on the OS 640, refers to the control 
information 121 and then makes ajudgment on whether or not 
the OS 640 occupies the input device 610 or the output device 
620 at that time. 
0432. Then, the program 660 issues a system call related to 
inputs and outputs to the OS, only in a case where the OS 640 
occupies the input device 610 or the output device 620 at that 
time. 
0433 Accordingly, it is possible to reduce the processing 
costs related to the issuance of unnecessary system calls. 
0434 Additional advantages and modifications will 
readily occur to those skilled in the art. Therefore, the inven 
tion in its broader aspects is not limited to the specific details 
and the representative embodiments shown and described 
herein. Accordingly, various modifications may be made 
without departing from the scope of the general inventive 
concept as defined by the appended claims and their equiva 
lents. 

What is claimed is: 
1. An input/output control system including at least one 

input device, at least one output device, an input/output con 
trol apparatus which controls an input of the input device and 
an output of the output device, and a host system including a 
function of simultaneously running a plurality of operating 
systems and a communications function between the plurality 
of operating systems; wherein 

the input/output control apparatus comprises: 
a request acceptance unit configured to accept a Switch 

request for requesting to change an operating system 
occupying any one of the input device and the output 
device; 

a control information generator unit configured to generate 
control information including any one of input destina 
tion information and output enable information in 
response to the Switch request; and 

a control information output unit configured to output any 
one of the input destination information and the output 
enable information; 

one specific operating system among the plurality of oper 
ating systems which operate on the host system com 
prises: 

an input device controller configured to specify, by using 
the outputted input destination information, an input 
destination operating system to which information 
inputted from the input device is inputted, and to input 
the inputted information to the input destination operat 
ing System; and 

an output device controller configured to specify, by using 
the outputted output enable information, an operating 
system capable of outputting information to the output 
device, and to output the information received from the 
operating system to the output device; 

the input destination information includes at least informa 
tion for specifying the input destination operating sys 
tem to which information inputted from the input device 
is inputted; and 
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the output enable information includes at least information 
for specifying whether or not each of the plurality of 
operating systems can output information to the output 
device. 

2. The input/output control system according to claim 1, 
wherein 

a first operating system other than the specific operating 
system comprises a virtual input device controller unit 
and a virtual output device controller unit; 

the virtual input device controller unit is configured to 
receive information inputted from the input device con 
troller unit of the specific operating system, and to input 
the inputted information to a program which operates on 
the first operating system; 

the virtual output device controller unit is configured to 
makes a judgment, on the basis of the output enable 
information, on whether or not the first operating system 
can output information, outputted from the program 
which operates on the first operating system, to the out 
put device; and 

only when it is judged that the first operating system can 
output the information to the output device, the first 
operating system is configured to output the information 
to the output device controller unit of the specific oper 
ating System. 

3. An input/output control system including at least one 
input device, at least one output device, an input/output con 
trol apparatus which controls an input of the input device and 
an output of the output device, and a host system including a 
function of simultaneously running a plurality of operating 
systems; wherein 
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the input/output control apparatus comprises: 
a request acceptance unit configured to accept a Switch 

request for requesting to change an operating system 
occupying any one of the input device and the output 
device; 

a control information generator unit configured to generate 
control information including any one of input destina 
tion information and output enable information in 
response to the Switch request; and 

a control information output unit configured to output any 
one of the input destination information and the output 
enable information; 

a program, which operates on the operating system, is 
configured to request the operating system to issue the 
Switch request to the input/output control apparatus; 

the input destination information includes at least informa 
tion for specifying an input destination operating system 
to which information inputted from the input device is 
inputted; and 

the output enable information includes at least information 
for specifying whether or not each of the plurality of 
operating systems can output information to the output 
device. 

4. The input/output control system according to claim 3, 
wherein 

the program is configured to request the operating system 
to issue the Switch request to the input/output control 
apparatus, only when the request rules allows the Switch 
request to be issued. 

c c c c c 


