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METHOD AND SYSTEM FOR RECIPROCAL
DATA BACKUP

BACKGROUND OF THE INVENTION

[0001] 1. Field of the Invention

[0002] The present invention relates to methods and sys-
tems for backing up and restoring data on computer systems
connected by a network and, in particular, to methods and
systems for reciprocal data backup between backup partners
using peer-to-peer computer communications.

[0003] 2. Background Information

[0004] As computers become used more frequently in
everyday life, as well as for business and social functions, the
reliability of computer systems has greater impact. Data may
be lost for a variety of reasons, including due to a physical
problem with the computer system disk drive or related com-
ponents; the user inadvertently overwriting or deleting a file,
theft (especially with portable computers), or the user inten-
tionally overwriting a file (e.g. modifying it and saving it) and
then later desiring an earlier version of the file. The need to
reliably and frequently save copies of data in various states of
modification so that they can be restored when necessary has
become an ever-increasingly important part of our on-line
and computerized existence.

[0005] The process of saving data, typically known as
“backing up” data, is often neglected for a variety of reasons,
including cost, time, effort, reliability, capacity limitations,
and others. Traditional approaches for backing up data fall
into three categories: 1) copying data to removable and stor-
able media, such as diskettes, CDs, tape, and DVDs; 2) copy-
ing data to secondary (non-removable) media on the same
system; and 3) copying the data to on-line servers or other
storage available over a network, which can be performed
automatically at scheduled intervals or periodically upon
request.

[0006] Each of these approaches has drawbacks. The first
approach of copying to removable media is limited in a large
part by the inconvenience to the user and physical constraints
of'the media. Specifically, it takes time and effort to: a) make
sure blank storage (disk, CD, tape, DVD, etc.) is available and
ready prior to a backup; b) find and run the backup program;
¢) wait for it to “write” the media, which for CDs and DVDs
can take most of an hour; d) be available to switch out media
if the backup requires more capacity; and e) label the newly
written media and store it somewhere safe. In addition,
removable backup media is particularly vulnerable to loss,
defects, or damage, rendering a portion or all of the stored
data unreadable or unusable. For example, such media is
rarely stored in a secure place, such as a bank’s safe-deposit
box, because it is not practical to do so after every backup. In
practice, removable media are stored around a house or office,
leaving them susceptible to misplacement, fire, theft, and
accidents. Also, backup media such as diskettes, CDs, and
DVDs suffer from limited capacity, generally far less than the
amount of data that can be stored on a personal computer’s
disk drive and hence the amount required to fully back up an
entire computer system. A tape or additional hard disk drives
may be used to solve the capacity problem, but these in turn
are very costly.

[0007] The second approach of copying to resident second-
ary media, such as additional hard disk drives, provides very
limited reliability and is more costly, although it addresses the
capacity problem. Specifically, if the entire computer system
becomes vulnerable, merely having another copy of the data
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on the same machine will rarely provide a reliable backup
mechanism. If however, data is lost due to user overwrite, or
if one of the drives fails, redundant copies of data may allow
restoration of an earlier version of a desired file. In addition,
this approach suffers from similar problems to the first
approach with respect to running a backup program, keeping
track of where redundant copies have been made, etc., and
thus requires a lot of proactive involvement from users.
[0008] The third approach of copying to on-line servers is
limited primarily by expense, reliability, and accountability.
Although copying files to on-line servers may be less cum-
bersome than using removable media, especially if the task is
performed automatically, on-line backup service is generally
expensive even for relatively small amounts of storage. Also,
online servers are sometimes “off-line,” rendering the stored
data inaccessible for restoration, and occasionally lose data
due to malfunctions or software bugs. In addition, many on-
line services companies have gone out of business and ceased
operations in the past years because such servers are expen-
sive to maintain. The stored data may well then be unavailable
permanently.

BRIEF SUMMARY OF THE INVENTION

[0009] Embodiments of the present invention provide
enhanced computer- and network-based methods and sys-
tems for backup and restoration of data. Example embodi-
ments provide a Reciprocal Backup System (“RBS”), which
enables the users of two or more computer systems connected
over a network to engage each other for reciprocal backup
needs using peer-to-peer computing techniques. The RBS
allows users to backup data on each other’s computer systems
in a secure manner that allows each user access to only that
user’s files. In addition, users can achieve a range of control
over the backup process from fully automated all the way to
specifying particular data to be backed up or restored upon
explicit request. Through the reciprocal sharing of space on
each other’s disk drives, backup storage is available at little
effort and no cost other than the loss of use of that disk space.
[0010] In one example embodiment, the Reciprocal
Backup System comprises one or more functional compo-
nents/modules that work together to provide reciprocal
backup. For example, a Reciprocal Backup System may com-
prise Reciprocal Backup System Partner Support and one or
more storage repositories. The RBS Partner Support com-
prises two subcomponents, a reciprocal backup manager and
scheduler and a reciprocal backup agent. These components
are present on each computer system that participates in a
reciprocal backup relationship. The manager and scheduler
controls the overall flow of the RBS through reciprocal
backup engine and the scheduling of tasks that are completed
by the reciprocal backup agent. The reciprocal backup agent
fields all requests from backup partners, including the
depicted reciprocal backup system, and interfaces to the stor-
age repositories.

[0011] According to one approach, a reciprocal backup
system provides support for a first backup partner to establish
a reciprocal backup relationship with a second backup part-
ner. Once the reciprocal relationship is established, either of
the partners can cause data to be backed up to the other partner
computer system’s storage facilities, automatically or on a
controlled basis. Similarly, either of the partners can request
data for restoration purposes. Each backup partner serves as
an originating partner when it requests performance of
backup and restoration operations and serves as a depository
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partner for receiving data and servicing restoration requests
from other reciprocal partners. A reciprocal backup relation-
ship supports both even and uneven exchanges of storage. In
one embodiment, the partners negotiate acceptable reciprocal
storage.

[0012] According to another approach, the RBS automati-
cally handles backup partners that are intermittently con-
nected to the network, either both or one. In some instances,
the data is cached to provide snapshots of the data and then
delivered when the designated depository partner computer
system reconnects to the network. The RBS also handles
backup partner computer systems that have persistent con-
nections, and those that have persistent connections but are
unavailable at a particular time.

[0013] In another embodiment, interfaces to the functions
of the RBS are provided for application programs to use for
backup and restoration of data.

BRIEF DESCRIPTION OF THE DRAWINGS

[0014] FIG.1is ablock diagram of an example Reciprocal
Backup System.

[0015] FIG. 2 is a block diagram of multiple computer
systems providing reciprocal backup services to each other.
[0016] FIG.3 isanexample flow diagram of an overview of
the reciprocal backup process.

[0017] FIG. 4 is an example block diagram of components
of'a Reciprocal Backup System.

[0018] FIG. 5 is an example screen display of a user inter-
face for managing a Reciprocal Backup System.

[0019] FIG. 6 is an example screen display of a dialog for
establishing a reciprocal backup relationship.

[0020] FIGS. 7A and 7B are example flow diagrams of a
routine for establishing a reciprocal backup relationship with
a backup partner.

[0021] FIG. 8 is an example screen display of a dialog for
specifying objects to be backed up using the Reciprocal
Backup System.

[0022] FIG. 9 is an example screen display of a dialog for
specifying a backup schedule using the Reciprocal Backup
System.

[0023] FIG. 10 is an example screen display of a dialog for
specifying objects to be restored using the Reciprocal Backup
System.

[0024] FIG. 11 is an example screen display of a dialog for
removing a backup partner to end a reciprocal backup rela-
tionship.

[0025] FIG. 12 is an example block diagram of a general
purpose computer system for practicing embodiments of a
Reciprocal Backup System.

[0026] FIG. 13 is an example block diagram of backup
manifests stored in a data repository for tracking backup files
and reciprocal backup files.

[0027] FIGS. 14A and 14B are an example flow diagram of
an example availability testing routine provided by an RBS
partner support component for determining in a peer-to-peer
environment whether a desired backup partner is now avail-
able for a backup or restore operation.

[0028] FIGS.15A and 15B are an example flow diagram of
an example request processing routine provided by an RBS
Partner Support component for processing backup system
requests in a peer-to-peer environment.

[0029] FIGS.16A-16E are an example flow diagram of the
interaction between the RBS partner support components of
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two backup partner computer systems to accomplish a
backup operation in a Reciprocal Backup System.

[0030] FIG. 17 is an example flow diagram of a file prepa-
ration routine provided by an RBS partner support compo-
nent to prepare a file prior to sending it for backup to a backup
partner computer system.

[0031] FIG. 18 is an example flow diagram of a process
backup file routine provided by an RBS partner support com-
ponent of a depository partner to process a received file for
reciprocal backup.

[0032] FIGS.19A-19D are an example flow diagram of the
interaction between the RBS partner support components of
two backup partner computer systems to accomplish a restore
operation in a Reciprocal Backup System.

[0033] FIG. 20 is an example flow diagram of a determine
alternative file routine provided by an RBS partner support
component of a depository partner to find a requested file.
[0034] FIGS. 21A and 21B are an example flow diagram of
aprocess backup request routine provided by a caching server
to process a delayed backup request.

DETAILED DESCRIPTION OF THE INVENTION

[0035] Embodiments of the present invention provide
enhanced computer- and network-based methods and sys-
tems for backup and restoration of data. Example embodi-
ments provide a Reciprocal Backup System (“RBS”), which
enables the users of two or more computer systems connected
over a network to engage each other for reciprocal backup
needs using peer-to-peer computing techniques. The RBS
allows users to backup data on each other’s computer systems
in a secure manner that allows each user access to only that
user’s files. In addition, users can achieve a range of control
over the backup process from fully automated all the way to
specifying particular data to be backed up or restored upon
explicit request. Through the reciprocal sharing of space on
each other’s disk drives, backup storage is available at little
effort and no cost other than the loss of use of that disk space.
[0036] The Reciprocal Backup System allows for users to
participate in backup arrangements with one or more com-
puter systems over a network in a manner that automates the
backup process, while still providing users with control over
what data is backed up, what data is restored, and when
backups and/or restorations are performed. In addition, the
RBS allows users to set up complex arrangements for con-
trolling redundancy in particular fashions so that data can be
redundantly backed up to multiple computers and restored
selectively.

[0037] For example, a user might be willing to allocate a
10% portion of the user’s computer system disk drive to each
of'three friends or colleagues (allocating a total of30% of the
disk drive’s capacity for backup). In return, the user would
receive equal amounts of backup storage on the three friend’s
computers’ disk drives. The user could then use the backup
storage on the multiple other computers in different ways: (1)
to backup different data files to different computers, or (2) to
back up the same data to multiple different computers, to
achieve triple redundancy of, for example, sensitive data. Of
course, mixing and matching are possible, backing up some
data multiple times and other data just once. In some embodi-
ments, the reciprocal backup storage may be allocated
unevenly or even paid for.

[0038] For the purposes of the methods and systems of the
present invention, the phrases “reciprocal backup arrange-
ment” or “reciprocal backup relationship” refer to a dynami-
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cally established arrangement between two peer computer
systems present on a network where each computer system
provides the other with backup facilities. Each computer sys-
tem that participates in the reciprocal backup relationship
(and/or its user) is also referred to as a “backup partner.”
There may be multiple reciprocal backup arrangements
between different computer systems, each relationship of
which defines its own backup storage amounts and schedule.
Each arrangement may comprise even or uneven amounts of
storage between the partners, and negotiations for storage are
addressed when the arrangement relationship is created. The
network may be an external network, such as the Internet, or
an internal network, such as a LAN, within a business or
residence.

[0039] Specifically, each computer system (backup part-
ner) provides storage for backup and is capable of storing data
from the other partner and providing previously stored data to
the other partner (restoring data) by sending data directly to
and receiving data directly from the other computer system.
In a reciprocal backup system, the peer computer systems
may use some type of naming server (centralized or decen-
tralized) to locate each other, but communicate directly with
each other over the network to exchange or transfer actual
data. Data is transferred directly from one computer system to
another using “peer-to-peer” technology, without requiring
an intervening server. Peer-to-peer technology and back-
ground information on peer-to-peer computing is described
further in Oram, Andy, Peer to Peer: Harnessing the Benefits
of'a Disruptive Technology, O’Reilly and Assocs., Inc., 2001,
which is incorporated herein by reference in its entirety. The
reciprocal backup and restore operations in such a peer-to-
peer arrangement take into account the potentially variable
presence of the participating computer systems, such as inter-
mittent and unavailable connections. In some cases, an inter-
mediate “caching” server may be used by the RBS to cache
requests and data. Later, when the other computer then comes
on line, the caching server then transfers the request or data.

[0040] FIG.1is a block diagram of an example Reciprocal
Backup System. In FIG. 1, Backup Partner A (101) is con-
nected via network 103 to Backup Partner B (102). The net-
work 103 may be any network or communications media,
wired and wireless, including, for example, Internet, another
WAN, a LAN, or a proprietary connection that abides by a
standard peer-to-peer communications protocol. Backup
Partner A (101) comprises display and input devices 105,
RBS partner support (software, hardware, or a combination
of'both) 104, and storage device(s) 106, where the reciprocal
backup storage for Backup Partner B (102) resides. Similarly,
Backup Partner B (102) comprises display and input devices
108, RBS partner support (software, hardware, or a combi-
nation of both) 107, and storage device(s) 109, where the
reciprocal backup storage for Backup Partner A (101) resides.
When storage is provided in a reciprocal backup relationship,
the storage provided by a resident system for other backup
partners is termed reciprocal backup storage. As shown in
FIG. 1, the allocated storage for each side of the reciprocal
backup arrangement may be uneven. In this example, the
reciprocal backup storage for Backup Partner B (102) on
storage device 106 appears less than the reciprocal backup
storage for Backup Partner A (101) on storage device 109.

[0041] FIG. 2 is a block diagram of multiple computer
systems providing reciprocal backup services to each other.
Such an arrangement may be desirable to achieve redundant
backup or to efficiently allocate backup storage across differ-
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ent computer systems. For example, in FIG. 2, Backup Part-
ner A (210) has established reciprocal backup relationships
with both Backup Partner B (220) and Backup Partner C
(230). There may also be reciprocal backup relationships
between Backup Partner B (220) and Backup Partner C (230),
which are not shown. As described, each backup partner
creates reciprocal backup storage, whether or not the storage
is the same size or not. (Note that one skilled in the art will
recognize that storage of size “0” could also be allowed, thus
reducing the reciprocity to effectively one way storage, but
still allow the automated techniques in a peer-to-peer envi-
ronment to be utilized.) Thus, in return for Partners B (220)
and C (230) providing backup storage for the data of Backup
Partner A (210) in areas 223 and 233, respectively, the storage
211 of Partner A (210) has reciprocally allocated storage 213
for the data of Partner B (220) and storage 214 for the data of
Partner C (230). The storage device of each backup partner
may store additional RBS data such as RBS data 212, 222,
and 232.

[0042] Inoverview, the RBS includes services that achieve
a computer-implemented reciprocal backup process by
allowing users through their computer systems to establish
reciprocal backup relationships and by carrying out through
the backup partner computer systems reciprocal backup and
restoration operations. FIG. 3 is an example flow diagram of
an overview of the reciprocal backup process. Each step of
FIG. 3 is presumed to be executed on each backup partner
computer system. In step 301, one or more reciprocal backup
relationships are established. An example interface and pro-
cess for establishing a reciprocal backup relationship with
another computer system is described with respect to FIGS. 6,
7A, and 7B. In one embodiment, the relationship storage
requirements are negotiated between the backup partners.
The timing of establishing or negotiating the storage arrange-
ments may be separate from initial establishment of the rela-
tionship. In some embodiments, the reciprocal relationship is
established initially, and the storage requirements are nego-
tiated thereafter, in one or more operations, periodically, or on
an ongoing basis. In other embodiments, the storage require-
ments as requested are accepted when the relationship is
accepted. If a reciprocal backup relationship is ultimately
declined, then the process goes no further with that other
computer system at that time.

[0043] In step 302, a backup partner specifies data (e.g.,
files) that are to be backed up on a scheduled basis, and in step
303, the backup partner specifies the backup schedule for that
data. There may be a separate data selection and time sched-
ule for each reciprocal backup relationship. The selection of
data and scheduling of backup times is further described with
reference to FIGS. 8 and 9.

[0044] When a backup partner (e.g., Backup Partner A 210
in FIG. 2) backs up data to a backup partner’s computer (e.g.,
Backup Partner B 220 in FIG. 2), the initiating partner (Part-
ner A 210) is called the “originating backup partner” or
“originating partner” and the receiving partner (Partner B
220) is called the “depository partner” or “depository backup
partner.” Note that these roles change depending on the opera-
tion—given the inherent reciprocity, Partner A is the origi-
nating partner for Partner A’s data and the depository partner
for Partner B’s data; yet Partner B is the originating partner
for Partner B’s data and the depository partner for Partner A’s
data. Thus, these terms are used in the context of a particular
transaction and a backup partner acts in both roles.
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[0045] In step 304, the backup partner (in its role as origi-
nating partner) sends data to a determined other backup part-
ner (in the other partner’s role as depository partner) when the
schedule so indicates or upon request from a user. In step 305,
the backup partner (in its role as depository partner) responds
to requests from other backup partners to retrieve and send
back previously backed up data for restoration purposes. In
step 306, the backup partner (in its role as originating partner)
requests previously backed up data to perform its own resto-
rations upon (e.g., user) request. One process of selecting data
to be restored is described further with respect to FIG. 10.
Note that steps 302-306 are repeated as needed by each
backup partner and although files must be backed up before
they can be restored, these steps can otherwise happen in any
order, not just the order illustrated in FIG. 3. Also part of the
overall process, but not shown, is a step of removing a backup
partner. The removal of a backup partner, hence ending a
reciprocal backup relationship, is described further with
respect to FIG. 11.

[0046] Although the techniques of reciprocal backup and
the Reciprocal Backup System are generally applicable to
any type of backup for archival, emergency, or other pur-
poses, the phrase “backup” is used generally to imply any
type of backup process for any purpose, whether or not the
restoration of data is needed. Also, the examples described
herein refer typically to the backup and restoration of “files;”
however, it will be understood by one skilled in the art that the
methods and techniques presented here are also applicable
and may be useful to backup and restore other data, such as
data belonging to and structured by application programs.
One skilled in the art will recognize how to modify the struc-
tures and program flow exemplified herein to account for
differences in types of data being backed up and restored.
Essentially, the concepts and techniques described are appli-
cable to any environment where the backup and/or restoration
of'data is contemplated. Also, although certain terms are used
primarily herein, one skilled in the art will recognize that
other terms could be used interchangeably to yield equivalent
embodiments and examples. In addition, terms may have
alternate spellings which may or may not be explicitly men-
tioned, and one skilled in the art will recognize that all such
variations of terms are intended to be included. Also, when
referring to various data, aspects, or elements in the alterna-
tive, the term “or” is used in its plain English sense, unless
otherwise specified, to mean one or more of the listed alter-
natives.

[0047] FIG. 4 is an example block diagram of components
of a Reciprocal Backup System. In one embodiment, the
Reciprocal Backup System comprises one or more functional
components/modules that work together to provide recipro-
cal backup. One skilled in the art will recognize that these
components may be implemented in software or hardware or
a combination of both. In FIG. 4, a Reciprocal Backup Sys-
tem comprises Reciprocal Backup System Partner Support
400 and one or more storage repositories 420-422. One
skilled in the art will recognize that many alternate arrange-
ments, architectures, modules, etc. exist for implementing the
components of an RBS, and still provide equivalent function.
For example, the modules may be combined differently, or
different functions associated with different modules.

[0048] In one embodiment, the RBS Partner Support 400
comprises two subcomponents, a reciprocal backup manager
and scheduler 401 and a reciprocal backup agent 405. These
components are present on each computer system that par-
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ticipates in a reciprocal backup relationship. The manager
and scheduler 401 controls the overall flow of the RBS
through reciprocal backup engine 403 and the scheduling of
tasks that are completed by the reciprocal backup agent 405.
The reciprocal backup agent 405 fields all requests from
backup partners, including the depicted system, and inter-
faces to the storage repositories 420-422.

[0049] More specifically, the reciprocal backup manager
and scheduler 401 comprises user interface 402, reciprocal
backup engine 403, and scheduler 404. The backup engine
403 interfaces to the user through user interface 402 to deter-
mine directives (operations or requests) that correspond to the
user input and communicates these corresponding requests to
the reciprocal backup agent 405. The engine 403 also inter-
faces with a scheduler 404 to generate corresponding requests
to the reciprocal backup agent 405 upon receiving indications
from the scheduler 404 of scheduled events, such as a pre-
scheduled backup operation.

[0050] The reciprocal backup agent 405 is responsible for
the communication between the depicted system and any of
its backup partners. The backup agent 405 comprises a traffic
controller 406 and a storage interface 409. Specifically, the
traffic controller 406 receives requests (or other directives)
from the manager and scheduler 401 as well as from the
backup partners of the depicted system. Traffic controller 406
also generates requests (or other directives) to the other
backup partners on behalf of the depicted computer system.
The traffic controller 406 thus contains an originating portion
407 and a depository portion 408, which correspond to the
originating partner and depository partner roles of the
depicted system, as described above. The traffic controller
406 contacts the resident manager and scheduler 401 when
needed, such as for modifying the relationship parameters
between the depicted system and one of the partners. Also, the
traffic controller 406, through storage interface 409, handles
requests by storing and retrieving data as specified in the
received requests.

[0051] The storage repositories 420-422 are used, among
other things, to store the reciprocal backup for backup partner
systems of the depicted system. For example, the depicted
system is shown as having reciprocal backup relationships
with at least three other backup partners: Partner B, Partner C,
and Partner D. Thus, repository 420 contains allocated recip-
rocal backup area 423 for Partner B and area 424 for Partner
C. Similarly, repository 422 contains allocated reciprocal
backup area 427 for Partner D. Repository 421 contains the
database (or other repository) for storing information for the
RBS, such as lists of current backed up files on the various
backup partner systems, as well as other information related
to maintaining the backup relationships. In addition, reposi-
tory 421 may contain a local cache for storing snapshots of
data when one of the backup partners are unavailable, instead
of the depicted partner using a caching server on a separate
computer system. One skilled in the art will recognize that the
use of any of these areas of the data repositories for a particu-
lar purpose is exemplary and many other configurations are
contemplated.

[0052] Example embodiments described herein provide
applications, tools, data structures and other support to imple-
ment a Reciprocal Backup System to be used for peer-to-peer
backup facilities. One skilled in the art will recognize that
other embodiments of the methods and systems of the present
invention may be used for other purposes, including being
integrated into more conventional (non-peer-to-peer) auto-
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mated backup systems. In the following description, numer-
ous specific details are set forth, such as data formats and code
sequences, etc., in order to provide a thorough understanding
of the techniques of the methods and systems of the present
invention. One skilled in the art will recognize, however, that
the present invention also can be practiced without some of
the specific details described herein, or with other specific
details, such as changes with respect to the ordering of the
code flow.

[0053] Inoneexample embodiment, the RBS is invoked by
executing an application program on the computer system.
Other example embodiments execute the RBS as part of the
operating system, or embedded into some other application
environment. FIGS. 5-11 describe an example user interface
for interacting with a Reciprocal Backup System as an appli-
cation program. One skilled in the art will recognize that
many other interfaces are contemplated to provide reciprocal
backup functionality.

[0054] FIG.5is anexample screen display of one such user
interface for managing a Reciprocal Backup System. Appli-
cation window 500 shows an application “Backup Buddies”
executing in a Microsoft Windows™ environment. One
skilled in the art will recognize that comparable applications
can be executed in alternative operating system environ-
ments, such as Red Hat’s Linux operating system. The
Backup Buddies interface provides a current status window
501 and buttons 510-16 for invoking the various commands
of the RBS. The application window 500 is closed upon
selecting the Close button 517, although the Backup Buddies
application continues to execute. To terminate the applica-
tion, a user selects the Terminate button 518.

[0055] The current status window 501 shows status infor-
mation for each backup partner 502 of the depicted system.
For each partner, status window 501 provides an indication of
the amount of data storage 504 provided on the backup part-
ner system and an indication of the amount of reciprocal data
storage 503 provided on the depicted system. In addition, the
status window 501 indicates how much of the data storage on
the backup partner system is currently used (excluding pur-
gable data) in field 505. The status window 501 also indicates
the status of the last RBS operation or awaited operation in
status field 506 and when the last backup occurred in field
507. For example, status field 506 may be used to indicate
whether the reciprocal backup system is currently waiting for
aconnection with the backup partner, whether the backup was
successful, or if a problem was detected with the data stored,
etc. In one embodiment, if a problem is indicated, the indica-
tor is underlined and functions as a link (see, for example,
third entry in status field 506), such that when the user selects
it, a window is displayed to display more information about
the problem and, as appropriate, options for addressing it.
[0056] The commands supported by the RBS shown in
application window 500 include the ability to establish a
reciprocal backup relationship by selecting button 510;
remove a backup partner by selecting button 511; specify a set
of data (files) to be backed up by selecting button 512; sched-
ule backups by selecting button 514; perform a backup now
(without waiting for a scheduled time) by selecting button
515; restore designated previously backed up data (files) by
selecting button 516; and change various RBS settings by
selecting button 513.

[0057] The RBS also allows a user also to modify a recip-
rocal backup relationship with a current backup partner by
selecting the appropriate “modify” field 508 that corresponds

May 29, 2008

to status information for a particular backup partner in current
status window 501. When a modify field 508 is selected, a
dialog similar to that used to establish the initial reciprocal
backup relationship is provided for renegotiating features of
the existing relationship, as well as for specifying additional
functionality, such as partner specific settings as described
below. A description of the process for establishing the initial
reciprocal backup relationship, which is similar to the process
for subsequently modifying the relationship, is described
with reference to FIGS. 6, 7A, and 7B.

[0058] Inoneembodiment ofthe RBS, data to be backed up
on a backup partner computer system is first encrypted to
insure security of the stored data. Each backup partner com-
puter system supplies its own encryption key to use for its
own data. That is, the originating partner chooses the encryp-
tion key to be used on data that is stored on the depository
partner’s computer. The RBS supports any operable scheme
for selecting an encryption key. For example, keys can be
automatically chosen by the RBS; the user may choose indi-
vidual key parameters, such as key length and trading encryp-
tion/decryption time against security strength, etc.; different
keys may be used for each depository partner, or with each
backup operation, or at specific time intervals, or immedi-
ately; or the user may choose to not encrypt backup data at all,
or with selected partners but not others. One skilled in the art
will recognize that other schemes may also be supported.
[0059] According to one scheme, to set the encryption key,
the user invokes the change settings command by selecting
the button 513. A dialog box or other form for obtaining user
input is then displayed to allow the user to enter choices for
encryption generation and management, such as using difter-
ent encryption keys to use for files backed up to different
partners. As mentioned, encryption keys may be specified for
all partners individually, or just for some, using the user’s
specified default encryption key for use with the other part-
ners. Other combinations are possible as well.

[0060] The example RBS interface supports three example
mechanisms for initiating backup operations. First, the user
can schedule (potentially recurring) backup operations.
Scheduled backups occur automatically, preferably without
user intervention or involvement (unless errors occur). A
scheduled backup occurs at a time previously indicated by the
user and copies data to a designated backup partner as speci-
fied in a standing backup list. Scheduled backups are set up
through a scheduling interface, for example the dialog box
described with reference to FIG. 9. Specifically, a standing
backup list indicates a set of data (e.g., files or directories)
along with a respective backup partner and a description of a
method for connecting to the backup partner. The standing
backup list is set or modified through another interface for
selecting files (or other data) to be backed up, for example, the
using the interface described with reference to FIG. 8.
[0061] Second, a “Backup Now” command can be invoked
by selecting the button 515. This command backs up the data
indicated in the standing backup list to the respectively indi-
cated backup partners upon invocation of the command (with
near-immediate initiation). When there is no data indicated in
the standing backup list, the user is notified to create a stand-
ing backup list, for example using the interface of FIG. 8, and
to retry the command thereafter. If a backup cannot be per-
formed, for example, because an indicated backup partner is
off-line (as with a dial-up or intermittent connection or oth-
erwise unavailable), the data is cached locally or remotely
through the user of a caching server. Later, when the backup
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partner connection is made, the cached data is used as the
source of the backup operation. The Backup Now capability
in conjunction with the ability to cache backed up data allows
the user to capture snapshots of the data in a user controlled
manner.

[0062] Third, a selected object (e.g., data, file, or directory)
backup command can be invoked through an object’s context
menu. For example, in a Microsoft Windows™ environment,
a context menu for a file or directory is invoked by pressing
the “right-click” equivalent function on an input device such
as a mouse after a selection of one or more objects has been
indicated. When an individual object backup command is
invoked, a backup operation is initiated for the selected object
(s) data. In one embodiment, a dialog box is displayed to
allow the user to indicate a backup partner for this backup
operation, whether to included sub-objects (such as subdirec-
tories and files), and whether to add the selected object(s) to
the standing backup list, if the object is not already present on
the list.

[0063] In some embodiments, if a regularly scheduled
backup is available (as set up using the first mechanism
described above) then before an immediate backup operation
is processed (i.e., a Backup Now command or a selected
object backup command), the user is given an option to per-
form this immediate backup at the standard scheduled backup
time. For example, when the user invokes either the selected
object backup command or the Backup Now command, the
RBS queries the user first to determine whether to actually
perform the backup immediately or whether to instead add
the indicated data to the backup data list to be processed at the
next scheduled backup time. When the user indicates a pref-
erence to use the regularly scheduled backup time, then the
RBS copies the indicated data to a cache. Later, when the
scheduled backup takes place, the cached copies of the data
will be transmitted to a backup partner for backup. The user
can thus take a snapshot of files for backup and continue
working on those files, yet not inconvenience partners for
whom the bandwidth consumption of backup operations
adversely affects other computer usage (for example, such
users may have backups scheduled to be performed while
they sleep).

[0064] Also, unlike scheduled backups, when a user
invokes an immediate backup command, the user doesn’t
specify in the command itself how the user’s computer sys-
tem is connected to the network. If the user’s computer sys-
tem is currently connected to the Internet, the Reciprocal
Backup System uses that connection. If there isn’t a current
Internet connection, but one has been specified for scheduled
backups, then the RBS displays a dialog box to provide the
user an option to have the RBS establish that connection and
proceed. Ifthe user declines that option, or if a connection has
not been specified for scheduled backups, then the user is
directed to establish a connection and then reissue the imme-
diate backup command. One skilled in the art will recognize
that this mechanism can be generalized to other networks by
allowing the user to specify a default connection, that is which
network(s) should be automatically used if an available con-
nection is found.

[0065] As mentioned, before any backup can occur, a user
needs to establish one or more reciprocal backup relation-
ships with backup partners. To establish a new reciprocal
backup relationship, the user selects a command, for example
by depressing button 510 in FIG. 5, which displays a dialog
box for negotiating the relationship. FIG. 6 is an example
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screen display of a dialog for establishing a reciprocal backup
relationship. In the example user interface illustrated, a recip-
rocal backup relationship is established by specifying a
desired set of backup relationship parameters, and then for-
warding them by email to a desired backup partner user.
[0066] One skilled in the art will recognize that other meth-
ods of notifying a potential backup partner can be utilized
with the current techniques, such as by using other messaging
protocols (like instant messaging), a physical phone call, and
many other methods.

[0067] More specifically, a user specifies an email address
for notifying the potential backup partner user in input field
601. The inviting user then specifies either in field 602 that the
user is offering an even exchange of storage space, or in field
606 that the user is offering an uneven exchange of storage
space. An even exchange indicates that the user is willing to
allocate the same amount of reciprocal backup storage on the
user’s computer system (for the backup partner’s use) as the
user receives in backup storage from the backup partner. In
contrast, an uneven exchange indicates that the user is willing
to allocate a different amount of reciprocal backup storage on
the user’s computer system (for the backup partner’s use)
from the amount of backup storage the user receives from the
backup partner. The interface shown indicates parameters
that in one embodiment are used to perform a negotiation with
the potential backup partner user. If an even exchange is
offered, then the inviting user preferably indicates a sug-
gested amount in field 603, a minimally acceptable amount in
field 604, and a maximum acceptable amount in field 605.
The minimum and maximum acceptable amounts are used if
the invited user counterofters an amount of storage that is not
equal to the suggested amount. If an uneven exchange is
offered, then the inviting user preferably indicates in field 607
an amount of reciprocal backup space being offered in
exchange for a minimum acceptable amount of backup stor-
age on the backup partner system indicated in field 608. One
use of an uneven exchange is when the inviting user is willing
to ofter more reciprocal backup storage than needed from the
desired backup partner. In addition to specifying the trade
parameters, the inviting user can indicate a message to the
desired backup partner user in input field 609.

[0068] In addition to the exchanges shown in FIG. 6, other
negotiation logic may be incorporated, such as each backup
partner suggesting its own desired backup storage amounts
and then negotiating further or accepting the other partner’s
suggested amounts. One skilled in the art will recognize that
other logic is also possible and that the negotiation may even
be a simple acceptance or rejection of one backup partner’s
suggested amounts.

[0069] After determining parameters, the user depresses
the Send button 610 to invoke a routine that sends an (email)
invitation to the desired backup partner user. FIGS. 7A and
7B are example flow diagrams of a routine for establishing a
reciprocal backup relationship with a backup partner. FIGS.
7A and 7B are written from the point of view of an inviting
user. One skilled in the art will recognize that comparable
routines exist from the invited users point of view. In step 701,
the routine determines a location (for example, email contact
information) for a potential (depository) backup partner. In
step 702, the routine determines the storage parameter values
indicated by the inviting user, and then in step 703 sends an
invitation (for example, by email) to the determined location
of the potential backup partner forwarding the determined
parameter values.
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[0070] When email is used to send the invitation, the email
preferably contains a link the invited user can click on to
accept (not shown). The logic executed by clicking on the link
may navigate to a location on the network from where the
Backup Buddy software can be downloaded and installed if a
current version of the software is not detected. In some
embodiments, the logic executed by clicking on the link
allows the invited user to respond with a counteroffer which
results in a negotiation with the inviting user. If the relation-
ship parameters are accepted, a network connection is made
between the backup partners and reciprocal backup activity
can proceed.

[0071] In step 704, the routine receives a response to the
invitation from the potential (depository) backup partner.
Steps 705, 706, 711, and 712 are used to determine whether
the inviting user’s offer was accepted or whether an accept-
able counteroffer was made. Although FIGS. 7A and 7B are
depicted to stop if the first negotiation doesn’t result in agreed
upon storage amounts, one skilled in the art would recognize
that a negotiation “loop” could be engaged to negotiate some
number of times or until some other threshold is encountered.
Specifically, in step 705, the routine determines whether only
an even exchange was offered, and if so continues in step 706,
else continues in step 711 to process an offer of an uneven
exchange. In step 706, the routine determines whether the
response indicates the offer was accepted or an acceptable
counter offer was made (storage=suggested amount or
storage=amount>=min AND <=max). If so, the routine con-
tinues in step 708 to accept the relationship and return a
success code, or if not, continues in step 707 to notify the
potential backup partner of non-acceptance (unless the poten-
tial partner flatly declined the proposed relationship, in which
case no notice of non-acceptance is sent), and then returns a
failure code. In step 711, if an uneven exchange was offered,
then the routine determines whether the response indicates an
acceptable amount of storage is available on the potential
backup partner’s system, and if so continues in step 712,
otherwise continues in step 707 to notify non-acceptance and
return a failure code. In step 712, the routine determines
whether the invited user has requested an acceptable amount
of reciprocal backup storage from the system (less than or
equal to that originally offered), and if so, continues in step
708 to accept the relationship and return a success code,
otherwise continues in step 707 to notify non-acceptance and
return a failure code.

[0072] When a reciprocal backup relationship is estab-
lished between two backup partner users, the agreed upon
space is immediately allocated in step 708 on each of their
corresponding computer systems. Depending upon operating
system support, different techniques can be used to allocate
the storage, for example allocating a single large file of the
agreed upon size and then re-sizing the file smaller as space is
needed for backups. In step 709, the RBS data repository
information is set up (for example, initialization of the mani-
fests) and in step 710, the routine notifies the backup partner
of'acceptance of any counteroffer and returns an indication of
success. If for some reason, the agreed upon storage space is
found to be unavailable on one or both machines, the backup
partner users are notified and given the following choices: (1)
adjust the relationship agreement to reflect the available space
(either both sides being adjusted downward, or one partner
accepting an uneven exchange); (2) hold off on initiation of
the relationship until the space is available; or (3) abandon the
relationship.
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[0073] In an alternate embodiment, the agreed upon space
is not allocated when the relationship is initiated; rather it is
allocated as needed during backup operations, up to the
agreed upon limit. In this embodiment there is no guarantee
that the agreed space will in fact be available when needed
and if it is not, then an error message is returned by the
depository system during the failed backup operation and
displayed to the originating user. The RBS then gives the
originating user the options described below for handling an
out-of-storage-space error during a backup operation.
[0074] A user may desire to modify the amount of storage
shared with a particular backup partner. As described with
reference to FIG. 5, the user selects the “Modity” link (e.g.,
link 508) that corresponds to the respective partner in the
current status window (e.g., window 501). The RBS then
displays a dialog box (not shown) to allow the user to enter
new amounts of storage to be suggested to the partner, similar
to the initial invitation described with reference to FIGS. 6,
7A, and 7B. And similarly, the RBS then sends a message to
that backup partner and the partner may then accept or reject
the new suggested amounts.

[0075] In one embodiment, the dialog box also allows the
user to delete selected files stored on a backup partners’
computer system (backed up files) to free up space. For
example, the RBS shows a list of all the files and directories
that are currently backed up to that computer system (not
shown), and allows the user to choose particular files and
directories to delete. To effect the actual change in the part-
ner’s computer system, the user clicks a “remove files” button
(not shown), which causes all the chosen files and directories
to be removed. In this list of files and directories, the notation
“purgable” is shown next to each purgable file and directory
as this indicates that there is no point in overtly removing such
an object since it will be automatically removed anyway by
the backup partner computer system when space is needed. In
other embodiments, the RBS may allow a user to explicitly
delete or mark as purgable each/all file(s).

[0076] Although not illustrated in FIGS. 6, 7A, and 7B, in
some embodiments a caching server is available, which can
be used as an intermediary between the originating and
depository partners. An originating backup partner’s system
backs up objects to the caching server as though it were the
depository partner and can restore them using a caching
server as an intermediary when needed. Later, when the
depository partner becomes available, the depository partner
retrieves requests and data from the caching server as though
the caching server were the originating partner. A caching
server may be useful in situations where at least one of the
backup partners has intermittent presence on the network.
Access to such a server can be agreed upon in advance by the
backup partners when establishing the initial reciprocal
backup relationship. For example, as part of dialogbox 600 in
FIG. 6, the backup partner that initiates the relationship (or
the backup partner that responds) can specify the network
address of the caching server and other necessary account
information, depending upon the caching server. Further, a
user can also establish or change the parameters, location,
availability, etc. of a caching server similar to modifying the
other relationship parameters by selecting the “Modify” link
(e.g., link 508) that corresponds to the respective partner in
the current status window (e.g., window 501).

[0077] As described with reference to FIG. 5, a standing
backup list is used both for scheduled backups and for the
“Backup Now” immediate backup command. A dialog to set
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the standing backup list can be invoked, for example, by
pressing button 512 in the Backup Buddies application pro-
gram window 500 in FIG. 5. FIG. 8 is an example screen
display of a dialog for specifying objects to be backed up
using the Reciprocal Backup System. When used with files
and directories, the standing backup list contains an indica-
tion of which files and directories (objects) will be backed up
automatically. The RBS displays a dialog box 800, which
indicates which files and directories are currently indicated to
be backed up to which backup partners. The user can modify
the indications by selecting entries 804 on a per backup part-
ner basis by choosing a backup partner from backup partner
list 801. This allows different objects to be backed up to
different partners. A current indication of the space available
on the backup partner computer system is shown in status
field 802.

[0078] The RBS also allows settings to be easily duplicated
among backup partners by selecting the Duplicate Settings
button 805 to display a dialog that allows the user to choose a
source list (associated with a backup partner) to use to create
the current standing backup list. This feature is particularly
useful in at least two situations: (1) files being backed up to a
particular displaying partner are particularly valuable and the
user wants to back them up to an additional partner(s) for
additional security, and (2) the user wants to move the backup
storage from one partner to another, perhaps because the first
partner will no longer be available or no longer is considered
reliable.

[0079] According to FIG. 8, when a user wishes to select a
file or directory to be a part of the selected backup list, the user
“clicks” in (selects) the checkbox that corresponds to the file
or directory. If the object is a directory, then only the files
directly in that directory are included—not subdirectories. To
cause all subdirectories and their files to also be included in
the standing backup list, the user clicks again in the checkbox
that corresponds to a directory, which is indicated by a
double-check mark in the dialog box. Continued user clicks
cause the selected item to cycle back through the states as
described. A shaded check for a directory indicates that some
but not all of its files are selected. When a directory’s check-
box is selected and shown as checked, causing its contained
files and optionally subdirectories to also be selected, the
checkboxes for those selected files and subdirectories are also
shown as checked when visible. The user is free to then
change the setting for those contained files and subdirectories
by clicking their checkboxes to de-select them (which would
cause a check or double-check to turn into a shaded check for
the containing directory). One skilled in the art will recognize
that other user interface techniques and components for
implementing such a list may be used.

[0080] When the user removes an already-backed-up file
from the Standing Backup File List, then on the next backup
operation, that file is marked as “purgable” on the backup
partner’s computer system. This means that when more space
is need on that partner’s computer system for backed up files,
this “purgable” file can be deleted. But since the file isn’t
actually deleted until space is needed, the user may yet be able
to subsequently retrieve the backed up copy.

[0081] Once the standing backup list is created, to effectu-
ate automatic backups, a backup schedule needs to be created.
A user can invoke a dialog to schedule backups, for example,
by pressing button 514 in the Backup Buddies application
program window 500 in FIG. 5. FIG. 9 is an example screen
display of a dialog for specifying a backup schedule using the
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Reciprocal Backup System. The user can specify a schedule
for performing backups either to individual backup partners
on a case by case basis or for all of them uniformly. In dialog
box 900, the user designates a partner by clicking on the
partner list 901 and choosing a specific partner or an indica-
tion of all partners from the list 901. Choosing all partners
indicates that the schedule specified in the rest of the dialog
box 900 will apply to all of them.

[0082] Theuser selects the day of week in day field 902 and
a time period for the backup to occur in fields 903 and 904.
Since it is often desirable to coordinate the scheduled trans-
mission time with a partner, checking the notify field 905
causes the RBS to send a notification to the partner (or all
partners if selected) informing them of the schedule and
allowing them the option to place a similar schedule in effect
on their side for this backup partner for reciprocal backup. In
another embodiment, a further negotiation is supported if the
initially set schedule is not acceptable to the other backup
partner.

[0083] With scheduled backups, the user needs to specify
how to connect to the network. The illustrated embodiment
presents two options: (1) the computer can be assumed to be
connected (for example with “always on” Internet connec-
tions such as DSL, cable, and other network connections) by
selection of option 906; or (2) a dial-up connection can be
used by selection of option 907. In this case, the user specifies
connection information so that the RBS can initiate a connec-
tion if one isn’t present when it is time to perform a backup.
[0084] In addition to backing up files, a user can restore
previously backed up files. A user can invoke a dialog to
restore files, for example, by pressing button 516 in the
Backup Buddies application program window 500 in FIG. 5.
FIG. 10 is an example screen display of a dialog for specify-
ing objects to be restored using the Reciprocal Backup Sys-
tem. In the embodiment illustrated by FIG. 10, the RBS
presents previously backed up files and directories for the
user to restore. One skilled in the art will recognize that in
other embodiments, an application or other program code can
present its own, potentially a hierarchy of, objects forthe RBS
to restore. The dialog box 1000 presents a list of available files
and directories 1002 with added fields, such as checkbox
1005, for selecting files and directories to restore. The user
selects a date and time in field 1001 to indicate which backup
or backups should be used by the RBS for the restoration. The
dates and times that are displayed in field 1001 are those for
which backups were performed and for which copies are still
presumably available on one or more partners computer sys-
tems. In addition, the user can designate an “All” choice in the
date and time field 1001 to indicate that the RBS should
automatically choose the backup from which to restore a
particular file/directory. The RBS may make such choices
based upon any number of heuristics, such as the latest
backup from the partner most likely to respond in the shortest
time period. Note that a reciprocal backup partner can delete,
albeit inconsiderately, the backup store of a backup partner
unilaterally in some embodiments. While encryption pre-
vents one backup partner from reading another partner’s
backed up files, nothing prevents a partner from deleting
another’s backup storage, accidentally or not. Further, mal-
functions occur on partners’ computers just as on as one’s
own.

[0085] Astheuser chooses different backup periods in field
1001, the list of available files and directories 1002 changes to
show just those files and directories which are available from
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that prior backup operation (or from any backup operation if
“All” was chosen). The user may choose any of these backup
periods and restore available files from just that backup. The
user may also choose to select files from the last backup
performed (shown as the date and time followed by “(Latest)”
in field 1001).

[0086] Note that the list of available files and directories
1002 is consistent with the setting selected for field 1001.
Thus, when “All” is selected in field 1001, then all files
available for restoration, no matter when backed up or to
which partner, are presented in the display 1002. For each
selected file or directory indicated by object field 1003, the
RBS lists in a partner list 1004 all of the backups and partners
from which a backup copy of the object can potentially be
restored. Specifically, a partner list 1004 is displayed when a
selected file or directory indicated by object field 1003 is the
currently selected object (the object has input focus). The user
can then override any default chosen by the RBS on an object-
by-object basis. Alternatively, when a particular backup event
(or “latest”) is selected in field 1001, then the file and direc-
tory list 1002 will show the files and directories from only a
single prior backup operation at once. It will show the files
and directories from all the backup partners who received
files and directories in that backup operation—thus, a single
restoration operation may well pull in files from multiple
partners. When a particular file or directory is available from
more than one backup partner, for example the file indicated
in object field 1003, the user chooses from which partner to
restore the file by selecting a partner from, for example,
partner list 1004. Even though the copy backed up to different
partners is most likely the same, the RBS presents the user an
option to be particular about which copy is used since the user
presumably intentionally backed up the file to multiple
backup partners during the same backup operation. The user
can also indicate a particular location to which to restore the
files and directories by indicating a choice to use original
locations in field 1006 or by specifying a new location in field
1007. In addition, the user indicates instructions for handling
conflicts with existing files in field 1008.

[0087] Upon selecting the Restore button 1010, the RBS
initiates the restoration operation according to the users selec-
tions in dialog 1000 and according to a specified connection
or a default connection similar to that specified for use with
the immediate backup commands. For example, if the user’s
computer system is currently connected to the network which
connects to the other backup partners, then the RBS uses that
connection. If there isn’t a current network connection, but
one has been specified for scheduled backups, orif, as insome
embodiments, a default connection has been indicated, then
the RBS displays a dialog box to provide the user an option to
have the RBS establish that connection and proceed. If the
user declines that option, or if a connection has not been
specified for scheduled backups, then user is directed to
establish a connection. If the backup partner is not connected
or is for some reason unavailable or off-line, the RBS follows
a set of procedures for handling off-line backup partners as
described further below with reference to FIGS. 14A, 14B,
15A, and 15B. In summary, the RBS locates the backup
partner on the network, and queries the user as to whether to
try during the next scheduled backup operation, at specific
intervals, or to abandon the request.

[0088] Note that backup operations can backup files to a
cache as described in the immediate backup commands
description. A cache is used for example, when a snapshot of
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files and directories is desired but a selected backup partner is
off-line. The RBS considers these objects as effectively
backed up from the viewpoint of restorations and are thus
displayed as corresponding to the correct backup partner. If a
user chooses to restore such files, then the RBS retrieves them
from its own cache rather than requesting them from the
backup partner.

[0089] Note that, in an embodiment that supports encrypted
backups of objects, the RBS needs to decrypt objects when
those objects are restored. In one embodiment, the reciprocal
backup system stores in its database (or in a separate key
database) an indication of the encryption key that was used
for each file when it was backed up and automatically uses
that encryption key to decrypt the file when it is restored. One
skilled in the art will recognize that any well-known algo-
rithm for performing the encryption and decryption as well as
storing the encryption keys in a secure repository can be used
with the RBS. In the case where the RBS’ key data repository
is damaged or lost, the RBS needs to supply the encryption
key(s). In one embodiment, the RBS queries the user for an
encryption key(s) to use when restoring files when the
encryption key(s) are not available. In another embodiment
the encryption key(s) themselves are backed up so that they
can be restored by the RBS when a key is damaged or lost.
Such key backup can be performed by, for example, (1) hav-
ing the user back up the keys from the secure key repository
onto removable media as a password-protected file; (2) hav-
ing the user engage a commercial key escrow server to store
them for the user; or (3) backing up the key repository as a
password-protected file to a trusted backup partner.

[0090] At times, it becomes necessary for a user to end a
reciprocal backup relationship with a backup partner. The
user can invoke a dialog to remove a backup partner, for
example, by pressing button 511 in the Backup Buddies
application program window 500 in FIG. 5. FIG. 11 is an
example screen display of a dialog for removing a backup
partner to end a reciprocal backup relationship. Dialog box
1100 includes a list of current backup partners 1101, from
which a particular backup partner, for example, partner 1102,
can be selected for removal. The user may optionally specify
a waiting period so that the selected backup partner’s recip-
rocally backed up files are not deleted without giving the
backup partner an opportunity to determine alternative
backup storage. When a waiting period 1103 is selected, the
backup partner is notified that, in a number of days as speci-
fied in field 1105, termination of the reciprocal backup rela-
tionship will occur. If no waiting period 1104 is specified,
then the termination is effective immediately upon pressing
the Remove button 1110.

[0091] When a reciprocal backup relationship is ended,
both backup partners’ backup storage is deleted from each
other’s computer and the space is released. If the partner’s
computer isn’t on-line this action has to wait until both sys-
tems come on-line and receive the notification. Although a
partner can prevent the deletion of the backup storage by
removing or disabling the reciprocal backup system from
running on their computer, doing so isn’t a security breach
since each user’s data is encrypted for storage on partners’
computers.

[0092] FIG. 12 is an example block diagram of a general
purpose computer system for practicing embodiments of a
Reciprocal Backup System. The general purpose computer
system 1200 may comprise one or more server and/or client
computing systems and may span distributed locations. In
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addition, each block shown may represent one or more such
blocks as appropriate to a specific embodiment or may be
combined with other blocks. Moreover, the various blocks of
the Reciprocal Backup System Partner Support 1210 may
physically reside on one or more machines, which use stan-
dard interprocess communication mechanisms to communi-
cate with each other.

[0093] In the embodiment shown, computer system 1200
comprises a computer memory (“memory”) 1201, a display
1202, a Central Processing Unit (“CPU”) 1203, Input/Output
devices 1204, and network devices 1205. The Reciprocal
Backup System Partner Support 1210 and reciprocal backup
data storage, information, and cache 1220 of a typical RBS
are shown residing in memory 1201. (The memory 1201
includes any type of computer memory including RAM,
ROM, and persistent storage such as disk drives.) The com-
ponents of the RBS Partner Support 1210 preferably execute
on CPU 1203 and manage the reciprocal backup relation-
ships, as described in previous figures. Other downloaded
code 1230 and potentially other data repositories, such as
repository 1221, also reside in the memory 1201, and prefer-
ably execute on one or more CPU’s 1203. In atypical embodi-
ment, the RBS Partner Support 1210 includes one or more a
Reciprocal Backup Manager and Scheduler 1211, a Recipro-
cal Backup Agent 1212, a user interface 1213, and a storage
interface 1214. As shown in FIGS. 4 and 12, many different
arrangements of the components of the Reciprocal Backup
Manager and Scheduler are possible.

[0094] Inanexample embodiment, components of the RBS
Partner Support 1210 and data repositories 1220 are imple-
mented using standard programming techniques. One skilled
in the art will recognize that various object-oriented and
distributed methodologies may be used. However, any of the
RBS Partner Support components 1211-1214 may be imple-
mented using more monolithic programming techniques as
well. In addition, programming interfaces to the data stored as
part of the reciprocal backup process can be available by
standard means such as through C, C++, C#, and Java APl and
through scripting or tag-based languages such as JavaScript
or XML, or through web servers supporting such. Portions of
the backup data repository 1220 that are used to store backed
up files are preferably implemented as one or more files in the
native file system and other portions (such as the backup
manifests and location information) are preferably imple-
mented for scalability reasons as one or more databases rather
than as a text files. However, any method for storing such
information may be used. In addition, the storage interface
1214 may be implemented as stored procedures, or methods
attached to stored “objects,” although other techniques are
equally effective.

[0095] One skilled in the art will recognize that the RBS
including the RBS Partner Support 1210 and the backup data
repositories 1220 may be implemented in a distributed envi-
ronment that is comprised of multiple, even heterogeneous,
computer systems and networks. For example, in one
embodiment, the Reciprocal Backup Manager and Scheduler
1211, the Reciprocal Backup Agent 1212, the user interface
1213, the storage interface 1214 and the backup data reposi-
tories 1220 are all located in physically different computer
systems. In another embodiment, various components of the
RBS Partner Support 1210 are hosted each on a separate
server machine and may be remotely located from the backed
up data and backup information which are stored in the
backup data repository 1220. Different configurations and
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locations of programs and data are contemplated for use with
techniques of the present invention. In example embodi-
ments, these components may execute concurrently and asyn-
chronously; thus the components may communicate using
well-known message passing techniques. One skilled in the
art will recognize that equivalent synchronous embodiments
are also supported by an RBS implementation. Also, other
steps could be implemented for each routine, and in different
orders, and in different routines, yet still achieve the functions
of the RBS.

[0096] As described in FIGS. 1-11, one of the functions of
aReciprocal Backup System is to back up objects such as files
and directories on a depository backup partner’s computer
system and to provide reciprocal backup storage to the
backup partner. Another function is to restore a previously
backed up file to its original location or an alternate location.

[0097] In order to support both of the backup and restora-
tion functions, the RBS maintains several types of informa-
tion in a data repository, including indications of which
objects have been backed up to which depository backup
partners, and conversely which originating partners have
backed up which objects to it in its role as a depository
partner. This information is used to generate “current backup
manifests.” A current backup manifest indicates the identifi-
cation and properties of each object that is currently stored by
one backup partner on another backup partner’s computer
system. One skilled in the art will recognize that any data
structure sufficient for generating lists of objects can be used
to create a current backup manifest, for example, a list, a
database, a hash table, etc. In embodiments where the objects
are files and directories, the data maintained for each backup
of a resident file (backed up on a depository backup partner
computer system) includes sufficient information to identify
the location of the file in the resident system (e.g., the file/
directory’s name), and each backup event, including a last-
modified date/time stamp, a backup date/time stamp that
indicates when the file was backed up, a unique identifier,
size, and checksum. The RBS also maintains data in the data
repository for reciprocal backups of the objects stored locally
on behalf of other backup partners (as originating partners).
Backup manifests for such reciprocal backups are generated
from this data and checked for accuracy by examining the
actual file store and related database entries.

[0098] FIG. 13 is an example block diagram of backup
information stored in a data repository for tracking backup
files and reciprocal backup files. In one embodiment, the
information is stored in one or more database tables that are
keyed to quick retrieval by object (file/directory) identifier
and by backup partner identifier. For example, FI1G. 13 illus-
trates three files with file identifiers 1310,1311, and 1312 that
have been backed up for a directory with directory identifier
1301. The file identified by file identifier 1310 is shown as
having been backed up several times, which is indicated by
backup events 1320, 1321, and 1322. Each backup event
includes, along with other fields, an indication of the date and
time of the backup 1320q, identification of the depository
backup partner used 13205, a unique identifier for the file
used to identify the file on the depository backup partner’s
computer system 1320c, a size indicator 13204, and a check-
sum for validating transmissions 1320e. The file’s last-modi-
fied date, as indicated by the operating system, is also
included in the record for each backup event (this is not shown
in FIG. 13). In other implementations, other information may
be additionally stored or different information may be stored.
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A similar set of information is kept for the reciprocal back-
ups—files stored on the computer system on behalf of the
depository partners—except that the unique identifier is the
field used to identify the file since actual file and directory
names and the hierarchical structure are not known.

[0099] In addition, the RBS may maintain other informa-
tion in the backup data repository, such as atable organized by
unique object identifier, so that a backed up file’s original
location is readily accessible for restoration purposes. For
example, the RBS may maintain for each unique identifier, an
indication of the corresponding file and its original location.
In FIG. 13, unique identifiers 1320c¢ and 1321¢ both corre-
spond to file identifier 1310, whose identified file was backed
up from location 1331 (representing two backups of the same
file to two different depository partners). Similarly, unique
identifier 1326¢ corresponds to file identifier 1312, which
identified file was backed up from location 1332.

[0100] One of the central aspects of a Reciprocal Backup
System is its ability to perform backup and restoration opera-
tions automatically on behalf of users, using peer-to-peer
communication techniques, without the users needing to
monitor the connection state of the various backup partner
machines or knowing where its depository backup partners
are located. One method for determining locations of backup
partners is for the users to explicitly exchange network
addresses, such as by email, before establishing the reciprocal
backup relationship and when such addresses change. This
method is onerous to the user and unreliable as addresses
change and it may be difficult for a user to keep track of who
needs to be notified. A preferred approach is to use an inde-
pendent directory service which stores and serves network
addresses. The independent directory service is a network-
accessible server that the RBS on each user’s computer sys-
tem uses to pass along its own computer system network
address and in return receive each of its backup partner com-
puter systems’ network addresses.

[0101] These directory services can take different forms.
For example, a centralized directory service, such as the one
Napster incorporates, stores all the users’ information and
serves it to others from a central server. Other known peer-
to-peer file sharing services, such as Kazaa, provided a decen-
tralized service, where multiple servers are used and the num-
ber of servers can flexibly change.

[0102] Because network addresses can change, especially
the Internet IP addresses for home computers, the RBS
checks the validity of a backup partner’s network address on
each exchange, re-retrieving it from the directory service as
needed. And, when a user’s network address does change
(e.g. it’s assigned a new IP address), the reciprocal backup
system needs to update the directory service.

[0103] Note that, using an RBS, a backup partners’ files
don’t go through the directory service. The service only used
to communicate network addresses between backup partners.
Once addresses are exchanged, files can be sent directly from
partner to partner, as they do with other peer-to-peer file
sharing services. If both backup partners using the RBS have
adial-up or otherwise intermittent connection, then a caching
server may be used to store and forward files.

[0104] As mentioned with respect to the example user inter-
face of an RBS described with reference to FIGS. 5-11, some
computer systems may have more persistent connections to
the network than others (e.g., an always-on connection versus
a dial-up connection) and computer systems are sometimes
unavailable for other reasons, such as a power failure. Thus, a
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reliable RBS needs to account for unavailable backup part-
ners, including being able to locate computer systems when
they are not on-line.

[0105] FIGS. 14A and 14B are an example flow diagram of
an example availability testing routine provided by an RBS
partner support component for determining in a peer-to-peer
environment whether a desired backup partner is now avail-
able for a backup or restore operation. The availability testing
is typically performed by the originating portion of the RBS
partner component, such as originating portion 407 of the
reciprocal backup agent 405 described with respect to FIG. 4.
In summary, if a backup partner is not online, then either the
request is abandoned, scheduled for another time, or user
intervention is requested. When caching is available (either
locally and/or through a caching server) then the request and
data (in the case of a backup operation) are stored in a cache.
Other arrangements and flows are contemplated, and those
shown in FIGS. 14A and 14B are examples.

[0106] In step 1401, the routine determines whether a des-
ignated partner is on-line, for example, by sending the partner
system a message over the network and authenticating the
response. (In some embodiments in which a directory service
is used, if the partner isn’t available or cannot be authenti-
cated, then the routine contacts the directory service for
updated information.) If so, then the routine simply returns a
“success” status, because its work is complete. If not, then the
routine continues in step 1402 to determine whether the des-
ignated request was a restore operation, and, if so, inquires in
step 1403 whether the user wishes to abandon the restore
request. If in step 1403 the user chooses to abandon the
request, then the routine returns an “abandonment” status; if
not, the routine continues in step 1404. This status can be
reflected in a current status window, such as status window
501 in FIG. 5. In step 1404, the routine determines if it was
invoked as part of a pre-scheduled backup, and, if so, skips to
step 1407 to avoid user interaction, and, if not, continues in
step 1405. In step 1405, the routine inquires of the user
whether to reschedule the user requested operation for the
next scheduled backup (if one is scheduled). If so, then the
routine continues in steps 1406, else continues in step 1407.
In step 1406, if the data for the backup isn’t already coming
from a local cache (not shown), the data is cached, for
example, using a local cache, for later transmission along
with the designated request, and the routine returns a “cached
& pending” status. The data may already be cached, for
example, using snapshots described earlier for selected object
immediate backup commands when the user requested the
RBS to use the next scheduled backup. (The data may also be
cached if the routine is invoked as a result of a retry opera-
tion.) In step 1407, the routine determines whether the origi-
nating partner has a persistent connection to the network, and,
if so, continues in step 1408, else continues in step 1411. In
step 1408, if the data for the backup isn’t already coming from
a local cache (not shown), then the routine snapshots the data
by caching it, and continues in steps 1409. The request will be
retried (and potentially fail again), but the data will remain in
the cache. Other scenarios could also be implemented,
including specific configuration options. In step 1409, the
routine determines whether the retry schedule has been
exceeded, and, if so, returns a “failure” status, otherwise
continues in step 1410. In step 1410, the designated request is
queued up for the depository partner and will be processed
according to the retry schedule, and the routine returns a
“retry” status.
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[0107] If a persistent connection is not available, then in
step 1411, the routine determines whether a caching server is
available, and, if so, continues in step 1412, else continues in
step 1413. In step 1412, the routine transmits the backup or
restore request and the corresponding data to the caching
server, and returns a “forwarded” status. The cached data and
request will be retrieved by the depository partner when the
depository partner comes on-line. Otherwise, in step 1413,
the routine alerts the user that the depository partner is not
currently on-line and no caching server is available so the
backup operation cannot be performed at that time. In step
1414, the routine inquires whether the user would prefer the
RBS to periodically retry the operation, and, if so, continues
in step 1408 to cache the data if not already cached; otherwise,
the routine returns an “abandoned” status. Note that continu-
ing in step 1408 to cache the data at that time is one choice.
Other implementations may inquire whether the user wants to
snapshot the data, or may choose to default to not caching the
data and thus backing up the data only as of the time the
backup partner is available. These types of choices could be
made as part of an RBS configuration process. Also, the RBS
can be configured with a option to retry failed backup and
restore operations for some period of time, number of
attempts, or other metric to avoid user notifications in such
situations. When configured as such, the user will be notified
in step 1409 if the retry ultimately fails. Note that in the case
of'scheduled backups, the RBS will automatically retry peri-
odically throughout the time period specified in the backup
schedule without requiring user intervention.

[0108] The RBS partner support includes a scheduler, for
example schedule 404 in FIG. 4. One skilled in the art will
recognize that standard scheduling techniques and support
can be implemented, including the processing of RBS backup
and restore operation queues. When an operation is to be
performed from the queue, then the RBS invokes the appro-
priate routine to handle the backup or restore operation. Addi-
tionally, in its role as a depository partner, the RBS is respon-
sible for processing other originating partner requests. When
both backup partner computer systems are on-line, the
requests can be handled, for example, by the reciprocal
backup agent ofthe depository partner, as soon as the requests
are received from originating partners. However, when a sys-
tem is off-line or intermittent, the requests may be queued on
the originating partner computer system.

[0109] Insome situations, the RBS of the originating part-
ner will handle the queues and all retry backup and restore
operations awaiting a backup partner’s availability. In such
cases, an intermittent or unavailable depository partner acts in
a passive role, and awaits requests to be sent from the origi-
nating partners during periods when it is on-line. Alterna-
tively, in other situations, such as when the depository partner
comes on-line, the RBS of the depository partner polls for
backup and restoration requests from each of its backup part-
ners and from any configured caching servers when the
depository partner comes on-line. One skilled in the art will
recognize that many different synchronization options are
available, and the RBS may be configured to use one or more
such options.

[0110] In the situation where a backup partner is on-line
and receives a request from a partner, that request will nor-
mally be handled immediately by the RBS without any user
interaction or notification. This includes backup requests,
restoration requests, integrity check requests, as well as other
forms of requests and messages unless they overtly require
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user intervention or signify a circumstance that warrants user
notification. In the alternative situation where a computer
system has just come on-line, it will poll reciprocal backup
partners (and caching servers that are used in such relation-
ships) to see if there are any outstanding requests. In this
situation, the RBS will optionally, based on user settings,
provide the user with explicit control over the time such
pending requests are serviced.

[0111] FIGS. 15A and 15B are an example flow diagram of
an example request processing routine provided by an RBS
Partner Support component for processing backup system
requests in a peer-to-peer environment. This routine typically
is invoked by a backup partner in its depository role when the
computer system comes on-line to poll for and process recip-
rocal backup partner’s queued requests. In summary, the rou-
tine queries each of its backup partners for pending requests,
formulates queues to process the requests, and then processes
the requests form the resultant queues. An implementation in
which the depository partner polls for originating partner
requests may allow the user of the depository partner system
better control over when the computer resources are allocated
to RBS functions, instead of merely accepting user requests
as soon as the depository computer system comes on-line.
Users can control how to handle restore requests separately
from backup requests, so that restore requests can be handled
in a more urgent fashion since backup requests can be cached
with essentially no loss of functionality. Of course, other
polled and non-polled embodiments are also possible.

[0112] Specifically, steps 1501-1505 provide a loop to
obtain pending requests. In step 1501, the routine determines
whether there are more backup partners (or caching servers)
to process, and, if so, continues in steps 1502, else continues
in step 1506. When a partner is known to have a caching
server, the caching server is included in its list of backup
partners. In this manner, requests that have been cached by an
originating partner under an established reciprocal backup
relationship that utilizes a caching server are properly
handled. In step 1502, the routine contacts the next backup
partner from a list of current backup partners and queries the
next partner for pending requests. One skilled in the art will
recognize that many messages are supported by the reciprocal
backup agent traffic controller portion of the RBS, including
responding to queries for pending requests. Standard messag-
ing techniques may be used. In step 1503, if the query returns
a request, then the routine continues in step 1504, else con-
tinues back to the beginning of the loop in step 1501 to query
more backup partners. In step 1504, the routine determines
whether there is an additional pending request, and, if so, in
step 1505 places it on a (resident) restore request queue or a
backup request queue as appropriate, and continues back to
step 1504 to query for more pending requests. When no more
requests are available from that backup partner, then the rou-
tine continues back to the beginning of the loop in step 1501
to query more backup partners.

[0113] In steps 1506-1511, the routine processes the resi-
dent restore request and backup request queues. In an alter-
native embodiment, steps 1506-1511 are performed for each
backup partner within the loop specified by steps 1501-1505
prior to obtaining requests from another backup partner. In
step 1506, if the restore request queue is not empty, then the
routine continues in step 1507, else continues in step 1511. In
step 1507, the routine inquires whether the user wishes to
proceed immediately to process the restore queue, and if so
continues in step 1508, else continues in step 1509. In step
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1508, then the routine invokes a routine to remove the
requests from the queue and process them accordingly. An
example routine that processes a restore request from a
depository partner perspective is described below with refer-
enceto FIGS. 19A-19D (FIG. 19). The routine then continues
in step 1511 to process the backup request queue. I[finstead in
step 1507 the user indicates a desire to wait, then in step 1509,
the routine queries whether the user wishes to be prompted to
perform the requested operation later (for example, when the
system is otherwise idle) or to hold the request until a subse-
quent session. If not, the routine continues in step 1510, other
continues in step 1512. In step 1510 the routine notifies the
originating backup partner computer system so that its user
can be notified, the requests are then held on the depository
partner’s request queues as pending, and the routine returns.
Otherwise, if in step 1509 the user indicated that prompting is
desired, the routine continues in step 1512. In step 1512, the
routine determines from the user the next time to proceed and
waits in step 1513 until such a time or until the system is idle,
and then returns to step 1507 to prompt the user to see if the
user is ready. (If the user terminates the network connection
after indicating a desire to be later prompted in step 1509, then
the RBS preferably detects this and notifies the user accord-
ingly.) In step 1511, the routine begins processing the backup
request queue. An example routine that processes a backup
request from a depository partner perspective is described
below with reference to FIG. 18. The routine determines
whether the backup request queue has something on it, and, if
so, continues in step 1507 to query the user as to how to
process the backup requests. If the backup request queue is
empty, then the routine returns, as it has processed both
queues.

[0114] FIGS. 16A-16E (FIG. 16) are an example flow dia-
gram of the interaction between the RBS partner support
components of two backup partner computer systems to
accomplish a backup operation in a Reciprocal Backup Sys-
tem. This routine is invoked for each depository partner indi-
cated in a scheduled backup. When a backup operation is
initiated, a designated depository partner, request informa-
tion, and an indicator to the standing backup list or ad hoc
backup listis provided. In summary, as soon as the designated
depository partner (Partner B) is available, the current mani-
fest for the originating partner (Partner A) on the depository
system is verified, the files to be transmitted are identified,
and then transmitted from the originating partner to the
depository partner as encrypted files, along with unencrypted
file properties such as a last-modified date/time stamp, size,
and checksum. The files are processed by the depository
partner in the illustrated embodiment one-by-one as they are
received from the originating partner. One skilled in the art
will recognize that many different flows and alternate archi-
tectures are possible, including changes to what is transmit-
ted, whether the objects are sent individually, processed as
they are received, when integrity checks are performed, etc.
All such implementations can be used with the methods and
systems of the present invention.

[0115] Specifically, in step 1601, the backup routine of the
originating portion of the originating partner invokes a part-
ner_available routine to determine whether the designated
depository partner (Partner B) is available and authenticated.
An example partner_available routine was described with
reference to FIGS. 14A and 14B. In step 1602, if the partner_
available routine returns a success status indicator, then the
backup routine of the originating partner continues in step
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1604, else continues in step 1603. In step 1603, the backup
routine of the originating partner modifies the status indicator
that corresponds to the depository partner in the current status
window (e.g., status window 501 in FIG. 5) to correspond to
the status returned by the partner_available routine. The
backup routine then returns and reports the same status indi-
cator. In step 1604, the backup routine of the originating
partner sends an init backup message to the depository part-
ner and awaits a response. (The routine interaction works
synchronously or asynchronously, although an asynchronous
version is illustrated.) The depository partner’s process
backup routine, which may be executed for example as a
daemon process on the Backup Agent component of the
depository partner’s RBS Partner Support, is awaiting mes-
sages. When in step 1605 it receives the init backup message,
the process backup routine continues in step 1606 to deter-
mine and send back to the originating partner the current
backup manifest that corresponds to the originating partner’s
reciprocal backup storage on the depository partner’s system,
and then awaits the next message.

[0116] In step 1607, the originating partner’s backup rou-
tine receives the current backup manifest and in step 1608
verifies its correctness. If discrepancies are noticed between
what the originating partner determines should be stored on
the depository partner computer system versus what the
depository partner is reporting, then the originating partner
can fix them. Each time there is a reciprocal backup transac-
tion between partners (backing up or restoring a file in either
direction) and at preset integrity-checking times or intervals,
the depository partner sends a copy of its current backup
manifest to the originating partner. The originating partner
then checks the list of files including their last-modified date/
time stamps, backup date/time stamps, sizes, and checksums
against the originating partner’s own database. If there is a
discrepancy between what is reported by the depository part-
ner and what is recorded in the originating partner’s database,
the RBS can handle the discrepancy as follows:

[0117] (1)if one or more files or directories are recorded
in the database but missing or with different properties
(size, data, checksum) on the depository partner’s com-
puter system, other than those files that are planned to be
backed up in the present operation, a dialog box is dis-
played to give the user of the originating partner system
the option of re-transmitting the file(s)/directory(ies) for
backup at that time. If the user selects this option, the
request is treated as if the user gave a Backup Now
command. Ifnot, the entries in the originating partner’s
database are removed, and depository partner is
instructed to correspondingly remove entries and/or
backed up files; or

[0118] (2)if one or more files or directories are found on
the depository partner’s computer system but not
recorded in the originating partner’s database, a further
check is made to see if the files exist on the originating
partner’s computer. If they are present, then the origi-
nating partner’s database is simply adjusted to add these
entries. If they are not present, then a dialog box is
displayed giving the user of the originating partner sys-
tem the option to either (a) restore the file(s)/directory
(ies) at that time; or (b) delete the files from the deposi-
tory partner’s computer system. If the user chooses to
restore the file(s)/directory(ies), the request is treated as
if the user gave a Restore Files command.



US 2008/0126445 Al

A similar check can be made when the reciprocal backup
relationship is first established, for example through the inter-
face described with reference to FIG. 6. If it is found that one
of'the partners already has backup storage from the other, the
user of the would be originating partner system is notified and
given the option of restoring the files and directories. One
situation in which this arises is when a user’s local computer
storage has been partially or fully lost, including the recipro-
cal backup system’s database, and the user wants to restore
backed up files. By re-establishing reciprocal backup rela-
tionships with their previous backup partners, the reciprocal
backup system will discover their previously backed up files
and can restore them. In one embodiment, explicit command
support is offered for system recovery.

[0119] In step 1609, the originating partner’s backup rou-
tine determines what files/directories need to be transmitted
for the backup. If the backup is being performed for a selected
list of files/directories, then this list is pruned to omit trans-
mitting files that have not changed since the last backup,
although the user can specify as an option to retransmit all
indicated files regardless. Whenever possible, files are not
re-transmitted if the current version already exists on the
depository partner’s computer system. The RBS can deter-
mine from the manifest whether a current version of the file
exists from the file name (or unique identifier), size, last
modified date/time stamp, and checksum. This situation can
occur when a file is included in repetitive backup operations,
but doesn’t change in the interval.

[0120] Steps 1610-1626 constitute a loop to perform and
process the back up of each file on the resulting, pruned
backup file list. For a given file, if the copy to be backed up has
been earlier transferred to the local cache, then the cached
version of the file is transmitted instead of the file from its
native location. This behavior enables the RBS to success-
fully implement snapshots. Once the backup operation is
successful, the cached files that have been backed up are
removed from the cache. Specifically, in step 1610, the origi-
nating partner’s backup routine determines whether there are
more files to process, and, if yes, continues in step 1611, else
skips to step 1628 to complete the backup process. In step
1611, the backup routine identifies the next file to be backed
up. In step 1612, the routine determines whether the file is
present in the local cache, and, if so, the routine continues in
step 1613 to set the current file to indicate the cached file
“blob;” otherwise, continues in step 1614. In step 1614, the
routine prepares the indicated next file for backup. In particu-
lar, the backup routine creates a blob (e.g., a data chunk) that
contains the file in encrypted form (based upon the RBS’ or
user’s previously specified encryption key or inquires for the
same) and an unencrypted set of properties, including, for
example, a last-modified date/time stamp, a backup date/time
stamp, a size indication, and a checksum. Packaging the file to
be transmitted along with its related data as a single blob is a
convenient way to transmit those items together in a single
transmission operation. One skilled in the art will recognize
that these items could also be transmitted independently one
at a time, without packaging them as a single blob. An
example routine for preparing a file to send for backup is
described below with reference to FIG. 17. The first time afile
is backed up, the encrypted copy is given a randomly gener-
ated name, which is transmitted along with the file blob. The
originating partner uses this name to identify the file blob
when communicating with the depository partner, hiding the
actual name. The originating partner stores this name associ-
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ated with the file in its database as shown for example in FIG.
13. In step 1615, the routine sets the current file to indicate the
prepared file. Then in step 1616, the originating partner’s
backup routine sends the indicated current file (either the
cached file or the newly prepared blob) to the depository
partner.

[0121] In step 1617, the depository partner’s process
backup routine receives a message with the file blob from the
originating partner. In step 1618, the depository partner then
invokes a routine to process and store the backup file with the
received blob as the designated file to back up. The process
backup file routine is described further with respect to FIG.
18. In step 1619, the process backup routine determines
whether the file was stored successfully, and, if so, continues
in step 1621 to set up a successful return message, else con-
tinues in step 1620 to set up an error message. In step 1622,
the process backup routine sends the set message back to the
originating partner.

[0122] In step 1623, the originating partner’s backup rou-
tine receives the backup message from the depository partner
indicating the status of the backup ofthe current file. If, in step
1624, the message indicates that an error occurred, then the
backup routine continues in step 1625, otherwise the backup
routine updates the database to reflect the successtul backup
of'the file (not shown) and returns to the beginning of the loop
in step 1610 to see if there are more files in the pruned list to
back up. The error returned in step 1623 may indicate that
there is insufficient space on the depository computer system
to store the current file, or other errors. In step 1625, the user
is thus queried (if no defaults are provided, for example, to
complete a partial backup) to determine whether modifying
the backup list is an acceptable alternative. If so, then the
backup routine continues in step 1626 to present a dialog box
that enables the user to modify the backup list and to specify
whether to make these changes in effect for future backup
operations. If not, then the backup routine continues in step
1627 to modify the status of the backup entry that corresponds
to the depository partner in the current status window (e.g.,
status window 501 in FIG. 5) to indicate a failed backup
operation and to remove any database entries that might oth-
erwise indicate that a successful backup operation has
occurred. The backup operation is then terminated with an
error status.

[0123] In one embodiment, when the user has indicated a
desire to modify the backup list, then in step 1626 the user is
presented with a dialog box similar to the one described with
reference to FIG. 8 but that also indicates the files/directories
that could not be backed up. The user may then modify the
backup list on a one time or persistent basis, removing some
files from it and/or designating some of the files to be backed
up to other partners’ computers, or simply stopping the opera-
tion at that point. In addition, the user can attempt to modify
the reciprocal backup relationship and request more space, or
remove some of the already backed up files, using the
“Modify” command (e.g., Modify link 508) that corresponds
to the depository partner. A user might need to remove files in
this manner instead of simply modifying the backup list when
the files were backed up individually using the selected object
backup command.

[0124] Once the backup list has been modified, the origi-
nating partner’s backup routine returns to step 1610 to pro-
cess the next file. When there are no more files to process then
the backup routine continues in step 1628 to complete the
backup operation. Specifically, in step 1628, the originating
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partner sends a backup completion message to the depository
partner. The depository partner’s process backup routine
receives the completion message in step 1629, and in step
1630 determines and sends a current copy of its backup mani-
fest for the originating partner back to the originating partner.
The depository partner then awaits the next message. In step
1631, the originating partner’s backup routine receives a copy
of'the current manifest and, in step 1632, verifies the manifest
and fixes any discrepancies as described earlier. In step 1633,
the backup routine modifies the status of the backup entry that
corresponds to the depository partner in the current status
window (e.g., status window 501 in FIG. 5) to indicate a
successful backup operation, and returns, indicating that the
backup operation was successful.

[0125] Note that, in an alternative embodiment, the RBS
present on the originating partner computer system deter-
mines ahead of time whether or not there is sufficient room to
store a given set of files/directories on a given depository
partner computer system. Specifically, the RBS of the origi-
nating partner maintains information in its own data reposi-
tories that indicates which files are backed up to each deposi-
tory partner and the size of each file. Therefore, the RBS
should in theory be able to inform the user that a designated
list of files will or will not fit prior to transmitting any files and
can choose to disallow the backup operation if there is insuf-
ficient space. In addition, after the backup routine of the
originating partner receives a copy of its current manifest
from the depository partner, after any discrepancies are
addressed, the routine has an additional opportunity to deter-
mine whether the selected files will fit on the depository
partner’s computer system before attempting to transmit
them. Thus, a backup operation that results in insufficient
space should be a rare occurrence, providing the depository
partner truly has the committed amount of available storage.

[0126] FIG. 17 is an example flow diagram of a file prepa-
ration routine provided by an RBS partner support compo-
nent to prepare a file prior to sending it for backup to a backup
partner computer system. This routine is invoked, for
example, by the backup routine of the originating partner in
step 1614 in FIG. 16 or when a file is transferred to the local
cache. For each designated file, the file preparation prepares a
data blob for transmission to the depository partner, although
as mentioned one skilled in the art will recognize that these
items could also be transmitted independently one at a time,
without packaging them as a blob. Specifically, in step 1701,
the routine determines an appropriate encryption key to use.
Standard encryption techniques and user interfaces may be
used to implement this step. In step 1702, the routine “loads™
the encrypted file into the blob. In step 1703, the routine
queries the database to determine if the file has previously
been sent to this partner and, if so, retrieves the unique name
previously assigned (not shown). Otherwise, the routine gen-
erates a unique name using standard techniques and then,
regardless of which course was taken, loads the unique name
into the blob as unencrypted data. This name is used by the
depository partner to identify the file/directory to maintain
security of the originating partner’s data. In step 1704, the
routine copies and attaches the file properties to the blob,
including an operating system determined date/time stamp
for this file’s last modification and an indication of the file’s
size. In step 1705, the routine computes a checksum that will
be used to verify the correctness of the transmitted bits, and
attaches this checksum to the blob as well.
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[0127] FIG. 18 is an example flow diagram of a process
backup file routine provided by an RBS partner support com-
ponent of a depository partner to process a received file for
reciprocal backup. This routine is invoked, for example, by
the process backup routine of the depository partner in step
1618 in FIG. 16. In summary, this routine is responsible for
determining whether there is sufficient room to store a des-
ignated file, and, if not, attempt to make room and then store
the file. Although not shown, the routine first computes the
checksum of the file, and if there is a discrepancy between the
computed and stored checksums, notifies the originating part-
ner accordingly, and returns an error. Specifically, in step
1801, the routine extracts the unique identifier of the blob and
determines whether there already exists earlier versions of the
file. In step 1802, if not, then the routine continues in step
1804; otherwise, then in step 1803, the routine marks the
earlier version(s) as “purgable” and saves it on a list of pur-
gable files, and continues in step 1804. In step 1804, the
routine extracts the size of the file from the designated blob
and in step 1805 determines whether there is sufficient space
to store the file. If there is sufficient space, the routine con-
tinues in step 1806, otherwise the routine continues in step
1807. In step 1806, the routine retrieves the encrypted file
from the blob and stores it in the reciprocal storage designated
for that originating partner. The routine also updates its data
repository entries for that originating partner, to create or
update an entry that corresponds to that unique name, stores
the file properties received in the blob, and then returns a
successful status.

[0128] In step 1807, because there is insufficient room for
the designated file, the routine determines one or more can-
didate files to purge (delete). In general, older versions of files
are kept around in backup storage until room is needed for
incoming backup files. As described, when a new version is
about to be stored, older versions are marked as purgable. In
one embodiment, the oldest backed-up file that is marked as
purgable is deleted first when room is needed. The routine
thus determines whether the size of the purgable files, if any,
are in total sufficiently large to release space for the desig-
nated file. In step 1808, if one or more candidate files are
found that in total would yield sufficient space to store the
new file, then the routine continues in step 1809, else contin-
ues in step 1810. In step 1809, the routine deletes the candi-
date file(s), updating the manifest and then returns to step
1805 to test for sufficient storage again. In step 1810, if no
candidate file(s) for purging are found, then the most recent
copy of the file is unmarked if it was marked as purgable in
this operation (because the backup of the file will not succeed)
and an error is returned. In one embodiment, the user of an
originating partner computer system may specity that no
automatic purging should be done. In this case, if there is
insufficient storage space on the depository system, the pro-
cess backup routine of FIG. 18 presents to the originating
partner candidate files for deletion and allows the user to
direct which files are deleted.

[0129] In one embodiment, the user of an originating part-
ner computer system may wish to specify that certain groups
of'files, or all files, are to be backed up “atomically”—that is
they are all backed up, or none are backed up if there is
insufficient room. This allows the integrity of multi-file ver-
sions to be maintained. The process backup file routine of
FIG. 18 would be modified to detect such a situation and the
error messages would need to be handled appropriately in the
backup process of FIG. 16. The determination of atomic
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operations can be handled on the originating partner side in
advance of invoking the backup operation. Note that, when
files are backed up “atomically,” there is then a corresponding
option to restore them atomically.

[0130] To enhance the reliability and integrity of backed up
data, each RBS periodically polls all backup partners to
request a current copy of its backup manifest. When a deposi-
tory partner’s RBS receives this request, it freshly checks the
files present in its storage, recalculates their checksums, and
incorporates that information into a current backup manifest
which is then sent back to the requesting originating partner.
If the originating partner discovers an error, the user is noti-
fied and it is handled as described above generally for errors.
One default period for performing this check is once per day,
although a user can configure the frequency, for example,
through the settings button 513 in FIG. 5.

[0131] FIGS.19A-19D are an example flow diagram of the
interaction between the RBS partner support components of
two backup partner computer systems to accomplish a restore
operation in a Reciprocal Backup System. This routine is
invoked for each depository partner indicated in a restore
operation. When a restore operation is initiated, a designated
depository partner, request information, and an indicator to a
list of files to restore is provided. In summary, as soon as the
designated depository partner (Partner B) is available, the
files to be restored are identified, and then transmitted from
the depository partner to the originating partner (Partner A) as
encrypted files, along with unencrypted file properties such as
a last-modified date/time stamp, backup date/time stamp,
size, and checksum. The files are then processed (decrypted
and restored) by the originating partner in the illustrated
embodiment one-by-one as they are received from the deposi-
tory partner. One skilled in the art will recognize that many
different flows and alternate architectures are possible,
including changes to what is transmitted, the whether objects
are sent individually, processed as they are received, etc. All
such implementations can be used with the methods and
systems of the present invention.

[0132] Specifically, in step 1901, the restore routine of the
originating portion of Partner A invokes a partner_available
routine to determine whether the designated depository part-
ner (Partner B) is available. An example partner_available
routine was described with reference to FIGS. 14A and 14B.
In step 1902, if the partner_available routine returns a success
status indicator, then the restore routine of originating partner
continues in step 1904, else continues in step 1903. As
described above with reference to FIGS. 14A and 14B, if the
depository partner is not available, the RBS queries the userto
determine a disposition for the present restore operation. The
user can direct the RBS to retry for a period of time, wait until
the next scheduled backup operation and then retry, or aban-
don the operation without retrying. If retries are not immedi-
ately attempted or aren’t successful, then in step 1903, the
restore routine of the originating partner modifies the status
indicator that corresponds to the depository partner in the
current status window (e.g., status window 501 in FIG. 5) to
correspond to the status returned by the partner_available
routine. The backup routine then returns and reports the same
status indicator.

[0133] In step 1904, the restore routine of the originating
partner sends an init restore message to the depository partner
and awaits a response. (The routine interaction works syn-
chronously or asynchronously, although an asynchronous
version is illustrated.) The depository partner’s process
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restore routine, which may be executed for example as a
daemon process on the Backup Agent component of the
depository partner’s RBS Partner Support, is awaiting mes-
sages. When in step 1905 it receives the init restore message,
the process restore routine continues in step 1906 to send an
acknowledge message back to the originating partner, and
then awaits the next message.

[0134] In step 1907, the restore routine of the originating
partner receives the acknowledge message and in step 1908,
sends the designated list of files to restore to the depository
partner, and then awaits a next message. In step 1909, the sent
list is received by the process restore routine in a message and
the process restore routine then loops over the list in steps
1911-1917 and 1923 to locate and send a copy of each
requested file back to the originating partner. More specifi-
cally, in step 1911, the depository partner determines whether
there are additional files to send, and, if so, continues in step
1912, else skips to step 1925 to begin the completion process
of the restore operation. In step 1912, the process restore
routine determines the location of the requested file (using the
data stored in its data repository that corresponds to the origi-
nating partner’s backups). In step 1913, the routine deter-
mines whether the requested file was located and, if so, con-
tinues in step 1916, else continues in step 1914. In step 1916,
the process restore routine sets the restore operation’s status
code to successful and continues in step 1917. In step 1914,
the process restore routine determines whether there is a
candidate “alternate” file, and continues in step 1915. A tech-
nique for determining alternative files is described with
respect to FIG. 20. Once the candidate file(s) are located and
listed, then in step 1915, the process restore routine sets the
restore operation’s status code to reflect an “error” or “alter-
natives found” status and continues in step 1917. In step 1917,
the process restore routine sends a message to the originating
partner with an indication of the status and the list of alterna-
tive candidate files, if not empty, or a copy of the file if found.
[0135] In step 1918, the restore routine of the originating
partner then receives the message with the status and the
found file or the list of candidate files or an empty list if no
alternative candidate files were found. In step 1919, if the
received message indicates that an error has occurred, then
the routine continues in step 1920 to handle the error and
candidate files as described and returns to await the next file,
otherwise continues in step 1921. In an alternative embodi-
ment, alternative candidate files are not allowed and the
restore operation for a requested file simply fails if the
requested file isn’t found. In step 1921, if the received mes-
sage indicates that the file was found, then in step 1922, an
acknowledgement message is sent to the depository partner,
and the restore routine continues in step 1924 to determine the
correct location for the received file, to store it accordingly,
and then wait for the next file. In step 1921, if the received
message was a completion message, then the file transmission
is complete and the originating partner’s restore routine skips
to step 1927 to await the current backup manifest.

[0136] Meanwhile, in step 1923, the depository partner
receives the acknowledgement and returns to the beginning of
its processing loop in step 1911 to find the next file to send. In
step 1925, when there are no more files to transmit, the pro-
cess restore routine of the depository partner sends a restore
completion message to the originating partner, which is even-
tually detected in step 1921. Then, in step 1926, the process
restore routine of the depository partner determines and sends
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a copy of the current backup manifest to the originating
partner, and loops back to step 1905 to await additional res-
toration requests.

[0137] In step 1927, the restore routine of the originating
partner receives a copy of the current backup manifest, and in
step 1928, verifies and fixes any discrepancies as described
above with reference to FIG. 16. The restore routine then
returns a successtul status.

[0138] As mentioned, in step 1913 of FIG. 19, it may arise
that the reciprocal backup system on a depository partner has
no database entry for a file that has been requested for resto-
ration or the file itself may be missing. This situation could
occur if the database or file system is damaged for some
reason, or if there is an error on the originating partner’s side,
or perhaps simply a bug in the software. FIG. 20 is an example
flow diagram of a determine alternative file routine provided
by an RBS partner support component of a depository partner
to find a requested file. In step 2001, the reciprocal backup
system searches the originating partner’s reciprocal storage
area on the depository computer system searching for files by
the requested “name” (UID). Without the database entry it
isn’t possible to relate files to their last-modified date/time
stamps, so if there is more than one file by that name, then in
step 2003 the RBS will send back the most recent one found
(judged by the file system’s date/time stamp on the depository
partner’s computer system, which was the date/time it was
backed up). The depository partner RBS will then enter the
found file(s) into its database, along with a notation that the
last-modified date/time stamps are unknown. Further
requests for that same file will be handled the same way since
the depository partner RBS will still be unable to correlate the
files to versions specifically requested by their last-modified
date/time stamps. If no file is found, then an empty list is
returned to the process restore routine described in FIG. 19.
[0139] In one embodiment, instead of returning an indica-
tion of the most recent backed up file with the designated
name, in step 2003, the depository partner RBS sends to the
originating partner RBS the list of available files with that
name along with their backup date/times and allows the origi-
nating partner RBS to select which file should be restored,
querying the user if needed. In an enhanced mode, the deposi-
tory RBS sends the list of the available file copies along with
their backup date/times stamps to the originating partner
RBS, and the originating partner RBS sends back their actual
last-modified date/time stamps for entry in the depository
RBS’ data repository so that the file information is corrected
as well. Accordingly, in step 2004, the routine receives a
message indicating the file to restore and the corrected file
information, and in step 2005 sets the current file indicator to
point to that file, updating the database as needed. The routine
then returns a copy of the indicated file.

[0140] As mentioned previously, reciprocal backup rela-
tionships may be configured to use a caching server, espe-
cially if one or both backup partners has a dial-up or other
intermittent connection to the network. When an originating
partner performs a backup operation using a caching server,
the originating partner sends the (encrypted) files, their asso-
ciated properties and a new backup manifest along with infor-
mation to identify and locate the depository partner. To save
multiple passes through the caching server, unlike the backup
operation described above with reference to FIG. 16, the
originating partner relies on its own data repository, rather
than waiting to receive and verify the depository partner’s
current backup manifest to decide which files require backup.
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[0141] FIGS. 21A and 21B are an example flow diagram of
aprocess backup request routine provided by a caching server
to process a delayed backup request. When configured to use
acaching server, a backup partner RBS sends backup requests
to caching servers along with blobs of data to be delivered as
well as restore requests. For simplicity, FIGS. 21A and 21B
describe the use of the caching server by a backup partner in
its originating partner role for backup operations. One skilled
in the art will recognize that the interface is easily extended to
support restore operations and to support a backup partner in
its depository role to return data in response to restore
requests. To improve efficiency, message-only handshaking
is minimized when using a caching server.

[0142] Also, one skilled in the art will recognize that the
caching server can be programmed to wait, or wait for some
period of time for a depository partner to come on-line or may
be designed to periodically poll for the depository partner (if
the depository partner is generally on-line at a known
address). In addition, different caching servers may offer
different functionality and thus allow a backup partner to
associate itself with a caching server that best serves its typi-
cal requirements. Other combinations are also possible. The
example shown in FIGS. 21A and 21B illustrate a caching
server that presumes that the depository partner requests files
from the caching server when it comes on-line.

[0143] In step 2101, the caching server receives a backup
query message from the designated depository partner. In step
2102, if there are no files pending backup, then caching server
returns a message to the designated depository partner that no
files await, otherwise continues in step 2103. In step 2103, the
caching server sends an authentication query to the desig-
nated depository partner. In step 2104, if the caching server
receives a response that properly authenticates, it continues in
step 2105, else continues returns an error status. In step 2105,
after a response from the designated depository partner has
been authenticated, the server sends the list of files to be
backed up along with their properties and an indication of the
originating partner to the designated depository partner. The
server then awaits a request message from the depository
partner.

[0144] The depository partner is presumed to request files
from the caching server in priority order (either explicitly
with a designated priority list that is sent by the designated
originating partner with the files, or implicitly through the
order that the files were sent). Processing the files in priority
order ensures that if there is insufficient storage space for all
of them, the most important ones are stored. This priority
ordering of files should be unnecessary because the originat-
ing partner performed its own calculations of size require-
ments using its own data repository records. Nonetheless,
error situations do occur and to optimize the result when there
is a miscalculation, the files are stored in priority order. The
depository partner compares the received list of files and
associated properties to its own storage and so can omit
requesting files that are already present and current. This
check is also duplicative and intended to account for unfore-
seen errors, as the originating partner performed this same
comparison in pruning its backup list. In an alternative imple-
mentation, the caching server examines a backup manifest
received from the originating partner and itself sequences the
files in priority order as specified by the originating partner.

[0145] In step 2106, when a request message is received
from the depository partner, the server continues in step 2107
to determine the type of message. In step 2107, if the message
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is indeed a request for a file, then in step 2108, the caching
server sends the requested data blob to the depository partner
and continues back to step 2106 to await the next request. The
depository partner, upon receiving the file, handles the issue
of purging files and other errors in a similar manner to that
described with reference to FIG. 16.

[0146] Instep 2107, if the message indicates that there are
no more files to transmit, then either all of the files have been
forwarded to the depository partner successfully, or there is
no more space. In step 2109, the caching server waits until it
receives a backup status message indicating which situation
occurred and a current backup manifest from the depository
partner, and continues in step 2110. In step 2110, the caching
server forwards the status message and current backup mani-
fest to the designated originating partner, and returns the
status. The new backup manifest indicates and provides con-
firmation of which files were received and stored success-
fully. In one embodiment, the originating partner handles any
errors. Depending upon the error, the originating partner may
resend files as necessary and/or presents the backup request to
the user for modification (as it would without a caching
server, although in this case letting the user know that a
caching server is being used and the time effects implied by
that use). One skilled in the art will recognize that other
alternatives can be implemented.

[0147] Although not shown in FIGS. 21A and 21B, in per-
forming a restoration, the originating partner sends a restore
request message to the depository partner (via the caching
server) and if successful, the depository partner responds with
the requested files(s), its current backup manifest, and a suc-
cessful completion message. If unsuccessful, the depository
partner responds with an error message and the originating
reciprocal backup system notifies the user as it would without
a caching server, although in this case letting the user know
that a caching server is being used and the time eftects implied
by that use.

[0148] Although the examples above have primarily
focused upon use of the Reciprocal Backup System for files
and directories, one skilled in the art will recognize that the
RBS can also be enhanced to used by applications to back up
application data. For example, in conjunction with a database
program, an RBS can provide backup services for portions of
data from the database. The application program would be
programmed to interface to functionality of the RBS, for
example using exported RBS interfaces to the functionality.
To perform backup, the application program provides the
RBS interface (the originating partner portion) with the data
units to be backed up as data blobs; a unique name for each
blob; and associated property information, such as a size, a
last-modified date/time stamp, and a checksum. The RBS
handles the object data as if it were data from a file system,
encrypting it and forwarding the encrypted data blob along
with the associated properties to a depository partner and
storing the relevant information in its data repository.

[0149] Restoration is initiated by the application program
by making a request to the RBS originating partner portion
interface, identifying the data to be restored by the unique
name provided during the backup operation, and optionally
the last-modified date/time stamp or backup date/time stamp.
If a date/time stamp isn’t specified, then the latest backup is
restored. The RBS would then retrieve and decrypt the
restored data and forward it back to the application program.
One skilled in the art will recognize that other ways for
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specifying and carrying out the backup and restoration of
application data could also be supported using the techniques
described herein.

[0150] A depository partner for application data can be
designated in any of a number of ways, including: (1) an
application can specify a designated depository partner as
part of the backup request made to the RBS interface; (2) a
user interface can be presented, potentially tailored to the
application, allowing users to specify which partner to use; or
(3) the file specification dialog described with respect FIG. 8
can be modified to handle “objects” more generally, thereby
allowing the user to direct application data to designated
depository partners in a similar manner to that described for
files.

[0151] All of the above U.S. patents, U.S. patent applica-
tion publications, U.S. patent applications, foreign patents,
foreign patent applications and non-patent publications
referred to in this specification and/or listed in the Application
Data Sheet, including but not limited to U.S. Provisional
Patent Application No. 60/476,594, entitled “SYSTEM FOR
RECIPROCAL DATA BACKUP SERVICES BETWEEN
COMPUTERS ON A NETWORK,” filed Jun. 6, 2003, and
U.S. Provisional Patent Application No. 60/495,697 entitled
“SYSTEM FOR RECIPROCAL DATA BACKUP SER-
VICES BETWEEN COMPUTERS ON A NETWORK)”
filed Aug. 15, 2003, are incorporated herein by reference, in
their entirety.

[0152] From the foregoing it will be appreciated that,
although specific embodiments of the invention have been
described herein for purposes of illustration, various modifi-
cations may be made without deviating from the spirit and
scope of the invention. For example, one skilled in the art will
recognize that the methods and systems for performing recip-
rocal data backup discussed herein are applicable to other
architectures other than a windowed or graphical user inter-
face architecture. For example, the RBS facilities may be
embedded in a self-contained system. Also, portions of the
reciprocal backup services may be offered for fee as opposed
to storage reciprocity. One skilled in the art will also recog-
nize that the methods and systems discussed herein are also
applicable to differing protocols, communication media (op-
tical, wireless, cable, etc.) and devices (such as wireless hand-
sets, electronic organizers, personal digital assistants, por-
table email machines, game machines, pagers, navigation
devices such as GPS receivers, etc.).

1.-234. (canceled)
235. A method in a computing system for performing
backup from an originating computing system to storage
located on at least one of a plurality of depository peer com-
puting systems connected over a computing network, com-
prising:
establishing at least one reciprocal backup relationship
with at least one of the depository computing systems by
negotiating for a specified amount of backup storage for
backups from the originating computing system to stor-
age on the at least one depository computing system and
for a specified amount of reciprocal backup storage for
backups from the least one depository computing sys-
tem to storage on the originating computing system;

determining a depository partner computing system from
the established reciprocal backup relationships;

specifying data to be backed up; and
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indicating to the determined depository partner the speci-
fied data for backup to storage of the determined deposi-
tory partner.

236. The method of claim 235 wherein the establishing the
at least one reciprocal backup relationship with at least one of
the depository computing systems comprises establishing at
least one reciprocal backup relationship with a user-selected
one of the depository computing systems.

237. The method of claim 235 wherein the determining the
depository partner computing system from the established
reciprocal backup relationships comprises receiving an indi-
cation from a user of a selected one of the depository com-
puting systems.

238. The method of claim 235 wherein the determining of
the depository partner further comprises selecting a deposi-
tory partner based upon the specified data to be backed up.

239. The method of claim 235 wherein the specified
amount of backup storage includes a indication of one or
more of a suggested amount, a minimum amount, or a maxi-
mum amount of backup storage.

240. The method of claim 235 wherein the specified
amount of reciprocal backup storage indicates an offered
amount that may be accepted by the at least one depository
computing system or that may be rejected by the at least one
depository computing system.

241. The method of claim 235 wherein the negotiating is
performed at least in part using at least one of an email
transaction, an electronic messaging protocol, or a telephone
call.

242. The method of claim 235 wherein the establishing the
at least one reciprocal backup relationship with at least one of
the depository computing systems further comprises:

issuing an electronic invitation to at least one of the deposi-

tory computing systems to establish the reciprocal
backup relationship; and

indicating the specified amount of backup storage and the

specified amount of reciprocal backup storage in the
invitation.

243. The method of claim 235 wherein the specified
amount of storage for backups and the specified amount of
storage for reciprocal backups represents an even trade.

244. The method of claim 235 wherein the specified
amount of storage for backups and the specified amount of
storage for reciprocal backups represents an uneven trade.

245. The method of claim 235, further comprising:

receiving an indication from the at least one depository

computing system that indicates a requested modifica-
tion of the specified amount of reciprocal backup stor-
age, thereby constituting a counteroffer.

246. The method of claim 235, further comprising:

receiving a response from the at least one depository com-

puting system that indicates that a different amount of
backup storage is available for backups from the origi-
nating computing system to storage on the depository
computing system.

247. The method of claim 235, further comprising:

receiving a response from the at least one of the depository

computing systems that indicates an acceptance of the
requested reciprocal backup relationship.

248. The method of claim 235, further comprising:

receiving a response from the at least one of the depository

computing systems that indicates a requested modifica-
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tion of the requested reciprocal backup relationship
thereby negotiating a modified reciprocal backup rela-
tionship.

249. The method of claim 248, further comprising:

accepting the negotiated modified reciprocal backup rela-

tionship.

250. The method of claim 235, the indicating to the deter-
mined depository partner the specified data for backup to
storage of the determined depository partner further compris-
ing:

transmitting the specified data to the determined deposi-

tory partner.

251. The method of claim 250, further comprising:

receiving an indication that the transmitted data was stored

on the determined depository partner, based at least in
part upon the negotiated amount of backup storage asso-
ciated with the reciprocal backup relationship estab-
lished with the determined depository partner.

252. The method of claim 250, further comprising:

transmitting data to a cache prior to transmitting the speci-

fied data to the determined depository partner.

253. The method of claim 235, further comprising:

determining whether there is sufficient storage remaining

on the determined depository partner to backup the
specified data, based at least in part upon the negotiated
amount of backup storage associated with the reciprocal
backup relationship established with the determined
depository partner.

254. The method of claim 235, furthering comprising:

requesting, for restoration, data previously backed up

according to at least one established reciprocal backup
relationship.

255. The method of claim 254 wherein the requested data
will result in a complete restoration of data of the originating
computer system once restored.

256. The method of claim 235 wherein the specified data to
be backed up is at least one of a file, a directory, a standing
backup list, a portion of a data repository, or an application-
specific data structure.

257. The method of claim 235 wherein the specifying the
data to be backed up comprises using a graphical user inter-
face to determine specific objects to be backed up.

258. The method of claim 235 wherein the establishing at
least one reciprocal backup relationship with at least one of
the depository computing systems establishes reciprocal
backup relationships with a plurality of the depository com-
puting systems, and further comprising:

determining a second depository partner computing sys-

tem from the established reciprocal backup relation-
ships; and

indicating to the determined second depository partner a

second specified data for backup to storage of the deter-
mined second depository partner.

259. The method of claim 258 wherein the specified data
and the second specified data are the same, thereby providing
a redundant backup strategy.

260. The method of claim 258 wherein the specified data
and the second specified data are different data.

261. The method of claim 235, further comprising:

causing the backup data of the originating computer to be

automatically purged from the at least one depository
computing system.

262. A computer-readable medium containing contents
that enable an originating computing system to electronically
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perform backup to storage located on at least one of a plurality
of depository peer computer systems connected over a net-
work, by performing a method comprising:
establishing at least one reciprocal backup relationship
with at least one of the depository computing systems by
electronically negotiating for an amount of backup stor-
age for backups from the originating computing system
and for an amount of reciprocal backup storage for back-
ups from the least one depository computing system;

determining a depository partner computing system having
an established reciprocal backup relationship with the
originating computing system;

specitying data to be backed up; and

indicating to the determined depository partner the speci-

fied data for backup to storage of the determined deposi-
tory partner.

263. The computer-readable medium of claim 262 wherein
the computer-readable medium is at least one of a computer
memory or a data transmissions medium configured to trans-
mit a generated and stored signal containing the contents.

264. The computer-readable medium of claim 262 wherein
the contents comprise instructions that control a computer
processor to perform backup by transmitting the specified
data to the determined depository partner.

265. The computer-readable medium of claim 262 wherein
the method further comprises:

transmitting data to the determined depository computing

system,

receiving data from the determined depository computing

system; and

storing the received data on the originating computing

system, thereby performing reciprocal backup.

266. The computer-readable medium of claim 262 wherein
the negotiated amount of backup storage and the negotiated
amount of reciprocal backup storage represents an even trade.

267. The computer-readable medium of claim 262 wherein
the negotiated amount of backup storage and the negotiated
amount of reciprocal backup storage represents an uneven
trade.

268. The computer-readable medium of claim 262 wherein
the negotiating for the amount of backup storage includes
indicating one or more of a suggested amount, a minimum
amount, or a maximum amount of backup storage.

269. The computer-readable medium of claim 262 wherein
the negotiating for the amount of reciprocal backup storage
includes indicating an offered amount that may be accepted
by the at least one depository computing system or that may
be rejected by the at least one depository computing system.

270. The computer-readable medium of claim 262 wherein
the negotiating is performed at least in part using at least one
of an email transaction, an electronic messaging protocol, or
a telephone call.

271. A reciprocal backup system in an originating comput-
ing system connected by a network to a plurality of peer
computing systems, comprising:

a memory;
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a reciprocal backup negotiation mechanism stored on the
memory that is configured to, when executed, establish
at least one reciprocal backup relationship with at least
one of the peer computing systems, the reciprocal
backup relationship having a negotiated amount of
backup storage for backups to the at least one peer com-
puting system and a negotiated amount of reciprocal
backup storage for backups from the at least one peer
computing system;

an interface that is configured to, when executed, allow
specification of data to be backed up and to determine a
depository partner from the at least one established
reciprocal backup relationship for backup of the speci-
fied data; and

a reciprocal backup agent, stored on the memory, that is
configured to, when executed, transmit the specified
data to the determined depository partner for backup.

272. The system of claim 271 wherein the at least one of the
peer computing systems with which the reciprocal backup
relationship is established is a user-selected computing sys-
tem.

273. The system of claim 271 wherein the negotiated
amount of backup storage and the negotiated amount of recip-
rocal backup storage are different amounts.

274. The system of claim 271 wherein the negotiated
amount of reciprocal backup storage includes an offered
amount that may be accepted by the at least one peer com-
puting system or that may be rejected by the at least one peer
computing system.

275. The system of claim 271, the reciprocal backup nego-
tiation mechanism configured to, when executed, establish
the at least one reciprocal backup relationship at least in part
using at least one of an email transaction, an electronic mes-
saging protocol, or a telephone call.

276. The system of claim 271, the reciprocal backup agent
further configured to, when executed, receive requests to
store data for backup from a one of the peer computing
systems.

277. The system of claim 271, the reciprocal backup agent
further configured to, when executed, determine whether
there is sufficient storage remaining on the determined
depository partner to backup the specified data before trans-
mitting the specified data to the determined depository part-
ner.

278. The system of claim 271, the reciprocal backup agent
further configured to, when executed, first transmit the speci-
fied data to a cache for later transmission to the determined
depository partner.

279. The system of claim 271, the reciprocal backup agent
further configured, when executed, to request data from a one
of'the peer computing systems for restoring data on the origi-
nating computing system.

280. The system of claim 271 wherein the specified data
specifies at least one of a file, a directory, a standing backup
list, a portion of a data repository, or an application-specific
data structure.



