WO 03/100610 A1

(12) INTERNATIONAL APPLICATION PUBLISHED UNDER THE PATENT COOPERATION TREATY (PCT)

(19) World Intellectual Property Organization
International Bureau

8

(43) International Publication Date

/‘—\\
Iy } '

U5~

(10) International Publication Number

4 December 2003 (04.12.2003) PCT WO 03/100610 A1l
(51) International Patent Classification’: GO6F 9/45 CA 92618 (US). LEE, Sheng [US/US]; 30 Decante, Irvine,
CA 92614 (US).
(21) International Application Number: PCT/US03/16752
(74) Agent: MIZER, Susan; Arter & Hadden LLP, 1100

(22) International Filing Date: 28 May 2003 (28.05.2003)

(25) Filing Language: English

(26) Publication Language: English

(30) Priority Data:
10/156,521
10/156,303

Us
Us

28 May 2002 (28.05.2002)
28 May 2002 (28.05.2002)

(71) Applicants: TOSHIBA CORPORATION [JP/JP]; 6-78,
Minami-cho, Mishima-shi, Shizuoka 411-8520 (JP).
TOSHIBA TEC KABUSHIKI KAISHA [JP/JP]; 6-78,
Minami-cho, Mishima-shi, Shizuoka 411-8520 (JP).

(71) Applicants and
(72) Inventors: WU, Vincent [US/US]; 71 Wellington, Irvine,

81

849

Huntington Building, 925 Euclid Avenue, Cleveland, OH
44115-1475 (US).

Designated States (national): AE, AG, AL, AM, AT, AU,
AZ,BA, BB, BG, BR, BY, BZ, CA, CH, CN, CO, CR, CU,
CZ, DE, DK, DM, DZ, EC, EE, ES, FI, GB, GD, GE, GH,
GM, HR, HU, ID, I, IN, IS, JP, KE, KG, KP, KR, KZ, L.C,
LK, LR, LS, LT, LU, LV, MA, MD, MG, MK, MN, MW,
MX, MZ, NI, NO, NZ, OM, PH, PL, PT, RO, RU, SC, SD,
SE, SG, SK, SL, TJ, TM, TN, TR, TT, TZ, UA, UG, UZ,
VC, VN, YU, ZA, ZM, ZW.

Designated States (regional): ARIPO patent (GH, GM,
KE, LS, MW, MZ, SD, SL, SZ, TZ, UG, ZM, ZW),
Burasian patent (AM, AZ, BY, KG, KZ, MD, RU, TJ, TM),
Buropean patent (AT, BE, BG, CH, CY, CZ, DE, DK, EE,
ES, FI, FR, GB, GR, HU, IE, IT, LU, MC, NL, PT, RO,

[Continued on next page]

(54) Title: SYSTEM UPDATE PROTOCOL AND BOOTABLE CD CONTROLLER WITH EMBEDDEDOPERATING SYSTEM

f 100
I- 102
Client Program
104 Server Program
Pack Files {Controller}
110
108 Sync z 106
Connect ] | Listen
114 Syne l 118
TX File Using Sequence of SENDs 112 Y Write to Data
SEND File
120 116 122 124
Signal End of SENDEND Close File
Transmission
130
126 128 -
Query TX STATUS 1 Unpack, Sanity

Check, Authenticate
Report Processing,

Failed, or OK

Status
136 134 132
RX Status (Reply) 1
Signal
142
@ o 138 @ N

B v Delef

140

144 146_ 148 File
Send ACTION RX Action
instructions
152 154 160
Query TX STATUS l Perform Action
Status 160 158
2 (Reply) “Processing” 156
Send
RX Status "Processing”
oK
174 164 162
N
o) 170
. 176 168 Y
Reboot

(57) Abstract: A system update protocol. A software
update is packed into a packed file, which packed
file includes a unique signature. The packed file
is uploaded from a trusted client computer to the
network printer. The integrity of the packed file is
automatically checked on the network printer by
performing a checksum and signature comparison
to ensure the packed file is transmitted correctly.
The packed file is resent when the packed file is
determined to be corrupt. The packed file is unpacked
into a predetermined directory structure of unpacked
files. The client computer then signals the network
printer cause installation of the software update on the
network printer. In another embodiment, the printer
controller includes one or more non-volatile memory
elements for storing print/fax/scan data and printer
controller system parameters. The printer controller
is bootable from the non-volatile storage medium,
such as a CD-ROM or other removable type data disc.



WO 03/100610 A1 |/IIH N0 AOHNON 0000 A OO0 A

SE, SI, SK, TR), OAPI patent (BF, BJ, CF, CG, CI, CM, For two-letter codes and other abbreviations, refer to the "Guid-
GA, GN, GQ, GW, ML, MR, NE, SN, TD, TG). ance Notes on Codes and Abbreviations" appearing at the begin-
Published: ning of each regular issue of the PCT Gazette.

—  without international search report and to be republished
upon receipt of that report



10

5

20

25

30

WO 03/100610 PCT/US03/16752

SYSTEM UPDATE PROTOCOL AND

BOOTABLE CD CONTROLLER WITH EMBEDDED OPERATING SYSTEM

Background of the Invention

This invention is related to a communication protocol for updating files on a printer
controller, and to the field of booting operating systems, particularly the type used for controllers of
output peripheral components, such as network printers.

A printer controller (or printer), which function is to control all printing functions on a related
peripheral output device, will sometimes require files to be loaded from external distribution means
for the purpose of providing software upgrades, new software installations, and/or batch
configurations. Some printers allow these tasks to be done by physically copying the files to the
printer controller via a storage distribution device (e.g., CD-ROM, floppy drive, etc.), and then
executing corresponding commands for setup and configuration through conventional input devices
(e.g., mouse and keyboard) and a video display panel.

This process proves to be impractical and time-consuming when an administrator has to
manage many such printers that are remotely located at many different sites (or network nodes) such
as buildings or even across the country.

A workstation user may easily apply a patch for a certain component by running the self-
extracting and self-installing patch file provided by a vendor. The same patch may also be applied to
the printer controller with the same components. However, because the printer lacks input device
accommodations (e.g., monitor, keyboard), it is not easy to initiate the install process of such
software updates.

What is needed is a client-server networking protocol that would facilitate uploading of the
required file(s) to the printer controller, and issuing of any commands necessary for installation.

Sometimes it is also desirable to update the operating system of the controller. The
controllers of network printers, such as models SC-2 and GL-1010 controllers available from
Toshiba, use the Microsoft Embedded NT operating system (OS). In order to perform these software
updates, a controller CD-ROM is installed. The CD-ROM is used to boot up the system, after which
the updates are made to the OS software on the cémtroller hard drive. After the software update is
completed, the user must remove the CD-ROM and reboot the controller from the hard drive. After

the controller boots up and begins running, the controller accepts print jobs from a client. The
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controller can also network with the client to set up system and user parameters, and can store
print/scan jobs on the controller hard drive.

In situations where software updates for operating systems can be frequent, the above steps of
booting from the CD and rebooting from the hard drive can be cumbersome and time consuming.
Also, additional time and effort may often be expended in diagnosing and troubleshooting OS
problems after a software update. Also, the hard drive can be unreliable storage medium, vulnerable
to computer viruses and other sources of errors or loss of data. Also, the hard drive is an additional

component that adds to the size and expense of the controller.

Summary of the Invention

The difficulties and drawbacks associated with previous-type systems are overcome by the
methods and apparatuses of the present invention.

The present invention disclosed and claimed herein, in one aspect thereof, comprises a system
update protocol. A software update is packed into a packed file, which packed file includes a unique
signature. The packed file is uploaded from a trusted client computer to the network printer. The
integrity of the packed file is automatically checked on the network printer by performing a
checksum and signature comparison to ensure the packed file is transmitted correctly. The packed
file is resent from the client when the packed file is determined to be corrupt. The packed file is
unpacked into a predetermined directory structure of unpacked files. The client computer then
signals the network printer cause installation of the software update on the network printer.

Another aspect of the present invention is a printer controller which includes one or more
non-volatile memory elements for storing print/fax/scan data and printer controller system
parameters. The non-volatile memory elements can include flash memory PCMCIA cards. A non-
volatile storage medium is also provided for retaining an operating system, wherein the printer
controller is bootable from the non-volatile storage medium. The non-volatile storage medium is
preferably a CD-ROM or other removable type data disc.

As will be realized, the invention is capable of other and different embodiments and its
several details are capable of modifications in various respects, all without departing from the
invention. Accordingly, the drawing and description are to be regarded as illustrative and not

restrictive.
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Brief Description of the Drawings

For a more complete understanding of the present invention and the advantages thereof,
reference is now made to the following description taken in conjunction with the accompanying
drawings, in which:

FIG. 1 illustrates a client/server protocol exchange flow diagram of the protocol; and

FIG. 2 illustrates a client/server system block diagram utilizing the disclosed protocol

architecture; and

Fig. 3 depicts a bootable CD controller in accordance with the present invention.

Detailed Description of the Invention

The disclosed protocol architecture provides the capability of allowing the print controller to
execute the installation commands after correctly receiving the file.

Unlike most popular file transfer protocols, the disclosed system update protocol is not
limited to a single underlying transport. It is designed to run on, for example, TCP/IP (Transmission
Control Protocol/Internet Protocol - a Microsoft® protocol suite) and IPX/SPX (Internet Packet
eXchange/Sequenced Packet eXchange - a Novell® communication protocol). Thus a client user
may choose either transport protocol allowing the server program running on the print controller the
capability of responding.

The protocol consists of a reduced set of commands. The one or more target files are packed
(i.e., compressed into a single large file) into a packed file, and a signature is prepended to the packed
file for security reasons. The packed file may be optionally encrypted with a special agreed-upon key
for added security.

Referring now to FIG. 1, there is illustrated a client/server protocol exchange flow diagram of
the protocol. The horizontal lines between a client program flow diagram 100 and server program
flow diagram 102 denote the direction and type of content of the network packets exchanged between
the client program on a client and server program on the print controller (also denoted as a peripheral
output device), while the vertical lines between the blocks of a flow diagram denote the flow of
control.

The disclosed protocol consists of the following commands: SEND, to transfer a chunk of the
target file; SENDEND, to signal the end of transferring; ACTION, to instruct the server what to do
with the file; STATUS, to check the status of the action; and STATUSREPLY, to return the status of
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the transfer or action.

The server program 102 running on the printer controller is responsible for servicing these
commands. The client program 100 running on a workstation (or client) is the driver of a task, i.e.,
the client controls the processes on the printer controller. Flow begins in a function block 104 where
the client program 100 first “packs” all of the appropriate files into a single packed file, which single
packed file includes a file header that contains a special signature recognized only by the printer
controller (i.e., server program) and trusted client programs. The signature may be encrypted by a
variable key (e.g., based upon file size) so that it cannot simply be copied to another file header. The
client program 100 also appends a checksum to the end of the packed file. Thus the integrity of the
packed file can be ascertained by checking both the unique signature and the checksum.

The server program 102 is currently in a “listen” mode, as indicated in a function block 106,
awaiting incoming commands from a client. Flow is then to a function block 108 where the client
program 100 performs a connect function by initiating a synchronization (i.e., also denoted as
“synch”) operation over a flow line 110 to the function block 106 of the server program 102 in order
to establish a reliable connection to the printer controller. The server program 102 responds with
synch commands over a flow line 112 to the function block 108. On the server side, two listening
sockets will be opened; one for TCP/IP traffic, and another for IPX/SPX traffic.

Flow in the client program 100 is then to a function block 114 where the packed file is
transmitted to the printer controller through a sequence of SEND commands. The client program
100 then issues the sequence of SEND commands to the server program 102, as indicated by a signal
flow line 116 to a function block 118, to transfer the packed file to the printer controller. Flow in the
server program 102 is to the function block 118 where the SEND commands are received, and the
received file segments associated with the sequence of the SEND commands are written as a single
data file set.

Once the end of the file transfer from the client program 100 is reached, flow in the client
program 100 is to a function block 120 where the client program 100 transmits a SENDEND
command to the server program 102, as indicated by a signal flow line 122 to a function block 124.
Flow in the server program 102 is to the function block 124 where after the last file segment has been
received, and the server program 102 closes the data file. When the server program 102 receives
SENDEND command, it will have received the entire file.

Flow in the client program 100 is then to a function block 126 where the client program 100
queries the server program 102 for the status of the file transmission by sending the STATUS
command, as indicated by a signal flow line 128 to a function block 130. Flow in the server program

4
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102 is to the function block 130 where the data file is unpacked, and a “sanity” check is performed to
determine if the file was correctly transmitted, i.e., by authenticating the signature, recalculating the
checksum, etc.

‘While the sanity check is being performed, flow in the server program 102 is to a function
block 132 where the printer controller sends back a “processing” Reply signal to the client program
100, as indicated by a signal flow line 134 to a function block 136. In the server program 102, flow
continues to a decision block 138 to determine if the received packed file passed the sanity check. If
not, flow is out the “N” path to a function block 140, where the packed file is deleted. Flow then
loops back to the input of the function block 118 to receive the next retransmission of the packed file.

The server program 102 also signals the client program 100 in the Reply signal of packed file
failing the sanity check (i.e., a “corrupted” file). Flow in the client program 100 is to the function
block 136 where the status Reply is received. The client program 100 then interrogates the received
status Reply signal, as indicated in a decision block 142. If the Reply signal indicates that the server
program 102 is in a state of “processing,” flow is out the “P” path back to the input of the function
block 126 to continue querying the server program 102. Alternatively, if the Reply signal indicates a
“failed” or “bad” sanity check, flow is out the “B” path of decision block 142 back to the input of
function block 114 where the client program 100 resends the packed file to the server program 102 in
the sequence of SEND commands. |

If the sanity check by the server program 102 is “OK?”, the Reply signal to the function block
136 of the client program 100 indicates the same, and flow is out the “O” path of the decision block
142 to a function block 144 where the client program 100 sends an ACTION command to the server
program 102 instructing the server program 102 to unpack the file set and reconstruct the directory
structure associated therewith. (Of course, to facilitate this directory structuring, the printer
controller includes a readable storage medium, e.g., hard disk drive, or a sufficient amount of RAM
memory to accommodate the unpacked files.) This is indicated by a signal flow line 146 from the
function block 144 of the client program 100 to a function block 148 of the server program 102. The
ACTION instructions can further include the actions of “controller software update,” “run,” or
“configure.”

Flow in the server program 102 is to the function block 148 where the ACTION signal is
received and processed. Flow in the server program 102 is to a function block 150 where the
received ACTION is performed. The “controller software update” action initiates a predefined
installation process in the printer controller to upgrade the existing software. For software installed
utilizing the “run” command, the packed file includes at least one executable file. The “run” action

5
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simply causes execution of the one or more executable files of the unpacked file set, which is suitable
for installing patches for a single module. The “configure” action initiates a special operating system
process, €.g., a system command associated with RegEdit, to add/change some system parameters of

the printer controller, as specified in the unpacked file set.

The client program 100 may optionally check the execution status of the ACTION in the
server program 102. Thus flow is to a function block 152 of the client program 100 where a
STATUS signal is transmitted to the server program 102, as indicated by a signal flow line 154 from
the function block 152 to the function block 150. If the server program 102 is in the state of
executing the ACTION instruction, flow is to a function block 156 where the server program 102
transmits a “processing” Reply signal to the client program 100, as indicated by a Reply signal flow
line 158 to a status function block 160 of the client program 100. Note that where the print controller
is undergoing an update, the processing time may take longer.

After completion of the ACTION instruction, the server program 102 may need to be
rebooted. Thus flow is to a decision block 162 to determine if the server program 102 needs to be
rebooted, in accordance with the particular ACTION instruction. If not, flow is out the “N” path of
decision block 162 to a Continue terminal 164 of the server, and therefrom signaling an “OK” status
across a signal line 166 to the status function block 160 of the client program 100 to indicate that the
ACTION has been completed without a reboot. When a reboot is required, flow is out the “Y” path
of decision block 162 of the server program 102 to a function block 168 to terminate the connection
to the client program 100 during the rebooting process. A “Reset” signal is then transmitted from the
server program 102 to the status function block 160 of the client program 100, as indicated by a
signal flow line 170 to the status function block 160. Flow is then to a reboot terminal 172 where the
server program is rebooted to implement the software updates. Note that the connection between the
client and server will not automatically restore after the printer controller restarts.

The client program 100 then takes the appropriate action in response to the signals received
into the status function block 160. Thus flow is to a decision block 174 where the client program 100
interrogates the status signals received from the server program 102. If the status is “processing,”
flow is out the “P” path back to the input of the function block 152 to continue querying the server
program 102. If the status is either “OK” or “Reset,” flow is out the “O” path to a Continue terminal
176 of the client.

The details of Continue terminal 176 of the client are not shown in FIG. 1. The client
program 100 may choose to start another transfer on the same connection, i.e., the process associated
with a new sequence of SEND commands in the function block 114, or disconnect from the server

6
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program 102 (printer controller) and start a new connection to another printer controller.

The details of the Continue terminal 164 on the server side are not shown in FIG. 1. The
server program 102 (printer controller) will delete the received file and go back to wait for a new
sequence of SEND commands, as associated with function block 118. If the connection is terminated
by the client, the controller will return to the listening mode associated with function block 102, to
wait for a new connection.

The disclosed protocol works well for a special-purpose printer controller running on top of
the operating system having networking support. A general-purpose file transfer protocol (e.g., FTP
(File Transfer Protocol)) does not fit the need of issuing specialized commands. The Berkeley socket
interface can be used to implement both the client program 100 and server program 102.

Except for the STATUS command, all the other commands do not require an explicit
acknowledgment-type of reply from the server. The underlying transport will ensure the correct
delivery of the data.

Referring now to FIG. 2, there is illustrated a block diagram of client/server system utilizing
the disclosed protocol architecture. A client computer 200 is disposed on a network 202, e.g., a
LAN, WAN, etc., in communication with a first network peripheral output device 204, which in this
particular embodiment is a printer controller. Note that the first network peripheral output device
204 is not restricted to a printer controller, but can be a variety of network-based equipment suitably
configured to execute the disclosed protocol architecture, for example, a multi-function output device
(that includes capabilities of faxiﬁg, scanning, printing, etc.). The client computer 200 includes the
client protocol program 100, and the first peripheral output device 204 includes the server program
102. Both of the client and server protocol programs (100 and 102) can be implemented in firmware
(e.g., EEPROM) in either or both of the client computer 200 and the first peripheral output device
204.

As indicated hereinabove, the first peripheral output device 204 opens two listening sockets
to accommodate either or both TCP/IP traffic and IPX/SPX traffic communicated across the network
202. Thus if the client computer 200 sends only IPX/SPX traffic on the relatively local network 202,
the first peripheral output device 204 can communicate with the client computer 200 to receive the
updated software, and execute the disclosed protocol to facilitate the installation of the software and
ascertain the status of the updating process on the first peripheral output device 204.

It is appreciated that networks can extend great distances utilizing a global communication
network (GCN) 206, e.g., the Internet, over which communication is facilitated utilizing the TCP/IP
protocol suite. Thus a second peripheral output device 208 disposed on the GCN 206 and executing

7
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the disclosed server protocol 102 will also open the two listening sockets to accommodate either or
both TCP/IP traffic and IPX/SPX traffic communicated across the GCN 206. Thus the client
computer 200 can be used to upload software to the second peripheral output device 208, and
monitor the software installation process.

Another aspect of the present invention is to simplify the aforementioned two-step boot
operation. In a preferred embodiment, the controller of the present invention uses OS and controller
code from a non-volatile storage disc, preferably a CD-ROM or DVD-ROM. It utilizes external
memory cards (non-volatile flash memory) to store user data and system parameters which would
have been stored on hard drive. Since the static object code of the OS and controller resides on a
different media than the variable user data and parameters, updating (or upgrading) the OS or
Controller becomes extremely trivial. The administrator simply shuts down the system, replaces the
CD with a new version, and restarts the system. The data and system parameters remain unchanged
across system restart.

In a preferred embodiment, the present bootable CD controller uses an embedded operating
system, preferably “Windows NT Embedded” sold by Microsoft Corporation. An embedded OS
offers several benefits for this type of implementation. For example, this OS does not require the use
of a keyboard, mouse or VGA monitor. Also, selectable modules can be installed on various
destination media, including a hard drive, a ROM, and a CD-ROM. An embedded OS is reliable in
system shutdown, reboot, and boot up states.

As shown in Fig. 3, a CD-ROM 306 replaces the previous function of the hard drive 318, and
the OS and system services remain with the CD-ROM 306, thus making it bootable. Storage for
system parameters 314 and print/fax/scan data 316 is stored in a Flash memory card (not shown). In
this embodiment, two slots of a PCMCIA cards are used, one for system, the other for data. Such
data as had previously been stored on the hard drive is now retained in the memory card partitions.

The Multifunction Peripheral 302 of FIG 3 comprises a Copier/Print Device. The
Multifunction Peripheral 302 has a network card 304 for communicating over a network with other
devices such as other computers, printers, clients, and servers. The CPU 308 controls the operation
of the Multifunction Peripheral 302 and has System Memory for storing various operating
parameters. The memory card (not shown), which may be a flash memory card, PCMCIA card, or
other types of non-volatile RAM that are well known in the art, comprises the storage memory

control 312, memory card system parameters 314 and print/fax/scan data 316.
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The CD-ROM contains the bootable partition, the Windows NT Embedded Operating System
files, the basic NT services, and the device drivers. The CD-ROM also contains the controller
service files for “Print,” “Fax,” “Scan” and “Network™ functions, along with web page files.

The system parameters are directed to the system memory card. This is preferably
accomplished using the embedded OS tool called “Target Designer.” Of course, this can also be
accomplished with other similar tools. The system memory card also includes a “Disable Page” file
(i.e. a memory swap file) from the embedded OS and Windows NT activities settings (such as
network setup parameters). The system memory card can retain other variable data such as a “Print
Spooler” temporary file storage and system event logs.

The data is directed to the data memory card, and can include print job data. This print job
data is in a file format that encompasses the function of the “job record” that had previously been
stored in the NT registry. The data memory card also includes fax job data, scan data and email data,
along with any job or message logs.

A “Storage Volume Control” utility program is preferably implemented to monitor memory
card storage volume. This utility program includes software settings to limit the usage of partition, to
prevent a maximum data limit to be exceeded.

As described herein, the present bootable CD controller provides many benefits, including the
phase-out and discontinuation of the hard drive controller model, resulting in reducing the size of the
hardware and the cost of distribution. Also, reliability of storage media is improved by replacing the
volatile hard drive with a CD-ROM. The bootable CD also provides savings of time and effort for
software version upgrades, and OS trouble shooting and diagnostics. The invention also provides
virus protection by employing read-only media.

As described hereinabove, the present invention solves many problems associated with
previous type systems. However, it will be appreciated that various changes in the details, materials
and arrangements of parts which have been herein described and illustrated in order to explain the
nature of the invention may be made by those skilled in the area within the principle and scope of the

invention will be expressed in the appended claims.
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We claim:
1. A method of updating software on a peripheral output device disposed on a network,
comprising the steps of:
transmitting software update data from a client to the peripheral output device; and

installing software update data on the peripheral output device.

2. The method of claim 1, wherein the software update data in the step of transmitting is
in the form of a packed file, which packed file includes a unique signature prepended thereto that is
recognizable only by the peripheral output device.

3. The method of claim 1, further comprising the step of checking a unique signature and

a checksum of the software update data when received at the peripheral output device.

4. The method of claim 1, further comprising the step of structuring the software update

data on the peripheral output device into a predetermined directory structure.

5. The method of claim 1, wherein the peripheral output device opens at least one of a

TCP/IP socket for receiving TCP/IP traffic and an IPX/SPX socket for receiving IPX/SPX traffic.

6. The method of claim 1, wherein the client sends an instruction to the peripheral output
device in the step of installing, which instruction causes the peripheral output device to perform at
least one of further steps of running a patch file, configuring a system parameter, and installing a

controller software update.

7. The method of claim 1, wherein the peripheral output device communicates a reply
signal to the client in response to a query by the client, after the client performs at least one of the

steps of transmitting the software update data and installing the software update data.

8. The method of claim 1, wherein peripheral output device communicates a reply signal
to the client, which reply signal is associated with at least one of the further steps of,
performing a sanity check of a packed file, which packed file includes the software
update data,

authenticating the packed file,
10
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unpacking the packed file of the software update data into a predefined file structure,

and

processing an instruction received from the client to install the software update data.

9. The method of claim 1, further comprising the steps of:

checking a unique signature and a checksum of the software update data when
received at the peripheral output device,

if the step of checking fails, deleting the software update data at the peripheral output
device,

sending a signal from the peripheral output device to the client indicating that the
software update data checked in the step of checking, failed, and

in response thereto, retransmitting the software update data from the client to the

peripheral output device.

10. A method of updating software on a peripheral output device disposed on a network,

comprising the steps of*

on a client, packing software update data into a packed file, which packed file
includes a unique signature;

transmitting the packed file from the client to the peripheral output device;

checking the integrity of the packed file at the peripheral output device to ensure the
packed file was transmitted correctly;

unpacking the packed file into a predetermined directory structure; and

installing the software update data on the peripheral output device.

11.  The method of claim 10, wherein the unique signature of the packed file in the step of
packing is prepended thereto and is recognizable only by the peripheral output device.

12. The method of claim 10, wherein the peripheral output device communicates a reply
signal to the client in response a query by the client, after the client performs at least one of the steps

of transmitting the packed file and installing the software update data on the peripheral output device.

13. The method of claim 12, wherein the reply signal is generated in response to
performing at least one of the further steps of,
11
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unpacking the packed file,
performing a sanity check of the packed file,
authenticating the packed file, and

processing an instruction received from the client to install the software update data.

14. A method of updating software on a network printer, comprising the steps of:

packing software update data into a packed file, which packed file includes a unique
signature;

transmitting the packed file from a client computer to the network printer;

antomatically checking the integrity of the packed file on the network printer to ensure
the packed file is transmitted correctly;

replying to the client with a reply signal in response to the client querying the network
printer for a status of the step of checking;

unpacking the packed file into a predetermined directory structure of unpacked files;

controlling the network printer from the client computer to execute to cause
installation of the software update data on the network printer; and

sending a reply to the client from the network printer in response to the client querying

the network printer for a status of the step of controlling.

15.  The method of claim 14, wherein the client signals the network printer when an end of

the transmission of the packed file has been reached in the step of transmitting.

16.  Architecture for updating software on a peripheral output device disposed on a
network, comprising:
software update data transmitted from a client to the peripheral output device;
wherein the peripheral output device is controlled by the client to install the software

update data.

17. The architecture of claim 16, wherein the software update data is in the form of a
packed file, which packed file includes a unique signature prepended thereto that is recognizable only
by the peripheral output device.

18.  The architecture of claim 16, wherein a unique signature and a checksum of the
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software update data is checked when received at the peripheral output device.

19.  The architecture of claim 16, wherein the software update data is structured into a

predetermined directory structure on the peripheral output device.

20.  The architecture of claim 16, wherein the peripheral output device opens at least one
of a TCP/IP socket for receiving TCP/IP traffic and an IPX/SPX socket for receiving IPX/SPX
traffic.

21.  The architecture of claim 16, wherein the client sends an instruction to the peripheral
output device, which instruction causes the peripheral output device to perform at least one of

running a patch file, configuring a system parameter, and installing a controller software update.

22.  The architecture of claim 16, wherein the peripheral output device communicates a
reply signal to the client in response to a query by the client, after the client performs at least one of

transmitting the packed file and controlling the peripheral output device.

23.  The architecture of claim 22, wherein the reply signal is associated with at least one of
performing a sanity check of the packed file, authenticating the packed file, unpacking a packed file
of the software update data, and processing an instruction received from the client cause installation

of the software update data.

24.  The architecture of claim 16, wherein a unique signature and a checksum of the
software update data are both checked when the software update data is received at the peripheral
output device, and if the check fails, the software update data is deleted at the peripheral output
device, and wherein a signal is sent from the peripheral output device to the client indicating that the
software update data failed, in response to which the software update data is retransmitted from the

client to the peripheral output device.
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25.  Architecture for updating software on a peripheral output device disposed on a

network, comprising:

software update data that is packed into a packed file, and transmitted from a client to
the peripheral output device, which packed file includes a unique signature;

wherein the integrity of the packed file is automatically checked at the peripheral
output device to ensure the packed file was transmitted correctly;

wherein the packed file is unpacked into a predetermined directory structure of
unpacked files; and

wherein the peripheral output device is controlled by the client to cause installation of

the software update data.

26.  The architecture of claim 25, wherein the unique signature of the packed file is
prepended thereto and is recognizable only by the peripheral output device.

27.  The architecture of claim 25, wherein the peripheral output device communicates a
reply signal to the client in response to the client performing at least one of transmitting the packed

file and controlling the peripheral output device.

28.  The architecture of claim 27, wherein the reply signal is generated in response to the
peripheral output device performing at least one of the steps of,
unpacking the packed file,
performing a sanity check of the packed file,
authenticating the packed file, and
processing an instruction received from the client to cause installation of the software

update data.
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29.  Architecture for updating software on a peripheral output device disposed on a
network, comprising:
software update data that is packed into a packed file, and transmitted over a network
from a client to the peripheral output device, which packed file includes a unique signature;
wherein the integrity of the packed file is automatically checked at the peripheral
output device to ensure the packed file was transmitted correctly;
‘ wherein a reply signal is sent to the client in response to the client querying the
network printer for a status of the integrity check;
wherein the packed file is unpacked into a predetermined directory structure of
unpacked files;
wherein the peripheral output device is controlled by the client to cause installation of
the software update data; and
wherein a reply is sent to the client from the network printer in response to the client

querying the network printer for a status of the network printer being controlled.

30.  The architecture of claim 29, wherein the client signals the network printer when an

end of the transmission of the packed file has been reached.

31.  The architecture of claim 29, wherein the network is a global communication network.

32. A printer controller comprising:

at least one non-volatile memory element for storing print/fax/scan data and printer controller
system parameters;

a non-volatile storage medium for retaining an operating system, wherein the operating

system is bootable from the non-volatile storage medium.

33.  The printer controller of claim 32 wherein the non-volatile storage medium is 2 non-

volatile storage disc.

34.  The printer controller of claim 33 wherein the non-volatile storage disc is one of a

CD-ROM and a DVD-ROM.

15



20

25

30

WO 03/100610 PCT/US03/16752

35.  The printer controller of claim 32 wherein the operating system is an embedded

operating system.

36.  The printer controller of claim 32 wherein the at least one non-volatile memory

element comprises at least one flash memory PCMCIA card.

37.  The printer controller of claim 32 wherein the non-volatile storage medium comprises
a CD-ROM containing at least one of: a bootable partition; embedded operating system files; device
drivers; controller service files for “Print,” “Fax,” “Scan” and “Network” functions; and web page

files.

38.  The printer controller of claim 32 wherein the non-volatile storage medium comprises
a system memory card for storing at least one of: system parameters; a memory swap file from the

embedded OS; a print spooler; and a system event log.

39.  The printer controller of claim 32 wherein the non-volatile storage medium comprises
a data memory card for storing at least one of: print job data; fax job data; scan data; email data; a job

log and a message log.

40.  The printer controller of claim 32 further comprising a storage volume control utility
program to monitor memory card storage volume, to limit the usage of partition, to prevent a

maximum data limit from being exceeded.

41. A method comprising:
storing print/fax/scan data and printer controller system parameters on at least one
non-volatile memory element;
retaining an operating system on a non-volatile storage medium;

booting the operating system from the non-volatile storage medium.

42,  The method of claim 14 wherein the steps of retaining and booting are performed

from a non-volatile storage disc.
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43.  The method of claim 42 wherein steps of retaining and booting are performed from

one of a CD-ROM and a DVD-ROM.

44,  The method of claim 41 wherein the steps of retaining and booting an operating

system comprise retaining and booting an embedded operating system.

45.  The method of claim 41 wherein the step of storing on at least one non-volatile

memory element comprises storing on at least one flash memory PCMCIA card.

46.  The method of claim 41 further comprising an additional step of retaining on the non-
volatile storage medium at least one of: a bootable partition; embedded operating system files; device
drivers; controller service files for “Print,” “Fax,” “Scan” and “Network” functions; and web page

files.

47.  The method of claim 41 wherein the step of storing on a non-volatile storage medium
comprises storing on a system memory card at least one of: system parameters; a memory swap file

from the embedded OS; a print spooler; and a system event log.

48.  The method of claim 41 wherein the step of storing on a non-volatile storage medium
comprises storing on a data memory card at least one of: print job data; fax job data; scan data; email

data; a job log and a message log.
49,  The method of claim 41 further comprising a step of monitoring memory card storage

volume in order to limit the usage of partition, to prevent a maximum data limit from being

exceeded.
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