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COMMUNICATION APPARATUS AND COMMAND 
TRANSMISSION METHOD AND PROGRAM 

FIELD OF THE INVENTION 

0001. The present invention relates to a communication 
apparatus and a command transmission method and pro 
gram. 

BACKGROUND OF THE INVENTION 

0002 Many protocols for use in communications exist in 
various configurations and layers. For example, hierarchical 
protocol model has been standardized as the seven-layer OSI 
reference model by the International Organization for Stan 
dardization (ISO), the International Telecommunication 
Union (ITU) and the like. Protocols can be classified accord 
ing to this model. IP presently the standard for the Internet, 
is a third layer (network layer) protocol; TCP and UDP are 
fourth layer (transport layer) protocols: HTTP, FTP, SMTP 
POP and the like are fifth (session layer) or higher layer 
(session layer) protocols. Further, integrated protocols also 
exist including UPnP used in network devices and home 
electric products. It has become a common practice to mount 
these communication protocols on network devices and 
home electric products and thereby secure interoperability 
between each node. 

0003. As described above, however, various communi 
cation protocols exist, and standards, specifications and 
objects different from each other exist. Further, it is a fact 
that there are several kinds of different protocols to achieve 
the same object. 
0004 Therefore, upon purchasing a network device or a 
home electric product, a user must select a product having 
mounted thereon the same protocol. Further, even when a 
product having mounted thereon the same protocol is 
selected, it may be impossible to secure interoperability 
between these devices or between these products due to 
version-up of the protocol itself, appearance of a new 
protocol mounted on a new product, or the like. 
0005 To address such problem, Japanese Patent Laid 
Open No. 8-97878 discloses a technique for performing 
communication between nodes on a network employing 
different protocols. In this document, there is disclosed a 
technique which associates information on which kind of 
protocol a node (device) on the network uses, with the 
address of the device and the kind of protocol, and stores the 
information, and based on the stored information, selects a 
protocol for each device and thereby performs communica 
tion. In order to implement this, several kinds of protocols 
must be preliminarily mounted on each device. In each 
device, there is a limitation on the number of mountable 
protocols, and thus it is practically impossible to mount all 
existing protocols. Further, with Such technique, it is impos 
sible to cope with protocols not mounted and unknown 
protocols. 

0006. As described above, in a case where network 
devices and home electric products using different protocols 
are used, or even in a case that the same protocol is used, 
interoperability cannot be secured between network devices 
and home electric products due to the difference of version. 
0007 Further, the technique described in the above docu 
ment relates to a coping method employed typically before 
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product shipment, and no method after product shipment is 
considered at all. To apply the technique described in the 
above document to products after shipment, a processing 
must be conducted Such as allowing the user to update the 
firmware of the product or recalling the product to rewrite 
the program of the product, which is not practical. 

SUMMARY OF THE INVENTION 

0008 An object of the present invention is to solve the 
above drawback of conventional art. 

0009 Further, the feature of the present invention is 
provide a technique in which a device. Such as a network 
device or a home electric product, connected to a network 
can cope with unknown protocols without updating the 
firmware of the device. 

0010. According to the present invention, there is pro 
vided with a communication apparatus, comprising: 
00.11 obtaining means for obtaining a status of a first 
device through a first protocol, wherein the first device is 
connected to the communication apparatus via a network; 
0012 reception means for receiving a message of a 
second protocol between the first device and a second device 
that are connected each other via the network; and 

0013 transmission means for transmitting a command of 
the second protocol to the second device, in accordance with 
the statuses of the first device obtained by the obtaining 
means before and after the reception of the message by the 
reception means. 

0014 Further, according to the present invention, there is 
provided with a command transmission method in a com 
munication apparatus, comprising: 

00.15 an obtaining step of obtaining through a first pro 
tocol a status of a first device connected to the communi 
cation apparatus via a network; 
0016 a reception step of receiving a message of a second 
protocol between the first device and a second device that 
are connected to each other via the network; and 

0017 a transmission step of transmitting a command of 
the second protocol to the second device, in accordance with 
the statuses of the first device obtained in the obtaining step 
before and after the reception of the message in the reception 
step. 

0018. This summary of the invention does not enumerate 
all necessary characteristics. Thus, Sub-combinations of a 
group of these characteristics could be inventions. 
0019. Other features, objects and advantages of the 
present invention will be apparent from the following 
description when taken in conjunction with the accompa 
nying drawings, in which like references designate the same 
or similar parts throughout the figures thereof. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0020. The accompanying drawings, which are incorpo 
rated in and constitute a part of the specification, illustrate 
embodiments of the invention and, together with the 
description, serve to explain the principles of the invention. 
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0021 FIG. 1 depicts a view for explaining the overall 
configuration of a communication system according to an 
embodiment of the present invention: 
0022 FIG. 2 is a block diagram showing a hardware 
configuration of a controller of each device according to the 
embodiment of the present invention: 
0023 FIG. 3 is a block diagram showing a module 
configuration of a protocol learning control function accord 
ing to the embodiment; 
0024 FIG. 4 depicts a view showing an example of 
command table according to the embodiment; 
0.025 FIG. 5 depicts a view showing an example of 
protocol recording table according to the embodiment; 
0026 FIG. 6 is a conceptual diagram showing a configu 
ration of the communication system according to the 
embodiment of the present invention: 
0027 FIG. 7 depicts a view for explaining a data flow and 
a processing flow in the communication system (FIG. 6) 
according to the embodiment of the present invention; and 
0028 FIG. 8 depicts a view for explaining an image data 
transfer sequence (protocol B) between a display (display 
unit) (node B) and a digital camera (node C). 

DETAILED DESCRIPTION OF THE 
PREFERRED EMBODIMENTS 

0029. A preferred embodiment of the present invention 
will be described below in detail with reference to the 
accompanying drawings. It should be noted that the embodi 
ment described below does not limit the scope of the 
invention defined by the claims, and all the combinations of 
features described in the embodiment are not necessarily 
essential for the invention to solve the problem. 
0030 FIG. 1 depicts a view for explaining the overall 
configuration of a communication system according to an 
embodiment of the present invention. 
0031. In this communication system, connected to a 
network 100 are a digital camera 101, a digital video camera 
102, a printer 103, a scanner 104 and a projector 105. In the 
present embodiment, a case where these devices are con 
nected to the network 100 is described, but the present 
invention is not limited thereto. 

0032. The above devices each have sources required to 
execute programs mounted on each device, the sources 
including an arithmetic function (MPU, program memory 
and the like) and a data holding function (memory and the 
like). Each of the devices further has a control function of 
controlling the device itself and a communication function 
for communicating with other devices via the network 100, 
and a protocol learning control function described later. It is 
noted here that a case will be described where these various 
functions are implemented based on the control performed 
by a main processing unit (MPU), which is executed accord 
ing to programs stored in the memory. 
0033 FIG. 2 is a block diagram showing a hardware 
configuration of a controller of each of the above described 
devices according to the embodiment of the present inven 
tion. In addition to the configuration shown in FIG. 2, each 
device. Such as the camera, printer and Scanner, includes 
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respective functions, in order to realize functions such as the 
camera or the printer. For example, the printer includes a 
printer engine, the camera includes a lens unit and the image 
processing unit includes an operation unit, etc. An explana 
tion of configurations for implementing these functions is 
omitted here. 

0034) Reference numeral 200 denotes an input/output bus 
(address bus, data bus and control bus) for performing 
connection between each unit. A timer 201 performs a time 
counting operation based on an instruction from an MPU 
206, and allows an interrupt to be generated at a specified 
time interval. The timer has a so-called watchdog timer 
function and a time counting function. A ROM 202 stores 
programs codes executed by the MPU 206 and unchanged 
fixed data. A RAM 203 being a main memory provides a 
work area when the programs are executed. A parallel I/O 
controller 204 serves to directly input/output parallel data 
handled by the MPU 206 to external devices. A serial I/O 
controller 205 serves to output parallel data handled by the 
MPU 206 after converting it into serial data, or convert 
received serial data into parallel data. The MPU 206 sequen 
tially executes program instructions and at the same time 
executes an interrupt control and the like. A device controller 
207 is connected to general external input/output devices 
Such as a hard disk and a display (display unit), and controls 
these devices. DMAC 208 is a DMA controller, and controls 
DMA data transfer between the memory and external 
devices. An A/D converter 209 receives an analog signal and 
converts it into digital data. Here, an analog signal sensed by 
a sensor or the like is received and digitized. A D/A 
converter 210 converts digital data into an analog signal, and 
the converted signal is used to control the operation of an 
external actuator or the like. 

0035 FIG. 3 is a block diagram showing a module 
configuration of a protocol learning control function 300 
according to the present embodiment. 
0036) The protocol learning control function 300 is 
mounted on the devices such as the above described digital 
camera 101, projector 102, scanner 103, printer 104 and 
digital video camera 105. Here, the protocol learning control 
function 300 is implemented by the MPU 206 and the 
program stored in ROM 202. 
0037. The protocol learning control function 300 
includes a command dispatch module 301, a protocol con 
trol module 302, a protocol module 303, a learning control 
module 304, a virtual protocol module 305, a table reading/ 
writing module 306, a protocol watch module 307, a com 
mand table 308 and a protocol recording table 309. Each of 
the modules will be described below in detail. 

0038. The command dispatch module 301 accepts a 
request from an application (stored in the ROM 202) 
mounted on a device Such as the above described digital 
camera 101 or projector 102 and the like. Then, the com 
mand dispatch module 301 performs selection between 
activation of an existing protocol mounted before product 
shipment and activation of a new virtual protocol obtained 
through learning. The command dispatch module 301 
accesses the command table 308 described later and thereby 
determines whether an existing or new virtual protocol is to 
be selected. Further, the command dispatch module 301 also 
has a function of calling based on the above determination 
result any one of the protocol control module 302 described 
later and the learning control module 304 described later. 
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0039. The protocol control module 302 controls the pro 
tocol module 303 described later. Further, the protocol 
control module 302 also has a function of accepting a 
request from the learning control module 304, and a function 
of transferring the result. 
0040. The protocol module 303 has mounted thereon 
device control protocols such as UPnP (Universal Plug and 
Play), Jini and JXta, and has the functions of each protocol. 
Here, protocols preliminarily mounted before product ship 
ment are assumed, but the present invention is not limited to 
these protocols. 
0041. The learning control module 304 accepts a request 
from the command dispatch module 301, and controls the 
virtual protocol module 305 described later. Further, the 
learning control module 304 has a function of issuing a 
request to the protocol control module 302, a function of 
controlling the protocol watch module 307 to start or stop 
watching of network message etc., and a function of receiv 
ing a message from the protocol watch module 307. The 
learning control module 304 controls the table reading/ 
writing module 306 described later and transfers messages. 
In response to an instruction from the learning control 
module 304, the virtual protocol module 305 transmits a 
message to another device via the network 100 and receives 
a message from another device. 
0042. In response to an instruction from the learning 
control module 304, the table reading/writing module 306 
instructs the command table 308 and protocol recording 
table 309 described later to read/write data, and transfers 
databased on these instructions. 

0043. In response to an instruction from the learning 
control module 304, the protocol watch module 307 watches 
messages flowing through the network 100 and obtains the 
messages. Further, the protocol watch module 307 also has 
a function of transferring this same message to the learning 
control module 304. The command table 308 is a database 
for permanently storing data described later with the data 
retrievable; the contents of the database can be retrieved, 
read/written, added or deleted. The protocol recording table 
309 is a database for permanently storing data described 
later with the data retrievable; the contents of the database 
can be retrieved, read/written, added or deleted. 
0044 FIG. 4 depicts a view showing an example of the 
command table 308 according to the present embodiment. 
0045. The command table 308 has an IP Address column 
401 and an Existing column 402. With respect to each 
column, retrieve, read/write, addition and deletion are pos 
sible. Here, the content of the Existing column 402 is 
uniquely specified for each content of the IPAddress column 
401. Stored in the IP address column 401 is the IP address 
of a device connected to the network 100. Stored in the 
Existing column 402 is a character string “True' (indicating 
that an existing protocol is mounted) or a character string 
“false' (indicating that an existing protocol is not mounted). 
The purpose of use of “True' or “false in the Existing 
column 402 is described later. 

0046 FIG. 5 depicts a view showing an example of the 
protocol recording table 309 according to the present 
embodiment. 

0047. The protocol recording table 309 has an IP Address 
column 501, a Message column 502, a beforeStat column 
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503, an afterStat column 504 and an existingCommand 
column 505. With respect to each column, retrieve, read/ 
write, addition and deletion of the contents are possible. The 
contents of the Message column 502, the beforeStat column 
503, the afterStat column 504 and the existingCommand 
column 505 are uniquely specified for each content of the IP 
Address column 501. Stored in the IP address column 501 is 
the IP address of a device connected to the network 100. 
Stored in the Message column 502 is a message flowing 
through the network 100 currently monitored. Stored in the 
beforeStat column 503 and the afterStat column 504 is 
information indicating the status of a device connected to the 
network 100. The beforeStat column 503 indicates the status 
of the device (specified by IP Address) before a message 
described in the Message column 502 is transmitted, and the 
afterStat column 504 indicates the status of the device after 
the message is transmitted. Stored in the existingCommand 
column 505 is a command of the protocol preliminarily 
mounted on the device before product shipment of the 
device; the command corresponds to the content transmitted 
through the message shown in the Message column 502. 
0048. An illustrative example of the present embodiment 
will be described with reference to FIGS. 4 and 5. Reference 
numeral 510 of FIG. 5 indicates an entry of the protocol 
recording table 309 of the printer 103 which has an IP 
address of “192.168.0.11. Here, before receiving the mes 
sage described in the column 502, the status of the printer 
103 is "idle'; after receiving the message described in the 
column 502, the status is changed to “processing. Further, 
referring to the entry 510, stored in the existingCommand 
column 505 is a corresponding command “Print” for 
instructing the printer 103 to perform printing, because if the 
printer 103 in an idle state receives “Print command, then 
the status of the printer 103 is changed from "idle' to 
“processing. 

0049 Further, reference numeral 511 of FIG. 5 indicates 
an entry of the protocol recording table 309 of the scanner 
104 which has an IP address of “192.168.0.20. Here, before 
receiving the message described in the column 502, the 
status of the scanner 104 is "idle'; after receiving the 
message described in the column 502, the status is changed 
to “processing. Further, referring to the entry 511, stored in 
the existingCommand column 505 is a corresponding com 
mand 'scan for instructing the scanner 104 to Scan, because 
if the scanner 104 in an idle state receives a "scan com 
mand, then the status of the scanner 104 is changed from 
"idle' to “processing”. 
0050. Further, reference numeral 512 of FIG. 5 indicates 
an entry of the protocol recording table 309 of a lighting 
device (not shown) which has an IP address of 
“192.168.0.12. Here, before receiving the message 
described in the column 502, the status of the lighting device 
is "off; after receiving the message, the status is changed to 
“on”. Further, referring to the entry 512, stored in the 
existingCommand column 505 is a corresponding command 
“lighton’ for instructing the lighting device to turn on. 
0051 A processing flow in the communication system 
according to the present embodiment will be described with 
reference to FIG. 6. 

0052 FIG. 6 is a conceptual diagram showing a configu 
ration of the communication system according to the 
embodiment of the present invention. 
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0053) Referring to FIG. 6, NodeA 600, NodeB 601 and 
NodeC 602 each correspond to the digital camera 101, 
digital video camera 102, printer 103, scanner 104, projector 
105, etc. of FIG. 1. However, the present invention is not 
limited to the above devices. 

0054 Here, assume that protocol UPnP being an existing 
protocol is mounted on NodeA 600 and NodeB 601, and that 
protocol XMLWebService being a new protocol is mounted 
on Node B601 and NodeC 602. However, the present 
invention is not limited to the above protocols. 
0055. Here, there will be described a processing flow 
when NodeA 600 and NodeB 601 use an existing protocol 
(protocol UPnP (hereinafter referred to as protocol A)), and 
NodeB 601 and NodeC 602 use a new protocol (protocol 
XMLWebService (hereinafter referred to as protocol B)). 
More specifically, there will be described a processing flow 
in which NodeA 600 learns the status of the communication 
through the protocol B between Node B601 and NodeC 602 
so that NodeA 600 can use the protocol B. 
0056. The learning control module 304 of NodeA 600 
instructs the protocol control module 302 of NodeA 600 to 
obtain the status of NodeB 601. In response to this instruc 
tion, the protocol control module 302 of NodeA 600 obtains 
the status of NodeB 601 through the protocol A. The 
learning control module 304 of NodeA 600 receives the 
status of NodeB 601 thus obtained as well as the IP address 
of NodeB 601, transfers them to the table reading/writing 
module 306 of NodeA 600 and instructs the protocol record 
ing table 309 to hold them. The table reading/writing module 
306 performs writing into IP Address column 501 and 
beforeStat column 503 of the protocol recording table309 of 
NodeA 600. 

0057. An illustrative example will be described with 
reference to FIG. 5. 

0058. Here, a case where NodeB 601 is the printer 103 
will be described. In the initial status, NodeB 601 is in the 
"idle' status before receiving a message. Consequently, the 
IP address of the printer 103 is written into the IP Address 
column 501 of the entry 510, and “idle” being the status 
before reception is recorded onto the beforeStat column 503. 
0059 Subsequently, the learning control module 304 of 
NodeA 600 instructs the protocol watch module 307 of 
NodeA 600 to watch and record a message flowing from 
NodeC 602 to the network 100. When some message is 
transmitted from NodeC 602 to NodeB 601, the protocol 
watch module 307 obtains and holds the message, and 
transfers it to the learning control module 304. After receiv 
ing this message, the learning control module 304 instructs 
the table reading/writing module 306 of NodeA 600 to 
perform writing. The table reading/writing module 306 
writes the obtained message into the Message column 502 of 
the record having the IP address (message transmission 
destination address). 
0060. In the example of FIG. 5, the contents of the 
message are recorded onto the Message column 502 of 
record 510. 

0061. After instructing to write the message, the learning 
control module 304 of NodeA 600 instructs the protocol 
control module 302 of NodeA 600 to obtain the status of 
NodeB 601 similarly to the above. In response to this 
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instruction, the protocol control module 302 obtains the 
status of NodeB 601 through the protocol A. The learning 
control module 304 of NodeA 600 receives the status of 
NodeB 601 thus obtained as well as the IP address of NodeB 
601, transfers them to the table reading/writing module 306 
of NodeA 600 and instructs the protocol recording table 309 
of NodeA 600 to hold them, whereby the table reading/ 
writing module 306 performs writing into the afterStat 
column 504 of the entry corresponding to the IP address in 
the IP Address column 501 of the protocol recording table 
309 of NodeA 600. 

0062). In the example of FIG. 5, NodeA 600 recognizes 
that, after receiving from NodeC 602 the message shown in 
the Message column 502 of the entry 510 of FIG. 5, the 
status of NodeB 601 has been changed from "idle' to 
“processing. Thus, “processing is stored in the afterStat 
column 504 of the entry 510. 
0063. In this manner, NodeA 600 repeats the above 
described operations of obtaining the status of NodeB 601, 
recording it onto the table 309, obtaining and recording a 
message transmitted from NodeC 602 to NodeB 601, and 
obtaining and recording the status of NodeB 601. 
0064. By repeating the above described operation, the 
learning control module 304 of Node A uses the table read 
ing/writing module 306 and thereby reads data recorded on 
the protocol recording table 309 of NodeA 600. Based on the 
data thus read, the status of NodeB 601 before receiving a 
message from NodeC 602 is compared with the status of 
NodeB 601 after receiving the message. Then, one com 
mand allowing Such status change to occur is selected from 
among the commands of the protocol A (existing protocol) 
which NodeA 600 has, and written into the existingCom 
mand column 505 of the protocol recording table 309 by the 
table reading/writing module 306. 
0065. In the example of FIG. 5, recorded on the existing 
Command column 505 of the entry 510 is “print” which is 
a command, allowing the printer 103 to be changed from 
"idle' status to “processing, and shared by the protocol A. 
0066. In this manner, the learning control module 304 of 
NodeA 600 uses the table reading/writing module 306 and 
thereby records the IP address of NodeB 601. Further, the 
learning control module 304 of NodeA 600 records the IP 
address onto the IP Address column 401 of the command 
table 308 shown in FIG. 4, and “True” (indicating that the 
protocol A (existing protocol) is mounted) onto the Existing 
column 402. Further, the learning control module 304 of 
NodeA 600 records the IP address of NodeC 602 onto the IP 
Address column 401 of the command table 308, and “false' 
(indicating that the protocol A is not mounted) onto the 
Existing column 402. 
0067. With respect to the other devices, NodeA 600 
similarly creates data for the protocol recording table 309 
and the command table 308 by a procedure similar to the 
above described one, and associates them with the IP 
addresses of each device and records them onto the respec 
tive entries of the table. 

0068. When a request is accepted from the applications 
mounted on the digital camera 101, projector 102 and the 
like, NodeA 600 obtains a destination IP address of a 
message. Then, the table reading/writing module 306 is used 
to obtain the content of the Existing column 402 from an 
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entry having the same value in the IP address column 401 of 
the command table 308. If the content of the Existing 
column 402 is “True', it is determined that the existing 
protocol A is to be used, and the protocol control module 302 
is activated; if the content of the Existing column 402 is 
“false', it is determined that the protocol B (new protocol) 
is to be used, and the command is transferred to the learning 
control module 304. In this manner, the content of the 
Existing column 402, “True' and “false' are used to deter 
mine whether the protocol A or B is used. 
0069. After receiving the command and the IP address, 
the learning control module 304 uses the table reading/ 
writing module 306 to access the protocol recording table 
309. Then, the learning control module 304 further derives 
a command recorded on the existingCommand column 505 
from an entry having the same IP address in the IP Address 
column 501, and also obtains a message from the Message 
column 502 of the entry and transfers the message and the 
command to the virtual protocol module 305, whereby the 
virtual protocol module 305 of NodeA 600 replaces the 
command “Print of the protocol A with the message of the 
Message column 502 and transmits the message to, for 
example, NodeC 602 through a virtual protocol B. 
0070 Thus, based on information obtained from NodeB 
601 while NodeB 601 communicates with NodeC 602, 
NodeA 600 obtains the command (command of the virtual 
protocol B) of the protocol B used between NodeB 601 and 
NodeC 602. Accordingly, NodeA 600 can communicate with 
NodeC 602 through the virtual protocol B. 
0071. In the above explanation, the case of the entry 510 
of FIG. 5 is described. However, it is also possible to 
similarly create data in the cases of the entries record 511 
and 512. 

0072 The communication processing in the above 
described Nodes A to C will be described with reference to 
a flowchart shown in FIG. 7. 

0.073 FIG. 7 depicts a view for explaining a data flow and 
a processing flow in the communication system (FIG. 6) 
according to the embodiment of the present invention. 
0074) In NodeA 600, the learning control module 304 
instructs the protocol control module 302 to obtain the status 
of NodeB 601. In response to this instruction, the protocol 
control module 302 inquires (701) from NodeB 601 its 
status through the protocol A. At step 702, the protocol 
control module 302 receives a status (in this case, “idle') 
sent back from NodeB 601 and obtains the status of NodeB 
601. More specifically, by communicating through the pro 
tocol A (first protocol) with NodeB 601 (first device) con 
nected via the network 100, the protocol control module 302 
of NodeA 600 obtains the Status of NodeB 601. The status 
of NodeB 601 thus obtained is recorded (720) onto an entry 
corresponding to the IP address of NodeB 601 of the 
protocol recording table 309. Here, the IP address of NodeB 
601 is recorded onto the IP Address column 501 of the 
protocol recording table 309, and the obtained status onto 
the beforeStat column 503. 

0075) The message flowing from NodeC 602 to the 
network 100 is placed under observation; when some mes 
sage 703 is transmitted from NodeC 602 to NodeB 601, 
NodeB 601 initiates a processing 705 corresponding to the 
message 703. The protocol watch module 307 of NodeA 600 
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obtains (704) the message 703 transmitted from NodeC 602 
to NodeB 601 and transfers it to the learning control module 
304. More specifically, the protocol watch module 307 of 
NodeA 600 obtains the message 703 transmitted through the 
protocol B (second protocol) between NodeB 601 and 
NodeC 602 (second device) connected via the network 100. 
Thus, the obtained message 703 is written (721) into the 
Message column 502 of the protocol recording table 309 of 
the entry 510 having the IP address of NodeB 601. 

0.076 Subsequently, in step 706, NodeA 600 instructs 
NodeB 601 to obtain the status of NodeB 601. At this status, 
NodeB 601 has already initiated its processing 705, so its 
status has been changed from "idle' to “processing. In this 
manner, NodeA 600 obtains (707) the status of NodeB 601 
through the protocol A. More specifically, by communicat 
ing through the protocol A (first protocol) with NodeB 601 
(first device) connected via the network 100, the protocol 
control module 302 of NodeA 600 obtains the status of 
NodeB 601. Here, the status of NodeB 601 thus obtained is 
received together with the IP address of NodeB 601, trans 
ferred to the table reading/writing module 306 and recorded 
(722) onto the protocol recording table 309. In a case that the 
above described processing is performed with respect to 
NodeB 601 or another Node, a plurality of received mes 
sages and status changes of Node caused by the messages 
are associated with the IP addresses of each Node and 
recorded onto the protocol recording table 309. 

0.077 Subsequently, in step 708, the learning control 
module 304 of NodeA 600 uses the table reading/writing 
module 306 to read data recorded on the protocol recording 
table 309. Based on the data thus read, the status of NodeB 
601 before receiving a message from NodeC 602 is com 
pared with the status of NodeB 601 after receiving the 
message. Then, a command allowing Such status change to 
occur is selected from among the commands of the protocol 
A which NodeA 600 has, and written into existingCommand 
column 505 of the protocol recording table 309 by the table 
reading/writing module 306. 

0078 For example, in a case where NodeB 601 is a 
printer, when a command “Print” is received, the status of 
the printer is changed from "idle' to “processing. Accord 
ingly, in the example of FIG. 5, recorded on the existing 
Command column 505 of the entry 510 is the corresponding 
command “Print of the protocol A. Consequently, “false' is 
recorded onto the Existing column 402 of the command 
table 308 corresponding to NodeC 602. More specifically, 
based on the status changes of NodeB 601 obtained before 
and after receiving the message 703, the message 703 is 
associated with a command (in this case, “Print”) of the 
protocol A (first protocol). 

0079 Subsequently, in step 709, the virtual protocol 
module 305 creates a virtual protocol B by replacing, for 
example, a command “Print of the protocol A with the 
message of the Message column 502. Subsequently, in step 
710, it is determined whether or not it is instructed to 
communicate with NodeC 602. If so, the flow proceeds to 
step 711 to confirm the contents of the Existing column 402 
corresponding to the IP address of NodeC 602 recorded on 
the command table 308. Here, the recorded data is “false'. 
so communication is performed with NodeC 602 according 
to the virtual protocol B (712) created in step 709. Specifi 
cally, for example, in a case where NodeC is a scanner, if it 
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is desired that an image is scanned by the Scanner, the 
message of the Message column 502 corresponding to 
existingCommand “scan recorded on the entry 511 of FIG. 
5 is transmitted. More specifically, based on the status 
changes of NodeB 601 obtained before and after receiving 
the message 703, the virtual protocol module 305 of Node.A 
600 creates a command of the protocol B and transmits the 
command to NodeC 602. To be more in detail, a correspond 
ing command of the protocol B is created based on the 
associated command (for example, "scan) of the protocol A 
and the message, and transmitted to NodeC 602. 
0080. In the configuration of FIG. 6, Nodes A to C may 
be any device. Particularly, by learning protocols used when 
images are transferred between each Node, effective utili 
Zation is possible in all Nodes (devices) handling images 
(file or the like). For example, in a case that a printer receives 
image data, this means printing, and in the case of a camera, 
the image data is stored therein. 
0081 FIG. 8 depicts a view for explaining an image data 
transfer sequence (protocol B) between a display (display 
unit) (node B) and a digital camera (node C). In this case, 
also, it is intended that NodeA has the protocol A and 
monitors the status of NodeB to perform communication 
through the protocol B. 
0082 Assume that, before step 801, NodeA has recog 
nized that NodeB is in the "idle' status. The status can be 
obtained from NodeB 601, similarly to steps 701 and 702 of 
FIG. 7, through the protocol A. Subsequently, in step 801, a 
message (CreateJob) indicating that there exists a job is sent 
from NodeC. At the time when a response “OK” is made to 
the request (802), the status of NodeB is changed from 
"idle' to “ready”. NodeA 600 obtains the message (Create 
Job) transmitted through the protocol B between NodeB 601 
and NodeC 602. NodeA 600 obtains the status “ready” of 
NodeB 601 from NodeB 601 through the protocol A. 
0.083 Subsequently, in step 803, data (message (Send)) to 
be displayed is transmitted from NodeC to NodeB. Thus, the 
status of NodeB shifts from “ready” to a mode “Received” 
(initiation of display) indicating that data has been received. 
NodeA 600 obtains the message (Send) transmitted through 
the protocol B between NodeB 601 and NodeC 602. Node.A 
600 obtains the status “Received (initiation of display) of 
NodeB 601 from NodeB 601 through the protocol A. 
0084. After obtaining these pieces of information and 
storing them in the protocol recording table 309, Node.A 
determines a command of the protocol A corresponding to 
the command (801) allowing the status of the display 
(NodeB) to shift from “idle' to “ready”. Further, NodeA 
determines a command of the protocol A corresponding to 
the command (803) allowing the status of the display 
(NodeB) to shift from “ready” to “Received. These com 
mands are used to create the virtual protocol B, whereby 
communication between NodeA and NodeC (digital camera) 
becomes possible. More specifically, based on the status 
change of NodeB, NodeA can know the commands (Cre 
ate Job, Send) used to transmit data through the protocol B. 
0085) To transfer image data from NodeA to NodeC 
(digital camera), firstly, a message corresponding to “Cre 
ate Job' of the protocol B is transmitted to NodeC (camera). 
At the time when a response “OK” is made to the message, 
the status of NodeC (digital camera) shifts from "idle' to 
“ready”. 

Jan. 4, 2007 

0086) Subsequently, a message corresponding to “Send’ 
of the protocol B, having attached thereto data (image) to be 
saved, is transmitted from NodeA to NodeC. Thus, the status 
of NodeC shifts from “ready” to a mode “Received” (ini 
tiation of image save) indicating that data has been received. 
More specifically, upon transmitting data to NodeC through 
the protocol B, NodeA creates a command for transmitting 
data, of the protocol B and learnt based on the status change 
of NodeB, and transmits it to NodeC. 

0087 As described above, the communication between 
NodeA and NodeC becomes possible through the virtual 
protocol B preliminarily created. 
0088. It should be noted that the present invention 
includes a case where a Software program implementing the 
function of the above described embodiment is directly or 
remotely Supplied to a system or an apparatus and the 
computer of the system or apparatus reads and executes the 
program code thus Supplied, whereby the above function is 
achieved. In this case, the program function need not to have 
a configuration of program. Accordingly, a program code 
itself installed in a computer in order to implement the 
function processing of the present invention in the computer 
also implements the present invention. In other words, the 
present invention includes the computer program itself for 
implementing the function processing of the present inven 
tion as well. In this case, the program function can have any 
program configuration, Such as an object code, a program 
executed by an interpreter, or script data Supplied to an 
operating system. 
0089 Examples of storage media used for supplying the 
program are a floppy (registered mark) disk, a hard disk, an 
optical disk, a magneto optical disk, a CD-ROM, a nonvola 
tile memory card, a ROM and a DVD. The program can also 
be supplied by creating a connection with a website on the 
Internet by use of a client computer browser and thereby 
downloading from the website to a storage medium, Such as 
a hard disk, the computer program itself of the present 
invention or a file containing a compressed automatic install 
function. The present invention can also be implemented by 
dividing the program code constituting the program of the 
present invention into a plurality of files and downloading 
each file from different websites. In other words, a WWW 
server allowing the program file for implementing the func 
tion processing of the present invention in a computer to be 
downloaded to a plurality of users is also included in the 
claims of the present invention. 
0090. Further, the present invention can also be imple 
mented by encrypting the program of the present invention, 
storing it in a storage medium, such as CD-ROM, distrib 
uting the storage medium to users, allowing users who meet 
predetermined requirements to download decryption key 
information from a website via the Internet, and allowing 
these users to decrypt the encrypted program by using the 
key information, whereby the program is installed in the user 
computer. 

0091 Besides the cases where the function according to 
the above described embodiment is implemented by execut 
ing the read program by computer, an operating system or 
the like running on the computer based on the instruction of 
the program may perform part of or all of the actual 
processing so that the function of the above described 
embodiment can be implemented by this processing. 
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0092. Further, after the program read from the storage 
medium is written to a function expansion board inserted 
into the computer or to a memory provided in a function 
expansion unit connected to the computer, a CPU or the like 
mounted on the function expansion board or function expan 
sion unit performs all or a part of the actual processing based 
on the instruction of the program so that the function of the 
above described embodiment can be implemented by this 
processing. 

0093. The present invention is not limited to the above 
embodiments and various changes and modifications can be 
made within the spirit and scope of the present invention. 
Therefore, to appraise the public of the scope of the present 
invention, the following claims are made. 
0094. This application claims the benefit of Japanese 
Patent Application No. 2005-176891, filed on Jun. 16, 2005, 
which is hereby incorporated by reference herein in its 
entirety. 
What is claimed is: 

1. A communication apparatus, comprising: 
obtaining means for obtaining a status of a first device 

through a first protocol, wherein the first device is 
connected to the communication apparatus via a net 
work; 

reception means for receiving a message of a second 
protocol between the first device and a second device 
that are connected each other via the network; and 

transmission means for transmitting a command of the 
second protocol to the second device, in accordance 
with the statuses of the first device obtained by said 
obtaining means before and after the reception of the 
message by said reception means. 

2. An apparatus according to claim 1, wherein said 
transmission means includes associating means for associ 
ating the message with a command of the first protocol, in 
accordance with the statuses of the first device obtained by 
said obtaining means before and after the reception of the 
message by said reception means, and said transmission 
means transmits a corresponding command of the second 
protocol to the second device, in accordance with the 
command of the first protocol and the message associated 
with each other by said associating means. 

3. An apparatus according to claim 1, wherein said 
transmission means includes storage means for storing data 
indicating the status of the first device obtained by said 
obtaining means and the message received by said reception 
means, wherein the data and the message are associated with 
an address of the first device. 

4. An apparatus according to claim 1, wherein said 
transmission means includes means for storing information 
on whether or not communication through the first protocol 
is possible, wherein the information is associated with each 
address of the devices connected to the network. 

5. A command transmission method in a communication 
apparatus, comprising: 
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an obtaining step of obtaining through a first protocol a 
status of a first device connected to the communication 
apparatus via a network; 

a reception step of receiving a message of a second 
protocol between the first device and a second device 
that are connected to each other via the network; and 

a transmission step of transmitting a command of the 
second protocol to the second device, in accordance 
with the statuses of the first device obtained in said 
obtaining step before and after the reception of the 
message in said reception step. 

6. The method according to claim 5, wherein said trans 
mission step includes an associating step of associating the 
message with a command of the first protocol, in accordance 
with the statuses of the first device obtained in said obtaining 
step before and after the reception of the message in said 
reception step, and in said transmission step, a correspond 
ing command of the second protocol is transmitted to the 
second device, in accordance with the command of the first 
protocol and the message associated with each other in said 
associating step. 

7. The method according to claim 5, wherein said trans 
mission step includes a storage step of storing data indicat 
ing the status of the first device obtained in said obtaining 
step and the message received in said reception step, 
wherein the data and the message are associated with an 
address of the first device. 

8. The method according to claim 5, further comprising a 
step of storing information on whether or not communica 
tion through the first protocol is possible, wherein the 
information is associated with each address of the devices 
connected to the network. 

9. A command transmission program stored in a storage 
medium, comprising: 

an obtaining module of obtaining through a first protocol 
a status of a first device connected to the communica 
tion apparatus via a network; 

a reception module of receiving a message of a second 
protocol between the first device and a second device 
that are connected to each other via the network; and 

a transmission module of transmitting a command of the 
second protocol to the second device, in accordance 
with the statuses of the first device obtained by said 
obtaining module before and after the reception of the 
message by said reception module. 

10. The program according to claim 9, wherein said 
transmission module includes an associating module of 
associating the message with a command of the first proto 
col, in accordance with the statuses of the first device 
obtained by said obtaining module before and after the 
reception of the message by said reception module, and said 
transmission module transmits a corresponding command of 
the second protocol to the second device, in accordance with 
the command for the first protocol and the message associ 
ated with each other by said associating module. 
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