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mentations described herein). A 5-tuple associated with the traffic flow may
be unknown by the network. The UE may issue an dert to the network. The
alert may indicate to the network that the traffic flow has been detected. The
UE may determine the 5-tuple associated with the traffic flow. The UE may
report the 5-tuple to the network. The report may be in response to one or
more of: arequest received from the network requesting traffic flow informa-
tion; or, adetermination that afirst policy condition has been met.
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MANAGING DATAMOBILITY POLICIES

CROSS-REFERENCE TO RELATED APPLICATIONS

[0001] This application claims the benefit of U.S. Provisiona Patent Application No.
61/502,105, filed on June 28, 201 1, the contents of which are hereby incorporated by

reference herein.
BACKGROUND

[0002] Access Network Discovery and Selection Function (ANDSF) may refer to an
entity within an Evolved Packet Core (EPC) of the System Architecture Evolution (SAE) for
3GPP compliant mobile networks. ANDSF may assist User Equipment (UE) in the discovery
of non-3GPP access networks, such as Wi-Fi, or WIMAX, for example, that may be used for
data communications in addition to 3GPP access networks (e.g., HSPA or LTE). ANDSF
may provide the UE with rules policing the connection to and usage of these networks, such

as Inter-System Routing Policies (ISRP), e.g., via amanagement object (MO).

[0003] The ISRP provide the capability to identify traffic based on types of
information, including extrinsic information available to the UE, such asthe APN, and IP
packet header information (e.g., transport protocol, destination port and destination 1P
address). Additional enhancements to ANDSF may include enabling traffic identification
based on throughput (e.g., identifying traffic based on the total amount of datathey are
sending/receiving); application (e.g., identifying traffic based on application 1D/name/etc);
content type (e.g., identifying traffic based on the type of content (e.g. video, audio, data,
control, etc.); and destination domain (e.g., identifying traffic based on the destination
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domain, such asthe fully qualified destination name (FQDN) in the web request).
SUMMARY

[0004] This Summary is provided to introduce a selection of concepts in asimplified
form that are further described below in the Detailed Description. This Summary is not
intended to identify key features or essential features of the claimed subject matter, nor is it
intended to be used to limit the scope of the claimed subject matter.

[0005] Systems, methods, and instrumentalities are disclosed to communicate traffic
flow information to anetwork. A user equipment (UE) may detect atraffic flow (e.g., using
one or more of the traffic detection implementations described herein). A 5-tuple associated
with the traffic flow may be unknown by the network. The UE may issue an alert to the
network. The alert may indicate to the network that the traffic flow has been detected. The
alert may betriggered for issue to the network when one or more of the following occurs: an
application name is associated with the traffic flow; atraffic type is associated with the traffic
flow; or when an element of the traffic flow relates to an alert generating element in an access
network discovery selection function (ANDSF) management object (MO). The UE may
determine the 5-tuple associated with the traffic flow. The UE may report the 5-tuple to the
network. The report may be in response to one or more of: arequest received from the
network requesting traffic flow information; or, a determination that afirst policy condition
has been met.

[0006] The UE may associate the traffic flow with atimer. The UE may remove a
reference to the traffic flow when the timer expires. The reference may be created and/or
located in an ANDSF MO. The reference may be aleaf in an IPFlow sub-tree.

[0007] The UE may receive an ANDSF MO comprising apolicy for the UE to apply
to the detected traffic flow. The UE may redirect the traffic flow from afirst IP addressto a
second | P address according to a second policy condition. To redirect the traffic flow, the
UE may intercept an | P packet associated with the traffic flow and replace the first 1P address
with the second IP address. The first IP address may be a destination IP address included in
the | P packet when received &t the UE.

BRIEF DESCRIPTION OF THE DRAWINGS
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[0008] A more detailed understanding may be had from the following description,

given by way of example in conjunction with the accompanying drawings wherein:

[0009] FIG. 1A is asystem diagram of an example communications system in which

one or more disclosed embodiments may be implemented;

[0010] FIG. IB isasystem diagram of an example wireless transmit/receive unit

(WTRU) that may be used within the communications system illustrated in FIG. 1A;

[0011] FIG. 1C is asystem diagram of an example radio access network and an

example core network that may be used within the communications system illustrated in FIG.

1A;

[0012] FIGS. 2 and 2A illustrates exemplary mobile communications;

[0013] FIG. 3illustrates an exemplary UE reporting;

[0014] FIG. 4 illustrates an exemplary UE reporting;

[0015] FIG. 5illustrates an exemplary UE reporting;

[0016] FIG. 6illustrates an exemplary UE reporting;

[0017] FIG. 7 illustrates an exemplary portion of abaseline management object
(MO);

[0018] FIG. 8illustrates an exemplary UE reporting;

[0019] FIGS. 9-10 illustrates an exemplary portion of a management object (MO);
[0020] FIG. 1lillustrates an exemplary flow reporting;

[0021] FIG. 12 illustrates an exemplary enhanced Discoverylnformation ANDSF sub-
tree; and

[0022] FIG. 13illustrates an exemplary ISRP definition.

DETAILED DESCRIPTION
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[0023] A detailed description of illustrative embodiments may now be described
with reference to the figures. However, while the present invention may be described in
connection with exemplary embodiments, it is not limited thereto and it isto be understood
that other embodiments may be used or modifications and additions may be made to the
described embodiments for performing the same function of the present invention without

deviating therefrom.

[0024] FIG. 1A isadiagram of an example communications system 100 in which one
or more disclosed embodiments may be implemented. The communications system 100 may
be amultiple access system that provides content, such asvoice, data, video, messaging,
broadcast, etc., to multiple wireless users. The communications system 100 may enable
multiple wireless users to access such content through the sharing of system resources,
including wireless bandwidth. For example, the communications systems 100 may employ
one or more channel access methods, such as code division multiple access (CDMA), time
division multiple access (TDMA), frequency division multiple access (FDMA), orthogonal

FDMA (OFDMA), single-carrier FDMA (SC-FDMA), and the like.

[0025] Asshown in FIG. 1A, the communications system 100 may include wireless
transmit/receive units (WTRUS) 102a, 102b, 102c, 102d, aradio access network (RAN) 104,
acore network 106, apublic switched telephone network (PSTN) 108, the Internet 110, and
other networks 112, though it will be appreciated that the disclosed embodiments
contemplate any number of WTRUS, base stations, networks, and/or network elements. Each
of the WTRUs 102a, 102b, 102c, 102d may be any type of device configured to operate
and/or communicate in awireless environment. By way of example, the WTRUs 1023,
102b, 102c, 102d may be configured to transmit and/or receive wireless signals and may
include user equipment (UE), amobile station, a fixed or mobile subscriber unit, apager, a
cellular telephone, apersonal digital assistant (PDA), a smartphone, alaptop, a netbook, a

personal computer, awireless sensor, consumer electronics, and the like.

[0026] The communications systems 100 may also include abase station 114aand a
base station 114b. Each of the base stations 114a, 114b may be any type of device
configured to wirelessly interface with at least one of the WTRUs 102a, 102b, 102c, 102dto

facilitate access to one or more communication networks, such asthe core network 106, the
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Internet 110, and/or the networks 112. By way of example, the base stations 114a, 114b may
be abase transceiver station (BTS), aNode-B, an eNode B, aHome Node B, a Home eNode
B, a site controller, an access point (AP), awireless router, and the like. While the base
stations 114a, 114b are each depicted as a single element, it will be appreciated that the base
stations 114a, 114b may include any number of interconnected base stations and/or network

elements.

[0027] The base station 114amay bepart of the RAN 104, which may also include
other base stations and/or network elements (not shown), such as abase station controller
(BSC), aradio network controller (RNC), relay nodes, etc. The base station 114aand/or the
base station 114b may be configured to transmit and/or receive wireless signals within a
particular geographic region, which may be referred to as acell (not shown). The cell may
further be divided into cell sectors. For example, the cell associated with the base station
114amay be divided into three sectors. Thus, in one embodiment, the base station 114a may
include three transceivers, i.e., one for each sector of the cell. In another embodiment, the
base station 114a may employ multiple-input multiple output (MIMO) technology and,

therefore, may utilize multiple transceivers for each sector of the cell.

[0028] The base stations 114a, 114b may communicate with one or more of the
WTRUs 1023, 102b, 102c, 102d over an air interface 116, which may be any suitable
wireless communication link (e.g., radio frequency (RF), microwave, infrared (IR),
ultraviolet (UV), visible light, etc.). The air interface 116 may be established using any
suitable radio access technology (RAT).

[0029] More specifically, as noted above, the communications system 100 may be a
multiple access system and may employ one or more channel access schemes, such as
CDMA, TDMA, FDMA, OFDMA, SC-FDMA, and the like. For example, the base station
114ainthe RAN 104 and the WTRUs 102a, 102b, 102c may implement aradio technology
such as Universal Mobile Telecommunications System (UMTS) Terrestrial Radio Access
(UTRA), which may establish the air interface 116 using wideband CDMA (WCDMA).
WCDMA may include communication protocols such as High-Speed Packet Access (HSPA)
and/or Evolved HSPA (HSPA+). HSPA may include High-Speed Downlink Packet Access
(HSDPA) and/or High-Speed Uplink Packet Access (HSUPA).

-5-
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[0030] In another embodiment, the base station 114a and the WTRUs 102a, 102b,
102c may implement aradio technology such as Evolved UMTS Terrestrial Radio Access (E-
UTRA), which may establish the air interface 116 using Long Term Evolution (LTE) and/or
LTE-Advanced (LTE-A).

[0031] In other embodiments, the base station 114a and the WTRUs 102a, 102b, 102c
may implement radio technologies such as IEEE 802.16 (i.e., Worldwide Interoperability for
Microwave Access (WiMAX)), CDMA2000, CDMA2000 IX, CDMA2000 EV-DO, Interim
Standard 2000 (1S-2000), Interim Standard 95 (1S-95), Interim Standard 856 (1S-856), Global
System for Mobile communications (GSM), Enhanced Data rates for GSM Evolution
(EDGE), GSM EDGE (GERAN), and the like.

[0032] The base station 114b in FIG. 1A may be awireless router, Home Node B,
Home eNode B, or access point, for example, and may utilize any suitable RAT for
facilitating wireless connectivity in alocalized area, such as aplace of business, ahome, a
vehicle, acampus, and the like. In one embodiment, the base station 114b and the WTRUs
102c, 102d may implement aradio technology such as |[EEE 802.1 1to establish awireless
local area network (WLAN). In another embodiment, the base station 114b and the WTRUs
102c, 102d may implement aradio technology such as |[EEE 802.15 to establish awireless
persona area network (WPAN). Inyet another embodiment, the base station 114b and the
WTRUs 102c, 102d may utilize acellular-based RAT (e.g., WCDMA, CDMA2000, GSM,
LTE, LTE-A, etc.) to establish apicocell or femtocell. Asshown in FIG. 1A, the base station
114b may have adirect connection to the Internet 110. Thus, the base station 114b may not

be required to access the Internet 110 via the core network 106.

[0033] The RAN 104 may be in communication with the core network 106, which
may be any type of network configured to provide voice, data, applications, and/or voice over
internet protocol (VolP) services to one or more of the WTRUs 102a, 102b, 102c, 102d. For
example, the core network 106 may provide call control, billing services, mobile location-
based services, pre-paid calling, Internet connectivity, video distribution, etc., and/or perform
high-level security functions, such asuser authentication. Although not shown in FIG. 1A, it
will be appreciated that the RAN 104 and/or the core network 106 may bein direct or
indirect communication with other RANs that employ the same RAT asthe RAN 104 or a

-6-
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different RAT. For example, in addition to being connected to the RAN 104, which may be
utilizing an E-UTRA radio technology, the core network 106 may also be in communication

with another RAN (not shown) employing a GSM radio technology.

[0034] The core network 106 may aso serve as a gateway for the WTRUs 1023,
102b, 102c, 102d to access the PSTN 108, the Internet 110, and/or other networks 112. The
PSTN 108 may include circuit-switched telephone networks that provide plain old telephone
service (POTS). The Internet 110 may include a global system of interconnected computer
networks and devices that use common communication protocols, such asthe transmission
control protocol (TCP), user datagram protocol (UDP) and the internet protocol (IP) inthe
TCP/IP internet protocol suite. The networks 112 may include wired or wireless
communications networks owned and/or operated by other service providers. For example,
the networks 112 may include another core network connected to one or more RANS, which

may employ the same RAT asthe RAN 104 or adifferent RAT.

[0035] Some or al of the WTRUs 102a, 102b, 102c, 102d in the communications
system 100 may include multi-mode capabilities, i.e., the WTRUs 102a, 102b, 102c, 102d
may include multiple transceivers for communicating with different wireless networks over
different wireless links. For example, the WTRU 102c shown in FIG. 1A may be configured
to communicate with the base station 114a, which may employ acellular-based radio
technology, and with the base station 114b, which may employ an IEEE 802 radio

technology.

[0036] FIG. IB isasystem diagram of an example WTRU 102. Asshown in FIG.
IB, the WTRU 102 may include aprocessor 118, atransceiver 120, atransmit/receive
element 122, a speaker/microphone 124, akeypad 126, a display/touchpad 128, non-
removable memory 106, removable memory 132, apower source 134, a global positioning
system (GPS) chipset 136, and other peripherals 138. It will be appreciated that the WTRU
102 may include any sub-combination of the foregoing elements while remaining consistent

with an embodiment.

[0037] The processor 118 may be a general purpose processor, a specia purpose

processor, aconventional processor, adigital signal processor (DSP), aplurality of
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MiCroprocessors, one or more MiCroprocessors in association with a DSP core, a controller, a
microcontroller, Application Specific Integrated Circuits (ASICs), Field Programmable Gate
Array (FPGAS) circuits, any other type of integrated circuit (IC), a state machine, and the
like. The processor 118 may perform signal coding, data processing, power control,
input/output processing, and/or any other functionality that enables the WTRU 102 to operate
in awireless environment. The processor 118 may be coupled to the transceiver 120, which
may be coupled to the transmit/receive element 122. While FIG. | B depicts the processor
118 and the transceiver 120 as separate components, it will be appreciated that the processor

118 and the transceiver 120 may be integrated together in an electronic package or chip.

[0038] The transmit/receive element 122 may be configured to transmit signals to, or
receive signals from, abase station (e.g., the base station 114a) over the air interface 116.
For example, in one embodiment, the transmit/receive element 122 may be an antenna
configured to transmit and/or receive RF signals. In another embodiment, the
transmit/receive element 122 may be an emitter/detector configured to transmit and/or
receive IR, UV, or visible light signals, for example. Inyet another embodiment, the
transmit/receive element 122 may be configured to transmit and receive both RF and light
signals. It will be appreciated that the transmit/receive element 122 may be configured to

transmit and/or receive any combination of wireless signals.

[0039] In addition, athough the transmit/receive element 122 is depicted in FIG. IB
as asingle element, the WTRU 102 may include any number of transmit/receive elements
122. More specifically, the WTRU 102 may employ MIMO technology. Thus, in one
embodiment, the WTRU 102 may include two or more transmit/receive elements 122 (e.g.,

multiple antennas) for transmitting and receiving wireless signals over the air interface 116.

[0040] The transceiver 120 may be configured to modulate the signals that areto be
transmitted by the transmit/receive element 122 and to demodulate the signals that are
received by the transmit/receive element 122. Asnoted above, the WTRU 102 may have
multi-mode capabilities. Thus, the transceiver 120 may include multiple transceivers for
enabling the WTRU 102 to communicate via multiple RATSs, such asUTRA and IEEE

802. 11, for example.
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[0041] The processor 118 of the WTRU 102 may be coupled to, and may receive user
input data from, the speaker/microphone 124, the keypad 126, and/or the display/touchpad
128 (e.g., aliquid crystal display (LCD) display unit or organic light-emitting diode (OLED)
display unit). The processor 118 may also output user data to the speaker/microphone 124,
the keypad 126, and/or the display/touchpad 128. In addition, the processor 118 may access
information from, and store data in, any type of suitable memory, such asthe non-removable
memory 106 and/or the removable memory 132. The non-removable memory 106 may
include random-access memory (RAM), read-only memory (ROM), ahard disk, or any other
type of memory storage device. The removable memory 132 may include a subscriber
identity module (SIM) card, amemory stick, a secure digital (SD) memory card, and the like.
In other embodiments, the processor 118 may access information from, and store data in,
memory that is not physically located onthe WTRU 102, such as on aserver or ahome

computer (not shown).

[0042] The processor 118 may receive power from the power source 134, and may be
configured to distribute and/or control the power to the other components in the WTRU 102.
The power source 134 may be any suitable device for powering the WTRU 102. For
example, the power source 134 may include one or more dry cell batteries (e.g., nickel-
cadmium (NiCd), nickel-zinc (NiZn), nickel metal hydride (NiMH), lithium-ion (Li-ion),
etc.), solar cells, fuel cells, and the like.

[0043] The processor 118 may also be coupled to the GPS chipset 136, which may be
configured to provide location information (e.g., longitude and latitude) regarding the current
location of the WTRU 102. In addition to, or in lieu of, the information from the GPS chipset
136, the WTRU 102 may receive location information over the air interface 116 from abase
station (e.g., base stations 114a, 114b) and/or determine its location based on the timing of
the signals being received from two or more nearby base stations. It will be appreciated that
the WTRU 102 may acquire location information by way of any suitable location-

determination method while remaining consistent with an embodiment.

[0044] The processor 118 may further be coupled to other peripherals 138, which
may include one or more software and/or hardware modules that provide additional features,

functionality and/or wired or wireless connectivity. For example, the peripherals 138 may

9.



WO 2013/003564 PCT/US2012/044598
IFUT_11083WO01

include an accelerometer, an e-compass, a satellite transceiver, adigital camera (for
photographs or video), auniversal serial bus (USB) port, avibration device, atelevision
transceiver, ahands free headset, a Bluetooth® module, afrequency modulated (FM) radio
unit, adigital music player, amedia player, avideo game player module, an Internet browser,

and the like.

[0045] FIG. 1C is asystem diagram of the RAN 104 and the core network 106
according to an embodiment. As noted above, the RAN 104 may employ an E-UTRA radio
technology to communicate with the WTRUs 102a, 102b, 102c over the air interface 116.
The RAN 104 may also bein communication with the core network 106.

[0046] The RAN 104 may include eNode-Bs 140a, 140b, 140c, though it will be
appreciated that the RAN 104 may include any number of eNode-Bs while remaining
consistent with an embodiment. The eNode-Bs 140a, 140b, 140c may each include one or
more transceivers for communicating with the WTRUs 102a, 102b, 102c over the air
interface 116. In one embodiment, the eNode-Bs 140a, 140b, 140c may implement MIMO
technology. Thus, the eNode-B 1403, for example, may use multiple antennas to transmit

wireless signals to, and receive wireless signals from, the WTRU 102a.

[0047] Each of the eNode-Bs 140a, 140b, 140c may be associated with aparticular
cell (not shown) and may be configured to handle radio resource management decisions,
handover decisions, scheduling of users in the uplink and/or downlink, and the like. As
shown in FIG. 1C, the eNode-Bs 140a, 140b, 140c may communicate with one another over

an X2 interface.

[0048] The core network 106 shown in FIG. 1C may include a mobility management
gateway (MME) 142, aserving gateway 144, and apacket data network (PDN) gateway 146.
While each of the foregoing elements are depicted as part of the core network 106, it will be
appreciated that any one of these elements may be owned and/or operated by an entity other

than the core network operator.

[0049] The MME 142 may be connected to each of the eNode-Bs 142a, 142b, 142c in
the RAN 104 via an Sl interface and may serve as a control node. For example, the MME

142 may be responsible for authenticating users of the WTRUs 102a, 102b, 102c, bearer

-10-



WO 2013/003564 PCT/US2012/044598
IFUT_11083WO01

activation/deactivation, selecting aparticular serving gateway during an initial attach of the
WTRUs 1023, 102b, 102c, and the like. The MME 142 may also provide acontrol plane
function for switching between the RAN 104 and other RANs (not shown) that employ other
radio technologies, such as GSM or WCDMA.

[0050] The serving gateway 144 may be connected to each of the eNode Bs 140a,
140b, 140c inthe RAN 104 viathe Sl interface. The serving gateway 144 may generally
route and forward user data packets to/from the WTRUs 102a, 102b, 102c. The serving
gateway 144 may also perform other functions, such as anchoring user planes during inter-
eNode B handovers, triggering paging when downlink data is available for the WTRUs 1023,
102b, 102c, managing and storing contexts of the WTRUs 102a, 102b, 102c, and the like.

[0051] The serving gateway 144 may also be connected to the PDN gateway 146,
which may provide the WTRUs 102a, 102b, 102c with access to packet-switched networks,
such as the Internet 110, to facilitate communications between the WTRUs 102a, 102b, 102c
and IP-enabled devices.

[0052] The core network 106 may facilitate communications with other networks.

For example, the core network 106 may provide the WTRUs 102a, 102b, 102c with access to
circuit-switched networks, such asthe PSTN 108, to facilitate communications between the
WTRUs 1023, 102b, 102c and traditional land-line communications devices. For example,
the core network 106 may include, or may communicate with, an |P gateway (e.g., anIP
multimedia subsystem (IMS) server) that serves as an interface between the core network 106
and the PSTN 108. In addition, the core network 106 may provide the WTRUs 1023, 102b,
102c with access to the networks 112, which may include other wired or wireless networks

that are owned and/or operated by other service providers.

[0053] Techniques identified under the Data Identification in Access Network
Discovery and Selection Function (DIDA) study item may improve the data identification
capabilities of UEs, e.g., for the purposes of improved management of network resources.
The initial draft of the 3GPP TR 23.855, "Data |dentification in ANDSF (DIDA) (Release
11)," v. 0.1.0, 04/201 1, which is hereby incorporated by reference herein, provides an

overview of the DIDA work item.
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[0054] Inter-System Routing Policies (ISRP) enhancements in ANDSF policy
management may provide the capability to identify traffic based on the following types of
information: Access Point Name (APN), and/or IP packet header information (e.g., the
transport protocol, destination port and destination I1P address). 3GPP TS 24.302, "Access to
the 3GPP Evolved Packet Core (EPC) via non-3GPP access networks,; Stage 3 (Release 10),"
v. 10.3.1, 04/201 1 and 3GPP TS 24.3 12, "Access Network Discovery and Selection Function
(ANDSF) Management Object (MO) (Release 10)," v. 10.2.1, 04/201 1, which are hereby
incorporated by reference herein, may provide details on ANDSF operation, the structure of
the ANDSF MO, and how apolicy is provided to aUE.

[0055] DIDA may develop ANDSF enhancements to enable traffic identification
based on one or more of the following: throughput (e.g., identifying traffic based on atotal
amount of datathe UE is sending and/or receiving); application (e.g., identifying traffic based
on application ID and/or name, etc.; content type (e.g., identifying traffic based on the type of
content (e.g., video, audio, data, control, etc.)); or destination domain (e.g., identifying traffic
based on the fully qualified destination name (FQDN) in the web request).

[0056] DIDA may define changes to ANDSF and specificaly to ANDSF MO to carry
this information. The ANDSF protocol may be limited, and, with the introduction of I1SRP,
the ANDSF MO may be excessively large, which may introduce challenges to the Open
Mobile Alliance (OMA) Device Management (DM) framework.

[0057] ANDSF may be arelatively basic protocol, which may support one or more of
the following: ANDSF MO push to the UE, which may be implemented using the means
suggested for the push by OMA DM specs (e.g., via SMS), or ANDSF MO pull by the UE,
which may be implemented using an ANDSF query and/or ANDSF response set of messages.
The ANDSF query may carry a"Generic Alert" message, while the ANDSF response may
use OMA server commands to build arequested subset of the ANDSF MO. OMA DM
capabilities may beutilized. OMA DM capabilities may alow for avariety of functionality,
such as UE changing and/or updating values in the ANDSF MO, which the network may
retrieve via the Get/Results OMA DM exchange. The OMA DM capabilities may allow for
the UE to use an OMA DM Alert message to cause an action by the ANDSF Server. Inthe
Pull Mode the UE may request information from ANDS and the UE may update ANDSF as
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toits location as defined in the appropriate leaf nodes of the ANDSF MO. A "Generic"
ALERT may beused for this purpose. Neither the OMA nor the 3GPP specifications
referenced herein may use the Generic Alert specified for the purposes of providing
information to ANDSF. SOAP-XML may be utilized for the transport of the ANDSF MO
(e.g., instead of OMA DM). OMA DM may be a one-way protocol and may require the use
of "Generic" ALERT for UE-to-Network communication; SOAP-XML may be a 2-way

protocol. This may simplify UE-to-network communication.

[0058] The ANDSF MO may berelatively large, e.g., it may be 1-2 orders of
magnitude larger than other OMA DM MOs. The size of the ANDSF MO may generate
implementation concerns on the client and/or the server side, e.g., many implementations
may support a small sub-set of the elements defined. DIDA may further increase the size of
the ANDSF MO, with each traffic management type potentially adding an ISRP-sized sub-
tree tothe MO (e.g., the ISRP sub-tree isroughly 100 information elements). UEs may be
limited to supporting a subset of traffic identification types, e.g., the overhead of delivering a
large MO to the UE may be wasted, as may bethe overhead of processing and storing it at
the server and the UE. Operators and equipment providers may decide to support the full
DIDA-enhance MO. This may cause technical problems related to overhead and
implementation complexity, aswell as scalability. Operators may decide which traffic
identification types (e.g., alimited set of traffic identification types) it wants to support and
require equipment providers to support such aset. This may lock operators into policy
design decisions that may prevent them from effectively responding to the changing market
needs.

[0059] Traffic identification types may be supported by ANDSF or may be added,
e.g., asaresult of DIDA enhancements. UE identification of traffic may vary from device to
device. Exemplary traffic identification techniques may include one or more of the

following.

[0060] IP packet header inspection may be atraffic identification technique. |P packet
header inspection may be implemented in the kernel space of atypica UE OS. |P packet
header inspection may identify traffic based on the information in the header of the I P packet.
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I P packet header inspection may involve auser-plane filter that may need to look at each IP
datagram; this operation may be needed to support per-flow operation (e.g., IFOM).

[0061] L4 (eg., TCP/UDP) traffic monitoring may be atraffic identification
technique. L4 traffic monitoring may be capable of looking a L4 traffic, for example to
obtain statistics (e.g., throughput, congestion, etc.). L4 traffic monitoring may be
implemented in the kernel space of atypical UE OS.

[0062] Application monitoring may be atraffic identification technique. Application
monitoring may use OS provided capability(ies) to match active applications with active
sockets. The sockets may be matched to the IP flows. Application monitoring may be a
relatively low complexity application which may be implemented in user space on the device

(e.g., which may assume some interface capability by the OS).

[0063] A 3GPP-specific application interface may be atraffic identification
technique. This may be a 3GPP-specific application interface, which may allow applications
to specify things such asthe type of traffic to beused (e.g., QoS Class), multimedia codec
used, etc.

[0064] Packet Inspection may be atraffic identification technique. This may be a set
of techniques, e.g., Deep Packet Inspection (DPI), that may look inside I P traffic to provide
identification of the traffic in the packet. These techniques may be generally designed for
network-operations, such as firewalls and Traffic Detection Functions (TDFs) for the core
network. These may be of high complexity. The depth towhich packet inspection may be
needed may variable. For example, determining what application protocol isused (e.g., FTP
vs. HTTP vs. something else) and finding FQDN from a DNS exchange (and, for example,
detecting the exchange with alarger stream of | P traffic) may require some complexity.
Separating traffic of acontent type or coded by aparticular codec which may be embedded
into abroader 1P flow may need adifferent level of inspection. Asused herein, a distinction
may be made between "superficia” packet inspection techniques and deep packet inspection

techniques, which may encompass different and/or incompatible techniques.

[0065] Table lillustrates an exemplary list of traffic identification types.
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IP Packet | L4 Traffic | Application 3GPP- Superficial Deep
header Monitorin | Monitoring | Specific Packet Packet
inspection g Application | Inspection | Inspection
Interface
APN Name X X
IP Header X
(i.e., the 5-
tuple)
Throughput X X
Application X X X
Name/ID
Content X X X
Type
FQDN X X X
Protocol X X X X
Codec X X X
Table 1
[0066] The traffic detection types supported by atechnique may vary. A UE may

implement the set or a subset of the traffic detection techniques. The functionality of the UE
may depend on what kind(s) of traffic detection it is capable of performing. In accordance
with various embodiments, the relationships between exemplary traffic detection types (rows)
and exemplary traffic detection techniques (columns) are illustrated in Table 1, where "X"
may indicate that the technique may support the traffic detection type (e.g., at least to some

extent).

[0067] By way of example, consider identifying FTP flows, which may be an
example of protocol detection or perhaps content type if the file download and not FTP is of
interest. Using |P packet header inspection, some "active" FTP flows may be identified by
looking for TCP and destination port 2 1 in the 5-tuple of the appropriate | P packets to
identify the control flow, port 20 for the data portion. Application monitoring may be
needed, e.g., once an application has been identified asusing FTP to monitor the opening of
connections. To maximize FTP traffic identification, superficial packet inspection may be
needed. Asindicated in Table 1, a least some DPI techniques may handle this functionality.

Identification of passive FTP flows may need deep packet inspection, e.g., these types of
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flows may tend to use ports selected during the session, and for example, the FTP session
may need to be inspected to "catch” such assignment. If identifying file download sessions is
desired, the application may declare that it needs a connection for the purposes of download
(e.9., 3GPP-Specific Application Interface). If determining the amount of datathat FTP can
potentially pump through, throughput monitoring of TCP using L4 traffic monitoring may be
performed.

[0068] Even for arelatively simpletraffic detection case (e.g., FTP), the type of
traffic identification that the UE may perform may be acomplex "intersection” of what the
network may need and what the UE may deliver. Asthe scenarios increase in complexity
(e.g., video, including embedded video, multiple flows, etc.) the environment may become
more complex. An attempt to cover each possible combination within a single "common”

MO may result in defining an M O that may betoo large.

[0069] Systems, methods, and instrumentalities described herein may relate to
management of MO's, such asrelatively large MO's, e.g., related to DIDA. A UE may
report, or otherwise provide its traffic detection capabilities to ANSF, and receive a subset of
the MO in return. The UE may request information from ANDSF based on its traffic
detection capabilities and receive a subset of the MO in return. The subset of the MO may

comprise amaster MO and one or more supplemental MOs, e.g., as described herein.

[0070] FIG. 2 illustrates an exemplary mobile communications architecture 200 in
which one or more disclosed embodiments may be implemented. Asillustrated, user
equipment 220 is in communication with a core network 202 via aradio access network
(RAN) 206. RAN 206 may be a3GPP RAN similar to RAN 104 in FIG. 1C and may
comprise an eNode-B 208. The mobile communications architecture 220 may comprise a
Wifi Access Point 210 or other non-3GPP wireless access technologies. Asan example, the
mobile communications architecture 220 may comprise WiMax access technologies,
Bluetooth access technologies, and/or television whitespace access technologies, which may
be collectively referred to as anon-3GPP RAN. The WiFi Access Point 210 and/or other
non-3GPP wireless access technologies may be combined or integrated with the eNode-B
208 to form a converged gateway architecture. The UE 220 may be in communication with,
or & least capable of communicating with, the RAN 206 and the WiFi Access Point 210 via
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multiple radio access technologies (RATS). Asillustrated, the UE 220 may communicate
with the WiFi Access Point 210 via afirst RAT 214 and the RAN 206 via asecond RAT 216
and athird RAT 218. The ANDSF 204 of the core network 202 may define the policies and
procedures defining which RATSs are available to the UE and which types of traffic may be
sent viawhich RAT (e.g., data mobility policies). The UE 220 may communicate with the
ANDSF 204 (e.g., over the S14 reference point) during an initialization process and/or
throughout a session. Communications between the UE 220 and the ANDSF 204 may pass
through the RAN 206.

[0071] Asillustrated in FIG. 2, the communication from the UE 220 to the ANDSF
204 may indicate the traffic identification capabilities 224 of the UE 220. An MO 220 may
be sent to the UE 220. The MO 220 may be a subset of alarger MO, and may be a collection
of multiple MOs. The MO 220 received by the UE 220 may be customized, enhanced, or
otherwise tuned, e.g., so that it is relevant to the traffic identification capabilities of that
particular UE 220.

[0072] The UE 220 may supply its traffic identification capabilities to the ANDSF
204 in avariety of ways. The ANDSF protocol, which may exist as an envelope to the OMA
DM framework, may be enhanced to enable the UE to report its capabilities. The OMA DM
framework may be used to enable the UE to report its capabilities. The ANDSF MO may be
structured so that the UE may request the portion of the MO that it needs, e.g., reporting its
capabilities "implicitly."

[0073] The mechanisms described herein may be described in the context of an
ANDSF MO, however, the mechanisms are not limited thereto. The mechanisms described
herein may be used in avariety of implementations beyond the ANDSF and/or MOs. FIG.
2A illustrates an exemplary mobile communications architecture 250. A UE 262 may bein
communication with a Data Mobility Policy Manager 252 via anetwork 260. The Data
Mobility Policy Manager 252 may be similar to ANDSF, or other suitable policy manager or
entity. The Data Mobility Policy Manager 252 may maintain a Data Mobility Policy 254.
The Data Mobility Policy 254 may generally define the policies and/or mechanisms that UEs
associated with the Data Mobility Policy Manager 252 may utilize for IP flow management.
The Data Mobility Policy 254 may be similar to an MO, or other suitable policy or collection
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of policies. Via aUE communication 256, the UE 262 may provide the Data Mobility Policy
Manager 252 with its traffic detection capabilities. The traffic detection capabilities of the
UE 262 may vary over time, such as during different operational modes (e.g., operating on
reserve power). The UE 262 may send updates, or otherwise modify its traffic detection
capabilities over time. Responsive to the UE communication 256, the Data Mobility Policy
Manager 252 may send a Data Mobility Policy Manager communication 258 that may
include policy information to the UE 262. The specific policy information included in the
Data Mobility Policy Manager communication 258 may be dependent on the traffic detection
capabilities reported by the UE 262. The policy information may be a subset of the Data
Mobility Policy 254, where policies sent to UE 262 may be limited to policies relevant to the
UE's capabilities.

[0074] The UE may reports its traffic identification capabilities to ANDSF (e.g.,
FIGS 3-5). This reporting may be done as part of the ANDSF query or as a separate
message, for example. The capabilities may include, for example, traffic identification
techniques supported by UE. In the case of packet inspection, packet inspection algorithm(s)
supported may be provided to the ANDSF by the UE. Based on this information, ANDSF
may transmit the information that can beused by the UE. FIG. 3illustrates an exemplary
flow chart 300 of UE reporting. At 302, the UE may report its traffic detection capabilities to
the ANDSF. The traffic detection capabilities may include, for example, 1P packet header
inspection, packet inspection, L4 traffic monitoring, etc. At 304, the UE may receive an
enhanced MO based on its reported traffic detection capabilities. Asdiscussed herein, the
enhanced M O may be limited to including traffic management policies and procedures
relevant to the capabilities reported to the ANDSF. The "enhanced” MO may be generated

using any suitable technique.

[0075] FIG. 4 illustrates an exemplary flow chart of UE reporting, where a subset of
the MO may be provided tothe UE. The ANDSF MO may be extended to include
information for alarge number of traffic detection capabilities to form arelatively large
ANDSF MO. The UE may report its traffic detection capabilities at 402. The UE may
receive a subset of the large ANDSF MO at 404.
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[0076] FIG. 5illustrates an exemplary flow chart of UE reporting, where the
enhanced MO may be acollection of two or more MOs. At 502, the UE may report its traffic
detection capabilities to ANDSF. At 504, the UE may receive amaster MO. The master MO
may include, for example, information that is independent on the UE's traffic detection
capabilities. At 506, the UE may receive additional (e.g., supplemental) MOs that may be
relevant tothe UE's traffic detection capabilities and the needs of traffic identification, e.g.,
per the master MO.

[0077] A UE may report itstraffic detection capabilities using the ANDSF
framework. FIG. 6 illustrates an exemplary flow chart 600 of UE reporting. At 602, the UE
may be provided with abaseline MO. The baseline MO, which may be similar to the master
MO described herein, may be provided to the UE, e.g., when the UE initiates a session, for
example, asper section 4 of 3GPP TS?24.312 (e.g., using a"generic aert"). FIG. 7 illustrates
an exemplary portion of abaseline MO 700, which may include atree structure comprising a
variety of nodes and leaves. The policy node 702 may provide the UE with one or more rules
that may prioritize the available access networks (ANs). The discovery information node 704
may provide the UE with information about available ANs. The discovery information node
704, for each available AN, may inform the UE about the type of that AN (e.g., via an
AccessNetworkType leaf) and the geographic areas where the AN may be expected to be
available (e.g., via the AccessNetworkArea node). The baseline portion may be limited to
the existing policy sub-tree (e.g., policy node 702 and discovery information node 704) and a
traffic detection (TD) capability sub-tree 706.

[0078] The UE may fill in the TC capability sub-tree 706 with its own capabilities at
604, e.g., upon receiving the baseline M O 700 with the TC capability sub-tree 706. A
number of traffic detection capabilities may beillustrated in FIG. 7 (e.g., |P Header, L4
Monitoring, etc.), however, implementations are not limited thereto; different traffic
detection capabilities inthe TD capability sub-tree 706 may be used. The TD capability sub-
tree 706 isillustrative and not limiting. Various nodes may be included inthe TD capability
sub-tree 706, such as Pl_Capable node 708. Nodes similar to PI_Capable node 708 may
define various leaves 710 to help identify the traffic detection capabilities of the UE. Leaves

710 may comprise various packet inspection algorithms.
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[0079] Referring to FIG. 6, at 606 the UE may notify the ANDSF that information
has been provided. A "generic alert" may be utilized to alert the ANDSF that information
has been provided. The ANDSF may wait for aperiod of time and then poll the UE for this
information. At 608 the traffic detection capability of the UE may be provided to the
ANDSF. ANDSF may use a"Get" command to read the values from the TD capability sub-
tree 706 (e.g., FIG. 7), where the UE may provide the information in a"Results® message.
At 610, based on the message received from the UE, the ANDSF may send additional
information that may be required by the UE in view of the reported traffic detection
capabilities.

[0080] The UE may request relevant information from ANDSF based on its traffic
detection capabilities, e.g., reporting its TD capabilities implicitly. A sub-tree of the ANDSF
MO may be defined for each traffic detection capability. The UE may request the relevant
portion of the ANDSF MO, e.g., that it may need pursuant to its traffic detection capabilities.
FIG. 8illustrates an exemplary flow chart 800 of areporting. At 802, the UE may request
the relevant component of the ANDSF M O pertaining to one of its traffic detection
capabilities. A Generic Alert, e.g., as defined in Section 4 of 3GPP TS 24.312, may be used
with the "Type" value set to the appropriate sub-tree. At 806, the UE may determine if it has
additional traffic detection capabilities. If so, additional requests may be generated to fully
cover the UE's capabilities.

[0081] FIGS. 9 and 10 may illustrate an exemplary portion of amanagement object
(MO). With reference to FIG. 9, the ANDSF MO 900 (e.g., aportion of which isillustrated
in FIG. 9) may be structured in away to make it easy for the UE to request the relevant
information at 802 (FIG. 8). Such structure may reduce overhead in both communication and
processing. The ISRP section 902 of the ANDSF M O 900 may be extended to include
additional nodes corresponding to the various traffic detection capabilities. The ANDSF MO
900 may include aTD capabilities sub-tree similar to the TD capabilities sub-tree 706
illustrated in FIG. 7.

[0082] FIG. 9includes TD type nodes 904-918, which may correspond to various
rows of Table 1. The For Flow Based node 904 may correspond to the IP Header row in
Table 1and the Service Based node 906 may correspond to the APN name row in Table 1.
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TD type nodes 908-918 may correspond to other rows of Table 1. Asisto be appreciated,
the number of TD type nodes may increase asthe number of TD types increase. Each TD
type (e.g., row of Table 1) may be anew sub-tree of the ISRP sub-tree of the ANDSF MO.
The mechanisms described herein may not be limited to augmenting the ISRP sub-tree of the
ANDSF MO; other implementations may be used without departing from the scope of the

present disclosure.

[0083] Each TD type node 904-918 may comprise the same policy elements. FIG. 10
illustrates exemplary policy elements 1000 of the For Content Type Based TD type node 910
(eg., FIG. 9). Various embodiments may have different policy elements 1000. For each
traffic identification type, additional sub-trees identifying other possible traffic flow
identification techniques may be used. For example, For Content Type Based TD type node
910 may comprise the "RoutingCriteria," "RoutingRule," and "RulePriority" sub-trees which
may be present throughout. For Content Type Based TD type node 910 may include
"IPFlow" information associated with the 1P header, which may be an optional or non-
optional node. The Content Type Based TD type node 910 may include optional sub-trees
that correspond to other detection types.

[0084] Each TD type node may comprise its own sub-tree with information for
identification of the IP flow. For example the "ForFlowBased" sub-tree (e.g., not shown)
may comprise an "IPFlow" sub-tree with 5-tuple information used to identify the flow. For
some traffic identification types, an "IPFlow" subtree may be arequired sub-tree asthe
information here (e.g., the 5-tuple) may serve asthe IP Flow tag, e.g., even if identification is
made by some other means. This information may befilled in by the UE after the
identification is made, e.g., even if the 5-tuple may not have been used asthe flow

identification technique.

[0085] When aparticular traffic identification technique may be used for multiple
traffic identification types, the information may be duplicated in multiple sub-trees of the
MO. If the UE requests the information individually for each traffic type sub-tree, multiple
alerts may result and/or the information may be pushed to the UE whether it needs it or not.
In order to reduce the use of multiple aerts virtual links may be used within the ANDSF MO.
The TD Capability sub-tree may be used, with each capability leaf becoming a sub-tree
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comprising information needed for sub-flow identification using the particular approach.
Because the TD capability sub-tree may be asingle top-level sub-tree, the UE may be able to
request information for its capabilities with one request per detection technique. Within each
traffic type sub-tree, avirtua link to the appropriate sub-tree may be used for each
appropriate traffic detection type policy.

[0086] The UE may report to the network the detected flow for each traffic detection
type, e.g., once the UE has detected the IP flow. FIG. 11lillustrates an exemplary flow chart
1100 of aflow reporting. At 1102, for each detected flow, the UE may instantiate a new leaf,
e.g., using the "<X>+" capability under the appropriate flow-detection type sub-tree. At
1104, the UE may populate the leaf with the 5-tuple information, e.g., under the "IPFlow"
sub-tree. At 1106, the network may read this information, e.g., by using a"Get" and
requesting this information for each detected flow or per detection type. The "Get" may be
triggered internally within the network, or the UE may be configured to issue an Alert to the
network whenever anew flow is detected, which may result in a"Get" from the network.
The UE may report adetected UE flow using a "Generic" ALERT of apre-defined type and
placing the IP flow information into the ALERT message as payload. The specific method of
reporting may be provisioned using a separate policy, which may be defined using an
additional enhancement to the ANDSF MO.

[0087] A caching mechanism may be used to specify which previously observed
flows have become too stale. This may beimplemented, for example, since the list of
identified flows changes with time and/or the instantiated leaf is, in theory, extensible
forever. A timer may be associated with each new IP Flow sub-tree at 1108. At 1110, it may
be determined if the timer has expired. If the timer has expired, the sub-tree may be pruned
from the MO, eg., a 1112. A specific value may trigger anetwork aert, e.g., an
"application" name may trigger an alert from the UE to the network. This may be done by
specifying "aert generating" elements inthe MO or by other means (e.g. extending the

ANDSF protocol to support such functionality).

[0088] Systems, methods, and instrumentalities may be disclosed relating to security
extensions, e.g., EAP-SIM/AKA and IP-Sec. A Discovery Info node may be enhanced to

include trust relationship information for the given access network. The node may be
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enhanced to include information on whether SIM-bootstrapped methods (e.g., EAP-SIM
and/or EAP-AKA and/or EAP-AKA") may be used for authentication (e.g., seamless
authentication).

[0089] FIG. 12 illustrates an exemplary enhanced Discovery Information ANDSF sub-
tree, e.g., ANDSF MO Enhancement. In the case of R8 implementations, aPolicy Engine
may install appropriate policies so that each IP Flow from an untrusted access is secured. In
the case of R10 implementations, aPolicy Engine may use this information limited to
provisioning trust information for access networks. Policies for securing IP Flows may be

driven by ISRP definition.

[0090] The AnTrust node may act as aplaceholder for a description of the trust
relationship with the access network and additional info in case the access network isun-
trusted. One or more of the following may apply: Occurrence: zero or one; Format: node;

Access Types. Get, Replace; or values. N/A.

[0091] The TrustRelation leaf may indicate atrust relation with the access network.
One or more of the following may apply: Occurrence: one; Format: bool; Access Types. Get,
Replace; Vaues. <true / false >. True may apply if the access network is considered tobea
trusted network. False may apply if the access network isconsidered to be an untrusted

network.

[0092] The SGWAddress leaf may indicate the IP Address or FQDN of the operator's
security gateway. This leaf may exists limited to the case where the TrustRelation leaf
indicates an untrusted access network and provides the address of the gateway with which the
UE may need to establish a secure tunnel. One or more of the following may apply:
Occurrence: zero or one; Format: Chr; Access Types. Get, Replace; or Values. <an |IPv4

address>, <an |Pv6 address>.

[0093] The SecurityProtocol leaf may indicates the security protocols used for
securing the IP Flow. Absence of this leaf may default to ESP. One or more of the following
may apply: Occurrence: zero or one; Format: Chr; Access Types. Get, Replace; or Values:
<ESP / ESP+AH>.

03



WO 2013/003564 PCT/US2012/044598
IFUT_11083WO01

[0094] ANDSF enhancements may be disclosed, which may include the exemplary
ISRP definition illustrated in FIG. 13. The ISRP definition may be enhanced to include
whether agiven IP Flow needs to be secured or not. One or more of the following may be
taken into account (e.g., by apolicy engine): the connectivity chosen for agiven IP Flow
(e.g., asper routing rule in ISRP) is atrusted access or untrusted access, where trust status of
an access may be indicated in Discovery Info; or IP Flow isto be secured or not. Based on
these, when an IP flow is routed via anon-trusted access, IP Sec tunnel may be setup.
Additional ANDSF MO enhancements to specify |Psec parameters may be needed and may
be added as afurther sub-tree, e.g., in FIG. 13.

[0095] The SecureFlow leafs may indicate if the flow identified by the corresponding
IPFlow node needs to be secured. Absence of this leaf may default to unsecured. One or
more of the following may apply: Occurrence: zero or one; Format: bool; Access Types. Get,

Replace; or Vaues: true/false.

[0096] Flow redirection may define atype of operation where an aternate destination
IP address is defined for aflow - e.g., the destination IP address specified by the application
through the socket call may not used and the data may be re-directed to an aternate IP
address. This may be similar to redirection of web pages to a"splash page," e.g., used for
sign-in web pages for public fee-based WiFi hot-spot. Here, this operation may be enabled a
the IP layer and for an arbitrary IP flow. To enable this, an ANDSF policy may be defined
and, subject to this policy, the UE may intercept each IP packet associated with the flow and
replace the destination | P address in these packets with the 1P address specified in the policy.

[0097] ANDSF enhancements to implement flow redirection may include one or
more of the following: flow identified via IPFlow in the ISRP - 5-Tuple, Domain Name
Matching, etc.; a"Proxy To" rule added to ISRP, which may include a Destination 1P which
may be arange (e.g., the Destination IP or range may be mandatory), and a Port (e.g.,
optional); Flow may be sent to the "Proxy To" location over the application request; Routing
Rule may apply for routing the flow; or Feature may be verified via a native web-browser

and/or aset of web-sites.
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[0098] Conditional execution rules may be applied to the policy, eg., sothat an
application may beturned on or off (e.g., turn on by default, but turn off once the user
completes some action). Conditional execution rules may involve communication duration,
number of packets exchanged, feedback of aparticular signaling to the policy manager (e.g.

successful completion of sign-in), etc.

[0099] Although features and elements are described above in particul ar
combinations, one of ordinary skill inthe art will appreciate that each feature or element can
be used alone or in any combination with the other features and elements. In addition, the
methods described herein may be implemented in acomputer program, software, or firmware
incorporated in acomputer-readable medium for execution by a computer or processor.
Examples of computer-readable media include electronic signals (transmitted over wired or
wireless connections) and computer-readable storage media. Examples of computer-
readable storage media include, but are not limited to, aread only memory (ROM), arandom
access memory (RAM), aregister, cache memory, semiconductor memory devices, magnetic
media such as internal hard disks and removable disks, magneto-optical media, and optical
media such as CD-ROM disks, and digital versatile disks (DVDs). A processor in
association with software may be used to implement aradio frequency transceiver for usein a

WTRU, UE, terminal, base station, RNC, or any host computer.

25



WO 2013/003564 PCT/US2012/044598
IFUT 11083wW0O01

CLAIMS
What is Claimed:
1 A method for auser equipment (UE) to communicate traffic flow information

to a network, the method comprising:

detecting atraffic flow, wherein a 5-tuple associated with the traffic flow is unknown
by the network;

determining the 5-tuple associated with the traffic flow; and

reporting the 5-tuple to the network, wherein the reporting is in response to a least
one of: receiving arequest from the network requesting traffic flow information, or

determining that afirst policy condition has been met.

2. The method of claim 1, further comprising issuing an alert to the network,
wherein the alert indicates to the network that the traffic flow has been detected, and wherein
a least one of the following occurs: the alert is triggered for issue when an application name
is associated with the traffic flow or the alert is triggered for issue when atraffic type is
associated with the traffic flow.

3. The method of claim 1, further comprising issuing an alert to the network,
wherein the alert indicates to the network that the traffic flow has been detected, and wherein
the alert istriggered for issue when an element of the traffic flow relates to an alert
generating element in an ANDSF MO.

4. The method of claim 1, further comprising associating the traffic flow with a

timer.

5. The method of claim 4, further comprising removing areference to the traffic

flow when the timer expires.
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6. The method of claim 5, wherein the reference is located in an ANDSF MO.

7. The method of claim 1, further comprising receiving an ANDSF MO
comprising apolicy for the UE to apply to the detected traffic flow.

8. The method of claim 1, further comprising the UE redirecting the traffic flow

from afirst IP address to a second | P address according to a second policy condition.

9. The method of claim 8, wherein the redirecting comprises the UE intercepting
an |P packet associated with the traffic flow and replaces the first |P address with the second
IP address, wherein the first IP address is adestination IP address included in the IP packet
when received at the UE.

10. A user equipment (UE) configured to communicate traffic flow information to
anetwork, the UE comprising:
aprocessor configured to:
detect atraffic flow, wherein a 5-tuple associated with the traffic flow is
unknown by the network,
determine the 5-tuple associated with the traffic flow, and
report the 5-tuple to the network; and
wherein the report is in response to & least one of:
areguest received from the network requesting traffic flow information, or

adetermination that afirst policy condition has been met.
11. The UE of claim 10, wherein the processor is further configured to issue an

aert to the network, wherein the alert indicates to the network that the traffic flow has been

detected, and wherein at least one of the following occurs: the alert istriggered for issue
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when an application name is associated with the traffic flow or the aert istriggered for issue

when atraffic type is associated with the traffic flow.

12, The UE of claim 10, wherein the processor is further configured to issue an
alert to the network, wherein the alert indicates to the network that the traffic flow has been
detected, and wherein the alert is triggered for issue when an element of the traffic flow
relates to an alert generating element in an ANDSF MO.

13. The UE of claim 10, wherein the processor is further configured to associate

the traffic flow with atimer.

14. The UE of claim 13, wherein the processor is further configured to remove a

reference to the traffic flow when the timer expires.

15. The UE of claim 14, wherein the reference is located in an ANDSF MO.

16. The UE of claim 10, wherein the receiver is further configured to receive an

ANDSF MO comprising apolicy for the UE to apply to the detected traffic flow.

17. The UE of claim 10, wherein the processor is further configured to redirect the
traffic flow from afirst IP address to a second |P address according to a second policy

condition.

18. The UE of claim 17, wherein to redirect the traffic flow, the processor is
further configured to intercept an |P packet associated with the traffic flow and replace the
first IP address with the second |P address, wherein the first IP address is a destination |P
address included in the IP packet when received a the UE.
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