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(57) Abstract: A method and arrangement

for limiting the number of simultaneous users
of a software (106) protected by a licence

102

agreement. A start request is sent from the

102

software to a lock unit (108) when the software
is activated by a workstation (102), after which

02

it is investigated whether any physical licence
unit (110), connected to the lock unit and

corresponding to the software, has a free user
position. The software is started if there is a

102

free user position, but is terminated if there is
] no free user position. The solution provides for
| increased control and security that the number
of simultaneous users cannot exceed what is
covered by the licence agreement, as well as a
simple upgrading of licence agreements.
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A METHOD AND ARRANGEMENT FOR PROTECTING SOFTWARE

Technical field
The present invention relates to a method and
arrangement for protecting licensed software from illicit

use and/or copying.

Background of the invention

Great quantities of software are available for
purchase on the market for installation and use in
computers, such as personal computers or a central computer
having terminals connected thereto. A piece of software may
also be installed in a central server accessible from
computers connected to the server over a data network. Such
software products are often sold together with a licence
giving permission for a predetermined number of users to use
the sold software.

A licence may be drawn to be valid for a specific
number of users or group of users, which may be identified
in beforehand, in order to limit usage of the sold software
product. For example, the licence may be valid for a user
group having a limited number of persons, such as in a
school or a company. In practice, this means that it is
permitted to use the software in a limited number of
workstations at the same time.

However, it is a problem that a sold software
product is often used by further persons not being covered
by the licence agreement in force, i.e. illicitly. This is
difficult, if not impossible, to supervise after sale and
installation without specific aiding means. It is also a

problem that many sold programs easily can be copied
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illegally and installed in plural computers to an
uncontrollable extent, resulting in further illicit usage.

Expensive products, such as 3D-processing
programs, are often protected against illicit usage by means
of so-called hardware locks accompanying a licence in
connection with a sold software product. A hardware lock of
that kind consists of a lock unit, such as a small box,
which is intended for connection to a parallel port of the
workstation or computer of a certified user. When a
protected program is to be activated, the program requires
that the parallel port is first investigated, and if no
valid lock is found there, the program cannot be started. In
order to start the program, the input of a personal code may
also be required which is defined for the lock unit.

However, less costly computer programs, being
licensed for a great number of users at plural workstations
or computers, do not typically have this kind of locking
protection. This is due to the fact that a large quantity of
such lock units would be required for a corresponding number
of workstations or users, resulting in high costs.
Furthermore, only a very limited number of lock units can be
connected to one and the same computer, with respect to both
compatibility and physical space, in order to enable usage
of plural protected programs in the computer. It is a
further drawback that, normally, a lock unit of this kind
can easily be removed by unauthorised persons, which may be
a problem, e.g., in a school.

Without a lock unit, the software is protected
merely by a licence agreement between the software producer
and the customer using it. Since it is difficult to verify
externally the number of users simultaneously using a

product in a network, a company may, for example, pay for
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licences valid for a specific number of users, and then in
practice allow more users to utilise the product illicitly.
If an inspector from the software producer then visits the
company to check the usage, a data administrator at the
company may, for example, easily limit the usage only
temporarily, and then resume to the greater, illegal, number
of users.

Hence, it is a problem to limit the usage of a
sold software product to those users or group of users for

which a drawn licence agreement is wvalid.

Summary of the invention

It 1s an object of the present invention to obtain
a solution that prevents i1llicit use of a software product
beyond a licence agreement valid therefor. In particular,
the invention is intended to prevent a software product
protected by licence from being used by a greater number of
users than what 1s covered by the licence.

It is a further object of the invention to prevent
uncontrolled copying of a licensed software product.

This object and others are obtained by providing a
method and arrangement where the number of simultaneous
users is limited for a software protected by licence, which
can be activated at a plurality of network connected
workstations. When the software is activated by a
workstation, a start request is sent from the software to a
network connected lock unit, wherein at least one physical
licence unit associated with the protected software is
connected to the lock unit and has a limited number of user
positions. It is then investigated whether any licence unit,
connected to the lock unit and corresponding to the

software, has a free user position. The software is started
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if there is a free user position, but is terminated if there
is no free user position.

In order to determine a free licence unit, a unique
identity code can be read on each of the licence units being
connected to the lock unit, wherein at least one licence
unit is identified that corresponds to the software, and it
is investigated whether any identified licence unit has a
free user position. Next, a list of read identity codes may
be sent from the lock unit to the software, and a new list
may be created and sent to the lock unit comprising identity
codes of identified licence units together with a max number
giving a maximum number of permitted users for each
identified licence unit. The lock unit can then compare each
such max number with the number of user positions currently
being occupied for the corresponding licence unit.

The lock unit may be adapted to maintain
information on which licence units are connected, and on the
number of corresponding user positions currently being
occupied in each licence unit.

The software may generate a random number or the
like which is sent to the lock unit, wherein the lock unit
sends this random number back to the software to indicate
that a free user position is found, such that the software
can be started.

In order to protect transferred data from
eavesdropping, encryption may be used where a public
encryption key is sent from the lock unit to the software,
the random number is encrypted with a session key generated
by the software, the session key is encrypted with the
public key, and the random number and the session key are
sent as an encrypted message from the software to the lock

unit. Thereby, the lock unit can decrypt the session key
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with a private key corresponding to the public key, and
thereafter decrypt the random number with the session key.

If no free user position is found in any licence
unit, the lock unit may send an erroneous random number to
the software to indicate this fact, such that the software
is terminated accordingly.

If use of the software is initiated, the lock unit
may register a time for start of the software, such that the
occupation duration of the corresponding user position can
be checked and limited. The lock unit may further assign a
temporary identity code to the workstation which is saved in
the lock unit together with the current time for start, in
order to keep track on which workstations are active and
thereby occupy a user position in a licence unit. Then, the
lock unit also sends over the temporary identity code of the
workstation to the software.

The software may be adapted to regularly renew its
taken user position, by sending a renewal message to the
lock unit after a predetermined time interval T, comprising
its assigned temporary identity code.

According to another embodiment, the security can
be increased by first selecting a licence unit associated
with the software having at least one free user position,
after which at least one signing code MAC is created, based
on at least one parameter known by the software, and sent
from the lock unit to the software. Then, the software
creates corresponding signing code(s) locally, which is
compared with received signing code(s). The software can be
started if the received and locally created signing codes
coincide with each other, or is terminated if the received
and locally created signing codes do not coincide with each

other.
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The licence unit may be selected by the software
from a list 1’;, generated and sent by the lock unit L,
comprising unigue identity codes for all licence units being
connected to the lock unit, and information, for each
licence unit, on how many users are currently active and
occupies a user position in the licence unit. -

Said signing code(s) MAC may be sent to the
software together with a session code SID assigned to the
communication with the software, a created timestamp TM
identifying the clock time when the communication with the
software took place, and a current number of active users
AA.

Said signing code(s) MAC may be created based on at
least one of the following parameters: a readable identity
code AID of the selected licence unit, a concealed identity
code DAID of the licence unit, a readable identity code LID
of the lock unit, a concealed identity code DLID of the lock
unit, a functional code PLID of the function of the lock
unit, a random number st; generated and sent by the
software, the session code SID, the timestamp TM and the
current number of users AA.

The relationship between the AID code and the DAID
code can be determined in advance in the software, such that
the DAID code can be derived from the AID code. Further, the
relationship between the LID code and the DLID code may be
determined in advance in the software, such that the DLID
code can be derived from the LID code.

Said signing code(s) MAC may comprise a first
signing code MAC; and a second signing code MAC;, wherein:
MAC; is based on at least one of st;, SID, AID, AA, TM, LID,
DLID and PLID; and MAC, is based on at least one of stj,

SID, TM, AA, AID and DAID.
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The software may be adapted to frequently renew its
taken user position by sending a renewal message after a
predetermined time interval T to the lock unit, comprising
its assigned session code SID and a new generated random
number st;. Thereby, the lock unit can identify the
workstation using the software, the used licence unit and

the latest saved timestamp TM, and determine whether a

“continued usage should be allowed.

A new timestamp TM’ may be created corrésponding to
the current point of time, and a third signing code MACs; may
be created and sent from the lock unit to the software,
where MAC; is based on at least one of st,, SID, TM, TM’,
AID and DAID.

Brief description of the drawings

The present invention is described in more detail
below with reference to the accompanying drawings:
- Fig. 1 is a schematic block diagram of a data network,
according to one embodiment.
- Fig. 2 is a schematic signalling diagram between a
computer program and a lock unit, according to another
embodiment.
- Fig. 3 is a schematic block diagram of a data network,
according to another embodiment.
Fig. 4 is a schematic signalling diagram between a computer

program and a lock unit, according to another embodiment.

Detailed description of preferred embodiments

The present invention is network-based, which
means that a software product protected by a licence
agreement can be used in workstations or computers connected

over a network to a specific central lock unit, such as over
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a local network, intranet or the Internet. This makes the
solution particularly attractive, since licence-protected
software is sold to companies and schools normally having
personal computers connected together in a network.

In the following, the phrase “workstation” is used
to cover all types of terminals, stations or personal
computers from which a user can communicate over a network
and activate the protected software. The protected software
may be a computer program of any type which is installed
centrally in a computer or server accessible from the
workstations, or locally in each of the workstations.

In Fig. 1, a data network 100 is shown to which a
plurality of workstations 102 are connected. Also shown in
the figure is a server 104 connected to the data network
100, in which a protected software 106, such as a computer
program, i1s installed. The software 106 is accessible and
can be activated from a number of workstations 102, and is
protected by a licence agreement being valid for a limited
and predetermined number of users. As mentioned above, the
protected software 106 can alternatively be installed
locally in the workstations 102, not shown.

A central lock unit 108 is also connected to the
data network 100, which can be utilised to control usage and
limit the number of simultaneous users of the protected
software 106, in accordance with the licence agreement. The
lock unit 108 may in practice comprise a programmable
computer with a network connection. In order to control the
number of users, the lock unit 108 is provided with any
number of detachable physical licence units 110, each of
which enables usage of the protected software 106 from a
predetermined number of workstations 102, which is described

in more detail below. Thus, the number of licence units 110
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being connected to the lock unit corresponds to the number
of workstations covered by the licence agreement.

Each licence unit 110 is a small and very simple
physical unit containing a readable unique identity code, or
agreement identity AID, such a serial number or the like,
which may be burnt on a card, chip or the like. Thus, the
unique identity code 1s associated with the software 106 and
its licence agreement, permitting usage of the software at
one or more workstations 102, which is determined in advance
in accordance with the licence agreement.

The basic hardware for the lock unit 108 may, for
example, consist of a product already known on the market
called “TINI” (Tiny Internet Interface), which is produced
by the company Dallas Semiconductors. Further, the licence
units 110 may, for example, consist of small electronic
buttons, so-called “iButtons”, produced by the same company,
each containing a laser burnt unique serial number. Today,
these buttons are often used as electronic keys for doors or
the like. However, the present invention is not limited to
any particular design of the lock unit 108 and/or licence
units 110, which are therefore not described any further.

Briefly, the inventive lock érrangement operates
in the following manner. The lock unit 108 has been
programmed in advance, e.g. in connection with installation
of the software 106, in order to maintain a list of the
workstations 102 currently using the software 106, and to
register corresponding licence units 110 as being “occupied”
during the period of usage. Each licence unit 110 may
embrace one or more user sites, depending on how the licence
agreement is constructed. Each licence unit 110 may further
be valid for certain specified workstations 102 or for a

specific number of unspecified workstations 102. A licence
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unit 110 of this kind may also be used for plural programs
protected by agreements. The protected software 106 is
adapted to first perform a check routine together with the
lock unit 108, according to the following, before becoming
available for use.

When a user first activates the protected software
106 from a workstation 102, the software 106 sends a start
request to the lock unit 108. It is then investigated
whether any licence unit 110 corresponding to the software
106 is connected to the lock unit 108 and has a free user
position, or whether all user positions are currently
occupied by other workstations. If there is a free user
position at any licence unit 110 for the software 106, the
software 106 can be started for use at the workstation 102.
However, if that or those licence units 110 associated with
the software have been registered as occupied, or if no
licence unit associated with the software is found, the
software 106 terminates itself.

Thus, in order to start and use the software 106
being protected by this arrangement, a lock unit 108 must be
available in the data network 100 containing a specific
computer program adapted to interact in said control
routine. It is required for the present software 106 that a
licence is associated with a connected licence unit 110 and
its unique identity code. For example, a company may
purchase and connect liéence units 110 for the number of
licences desired to obtain access to a software product. A
licence unit 110 of this kind may then correspond to one or
more licence agreements, where each agreement embraces one
or more users or workstations, such that the number of
connected licence units can be reduced. It is also possible

to add upon demand further licences for a protected
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software, if required, by connecting further licence units
110 to the lock unit 108. However, this may in certain cases
require that the protected software be updated with the
added licence units 110. It is also possible to reduce the
number of licence units 110 in a corresponding manner.
Furthermore, the software producer may protect its
product by checking the licence units 110 over the data
network 100 by means of the lock unit 108, in order to
verify that at least one licence unit 110 associated with
the product is connected thereto. The lock unit 108 is
programmed such that only the permitted number of users can
use the product simultaneously by means of the maintained

list of the workstations currently using the software 106,

‘and thereby occupying user positions in the present licence

units 110. In this way, only the number of users being paid
for by the company can use a product simultaneously. If no
licence unit 110 having a free user position is found, the
software 106 terminates itself.

Data being sent between a workstation 102 and the
lock unit 108 during the control routine, may preferably
also be protected by means of encryption, which is further
described below. For this purpose, encryption methods may be
used with both session keys and public/private keys.

Session keys are randomly selected numbers of a
specific length which are only used for one session, such as
for transfer of data, and need to be known by both sender
and receiver. An advantage with such keys is that the
encryption of data can be performed relatively fast. The key
being sent over to the receiver to enable decryption of the
message, must itself be encrypted to inhibit interception by
anyone on its way, thereby enabling reading the complete

message. For this purpose, a public key may be used together
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with a private key, which is kept secret. In order to
encrypt the session key, the public key is used by the
sender, while the private key is used by the receiver for
decryption. Thus, the session key encrypts the actual
message, while the public key encrypts the session key,
thereby making the message unreadable for everyone, except
the receiver having the private key.

With reference to Fig. 2, a more detailed example
is described below of how the present invention can be used,
according to a first embodiment. Fig. 2 illustrates a
signalling diagram between a protected computer program P
and a central network connected lock unit L. In practice,
the computer program P may be any software protected by a
licence agreement. For simplicity, it is assumed that the
program P is locally installed in a likewise network
connected workstation, such that signals are transmitted
physically between the workstation and the lock unit L over
a common data network. However, the program P may
alternatively be installed centrally in a server accessible
for workstations, as illustrated in Fig. 1.

The program P contains information on which
licence units are associated therewith, as well as on the
number of corresponding user positions. In turn, the lock
unit maintains information on which licence units are
connected, and on the number of corresponding user positions
currently being occupied in each licence unit.

When the program P is activated by the
workstation, a start request SF is sent to a lock unit L
specified during installation of the program, in a first
step 200. There may be a plurality of such lock units
connected to the data network, which are identified by means

of network addresses. In response to the start request, the
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lock unit L reads a unique identity code, such as a serial
number, on each of the licence units being connected to the
lock unit, and generates a list 1; of these identity codes.
Thus, each lock unit may contain licence units associated
with a plurality of protected computer programs. One and the
same licence unit may further contain user positions for
plural computer programs.

The lock unit is further programmed to generate
new pairs of keys for public.encryption. This generation of
keys is time consuming and proceeds preferably continuously
in the background, since high random prime numbers must be
generated in order to create a secure pair of keys. The
required calculations may take several hours to perform,
depending on the processor in the lock unit. Once a new key
has been generated, it can be used to keep transmitted
information secret, at least for a period of time, before
any eavesdropper manage to crack the private key from the
public one.

In a next step 202, the list 1; of all connected
licence units is sent together with the latest generated
public key pn, from the lock unit I to the computer program
P. Since only the lock unit L has the corresponding private
key, the data encrypted with the public key pn can only be
decrypted by the lock unit L.

Next, the program P identifies those licence units
in the list 1; being associated therewith. From these, the
program P creates a new list 1, containing identities of the
associated licence units together with a max number

indicating the maximum number of permitted users for each

" licence unit. If no such associated licence unit is found in

the list 1;, the protected program P is adapted to be

terminated automatically at the workstation.
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When the new list 1, has been created, the program
P further generates a session key sn; and a specific random
number st; or the like, intended to be used later to confirm
that the program is allowed to be started, which is
described below.

The list 1, and the random number sti are encrypted
with the session key sn;, e.g. according to an algorithm
called TEA (Tiny Encryption Algorithm). Thereafter, the
session key snj is in turn encrypted with the public key pn,
e.g. according to an algorithm called RSA (Rivest, Shamir,
Adleman). The list 1l,, the random number st; and the session
key sn; are then sent as an encrypted message from the
program P back to the lock unit in the next step 204,
wherein the lock unit L can decrypt the session key sn; with
its private key, and then the remaining message with the
session key snj.

By means of the decrypted list 1, of the licence
units associated to the program and their max numbers, the
lock unit L investigates whether it has any connected
licence unit currently being filled with a user quantity
lower than the max number given by the program P as the
maximum allowed for this licence unit. The lock unit then
compares each such max number with the number of user
positions currently being occupied for the corresponding
licence unit. If no such licence unit with a free user
position is found, the lock unit L is programmed to send
back, in an alternative step 206a, an erroneous random
number st (error) to the program P, which is then terminated
automatically. However, 1f a licence unit having at least
one free user position is connected, The present workstation
is added to an active list for that licence unit, such that

the lock unit knows that a user position is now occupied.
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The lock unit L further registers a time for
start, such that the occupation duration of the
corresponding user position can be checked and limited. The
user position can then be released automatically after a
certain period of time, or remain as the workstation renews
its usage at frequent intervals, which is described in more
detail below. Next, the correct decrypted random number st;
is sent, in an alternative step 206b, to the program P,
which thereby can be started for use in the workstation.

In order to keep track on which workstations are
active, and thereby occupy a user position in a licence
unit, the lock unit L may preferably also assign a temporary
identity code, TID, to the workstation, which is saved in
the lock unit L together with the session key snj; of the
workstation and the current time of start. The TID code is
also sent over to the program P in step 206b, where the TID
code is encrypted with the session key sn;, such that only
the lock unit L and the program P can read the TID code.

The program P may then renew its taken user
position, such that the lock unit is updated on whether it
is still used. Thus, after a predetermined time interval T,
e.g. one minute, the program P sends a renewal message to
the lock unit L in a step 208, containing its assigned TID
code, e.g. in a decrypted format, as well as a new random
number st, and a new created session key sn,, both encrypted
with the previous session key snj;. This change of keys
provides for keeping the keys secret for a longer period of
time. Even if anyone unauthorised manages to crack the
public key, and thus retrieves the first session key, it is
further required that each such change of keys has been
intercepted in order to reveal the latest valid session key,

which is very unlikely.
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By means of the received TID code, the lock unit L
can identify the workstation using the program P as well as
the corresponding previous session key sn;, both of which
are stored after step 204, wherein the new session key snp
and random number st, can be decrypted by means of the
previous session key sn;. Alternatively, the random number
st; may be encrypted with the new session key sn;. A new
time of start is registered and the new session key snp is
saved. Similar to the alternative steps 206a,b, the correct
or erroneous random number is sent back to the program P in
alternative steps 210a or 210b, depending on whether the TID
code given in step 208 is found in the lock unit L. The
program P remains active if the correct random number st is
received, alternative step 210b, and is terminated
automatically if the erroneous random number st (error) is
received, alternative step 210a. The program P may also be
adapted to terminate automatically if no random number or
reply is received within a specific time limit.

Steps 208 and 210b may thus be repeated at
specific time intervals to enable continued usage of the
program P. In order to further increase security, a new TID
code may be created by the lock unit L each time the program
P sends a renewal, and be sent over to the program P in step
210b, not shown.

It is also possible to modify the procedure
described in Fig. 2, such that the lock unit L itself
investigates whether any licence unit associated to the
program P is found having a free user position. For this, it
is required that the program P is identified, and that the
lock unit L registers both which programs each licence unit
is valid for, and the maximum number allowed corresponding

user positions. Thereby, the sending of lists 1i; and 1z,
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respectively, can be omitted in steps 202 and 204. In order
to obtain good security, the identity of the program P
should then be sent in an encrypted form.

Instead of, or as a complement to, using
encryption of messages being sent between the program P and
the lock unit L, as described above, a signing procedure can
be used, according to an alternative embodiment. Fig. 3
illustrates an alternative embodiment of the lock unit 108
and its connected licence units 110, accordingly. Otherwise,
the same reference numbers as in Fig. 1 have been used for
corresponding elements in Fig. 3. In this embodiment, the
licence units 110 are provided with means for processing
data and for sending data to the lock unit 108, e.g. in the
form of a chip comprising a microcomputer and a
communication unit. Furthermore, each licence unit 110 is
provided with both an identity code AID for the
corresponding licence agreement, which is readable from the
outside, and also a concealed identity code DAID which
cannot be read from the outside, but only be overwritten by
a new code if the original code should be lost. The
relationship between the AID code and the DAID code is
defined in advance in the program P, such that it can derive
the DAID code from the AID code, e.g. by means of an
algorithm or a table.

Likewise, the lock unit 108 may be provided with a
readable identity code LID, as well as a concealed identity
code DLID, and possibly a further functional code PLID
uniquely identifying the function of the lock unit, and
which preferably can be derived from the programmed program
or software code of the lock unit. For example, the codes
LID, DLID and PLID may be stored in an internal memory in

the lock unit 108, or stored in a separate identity unit 300
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connected to the lock unit 108, as indicated with dashed
lines in Fig. 3, which may be of the same type as the
licence units 110. These codes AID, DAID, LID, DLID and PLID
can in this embodiment be used in a signing procedure, in
order to protect the licence units 110 and the lock unit 108
from being faked, and to protect transmitted messages,
according to the following.

Each licence unit 110 is able to create a signing
code called MAC (Message Authentication Code) by means of
provided data, including its concealed code DAID. This code
cannot be reversed, i.e. it is impossible to find out the
concealed identity code by means of such a code.

In addition to the DAID code, a MAC code may
include any information, likewise irreversible, which is
sent over from the lock unit in connection with a request
for creating a MAC code.

Since the program P can create the DAID code by
means of the AID code, the program P can similarly create a
local MAC* code. By comparing a local MAC* and the MAC that
has been created by the licence unit 110 and then sent via
the lock unit 108 to the program P, it can be determined
whether the licence unit is authentic or not. If the lock
unit further embeds data in the MAC code which is sent over
to the program P, this may also determine whether the sent
data is authentic or not.

A similar signalling procedure can also be used to
ensure the authenticity of the lock unit 108, by utilising
its LID code and DLID code, and optionally also PLID code.
The relationship between the LID code and the DLID code, and
possibly also the PLID code, is likewise defined in advance
in the program P, such that these codes can be derived

correspondingly. Thus, the identity of the lock unit can
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also be signed, together with information saved in the lock
unit, in the form of a MAC code which is sent over to the
program P and is checked in a way similar as for the licence
unit 110.

With reference to Fig. 4, it is described below
how the present invention can be used, according to another
preferred embodiment. Similar to Fig. 2, Fig. 4 illustrates
a signalling diagram between a protected program P and a
lock unit L. Of course, here, the program P may also be
locally installed in a workstation or centrally in a server.
The program P contains information on which licence units
are associated therewith, as well as on the number of
corresponding user positions. The lock unit L in turn
maintains information on which licence units are connected,
as well as on the number of corresponding user positions
currently being occupied in each licence unit.

When the program P is activated in the
workstation, a start request SF is sent to the lock unit L,
in a first step 400. In response to the start request, the
lock unit L generates a list 1’; of unique identity codes,
in this case AID codes, for all licence units being
connected to the lock unit L. In this embodiment, the list
17, also includes, for each licence unit, information on how
many users are currently active, thereby occupying a user
position in the licence unit.

In a next step 402, The list 1’; is sent together
with the LID code from the lock unit L to the program P,
which then identifies the licence units in the list 1';
which are associated with this program. Next, the program P
selects a licence unit associated with the program still
having at least one free user position, i.e. having a

current number of active users AA less than its maximum
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permitted number AAmax. If more than one such licence unit
having a free position is found in the list 1’;, one of them
can be selected arbitrarily. However, if no such associated
licence unit with a free position is found, the protected
program P is adapted to be terminated automatically in the
workstation.

When the program P has selected a license unit
with an adherent AID code, it further generates a first
random number st;, intended for use when creating unique
signing codes, which is described below.

The AID code of the selected licence unit and the
random number st; are then sent from the program P to the
lock unit L, in a next step 404. Next, the lock unit L
creates a session code SID identifying the communication
with the program P, as well as a timestamp TM identifying
the clock time this communication took place. Further, the
lock unit L maintains an active list of SID codes for
connected licence units. The present SID code is thus added
to the active list for the selected licence unit with the
adherent AID code, where the SID code and the timestamp TM
are saved, resulting in that the number of users AA of the
present licence unit is increased by one.

Next, the lock unit L will verify this
communication as well as the authenticity of the lock unit
by means of a signing procedure, when a pair of signing
codes MAC; and MAC, is created. Thus, a first signing code
MAC; is created by the lock unit, which is based on at least
one of the following parameters: the received randém number
st;, the session code SID, the AID code of the licence unit,
the current number of users RA, the created timestamp TM, as
well as the identification codes of the lock unit LID, DLID

and PLID. In a practical implementation, the MAC; code may
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be created in a separate identity unit 300 connected to the
lock unit L, if such is used, or internally in the lock
unit.

Correspondingly, a second signing code MAC, is also
created by the licence unit, based on at least one of the
following parameters: the random number sti, the session
code SID, the timestamp TM, the number of users AA, as well
as the identification codes of the lock unit itself AID, and
DAID. MAC; and MAC, can be created by means of predefined
algorithms where one or more of the above-mentioned
parameters are included. Preferably, all of the parameters
listed above are used to provide maximum security, although
fewer parameters may be sufficient in certain applications.

Thus, the following applies to the preferred case:

MAC; = (st;, SID, AID, AA, TM, LID, DLID, PLID)
MAC, = (st;, SID, TM, AA, AID, DAID)

Again referring to Fig. 4, the two signing codes
MAC; and MAC,, as well as the SID code, the timestamp TM and
the number of users AA, are sent in a next step 406 to the
program P. When this information has been received, the
program P creates corresponding signing codes MACi+ and MAC:s
locally, in the same manner as in the licence unit and the
identity unit. This is possible, since SID, TM and AA have
been received in plain language, AID, LID and PLID are
already stored in the program, and DAID and DLID can be
derived from AID and LID, respectively. Furthermore, the
random number st; generated by the program is included,
thereby making the signing codes unique for this

communication.
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The signing codes MAC;x and MAC+ created locally by
the program P are then compared with the received signing
codes MAC; and MAC,, respectively, wherein the program is
terminated automatically if they do not coincide with each
other. On the other hand, if the locally created signing
codes coincide with the received ones, the program P can be
started and used. Furthermore, the now signed, and thereby
positively authentic, present number of users AA can be
compared with the maximum number of users for the agreement,
AAmax, identified by the code AID. The number of users AA
also includes the newly addedyuser, further resulting in
termination of the program if AA is greater than AAmax.
Otherwise, the program P can be started for use in the
workstation.

The lock unit I further registers a time for start
of program usage, as in the previous embodiment, e.g. by
using the timestamp TM, such that the occupation duration of
the corresponding user position can be checked and limited.

Also in this embodiment, the program can
frequently renew its taken user position on the licence
unit, such that the lock unit L is updated on the continued
use thereof. Thus, after a predetermined time interval T,
the program P sends a renewal message to the lock unit L in
a step 408, containing its assigned session code SID and a
new generated random number st,. By means of the received
SID code, the lock unit L can then identify the workstation
using the program P, as well as the present AID code and the
latest saved timestamp TM, iﬁ order to determine whether a
continued usage should be permitted.

Thereafter, the lock unit L creates a new
timestamp TM’ corresponding to the present point of time,

which is saved in the list of users, such that the previous
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timestamp TM is replaced with the new timestamp TM’. In
order to sign this communication, and to guarantee that the
used licence unit is still connected to the lock unit L, a
third signing code MAC3; is created in the licence unit L,
based on at least one, preferably all, of the following
parameters: the received random number st,, the SID code,
the previous timestamp TM, the new timestamp TM’, as well as
the AID code and the DAID code for the present licence unit.
Thus, the following applies to the preferred case:

MAC; = (stp, SID, TM, TM’, AID, DAID)

However, if the lock unit L does not find the
session number SID in the list of users, or discovers that
the licence unit corresponding to the AID code is no longer
connected, an error message FM is sent back to the program
P, in an alternative step 410a. In response to the error
message FM, the program may select whether it should be
terminated automatically, or attempt to occupy a new user
position by repeating the procedure, from step 404 if the
same AID can be used, or from step 400 if a new AID is
required. Otherwise, the signing code MAC; and the timestamp
TM’ are sent to the program P, in the alternative step 410b,
which then can remain active in the workstation.
Furthermore, the program P may be adapted to create a
corresponding signing code MACs« and compare it with the
received signing code MACs;, in a similar way as for MAC; and
MAC,, in order to determine whether the program P should
remain active or be terminated automatically. However, in a
simpler embodiment, it is sufficient that the lock unit L

sends a message in step 410b approving continued usage.
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The program P may also in this embodiment be
adapted to be terminated automatically if no reply is
received from the lock unit I within a specific time period
after sending the renewal message in step 408.

Steps 408 and 410 may also be repeated at specific
time intervals for continued use of the program P. In order
to further increase security, a new SID code may be created
by the lock unit L each time the program P sends a renewal
request, and be sent over to the program P in step 410b, not
shown. Further, both the new SID code and the previous one
may be included as parameters in the third signing code MAC;
created by the licence unit L.

The present invention provides benefits to users
of protected software, by means of increased control and
security, a centralised administration and supervision, free
parallel ports, as well as a simple upgrading of licences
and of the number of licences. An obvious benefit for the
software producer is the potentially higher licence
revenues, since the number of simultaneous users cannot
exceed the licence agreement the customer has paid for.
Furthermore, the equipment regquired is relatively
inexpensive and simple to handle.

Naturally, various modifications and combinations
of the embodiments described above are possible within the
scope of the invention, which is not limited by these. For
example, the steps described in Fig. 2 and 4 can be varied
depending on which level of security is desired/suitable.
The conception of “random number” used above may of course
be varied such that one or more optional characters, such as

digits and/or letters, can be used.
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Claims

1.

3.

A method of limiting the number of simultaneous users of
a software protected by a licence agreement, wherein the
software can be activated by a plurality of network
connected workstations, characterised by the following
steps:

A) sending a start request from the software to a network
connected lock unit when the software is activated by a
workstation, wherein at least one physical licence unit
associated with the protected software is connected to
the lock unit, and has a limited number of user
positions,

B) investigating whether any licence unit, connected to
the lock unit and corresponding to the software, has a
free user position,

C) starting the software for usage in said workstation if
a free user position is found in step B), and

D) terminating the software if no free user position is

found in step B).

A method according to claim 1, characterised in that step
B) comprises the following substeps:

E) reading a unique identity code on each of the licence
units being connected to the lock unit,

F) identifying at least one licence unit that corresponds
to the software, and

G) investigating whether any licence unit identified in

step F) has a free user position.

A method according to claim 2, characterised in that a

list of identity codes read in step E) is sent from the
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lock unit to the software, a new list is created and sent
to the lock unit comprising identity codes of licence
units identified in step F) together with a max number
giving a maximum number of permitted users for each
identified licence unit, and the lock unit compares each
such max number with the number of user positions
currently being occupied for the corresponding licence

unit.

. A method according to claim 3, characterised in that the

lock unit maintains information on which licence units
are connected, and on the number of corresponding user

positions currently being occupied in each licence unit.

A method according to any of claims 1 - 4, characterised
in that the software generates a random number or the
like which is sent to the lock unit, wherein the lock
unit sends this random number back to the software to
indicate that a free user position is found in step B),

such that the software can be started in step C).

. A method according to claim 5, characterised in that a

public encryption key is sent from the lock unit to the
software, the random number is encrypted with a session
key generated by the software, the session key is
encrthed with the public key, and the random number and
the session key are sent as an encrypted message from the
software to the lock unit, such that the lock unit can
decrypt the session key with a private key corresponding
to the public key, and thereafter the random number with

the session key.
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27

A method according to any of claims 1 - 6, characterised
in that, if no free user position is found in step B),
the lock unit sends an erroneous random number to the
software to indicate this fact, such that the software is

terminated in step D).

A method according to any of claims 1 - 7, characterised
in that the lock unit registers a time for start of the
software in step C), such that the occupation duration of
the corresponding user position can be checked and

limited.

A method according to claim 8, characterised in that the
lock unit assigns a temporary identity code to the
workstation which is saved in the lock unit together with
the current time for start, in order to keep track on
which workstations are active and thereby occupy a user
position in a licence unit, wherein the lock unit also
sends over the temporary identity code of the workstation

to the software.

.A method according to claim 9, characterised in that the

software is adapted to regularly renew its taken user
position, by sending a renewal message to the lock unit
after a predetermined time interval T, comprising its

assigned temporary identity code.

A method according to any of claims 1 - 10, characterised
in that a licence unit associated with the software is
selected having at least one free user position, at least
one signing code MAC is created, based on at least one

parameter known by the software, and sent from the lock
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unit to the software, the software creates corresponding
signing code(s) locally, which is compared with received
signing code(s), wherein the software is started if the
received and locally created signing codes coincide with
each other, or terminated if the received and locally

created signing codes do not coincide with each other.

12.A method according to claim 11, characterised in that the

licence unit is selected by the software from a list 1'y,
generated and sent by the lock unit L, comprising unique
identity codes for all licence units being connected to
the lock unit, and information, for each licence unit, on
how many users are currently active and thereby occupies

a user position in the licence unit.

13.A method according to claim 11 or 12, characterised in

that said signing code(s) MAC is sent to the software
together with a session code SID assigned to the
communication with the software, a created timestamp TM
identifying the clock time when the communication with
the software took place, and a current number of active

users AA.

14.A method according to claim 13, characterised in that

said signing code(s) MAC 1s created based on at least one
of the following parameters: a readable identity code AID
of the selected licence unit, a concealed identity code
DAID of the licence unit, a readable identity code LID of
the lock unit, a concealed identity code DLID of the lock
unit, a functional code PLID of the function of the lock

unit, a random number st; generated and sent by the
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16.

17

18

29

software, the session code SID, the timestamp TM and the

current number of users AA.

.A method according to claim 14, characterised in that the

relationship between the AID code and the DAID code is
determined in advance in the software, such that the DAID
code can be derived from the AID code, and that the
relationship between the LID code and the DLID code is
determined in advance in the software, such that the DLID

code can be derived from the LID code.

A method according to claim 14 or 15, characterised in
that said signing code(s) MAC comprises a first signing
code MAC; and a second signing code MAC;, wherein: MAC; is
based on at least one of st;, SID, AID, AA, TM, LID, DLID
and PLID; and MAC, is based on at least one of st;, SID,
TM, AA, AID and DAID.

.A method according to claim 16, characterised in that the

software is adapted to frequently renew its taken user
position by sending a renewal message after a
predetermined time interval T to the lock unit,
comprising its assigned session code SID and a new
generated random number st;, such that the lock unit can
identify the workstation using the software, the used
licence unit and the latest saved timestamp TM, and

determine whether a continued usage should be allowed.

.A method according to claim 17, characterised in that a

new timestamp TM’ is created corresponding to the current
point of time, and that a third signing code MAC; is

created and sent from the lock unit to the software,



WO 03/071404 PCT/SE03/00276
30

where MAC; is based on at least one of st,, SID, TM, TM’,
AID and DAID.

19.An arrangement for limiting the number of simultaneous

5 users of a software protected by a licence agreement,
wherein the software can be activated by a plurality of
network connected workstations, characterised by:

- a network connected lock unit to which an optional
number of physical licence units can be connected,

10 wherein each licence unit has a limited number of user
positions, is provided with a unique identity code, and
is associated with at least one licence agreement,

- a software adapted to send a start request to the lock
unit when the software is activated by a workstation,

15 - means for investigating whether any licence unit
connected to the lock unit and corresponding to the
software has a free user position,

- means for starting the software for usage in said
workstation if there is a free user position, and

20 - means for terminating the software if there is no free

user position.

20.An arrangement according to claim 19, characterised in
that the lock unit is adapted to maintain information on

25 which licence units are connected, and on the number of
corresponding user positions currently being occupied in

each licence unit.
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