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(57) Abstract: A digital platform enables 3D printing where the designs are protected from piracy/redistribution. A single board com-
puter (SBC) communicates with a first server and a second server. The SBC requests a unique hardware D from the first server, which
assigns and sends the ID to the SBC. The SBC submits the ID and a secret key to the second server to request registration of a user
and a printer, and the second server sends private certs, a client ID, and a unique public identifier to the SBC. The second server also
receives and stores 3D print designs through a designer portal, and on-demand displays the designs in a GUI screen. The SBC user
may purchase a 3D print design, and the second server, in response, sends an access token to the SBC. The SBC redeems the access
token tor a selected 3D print, and the second server adjusts gcode for the selected 3D design for the particular printer, and streams the
adjusted gcode to the printer through the SBC, thereby protecting the code from unauthorized user/replication.
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3D PRINTER AND INVENTORY CONTROL AND DISTRIBUTION
SYSTEM FOR 3D DESIGNS
FIELD OF THE INVENTION
The present invention relates to improvements in 3D printing and 3D designs that may be
downloaded and printed on a 3D printer, and more particiarly to apparatus, systems, and a
method for protecting such 3D designs when distributed to purchasers in retail or online store

ervirenments.

BACKGROUND OF THE INVENTION
Three-dimensional (3D) printing, also referred 1o as additive manufaciuring, is a process
i which successive favers of a material, commonly plastic, are deposited to form a three-
dimensional object. The definition for the 3D object typically resides in digitad data, which may
originate as a three-dimensional computer aided design {(Le. solid “digital” models) of the
object, or may be dertved from a 3D sean of the actual object. The digital surface definition for
the object 1s typically stored in the 8TL {stereclithography) file format that is native to CAD

sottware developed by 313 Systems, Inc. and is nsed by the 3D printer to manufacture the object.

{njection molding tends to be less expensive for the production of greater quantities of an
chject. However, 3D printing iz faster, and is more cost-effective where relatively few parts are
desired/printed, which Is common for the prototyping and proot-ef-concept required for

development of new designs, and also for the consumer 3D printing community and marketplace

o,

see e.g., Pinshape: Free 3D Printable Files and Designs; Trinpy; Guaranteed Printable Designs

for your Desktop 3D Printer; and 3dFilemarket.com A Growing 3D printing Commumity).
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Few of the available vepositories of 3D Printable Designs charge a fee for the
doswnloading of its digital data. One of the drawbacks of charging a fee for such downloads is
that once the source code bas been obtained, the person who made the purchase now has
possession of the code and can print as many copies as desived. Moreover, the one-ime
purchaser could even remarket the design, perhaps even without the use of public advertising, so
that the designer may nevier become aware of the vielation of the copynght i tusther ongmal

work. Software that is made readily available may enter the public domain.

To counteract piragy, and help enforce copyrights associated with software and other
works, Digital Rights Management {DRM) schemes are developed and deploved in the form of
access conirol technologies. One of the oldest versions of DIRM s the product key requived for
the installation of software on a computer. Newer types of DRM are used to limit the alteration
and unacthorized copving/distribution of e-books. See also, Wade, T.J. & Subramanyva, S.R.
Digital Rights Management in 31 Printing: A Proposed Reference Architecture for Design-to-
Fabrication Security and Licensing, International Conference on Breakihrough in Engineenng,

Science & Technology- 2016 (INC-BEST 16, 2016).

The general provision of a system for copyving data and limuting the extent of such
copyving has only been partially addressed in the prior art, as shown by the {ollowing: U.S. Patent
No. 6,282,654 10 Tkeda; U.S. Patent No. 6,463,538 to Elteto; ULS, Patent App. Pub. No.
2003/0018895; ULS, Patent No. 6,681,212 to Zeng; U.S. Patent No. 6,782,190 to Morito; US
Patent No. 6,904,527 to Parlour; U.8. Patent No., 7,111,285 to Smith; U.S. Patent No. 7,155,415
to Russell; ULS. Patent No. 7,130,831 to Howard; U.S. Patent No, 7,627,119 to Bussert; US

Patent No. 7,868,899 o Fermery: and U.S. Patent No. RE43,936 1w Isaacson. See also, U

patent 8,234,715 to Zollinger, and ULS. Patent No. 9,699,519 to Watson.
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However, an improved security system is thus necessary for the secure distribution of a
digital 3D print file. The present invention provides several solutions to overcome drawbacks of

the prior art, and which serve to protect the intellectual property of 3D designers.

OBIECTS OF THE INVENTION

it i3 an object of the invention to provide apparatuz and a method of protecting 3D

printable designs from unauthorized printing.

ft is another object of the nvention to provide an app store from which 3D designs are
downloadable for printing, but only according to a defined print/usage limit. and with the source
code being protected from piracy

It is @ further object of the invention to provide an app store from which 3D designs are

downloadable for printing, and which deletes the source code after a pre~-determived fime penod.

It i3 another object of the invention to provide an app store from which 3D designs are
downloadable for printing, and which deletes the source code after a pre-determined number of
prints are made therefrom.

It i3 also an object of the invention to provide a new 3D printer that 1s configured to

cept & uniqus print card that may control the printing of 3D designs theretrom.

It is also an object of the invention to provide a new 3D printer that ts configured with a
digital rights manapenent systeny, in which Blockchain may track and control the printing of 3D
designs on that printer, using an embedded hash in a print file and a sent hash from an APL

it 15 alzo an object of the wnvention to provide a digital rights management system that

may cooperate with existing 312 printers, in which Blockehain may track and control the printing
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of 3D designs on that printer over the internet, gsing an embedded hash i a print file and 8 hash

seat from an APL which st be compared and matched for the printer to proceed.

Further objects and advantages of the invention will become apparvent from the following

deseription and claims, and from the accompanying drawings.

SUMMARY OF THE INVENTION

Thiz Summary 13 provided fo intreduce a selection ol concepts in a simplitied form that
are further described below in the Detatled Description. This Sununary is not intended w0 identily
key features or essential features of the claimed subject matter, nor is 1t intended to be used to

tinurt the scope of the ¢laimed subject matter,

Apparatus and a method are disclosed 1o protect the sonrce codes (STL FILE) that
mnteraets with & CAD or 3D printer head operating systent. The method contains theee categories
of storing the source codes (3TL ) into codes that delete while printing, codes that vemain on the
device and cannot be redistributed, and codes that have a ticker (codes that delete in a time range
or after a specific number of usages). This method solves a problem with the existing 313 puint
industry with the piracy of their design codes, and allows for protecting of the 1P of the design,
By doing this we can store existing brands because we can protect the design codes from being
redistributed, Designers are beginning o protect the designs they print, and the apparatus and
method disclosed herein seeks 1o protect those designs from ilegal redistribution. With the
disclosed apparatus andfor methaod, the codes are protected according to those three categonies
becanse it allows for brands to sell their products, and correspondingly allows the customer to
print the ohject according fo the restrictions imposed by the purchased category. Therefore,

designers and businesses can market spectal designs according 10 a time limit, or based on an
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exact number or printable coples, after which the code is removed from the customet’s storage

device {e.o., RAM, hard drive, ete.).

BRIEF DESCRIPTION OF THE DRAWINGS

The description of the various example embodiments s explained in conjanction with
appended drawings, in which:

FHGL 1 discloses a flow chart Hustrating varions aspect of the 3D Printer and Coroputer
Svstem disclosed herein;

EIG. 2 dizcloses a tlow chart tlustrating three typologies for a method of controlting a 30
Printer and Inventory Control and Dastribution Systen:

F1G. 3 illustrates how 3D printing works based on a single board computer;

FIG. 4 ilustrates how 3D printing works using a deskiop app:

FIG, 3 iltustrates a first serigs of registration steps for a single board compuier in
accordance with the present invention;

FIG. 6 illustrates a second series of registration steps for a single board computer in
accordance with the present invention

FIG., 6A i3 a flow chart of portions of the repistration process for a single board

=

compuier

FIG. 68 is a flow chart showing the steps in the process for an author of a 3D print design
from design creation to receiving a pavment frony the sale of the design using an online design

portal;

1
4]
1
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FIG. 7 illusteates g serfes of registeation steps for & desktop app. in accordance with the

present invention;

10, 8 illustrates and defines steps in the 3D printing process i accordapce with the

F1G. 8 dlustrates and defines steps in the 3D printing process in accordance with the
present invention;

FIG. 9 illustrases further steps in the registration process in accordance with the present
invention:

PG, 1O illostrates steps with respect (o connectivity of g registered device for 3D printing
in accordance with the present inventiow

FIG. 11 illustrates process steps with respect to 3D printing i accordance with the

(57

present mvendion;

F1G. 12 lustrates steps with respect to connectivity of a deskiop app. for 3D printing in
accordance with the present invention;

FIG. 13 illustrates steps with respect to 3D printing from g desktop app. in accordance
with the present invention;

FIG, 14A 1s a first Bow chart of a portion of the 3d printing process of the present
invention;

FIG. 14B is a second ow chart of a portion of the 3d printing process of th

nt

(24
"

e

o
7y

mvention:

FI1G. 15 lustrates a graphical user interfsce (GUL) screen in accordance with the present

mvention, being wsable to initiate signing in by a user;
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F1G. 16 illustrates g graphical user interface screen gsable for signing in of the user into

the system,

FIG, 17 illustrates a graphical user interface sorcen of the present invention displaying a

3D print design, which design is available to be printed by a signed-in user;

Fi(x. 18 tllustrates a graphical user interface sereen of the present invention displaying the
31 design of FIG, 17 after having been selected by a sigued-in user to be printed upon payment
of the fee, and after ideuntitying which printer of the user i3 to be used, which 3D design will be

protected against unauthorized redistribution in accordance with the present invention:

FIGo 19 illustrates a second sign-in GUY sereen that may be used fora 3D print designer

to sign in to upload histher designs that are 1o be offered for sale to vegistered users;

FIG. 20 is o GUI sereen that may be used by 3D Print designers to monitor sales of their

uploaded designs; and

FIG. 21 i3 a schematic illustration showing an exemplary computing onit capable of
being programmed by the sofiware instructions in accordance with at least one embodiment of
the present invention, and which may include personal computers, cellular phones, and other

mobife devices.

DETAILED DESCRIPTION OF THE INVENTION
As used throughout this specification, the word "may" is used in a permissive sense (ie.,
meaning having the potential to), rather than the mandatory sense {ie, meaning must).

Similarly. the words “include™, “including™, and “includes™ mean including but not Emited to.
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The phrases “at least one™, “one or move”, and “andfor” are opep~ended expressiony that
are both conjunctive and digjunctive in operation. Por example, each of the expressions “at least
one of A, B and C7, “one or wore of A, B, and €7, and “AL B, andfor {7 mean all of the
following possible combinations; A alone; or B alene: or C alone; or A and B together; or A and

C together: or B and C together; or AL B and C together

Also, all references {e.g.. patents, published patent applications, and non-patent literature)

that ave cited within this documents are incorporated herein in their entirety by reference.

Furthermore, the described features, advantages, and characteristics of any particular
mbodirnent disclosed herein, may be combined 1n any suttable maaner with any of the other

embodiments diselosed herein.

The current 3D print market operates on a closed network, which lends itself to certain
solutions. Where the 3D print market would operate on an open network, other solutions may be

utilized.

The present invention provides for the protection of source code for a 3D design, and
interacts with the operating svstem that controls a 3D printer (see e, LS. Patent Nos.:
SHRYT to Lawtom 5,171,490 1o Fudim; 3,192,559 to Hull: and 10,232,603 to Hartman).
and/or contrels & computer to which the 3D printer is connected. The system may provide

veral different forms of protection for the source code. and may include a particularly
configured 3D printer.

In & first form of protection, the sowee code may be stored as code that immediately

deletes after the object is printed. or which code deletes portions of the code as corresponding

portions of the object are printed {Le., “Typology B” in FIG. 2.

-8
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In & second form of protection, the source code is stored in the conmpater and remains on

the device, but is protecied from being redistributed (Le., “Typology A™ m FIG. 2,

I a thivd form the source code may be stored as code that utilizes a counter, so that the
code automatically deletes after a specified time periced has elapsed, or which sutomatically
deletes after a pre-determined number of usages for printing of the object on the 3D printer has

ceurred (Le., “Typeology C7 in FIG. 2y These three forms of protection permit 3D designs to be
marketed and sold, particalarly onling, while serving to protect the intellectual property interest

of the destgner in his'her designs.

=

In another embodiment, Blockehaln may also he wilived to protect the copyrights and the

integrity of design files after 1t 1s transtered over the interne

Another problem solved by the present invention is the provision of a system that may

pniversatly accommuodate all of the ditferent types of 3D printers, and different 3D print objects,
3 pe I : i

which require a different set up. There carrently are seven different types of 3D printers:

s Stereolithography (SLA)

« Digital Light Processing (DLEP)

»  Pused deposition modeling (FDM)
«  Seclective Laser Sinfering (SLS}

o Selective laser melting (5LM)

» Electronic Beam Melnng (EBM)

» Laminated object manufacturing (LOM)

Al 312 printers are used by consumers by downdoading digital files to an SD card and
plugging the SD card into a printer, or by digitally downloading the digital file and sending it to
the printer. However, the digital file must be sdjusted at/for the printer physically by the

consumer, The STL file is processed by a piece of sotiware called a "slicer,” which converts the

G
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model of the object into a serics of thin layers and produces a G-code file containing instractions
o print the slices, which instructions are tailored to @ specific type of 313 printer {e.¢.. an FDM
printer). This G-vode file can be printed using 3D printing client software {which leads the G-
code, and uses it to Instruct the 3D printer during the 3D printing process). The 3D printers have
no communication in or out because the industry i3 closed source and crganizations have
ditferent designs for different printers. Even with current pay-to-print methods for existing
products, the file 1s still download and must be handled by the consumer and it is therefore not

protected.

¥

Lise of the methods described hereln provide a foll amtomated process with respect to
printing of a purchased design file withows compromising the 1P of the design, by protecting the

STL data file. throughout the entire business process.

The three methods disclosed herein are not used/available al the present time because all
printers are closed systems that don't protect the design through the whole business process.
There is no existing universal plug for designers and varlous brands 1o make one desion he
printable for all the different types of printers. The present invention provides that universal plug,
and will create a new marketplace by allowing one design to be printed by all the different tvpes
of printers with a click of a bution. The herein disclosed physical method protects designs on a
card device, ete., and uses the same protection methods allowing customers with designs for a

physical object to freely market them while being protected. whereas they herelofore were
unable to prevent them from unanthorized redistribution. The present ipventions provides
physieal andfor electronic methods that allows for printing at different locations, while still

protecting the designs/code. This enables customers to print at kiosks if they don't want to

purchase bome printers, while enabling the code to be printed.

- 10 -
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The first solution 18 a universal solution that uses a communication tool that plugs into a
printer and delivers the corvect code for a design o the printer being used, creating an automated
process where the consumer can print with just a press of a button, and not have to adjust the
printer(s) and/or the code. FIG. 1 illustrates a new computer system 10, and a new 3D Prnter
208, each of which may be configored 1o be controlled by a print card 15, referred o as a
raspberry pie. The computer 108 may include a slot 18, which may be configured to receive the
print card 18 therein. The print card 15 may act 85 an inventory and distribution system for STL
files or other such files containing printable 3D data. The print card 18 may also manipulate the
aperating system of the computer 108 to perform primting according to the three typologies
defined above, which may he encoded into the print card according to the characteristics paid for
at the time of purchase (1.e.. permission to print 2 copies of the objoct before the code 1s deleted).

e of the print card may require a personal identification mumber (PIN) that may be assigned at

the time the card is purchased. or at some later time.

In one embodiment of the print card, an analogy may be drawn between the print card of
the present invention, and a bank debit card, where along with use of a personal wdentification
muntber {PIN). the user is allowed to shop via an app/zatewayv within an online cloud store, and
make secure purchases of the sowce code for a desired 3D object, the printing of which is
controtled according to the above-noted methods, The DRM associated with the purchased code

i then stoved on the card. The card permuts access to the online cloud store.

The operating system of the computer 108, which may be manipulated by the print card
18, may allow the user to see the inventory ef designs stored on the card, and may also allow the
user to browse and download printable 3D designs using an application program CApp™) that

simifarly protects the designs. The computer, under the control of the print-card-manipulated

-1t -
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aperating system, may send the digital file defining the 3D object {0 a 31 printer. The operating
stem of the 3D printer 280 may also correspondingly be manipulated by the print card I8

according to the purchased typology (CA” or "B” ar “C™ in FIG. 2}, particularly if it has its own
|5 DPEOEY I

MEMOory.

A unique 3D printer 280 may also be configured o print designs directly using the pring
card 15. as the printer 200 may similarly be configured with a stot 281 that may receive the card
therein. The print card 18 may have structure similar to, and may also be configured to operate in
amanner suntlar to, a USB Hash drive, as shown for example by U8, Patent No. 6763410 to Y
LS, Patent No, 6,733,329 1o Yank; and ULS. Patent No, 7287705 to Tang. The corresponding
slots 101 and 201 may thus be configared to read the data from the card 18 being so structured,

to operate as deseribed herein,

FIG. 3 Hustrates how 3D printing works based on a single board computer (SBC) device,
which may have an embedded Wi-Fi module for Iinternet connectivity, and which may connect
with a 3D printer through a USE ioterface. The SBC device should have 2-wav conununication
with the 3D printer device to be able to send print commands thereto. In one embodiment,
customers can browse through different 3D medels available for 3D printing from & library of
such models. All 3D models may be uploaded by designers intoe the library through an
mdependent designer web portal. Users of the system of the present invention can purchase a
model and print it by sending an instruction to their purchased SBC device from the user website
aver the internet, In one unhodment the urnque SBC device may connect with any supported 3D
printer through a USB cable/port. The current methodologies in practice for 3D printing don't
allow direct prints to be made on the 3D printer. The $SBC device comected with the 3D printer

may also be connected with the internet, which will enable the printer to act as an 10T device.
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Lisers can then directly print the files from an asseciated web portal, and the SBC device may not
be directly conpected with the user’s computer. This also wakes out the device/platform
dependence for the selection of 3D prints, it tan be accessed from any web enabled deviee
meluding computers, laptops. tablets and mobile phones. In current practice, users download the
3D print files and then manually have to prini the 3D object, this takes out the hassle and users
svith a beginmer’s skill level can eastly print the fles. And # also helps secure the 3D printable

tiles, as the files are never accessible to the user and pever transferred fo the printer’s memory,

this helps achieve the Pay Per Print business model of the present invention.

FIG. 4 further illustrates how 3D printing works using a desktop app. associated with the
present mvention. An independent desktop application may be made available for different
platforms, including 08 X, and Microsoft Windows, The app. can have a complete graphic user
mtertace (GUIL) for the 3D printing customers. A lght version of the App may be configured to
always be running on the device and may be accessed from a toolbar / status bar. Customers can
browse through different 3D models available for print on the website or theongh the full version
of the App. User can purchase a model and print it by sending an instruction 1o their connected
3D printer from the desktop or through the user website. A desktop application may be used for
shicing and then transferring printable files to the printer, however the deskiop application of the
present invention also allows user to browse through a list of gvailable 3D printable moedels and

i

then punt any of the models, The “light version’ of the app help

s

achieve the “print from
anywhere” model of the present invention, it users have this app installed and has it registered
under the registered account they can send prinds to the printer connected with this application.

Users can divectly print the files from the web portal, by selecting this apphcation under the list
I h £ 1]

of connected printers. In current practices, users download the files and then manaally have to

)
[y
Lt
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print the 31 object, this takes oot the bassle and users can print the files with g beginner’s skill
fevel It also helps secure the 3D printable files, as the files are never accessible to the user and
never transferred to the printer’s memory, this alse helps to achieve the Pay Per Print business

model

FIG. 3 illustrates a first series of registration steps for g single board computer in
accordance with the present invention. When the SBC device is manufactured and prepared for
market, it should first complete a device registration process as follows, The SBC device may
call an internal server and reguest and receive a unique hardware 1D for the deviee, which 1D
may be a long siphanumeric siving. This is designed to prevent brute foree attacks and Denial of
Service (DoS) attacks on the Central (Intigoy server. Onee a unique 1d is received by the device,
the device should call the central Tutigo server along with a secret key known only by the device,

10 register dtsell as an avalable device, The entbedded in the

e
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software; it may be encrypied, and may be a very long sequence of alpha-rumeric characters,

muach like an SSL public/private kev, an example of which follows:

MITFDIBABakahbiGHw I BBQOWMzAbBekghkiGOWOBBOwwDgQIS2geprFgPxECAgeA
MBOGCCaGRIDI DOMHBAgDIKGNAZs e SCBMIT xR PIFyvaMIUigRQmek XCs35a
Qe 7INQbtgdwi+ 90X OhpSg/2ALICCibgvzgSu8e P Z4yvorXd8VucZ DmDDSpzsd Ghad

The central server returns private key certs, o client ID and a unique public identifier. Each
device can only be registered once, to prevent bloating on AWS devices gateway. The interal
server 15 designed for imternal access only; this is primarily 1o be used in SBC device
provisioning once the device i3 prepared for market. The device may connect with the internal

server using the internet over a secure HTTPs connection which is accessible only from sllowed

P addresses, and the internal server assigns a unique hardware 1d for the device {which can also

S i
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be accessed by the Ceatral server). Once the hardware il 1 assigned to the device, the SBC
device can now be registered as a thing through the coentral server. The purpose of having an
internal server for hardware 1D is to provent brute forve sttacks on the system, as a device can be
registered using any SBC ID as reference and there s no way to validate the 1Ds sent to the
server. The internal server generates a unigue system known hardware 1D for the devices. The
internal  server may he placed inside the wvicinity where the SBC devices will be
manufactured/prepared for market, or it can be cloud based with access limited to certais 1F
locations known to the svstem. The reason for using an “internal server™ and the “central server”™
is 5o that the internal server is only used to generate hardware 1Ds for the SBC devices or license
numbers for the desktop applications. The purpose of internal server 15 to control the access to
the server that prevents fake device regisirations. The central server i3 accessible publically and
serves all the comtent for web portals and manages the print systenmn. Tor devices the central
server only accepts incoming web calls having a registered hardware id. The two servers will
prafereably be separated and all the portals will only have access to the cantral server, which is
primarily for security: the internal server if made public can be used for brute force 1o bloat the
database and to have denial of servige attacks on the complete system. With fespect o the use of
both a “private key™ and a “public identifier.” the devices connect with an AWS device Gateway
through the MQTT protocel over TLS V1.2 to establish g connection. The device uses CA Certs,
which are installed on the device to validate the awthenticity of devices gateway, and then use
both Private key and Public Pem files to verify its identity for the connection.

FIG. 6 illnstrates a second series of registration steps for a single computer m accordance
with the present invention. The central server may expose a public APY for devices which can be

accessed gver a seg charmmel, The API takes the secret key, and hardware id to validate the

b
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request and process the registration on an Amazon Web Services (AWS)IOT devices gateway.
The API returns the private key cects, client 10 and unique public identifier which will be stored
permanently on the device. The central server may call AWS 10T services using a restful API
and register the device as a thing on things gateway, The central server may register all the

devices on AWS I0OT and also penerates a human readable client id. which becomes the identity

of the device. When the user wants to conneet that specific device with their registered account,

they will use this client ID. Note- the AWS 10T is a service that enables us 1o send and receive
notifications to the deviees, The devices ave registered on AWS, however client IDs are saved on

the ventral server. And also controls the information regarding which device s heing connected

to what oser account,

FIG. 7 sllustrates a series of registration steps tor a deslktop app. in accordance with the
present invention. Users can download the desktop App through respective App stores e.0, App
Stove for OS X and Windows Store for Windows based systems. Fach desktop App may have a
unigue license key and may be activated when the user logs in to the App. The App comnnects
with the central (Intigo} lcensing server to cheek the authentization and validity of desktop App.
The deskiop App once connected with the user account will have svaced data and the user can

select the App from the list of printer devices on the user web portal,

FIG. 8 dlusivates and defines steps in an embodiment of the 3D printing process in
accurdance with the present invention. All the 3D muodels are upload by designers through a
dedicated designer web portal. Designers can register on the portal through an invite or by
accessing the portal and signing up using an email address. Users can browse through available
3D models through a Website from their personal computers, laptops or mobile device or

through a platform specific Mobile App, ¢.g. 10S App. Android App, Windows 10 App. Users

- 16 -
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can view details of each 3D model; the details may inclode 30 view(s) of the model, an image

gallery of the model from different angles. User can also select the models for Print from the
mode! detail screen. To print 8 model users must be logged into the user. The print featore will
only be available for registered users, When the user clicks Print, the svstem will check for an
available device. If the user has no registered device or any connected deskiop App. the user will
be prompted to add a device with instruction on how to get a device or the desktap application, If
there are devices cormnected with the user’s gecount, the user 1& prompted with a droep down list o
select the device or the connected desktop App. After selecting the device or desktop App. the
user will have o enter Payment details or an oplion to use a previously saved payment method.
Once pavment is syceessiul, print notification is sent to the selected device or deskiop App. The
user will have to pay for each prinis each new print will only initiate once payment is successful.
It the user selects a previously printed model they will have (o pay for the print again. The print

price may be eontrolled through an Admin portal. it can be same price for all the models or each

model can have an independent price for print.

FliG. 9 illustrates further steps in a registration process in acoordance with the present
invention. Once a device is purchased by the user, the user should connect the device with their
vegistered Intigo account, (Mote~ the device regisiration process is for provisioning new devices
on the system independent of the user, once the device is registered and a chient 1D s allocated, it
can then be connected with a registered Intigo user account, and the user can register for an
accouttt through web portal/applhication, signing up using email address, and can have an account
withont any device being connectedy. The user can use the unique public identifier and enter the
client 1D printed on the device into a web portal to connect the device, and this process can also

be achieved by printing 2 QR code on the device with an embedded identifier so the users won't

i
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have to manually add the code. Onee the deviee is connected with a user. it can’™t be comnnected
with any other user and the device i marked as an active device wnnl the user deliberately

transters the device to another aceount,

F1G. 10 tHustrates steps with respect to connectivity of a registered device for 3D printing
i accordance with the present invention, The Single Board Computer (8B device may
ioplement an 10T device sdk in the device or use Python libraries to constantly listen for new
notifications over internet using the MOQTT protocol. The MQTT is a low bandwidth, Highbweight
protocol that works on top of the TUP/P protocol. Once the device 1s marked as active on the

server, i.e., it 13 connected with a user, it can be used to print 3D models. Bvery time user

3

purchases a print and sends the instructions to print, this connected device will get a notification
aver MOTT. The notification will only tell the device that a new print is available for the user
and send g single-time access token alony with printable model ID for the user. The central
server will roaintain all the configuration settings configured by the user for printing, including
print quality, in-fill density and temperature settings: these will be used by the device 1o generate
3D puanter readable glode. In this embodiment the token may be a digital euntity, which may be
an encoded string, that may be used by the central server to identify and verily access to the
stemn. An example of the access token follows:

EAAXKIOwaRWeBAGVIMRGRvFGRQGINPaLZBmidVY e ZCZAKRUHKLEYRIXBISLTNR
WeleRdmaiyrpl 1X0p 1 WzbZBNhaDv2 Thz6vNkzZ BhmyBx7TPBXUSVBIoB S KFRAine A 7iSmel
IAFDAHIDve ZBXAVVISCROHF 407 BwitdnzOE HQal KLy 8s VXsWpaZ LS 0X8aTmoGIrRRFS
UuwVZARSLZABQBwWHSrpEMReA Y pBMCK oY Crt3pQ2 2D

In one embodinent, the access token may be usable for a limited time, or for a single time, or far

different tvpes of access fo the system.

-i8-
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FIG. 11 iHustrates ether aspects with respect to 3D printing 1 accordance with the
present invention. Once print notification is received on the devige alonyg with a single-tume

access token, the device may communicate with the central server using the HTTP protocol

using a secuare public APL The central server returns the printable file to the device over a secure
chamne!l and also sends all the user selected configurations for gCode generation. Once the device

successiully downloads the file and converts the code it notifies the system using the MQTT
pratocol, and a notification 13 sent o user that the fle s ready to be printed. After successtully
printing of the model. the device notifies the svstem over the secure chanpel and deletes the files
from i's internal storage. For each new print the user will have to follow the process again and

purchase the rights to print the file again.

FIG. 12 describes other aspects with respect to connectivity of @ deskiop app. for 3D
prigting 1 accordance with the present mvention. The Deskiop App may contain a full version
and a light version running as & service and can be accessed throngh a toolbar / status bar, and

way start on each boot up of the desktop. This may always be running in the background even if
the full version of the App is not running on user's desktop. The App may implement a Puash
notification system to get notifications from the Intigo Server, Once a desktop App is marked
Active on the server, f.e. it is connected with a user, # can be used to print 3D models, Every
time a user purchases a 3D print and sends the instructions to print by selecting the deskiop App
from the drop down list, the desktop App will get a notification. The desktop App may also
cheek for any pending notifications on startup to check for missed notitications. The notification
will only tell the App that a new print 15 available for the user and may send a single-time access

token along with a printable medel ID for the user. The ceniral server may maintain all the

-~ 19 .
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configuration settings cenfigured by the user for print including print quality, ol density and

temperature settings: these may be used by the deviee 1o generate 3D printer readable ¢Code.

Fitr, 13 describes other aspects with respect to 3D printing from a desktop app.
accordance with the present invention. Onee print notification 3 received on the App along with
a single-time access token, the device communicaies with the central sexver over the HUTPS
protocol using a secure public APL The covtral server woay return the printable file to the device
over a scoure channel and also sends all the vser selected configurations for glade generation
angd if gpCode file is available it will send a Hok to the downloadable gCode file. The App may

&

then check tor connected printers over USB. The App will then start printing the file and will
show the status of the print. After successiul printing of the model, the App netifies the system

over the secure chamnel and deletes the files from it's cache, For each additional 3D print the

user will have to follow the process again and purchase the rights to print the file again.

In one embodiment of the invention, as shown in FIG. 684, a computer system may be
conligared for a method of controlling use of downloadable proprietary source code defining 3-
I3 object data usable for printing the ohject on a 3D printer. The computer systent may include a
first {(internal) server, g second (central) server, and a single board computer, The first server,
the second server, and the single board computer (SBC) may each include: a central
processing unit and a non-transitory computer-readable storage medium (CRSM) comprising
instructions to program the fivst server, second server, and single board computer, respectively.
The mstructions on the CREM of the SBC may be conligared to request a unique hardware 1D
from the first server, and the instractions on the CRSM of the first server may be coufipwred lo
assign and send a unique hardware ID to the SBC. The CRSM of the first server may also be

contigured to send the newly assigned unique hardware 1D to the second server. The instructions
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on the CRSM of the SBC may be configured to submit the unique hardyeare 1D and a secvet key
to the second server to vequest registration of a user and a printer with the second server, and the
mstruetions on the CRSM of the second server may be configured to send private certs, a client
1D, and a nnique publiv Wentifier to the SBC in response. The instructions on the CRSM of the
second server configure the second server to receive and store the code defining 3D print designs

from registered designers through a web designer portal, and to on-demand display the 3D print

designs v a GUT screen (e.g. FIGL 173 The instructions on the CRSM of the SBC may be
configured for a registeved wser to purchase a quantity of 3D print designs in the GUI, and the

instructions on the CRSM of the second server may be configured to send an access token to the
SBC in response to the purchase. The instructions on the CREM of the SBC may be configured
for redeeming the access token for a selected 3D print displaved in the GUL and the instructions
on the CREM of the second server may be configured to adjust geode of the selected 3D design
for the particular printer{s) that was identified by the user during the registration or at a later
time, and to stream the adjusted geode to that printer. Note that more than one 3D printer tvpe
may be registered and used, and the system will provide adjusted geode for the selected for the
print. In one embodiment the CRSM of the second server may be configured o stream the
adjusted geode to the printer through the SBC. as shown in FIG. 6A, with Hitps streaming over a
web connection to the SBC device either and internet connection provided to the 8SDC deviee, or
Wi-Fi, or physical cable. The MQTT protocol may be wsed for messaging and notifications not
data transfer. In another embodiment the CRSM of the second server may be confipured to

stream the adjusted geode directly to the printer.

In another embodiment, as shown generally i the flow chart of FIG. 68, the author of a

30 design may create a print file for the design using the file format of their preference. The
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author may then download the API in which all transactions are wacked using a public {edger,
The avthor may then upload the print file to the designer portal using the APL where #t is
available online for purchase by consumers. The uploaded file may have a hash embedded
therein. When a consumer purchases the design, the AP authorizes and streams the code for
printing to the consumer, and tracks payment received from the consumer and pavments miade o
the author of the purchased design. 1n the case where & consumer does not have access to hisfher

own printer, a print management network of the AP locates the closest available public printer

to compete the printing progess,

Also, 1 one embodiment, the APL may be confizured 1o feature a token reward program
where a user receives a fractional remuneration on their exposed big data of user information to
advertisers. The rewards program may increase the number of registrants o the platform, provide
more value to the advertisers.

As noted above, Blockehain may be used to protect the intellectual property and integrity
of design files, and may nvolve a mudti-step process as liows, Fust, the designer uploads

hisfher design through the APL Next the AP adds a hash o the design file, publishes the hash

the Blockchain, and appendds the hash o the file. (Note- Blockechain ha

the Hood of

the hash may be stored on @ central server from where it may be streamed to the purchaser. In
another embodiment, the APT mstead sends the file with the hash to the anthov/seller who

deposits it onto his‘her database, and later on when the design is purchased by a consumer, the

222
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API sends a request to the author asking the author to styeany the design file to the desiguated 3D
privter {i.e., the purchaser). Alternatively, when the file with the hash is stored on the central
server, the AP sends the design file with the embedded hash to the purchaser/3D prnter. In
either case, the APL verifies if both hashes match- the hash 1o the file sent by from the author
database or from the central server, and the hash sent by the API to the printer. If the mateh s
positive, then the design file affer streaming over the internet to the 3D printer is not corrupted
and 15 ready to print with the keyways provided by the APL The APL creates a unique pair of

codes for the design fie cach time it is purchased for printing. so that the design file sent {o the

3D printer cannot be used again to prnt.

There are two embodiments for corroborating (Le., for comparing} the embedded hash in
the design file and the hash sent by the APL In one embodiment, similar to the embodiment
discussed hereinabove, a particularly constructed 3D printer system may be configured to receive
both the print file with the embedded hash (which may be in the fisst few lines of the code) and
the hash sent by the APL and may be forther configured to avtomatically compare the two bashes

and to print the 3D design only when the hashes match.

The Blockchain of the AP will keep track of these transactions and record them on a
public ledger. Where multiple copies of the design have been purchased, the Blockchain will be
updated as each copy s made. The Blockchain will automatically make the required payment or
payments {g.g., payment to the author) after the order is fulfilled. This process provides designers
with proof of ewnership to dispute copyeats when needed, and the integnty of the data files are

checked for corruption of the data before the 3D printer starts (o move.

The tokens used herein, named 1TO tokens. may be 1ssued on the Etherewn Blockchain,

which is capable of storing transactions and rupming smart contracts. In one embodiment the [TO
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token(s) may be ERC20 compliant, and in another embodiment the [TO token(s) may be
ERC223 compliant. ERC-20 tokens are advantageous o the end users as they provide fast and
streamiined transactions, quick confirmation of transactions. reduced risk of contract breaking,
mmproved security, lower fees. and expert ability to handle incoming transactions in smart
contracts. The ERC-20 wken has six mandatory functions and three optional functions. The three
optional functions include the ability to name the token, o assign the ioken a symbol, and the
ability to determine how dividable the soken is by specifving a number of decimal places. The
mandatory fupctions include creating a methed that defines the total supply CtotalSupply) of the
tokens so that when the Hmit i3 veached, the smart coniract will refuse 1o create new tokens:
creating a balance of  (“balanceOf”) method. which has to return how many tokens a given
addross has: a frst transter function Ciranster™) which takes a certain amount of tokens from the
“totalSupply™ and gives them to a user; a second transfer function CransterFrom™y which can be
used to transfer tokens between any two users who have them: an “approve” method that verifies
that the contract can give a certain amount of tokens to a user taking into account the total
supply; the “allowance™ method i3 similar, except that it checks to see I one user has enough

halance to send a number of tokens to someane else,

The ERC-20 tokens are also customizable, The ITO tokens are ERC-20 tokens
customized herein to also enable the following features:
-automalted buying & selling: you can assign a token’s value to that of anether

token or currency by creating a fund that vou can automatically buy or sell

i order to maintain the balance;

-auto refill option: transactions conducted on the Ethereum Blockehain require

Ped

payments © minors in “gas,” amd the customization program the token to

224 -
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auto refill “gas”™ for future transsctions once i goes down to a certain

fevel:

-token freeze- s0 that If ustructions from a regulatory authonity reguest a freeze in
the circudation, the tokens can be frozen, and subsequently unfrozen when
atuthonzed to-do so

- centralized mint can be used to modify the number of tokens in civeulation if

needed.

~

The following is a discussion of a section of the smart contract integrated into the
Blockchain of the AP to perform payment once an order is confirmed, The following illustration
is simplified to be vasier 1o understand, so therefore some variables are made to be constants, the
example omits the number of prints allowed, and the example does not differentiate different
messages and instructions to the printer and designer, In the example it is assumed that the
customer orders a produet listed for $60. The exchange rate of the token for the AP is 1:100,
Le., the token is worth §.01. The list price consists of $59.93 charged by the 3D printer fo print
the product and delivery. The lovalty reward to the designer is $0.02. and the comumission to the
APT is $0.03. Without optimization of codes, part of the smart contract in Solidarity looks as

follows:
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The first “require” line carres out the pre-approved transtor of 3995 1TO twokens from the
sender (i.e., the consumer) of the message to the service contract. The second “require” line does
the same by requiring the transter of two 1TO tokens from the comsumer o the designer as a
royalty payment. The third “require” line is similar by reguiring the transter of three [TO tokens
from the consumer to the APL platform as a commission, Holine 1, 2, or 3 fails for any reason
then the function will terminate, ensuring that the contract is paid for the work it undertakes.
Otherwise it sends a message to the service contract fo print out the desived Hem as reguested. A
message and wstructions 1s sent to the privter 1o print the order. A separate message 15 sent to the
designer, notifying hiny that his design was wsed and a rovalty paid to his AP wallet. Notice that
the transferfrom{) function shows that i iy called as part of the printihisitem() transaction, not
requiring any manual intervention on behalf of the service contract to trigeer 1 (this also means
that it will not show up as a sepwrate transaction on the Bleckchain, bud be part of the
printthisitemi(} transaction), so all the payments are made automatically and deducted and

credited (o the appropriste parties, all handled by the smart contract neatly.

The computer system disclosed herein, and corresponding software, may include
components of any standard computing deviee, such as a server, a tablet, a cell phove, or other
mobile smart device, so a deseription of such an accessorized exemplary computer system is
hereinafier disclosed, even though a particular embodiment may not require all of the described
components. Exemplary computer system 2080 (e, a client device associated with a particular
user) is shown schematically in FIG. 21, and which may comprise computing unit 281
imteracting with external peripherals 202, such as a separate touch scveen display 244, and
interacting with petwork resources 283, including use of the internet 261, and other computers

{or other client devizes or a server), which may be a laptop computer 262 (i.e.. a second clicnmt

-2 -
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device associated with a second user). a smart phone 263 (e, a third clent device associated

with a thivd user), a server 264, ete.

The computing unit 201 may inelode @ data bus 224 for communicating information
across and among various parts of computing unit 201, and & central processing unit, which may
be a microprocessor (hereinafler “processor™ or “CPUYY 222 coupled with a bus 224 for
processing information and pertforming other computational and control tasks. Computing unit
201 may also wclude a volatile storage 225, such as a random access memory (RAM) or other
dynamic storage device, coupled to bus 224 for storing various information as well as
mstructions to be executed by processor 222, The volatile storage 225 may also be used for
storing temporary variables or other intermediate tnformation during execution of instructions by
processor 222, Computing wint 201 may further include a read only memory (ROM) or an
erasable programmable memory (EPROM)Y 227 or other static non-transitory storage device
coupled to bus 224 for storing static information and instructions for processor 222, such as hasic
mput-cutput system (BIOS), as well as various system configuration parameters. A persistent
storage device or non-volatile memory 226, such as a magnetic disk. optical disk. or solid-state
flash memory device may be provided and may be coupled to bus 224 for storing information

and instruciions,

Computing unit 201 may be coupled via bus 224 o an integral display 221, possibly a
touch-sereen display, for use in displaving information to a user. If desired, computing unit 261
may be coupled via bus 224 1o an external display screen 244, An external input device 243 (e.g.,
a standard kevhoard) may be coupled to bus 224 for communicating information and command

selections to processor 222, A cursor control device 242, such as a mouse, a trackball, or cursor

direction keys, may be used for communicating direction information and command selections to

o
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processer 222 and for controlling cursor movement on display 244, An external storage device
o
241 may be connected to the computing unii 201 via bus 224 to provide an extra or removable
se canacity for the commuting unit hich mayv be used to facilitate exel £ d
storage capacity for the computing wnit 281, which may be used to facilitate exchange of data

pacy

with other computer systems.

Some of the technigues herein may be performed by computing unit 261 in response to
processor 222 execnting one or more seguences of one or more instruciions contained in the
volatile memory 2235, Execution of the sequences of instructions contained in a non-transitory
memory may cause processor 222 to perform the process steps described herein, In alternative
embodiments. speeific hard-wired digital clrenitey may be wsed in place of, or in combination

with, software instructions to implement the invention,

The term "computer-readable medinm” as used herein refers o any medinm that
participates i1 providing instructions to processor 222 for execution. The computer-readable
medium is just one example of a mackine-readable medium, which may carry instructions for
iniplementing any of the methods and/or techaiques described herein. Various forms of computer
readable media may contain one or more sequences of one or more instructions for the processor
222 1o execute, meluding non-volatile media {storage device 226), and volatile media (storage
device 228). Common forms of non-transitory computer-readable media tnclude, for example, a
foppy disk, a hard disk, magnetic tape, or any other magnetic medium, a CD-ROM, a flash

drive, and 8 memory card,

The computing unit 281 may thes alse intlude a comwmunication interface, such as

network interface card 223 coupled to the data bus 222, Communication interface 223 m

provide a two-way data communication coupling to a network link that may be connecied to a

local network. For example, communication interface 223 may be an integrated services digital
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petwork (ISDN) card or o modem to provide a data communication connection to a
vorresponding tvpe of telephone Hne, ar it may be a local ares nerwork interface card (LAN NIC)

to provide a data communication connection to a compatible LAN,

Network Hnk 223 also typleally provides data conununication o other network resources.
Forexample, the network Ink may provide a connection over the internet 261 1o the world-wide-
web, Thus, the computing unit 281 can access resources located anywhere using the loternet 261.
Also, the computing unit 281 may also be accessed by, or communicate with, other computers
{g.g. 262}, or another smart device {e.g., smartphone 263). generally with permission, and which

may be located anywhere with access o the internet 261

-29.
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J

CLAIMES

v

What 15 claimed 1s;

1. A method of controlling the selling and purchasing of a seller's proprietary 3D object
design, and printing of the 3D object by a purchaser on a 3D printer that prevents other
unauthorized printing, said method comprising the steps of;
creating a print file for the design of'the proprietary 3D object using a file format of the
seller’s preference:
creating a smart contract using ethereum blockchain comprising;
allocating a total supply of erc-20 tokens; and
controlling selling and buying of the seller's 3D object design comprising:
appending a hash to the print file of the proprietary 30 object; and
publishing the hash in the Blockchain ledger;
selecting of the seller’s 3D obiect by the purchaser and transterring of a required amount
of erc-20 tokens from the purchaser for one or more prints of the 3D object;
streaming of the print file with the appended hash to the purchaser;
sending the hash to the printer, and comparing of the sent hash to the appended hash in
the print file of the proprietary 3D object; and
prating of the 3D object using the prins file of the proprietary 3D object when the sent
kash matches the appended hash in the print file of the proprietary 3D object; wherein printing
of the object comprises sequentially depositing a plurality ol cross-sectional layers of the

proprietary 3D object.
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2. The method according to claim 1, further consprising: transferring to the seller s royalty being

e por)

an agreed upon percentage of the required amount of ere-20 tokens received from the purchaser.

3. The method according to claim 2, further comprising: collecting a sales commission heing an

agreed upon percentage of the required amount of erc-20 tokens received from the purchaser,

4. The method according to claim 3, further comprising: publishing the rovalty snd the sales
commission in the Blockehain ledger,

5. The method according 1o claim 4, further comprising: creating a print management network

e

for tocating a closest available public printer for completing printing of the 3D object when the

parchaser does not have a 3D printer,

6. A system for controlling the selling and purchasing of a selfler’s proprietary 3D object
design, and for printing of the 3D ohject by a purchaser on a 3D printer that prevents
other unauthorized printing of the seller's proprietary 3D object design, said system
COMPrising:

a server:

a 30 printer configured to build a 3D ohject by sequential deposition of a phurality of
cross-sectional fayers of the 3D object;

one or more client devices configured to transmit the seller's proprietary 3D object
design wirelessly over a network to said server;

wherein said server i3 configured to receive the seller’s transmited proprietary 3D
object design; said server turther configured to create a smart coniract with ethereum

blockchain to cantrol sales and purchases of the seller’s 3D object design: wherein said

t
(9%
foums
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smart contract is configured to append a hash lo the print file of the seller’s proprietary 3D
ahiect and store the print fle with the appended hash o a non-transitory memaory, and to publish
the hash in a ledger of the blockehaing

wheretn said server i further configored to sell the seller’s proprietary 3D object
design on an internet webpage;

wherein when the purchaser purchases a quantity of coptes of the seller's proprietary
3D object design on the internet webpage, said server streams the stored print file with the
appended hash to said 30 prnter, and sepavately transmits the hash to the 3D printer;

wherein said 3D pripter is configured to compare the transmitted hash to the appended
hash in the print file, and 1o print only the purchased quantity of copies of satd 3D objeet design

when the appended hash in the print {ile matches the transmitted hash.

7. The systern according 0 claim o, wherein said server is configured to sell the seller’s 3D

object to the purchaser for a required amount of erc-20 fokens.

8. The svstem according to claim 7. wherein said server is configured to transier to the selier a
rovalty being an agreed upon percentage of the required amount of ere-20 tokens received from

the purchaser

9. The systern according to claim 8, whereiln said server is configwred to collect a sales
commission being an agreed apon percentage of the required amount of ere-20 tokens received

from the purchaser.

10, The system according to ¢laim 9, wherein said server is configured 10 publish the voyally and

the sales commission in the Blockehain ledger.
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11. A computer system configured for a method of controfling use of downloadable
proprietary source code defining 3-D object data usable for printing the object on a 3D
printer, said computer system comprising:

a first server, said first server comprising: a first central processing unit and a first
non-fravsitory computer-readable storage medinm comprising instructions (o program said first
server;

a second server, sald second server comprising: a second ceniral processing uanit
and @ second non-transitory computer-readable storage wedium comprising instructions to
program said second server;

a single board computer (SBO). said SBC comprising: a third central processing unit and
a third non-transitory computer-readable storage medium (CRSMY comprising instructions o
program said SBC;

whereln said instructions on said third CRSM are configured to request a unigue
hardware 1D from said first server, and said instructions on said first CRSM are configured to
assign and send the unique hardware 1D to said SBC;

wherein said insteuctions on said third CRSM are configured to submit the nnigue
hardware 1D and a secret key to said second server to request registration of & user and a printer
with said second server, and sald instructions on said second CRSM are configured to send
private certs, a clieat ID, and a unique public identifier to said SBC:

wherein said instructions on said second CRSM configure sald second CRSM to veceive
and store one or more 3D print designs through a web designer portal, and to on-demand display

=

the 3D print designs in a GUI screen:

1
(%Y
fod
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whergin said instroctions on said third CRSM are configured for purchasiog a guaniity of
the 31 print designs in the GUL and said instructions on said second CRSM are configured 1o
send an access token to said SBO in vesponse o said porchasing:

wiherein satd nstructions on said thivd URSM are configured for redeeming the access
token for a selected 3D print displayed in satd GUL and said instructions on said second (RSM
are contigured to adjust geode of the selected 30 design for the printer. and to stream the

adjusted geode to the printer through said SBC.

12. The computer system according claim 11, wherein said response 1o said purchasing

is sent using the MQTT protocol.

13. The computer system according claim 17, wherein said access token comprises an

alpha-numeric sequence.



PCT/US2019/066750

WO 2021/021237

IO

sapund (] £ ' spndiasiu o) pasn indwod B ue
$1018 Osly “siolund perisieas pue (Bunuud gg pucsied
103} spad ayl seuyne wiod) [ruBip Buipniow woisAs

wsishs Bunesado g Aue 40
QyD v eendiew [gm jBY) oy (g pue

UONNGUISID pue AICIUBALE B 88 Safl} LS SPIoy iy
B0iABD AuR IO pIeD Wisd 8l 0} 105 ¥ uo wemed ubiss()

24058 Jund
oyl vy abeiois
PO WG 1O

RIRO Lt Aosup
DapRDuMO]
38 NvO §30d
FALLYNHILY

10148 spioy ey wesds Buneiede
SO 104y 23038 Jupd 40 AoUBALY
pies wud syl woy pajendivew

s1 1YL wiegshAs Bugelado Buyund g

HO §3714 148

pIed Ul
wiesAs Busuedo o Aue
10 (V) s sepemndiiew

yeus afy wud ge Aue

M 10 $8414 11K 10} wislshs
(t6io, LORNQLASID pur Aolaa

. E SB 5108 1Byl DB Ul
aic) AW 198 JBUL PIBD JUlid

oz —1l ‘Busdae ooz
: —l
Jamnduior ~

apnd 18ue dof indu pred anp 0 wiasAe
Bugessdo sppindivews o) jauud G o) 2l
spues ondwo "weisAs abeioys senbuss
10 pres uud sus U pBIsks pue ping sddy
PROJUMCD SB j8a S8 pied uud jpuoessed
PUR 24018 Juud 8yl wiod) Aolusatl 298 ©) nod
SMOE 1By washs Bupvsedo Jo semndwon

1/24



WO 2021/021237 PCT/US2019/066750

Card/App/storage

system/inventory system
Allowing the inventory
system to run based on
Input the timing of the
typology information
Kaboodl Storage and comes back to the
distribution system storage device
based on typology \
|
\ .
Inventory and distribution . |Typology back to inventory
] and distribution system
typology network ‘ ution syste
| Slicer Software
J

3 sections of organization
reflecting the bottom end result
the output of the storage device

‘ Transition of information from

\\ storage to neutral source that
‘ ‘ | allows CAD to read information
and delete while it prints

Software transition to |
CAD operating system

| ] |

Typology to allow Typology that allows Typology for intermediate
Information to return information to be deleted deletion
Typology A | | Typology B Typology C

FIG. 2

2/24
SUBSTITUTE SHEET (RULE 26)



PCT/US2019/066750

WO 2021/021237

SIASD fasn

s ANo9sD DSNSULLOD 8GO BARY
mom.. SUABR O8S 0 sjuud gf sy
DU B A

SUSTSMK JBEN DU WITK S0IAER Peseynd
ey o uoponasul e Bupuss &g
uud pue Epow B aseydind veD MBS
peuad gavs isulisep

juspusdeput ue  yfnosy m;wrmmmuﬁ
Ag Wwwmvmﬂ% S8 SPROWM 08
neid 1) sgRiEAR [SpDU

HECIE e xmnﬂmw SSMBH] UED SISLI0IENT

P ed
B 554

SPUBLLLIOD Jisd

PUAS O] SMASE SU) YA LORBIUNUIIOS
,F., -z aney Jenw 231483
soeusl gun uBnang

sepingd Qg B yBs SIOSULOD  80Weg

AgaosLuas
|BUSU Dy ¢ %o? I4-IAL Peppequis
{ogsismduwng peog aibug

Eidues piecg 9jbWs 'L

SHI0M Il MOF . bundilg g

€ "OId

3/24



PCT/US2019/066750

WO 2021/021237

wapuadep  ue  ybnong m‘wmammmm_ﬂ
£q pepeodn 2iE SEPOW 0Og

SLR O UCIRIRA 1Y B yBnoay 3

ay uo wud a0 eygeue v
e UBnoIy; esMGIY LBD SIBUSISNY

&
2

IBG SNIRISUBQO0] WD PasSSedE
ag ued @mm S2ASP SH} uC mc,“_ccmﬁ
ag sfeane g ddy sy jo uosien Wby v
SISLUDISIND

S 10 0 swsidwen ' oasey ued ddy
SHOPUIAL HOSSIDHN Y SO Bupnpou
swoped uSdSHID M0 sigquea
uonesaycdde doyysep uspusdapyy

ddy dopfseg obnu g

SHIOM 1

W AOH .DUnuig (%
¥ 'O

4/24



PCT/US2019/066750

WO 2021/021237

BN

peviamBag 81 sopap
RUT ATLO RATNSP

iy sieenbes ym

. REHLIRE JOAMES RSN

ISR RLED ol

”.

BN SEpSINDE
O IBASE U

Yeveeb s
oy Ho Bupeopn neasid o ‘sauo
paizsifer s Ao ued sowsp Ausazg

RETHHEE-NE

; BEDY  SuED
qeaud SumSl ISASS RIS Byl
s\eiEAR uE se geosu seysibas
m,wuwnﬂ_mﬁ sy} OF usouy  Asy
s Buoie ssass ofpuy mauso
Emmxmw aninel B 'eMASp
W pasedal Stop osnbuin ' soun
jangas ofnul eaues U syoeye
AT O PSSO pue  syaeue
240} SYUG Emywﬁ O} 81 S} SNASD B4
104 P atpaspiey anbiun g 188 pue ssnaes
[PLUSI B BB DINOUS  Sdwep syl
sgaacud vogensifal aMASR B ol
B BRCYS § euely a0 pededsad
DUE  PSIMPEINURW St 2NARD USUYM

1
R

Tonensibay Jenaiio) pieog sjpuia
S 'O

5/24



PCT/US2019/066750

WO 2021/021237

seEs 101 SAMY s
aainap sy uo fjuslpuiad paioss 89
sy seynusp syand anbiun pu

E

R

feqnael
SEIMEP 101 SAAY o uonensiBsd
sy sssonud pue manbs: Sy sEpea
G D osIEsREY A8y BiD9T seNel idY
ISULBLY 1n0es
B ISAC DESSEINT 8O UBD UMM S801Ep
10} {dY 2ugnd B sesodks 189S BHUSD

ual ‘spen Asy siesud Suyy SUINISE idy

6/24



PCT/US2019/066750

WO 2021/021237

V9 "OId

1A gS Y} ysSnoyy ’

V., JPjuld 01 9poon) sweansg  ,e*
puUe SAINIIJUOD JIAIIS PUT #

V4
®,

/ 000101
: LLOW

LFS - F# UBISa(]
668 - £# USISa(]
0C$ - T# USIsa(
§T$ - [+ usIsaq

NAZIIS 111D
['e1o( [PPOIN A€

0} A9 12I109S © pue
T 2templey anbun
spwgns Hgs

®

«Vs BEHLREIN
uLd (Teusoruy)
|
m———tma— ' 0gs 03
P - ~q o \ ‘T rempleyq
s’ 'S \ onbrun
ll. - spuos/sugisse
UOYO], SS00Y ‘s / IDAIIS IS
(L) swon S
pal1asn DS \ \ @
‘, "
USYO], SS90V SPUSS I9AIDS puy A S
@) AT ‘q19nbupn
\ - sjsonboy
\ \
\ \ 24dS
ug1so(] (1€ © 10y sAed -\ @
@ pUE S[OPOW (J§ SISMOIQ oS / \
&
adAL pue (v,) ‘@1 o sorddng 2| eomeg
L
pue uoneIsI3al 3sanbal m 0dsS HONOBUTO. JPWISH]

JdLLH 2In29g
BIA UOTIRDIUNWWO)) 707

JdS ayi o1
I2Inudp[ d1qng anbun e
pue S TIUSIPD B

IOAIOS PUT O} PORTWISURI],

NI NaTq 10187 g (s R— .
. . ©'$1199 9JRALJ
peordn 03 » !

TR0 QoM mb LN EN SPUAS JOAISS pug
JouSIsa(Q g @
- BEYNEIN <
A
o | (Tenuwd)) pug

SIQUSISAQ €

S ('] 2tempiey anbrun [y

7/24

SUBSTITUTE SHEET (RULE 26)



WO 2021/021237 PCT/US2019/066750

B B

1 23

¥y S g e

S 6d ™R R R

SRR SR A
Y o
s O R N
SRS =
WIS e
o R
A
R

v

o
e

—

Wpdnod filo
10 Degiciner Pore

FIG. 6B

w””,%;.

iz

s [

racte
D print

&

T AR

i X

t a

& % ]

U i Eu X

i §.;§

& oy mele R

; 2o 3
ég &1

8/24
SUBSTITUTE SHEET (RULE 26)



PCT/US2019/066750

WO 2021/021237

giehy % gy ofmy

Jsaeg as a& o

jeynd g 19En U0 seowmap s o 18y
aiy wioy ddy aip 1ees usy issn pue
giep paouds saey
ilsh PEISULGD 8o

pue UonBIuUSIing
Bususary  obnuy

o g

cleh G esn

USUM DRIBARDE Y ; SUSTY
w cldhy amwvmmm@ Yyoes

sisfis ﬁanmm WOPUEA

FPUB X Q0 D) sig

v e ssios ddy an wumummh yBnoag
ddy doesp syl peESUMADR UBD SIESBN

IIEHE

Slhoy .00y dopmsa(] ObhuU]
L "OIA

9/24



PCT/US2019/066750

WO 2021/021237

Er& &d saud wrmmwamamwaw L SABY UBD BROW Yyoes
: QY PEECRUOT St 3o g
uiele juud o a0 fed o sasy m \ A8 % ,m@u& waw&ﬁ fanonead g siosies jean
{YSSa03ns s wswded souc s fuo s uind weu yoes und sad fed o aaey i &S0
day nmwokm.wn 10 BNABD DEIDRISS O) JuSS

st uoiEaioy uud yssenans st uswifed saun powysw juswied paaes Apnopnsid g asn oy
uondo ue 1o sgeiep afes 19us o Ay v 1asn ddvy dojsep 1o anpnap ayy Bunees ey
aaa doyysep papIsuuon wﬁ 30 SNASE 84 J08ieSs

WwOP doip B Yy pepdwosd g 4 WNGIDE BN I PSEsULDT SSMASD iR &Sy §
; mmﬁ SU S eMASD B 1B m T AHOL LG UDIDIIISLE i 82IAD B RE & pejduunid
o dopisep vmbucrou fue o 8diaap uw.mﬁmm Boi ow sey sesn i anap SjgeleAs
59 A Em,m Uil SHOUD STEN USUMA Siash paisisiDal oy sigeipae 89 A0 i
ainies) iud ey esn m% oyl pabBboy ag 1enw siesn BRow B ULd O] TUSSIDS IR Bpou
DU LI WL 104 SISPOW SU 10819S OSiE UeD jasn selue JusiSIp winy Bpout s jo Asped
IDPOLE DUY ID MSIR (30 SDINSUY I SHRISR SUT ISPl (I8 4IBD 0 SHRISD A8iA UBD 198N
ddy g1 swopuipy ddy pospuy

O Bre doy ejigopyg syeds uuiaped B yBncig 30 8oed siigout 1o sdoide) Tsspaiuies
puosied oy wioy susgeny B ubnoag siepowl O sgriEae ynogl sevaig Les suasn
ssauppe pews Busn

dny ubis pue jeuod wrv mgmumuum Ao 10 spau ue ybnoags jeuod sy uo msysibss ues sreufisag
wmpod g ssulissp peteapep e ybnoap seulised fg peojdn sie sispow O UL Y

¥

Sfere

SI2POIN Qt

8 "OId

10/24



PCT/US2019/066750

WO 2021/021237

jnoaoe
SRUIOUE O] 221D SU) saisURs ASIRIoqieD 1830 [NUN S3MASH SAIIDE UR ST DESHBW Si 80IARD
SU} PUB J9SN IS0 AUB Ul PSIJSULICT 84 LUBD I 1ESh Uil DRIDSULIOD 81 S0IASH 24 SoUG

i S3ASD UC aPod 9 B Bululd Ag peasiyoe o osiE ved ssoooid Siy ‘saisep sy

PBUUCT o) prod gas yBnoig suep ey ejus pus ssypusp snand snbiun sy esn ues Jesn
inosse ofinuwy

passisifias Bel) ik S2IASP B4 IYBULOD (NDUS 9N wen 2y Aq paseunind §1 201al 80U

»

11/24



PCT/US2019/066750

WO 2021/021237

sponi siqepess eund 0o sessusl
wmm,m ,m&.ﬁ a5 Eﬁﬂmn&ww pue nmmrwﬁ ay-u CAanenb jund
N IBAISS BRUSD Sy
Buoe rmyow $E3028 su-sdus

-

2

i

SI|Rpol O¢ Eza 4
W PEIDALIUCD S 1 TS JSAJSS U] LUC SADY DEIBLU 1 8DIAD S 82Uy
N 40 doy Lo sion e joooioad JyBisay IDAPUBY a0 B S LI
onooad .m.. A ASA0 JoRSU UBNOIY] SUSHESHIOU A8 10} Uaisl AJUBISUOD O] SsuBIgl uowifd

-

SS1 SO SONEP BLR LIPS 3ASP [y siuswisiduy sowep {ngg) sinduwion pieog siBug sy

3

AALODUULT) JelndlDn) pieoy o
01 "OIA

12/24



PCT/US2019/066750

WO 2021/021237

uiefle aqy i
WS LIPS J04
81 WSy
JBAC WISISAS SU SRREOU SOIASE Sy U oINS BUY
5 Sj1f B} JBYL JOSH O JUSS ST LORBILICU B pur |03 LT S8R0
SHSALIOD RUE &)Y 84} SPROLIMADD 4 mémwwuw? SUABD BL SO

uonessush sponh Jo) suoieinByuon pey mw § 19SH B

DUSS 0518 DUE [SULIBLD SUNDSS B 1940 221480 34 ) mmm, siqeiuud w(m SUINISI IBAISS HUSD
pand anoss e Buisn joooiosd 41 14 80 JBniSs N SRFEMUNLIITD mum.,.,,mﬁ
BY} ‘USY0} §SIIIE SR~ mmcmw 2 yhw Buoe sowep m% U0 paAEDSs S uonBdnou upd UG

sy} sseyaund pue uele ssaowd

£,
(l!

G0} 0} SaBY

RIS mauery ofinwy

31 SlgelUllg JeIn0Wo) piBoy a|puig
IT "OIA

13/24



PCT/US2019/066750

WO 2021/021237

spond sigepess sjuud o sipiausd
O} STASE B4 Ag pash ag v esaly (sBuipes sumeisduis) pue Spsusp pu-w Agenb jad
Swipnow jud i) sesn 8 Ag paunbyuoo sBumes Byuon suy B weiw L ISAIES JBALRD SU L

IDSN SU 0 B Bpow sgEuLd Yy Buce ueyos ssaase swip-aiBuis
neas s juud weu B e ,ﬁﬁ 243 e AUO s LoREIYIIoU 8L |

¥oayo osie ddy uoﬁwm . mx Lm.. .zommwm;,
dopsap 2y Bugosiss g pid o) suohyonisu 8 puss pue wiud B saseyomd sen su Aeag
siepoll (3¢ ud oy pasn

vel

B0 UED § USSR B AR DEIDSUUCD B I T8 ISAISS Sy UD SAlTy pastiew s ddy dojssep e mﬁa@
jaAleg
ofiyu) sy Wwoy suopeSyRoU 198 O WISSAS UOREDLNoU Yeng e sjuswisjduy ddy sy "dopissp

S J95h Uo mrEfE jou o1 ddy aUl o UoISIBA N S i ueas punouByneg sy w Buluuni sy
sfeae s Sil dopsap eyt jo dn 1000 UOES Lo SUIEIS DuE fBg snjesuegqine; yBnoay ssaaoe
B UED PUR BIIAISS B s Buiuuns uoisiss By v pue uaisiss iy B suipiuad ddy dojyseg aug

cheby opesagy offawy

{u)

TALOSULO) .0dy GoMea(] obnu]
<1 'Ol

Walel Fela: immﬁ 3} ;mm ?,,,,}m doip wouy dady

14/24



PCT/US2019/066750

WO 2021/021237

webe sy sy
1A iU MEU Yous 104
2o 8

2SS 2U) SSISISR DU [RULBYD SINDSS 189A0 Winlsds sy sayiou n&d 2y} Juud NSSSooNS sYy
jund 2yl o shiels MOoUs v pul ol s Bunuud pels usy e ddy ey

SON JSA0 SISULG PIIIBLLOD IO} SHI8UD usy ddy syl

&l sponl sepemusOD W O

PUSS 1 3 seeieae 8 sy aponb ¢ pue uogeisust spond iy aanmm.m nByucs pajases josn sy
HE SRUSS OS{E PUEB [BULIBLD SINDSE B J2A0 221480 31§l O 9} sjgsluud SUl SUINR JSAISS BAUSD
Nei-d

apand smnoss g Duisn oogord Q41 1 H 18A0 I8AlSs jrRUSD oUWk SSIEUNURLUOD STHASD
21 ‘usyo) sseoor sw-Buis B ype Suoge ddy st U0 DaSDSE S UCHBEIYROU Riud S3un

£5

o
(.

f)

s1ybu sy sseuond pue uieBe §8500ud SLE MOHG O BABY I

Faei

L3

iehy a&?r&m ofiey

317 S|geiuilg .ady dopsaq oonu
€1 "OId

15/24



WO 2021/021237

LUser browse thiotigh available 30 Modsls
onweb portad

l

Useropens 3 30 Madel to view delails,

PCT/US2019/066750

k 2
&

including 30 View, images and oplfon jo
print

Click on Frint frorn 3D Modsd’s Detail
SEref
T

N

Mo

%ged-in}

Yog

Connected
Printer Device/
Desktop Device

Show instructions on how to
purchase a device or purchase
and download the desktop app

v Yes
i R .
0 Select & devics! desktop s
P App ol

¥

Prompt to

" Login User

|

N
N

A

’/ Payment .

wcce ?E

",

Ao

oo,

— User is presented with a prompt
Payment Detalls ff”

With Price details for the print.
Price 1s charged for each print

Nty Intign Server

P Continued on
FIG. 14B

FIG. 14A
SUBSTITUTE SHEET (RULE

26)



WO 2021/021237 PCT/US2019/066750

| Record the print payment transaction and
generate & sihgle-time access loken
l *Devices tse MOTT protocol o
— - receive push notifications registered
Send a notification to user sslected device on 0T gateway
or daskiop App o o
“Deskiop Apps use Push Notifications

l

Device/Dakiop App receives the
nolification

l

Dievice/App dovwnloads the file using

access-toker recaived in the push *
notification

5,

/ “File ™ No

a"])<ﬂoad/ed/

Start Print on the connscted 3D Printer

_—

¥

A Print :
No N . ‘ .
Continue Print on the connsated 30 Printsy

"‘Qmpletedg,
/ J

ﬁ“’r’

¥

Yig

h

Delete dowrload file fom local storage/
intemnial device storags

|

Notify Intigo Server that the print has
corpleled

—»
Continued

from
FIG. 14A FIG. 14B

SUBSTITUTE SHEET (RULE 26)



PCT/US2019/066750

sjuowIwo) 0 oI [ # SIUSWWO) 7 I [ % SJUSWWO) 0 I [ %

sjutd 00¢ SjuLId 00T mﬁEmoom
osoy Sursdeyo) adv 211 paSurp xod [1d rends Aeq

Aepo) jurid pue peojusmo(
SUONII[0)) PAINIBIJ

WO 2021/021237

SUBSTITUTE SHEET (RULE 26)



PCT/US2019/066750

w

91 "Old

J3)SI3IY (JUNODOE TR dARY U0

i promssed 10310,

pioms

promsseq

SWIRUISS )

JWIRWIIS)

SUBSTITUTE SHEET (RULE 26)



LT "OIA

,,,,, -
i

.
\_ .

PCT/US2019/066750

i

o \.\Q\N&m\x
o \w&w\.\\w\\.\

e

oreys 3 O [ #

ody a11(] paSurp
uondussaqg

sywnd /
ady a11q paSurm

uewes
dady o1rg paSurm

advy 211 paSuIpy / QWOYH

WO 2

SUBSTITUTE SHEET (RULE 26)



PCT/US2019/066750

WO 2021/021237

_ » POYIdIA] TUSmARJ TOX So_oi
POYIRIA JUD WIAR J INOX auo_om,

901A3(T INOK 19[S _

MAI( ANOX 1S

0L$

g BROH BINL Bl

MO[[0 ]

81 "OId

ody axi(q paSurpy
uonduosoqg

ady a1 paSuip

o o
.

21/24

SUBSTITUTE SHEET (RULE 26)









PCT/US2019/066750

WO 2021/021237

€0¢

1T O

4

10T

00¢

¥
/

c0¢C

J5v101S
[euIXT

Ivc

€2 Tt 12
PIE) U9210%
90BJIU] Ndo yonox.
JI0MIIN
2t
sng vieq <
351013 d5r101§ d5r101§
SIeMULL] JUISISIOg 9[1B[OA
WOddd ' ’
LTT 9TC Y4

1A
Sunurod
uonIsoq
JASNOTA

e

P

pPIROQAY

eve

L

Aeydsiq
ERYGIN

yonoy,

1444

24/24

SUBSTITUTE SHEET (RULE 26)



INTERNATIONAL SEARCH REPORT

International application No

PCT/US2019/066750

A. CLASSIFICATION OF SUBJECT MATTER

INV. GO6Q20/00
ADD.

According to International Patent Classification (IPC) or to both national classification and IPC

B. FIELDS SEARCHED

GO6Q GO7G

Minimum documentation searched (classification system followed by classification symbols)
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EPO-Internal, WPI Data

Electronic data base consulted during the international search (name of data base and, where practicable, search terms used)
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- paragraph [0006]

- paragraph [0069]
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Further documents are listed in the continuation of Box C.

See patent family annex.
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"E" earlier application or patent but published on or after the international
filing date

"L" document which may throw doubts on priority claim(s) or which is
cited to establish the publication date of another citation or other
special reason (as specified)

"O" document referring to an oral disclosure, use, exhibition or other
means

"P" document published prior to the international filing date but later than
the priority date claimed

"T" later document published after the international filing date or priority
date and not in conflict with the application but cited to understand
the principle or theory underlying the invention

"X" document of particular relevance; the claimed invention cannot be
considered novel or cannot be considered to involve an inventive
step when the document is taken alone

"Y" document of particular relevance; the claimed invention cannot be
considered to involve an inventive step when the document is
combined with one or more other such documents, such combination
being obvious to a person skilled in the art

"&" document member of the same patent family
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Predictive Maintenance Platform with 3D
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