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invention entitled:

"Data Processing System".

I, PAUL WALTON MACKENZIE, Manager, Patent & Trade Marks Division, 
Philips Industries Holdings Limited of 15 Blue Street, North

Sydney, in the state of New South Wales, do solemnly and sincerely 

declare as follows:-

1. I am authorized 
applicant.

to make this declaration on behalf of the

2. NIGEL LESLIE JOHNSON of 126 Lynn Road, Wisbech ,
Cambridgeshire, England, is the actual inventor of the
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The Applicant is the assignee of Philips Electronic and 
Associated Industries Limited of Arundel Great Court, 8 

Arundel Street, LONDON WC2 R3DT, England. The latter is the 
assignee of Philips Radio Communication Systems Limited of St 

Andrews Road, Cambridge, England, who in turn is the assignee 

of said actual inventor.

3. The basic application for patent or similar protection on 
which the application is based is identified by country, 

filing date and basic applicant as follows:

in England on 3rd November 1986
By Philips Electronic and Associated Industries Limited

4. The basic application referred to in paragraph 3 hereof was 

the first application made in a Convention country in respect 

of the invention the subject of the application.

Declared at Sydney, this twenty-sixth day of October 1990.

P. W. MACKENZIE 
(Attorney)

To: Commissioner of Patents, 

Commonwealth of Australia
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(57) Claim

1. A programmed digital data processing system including 
a watch-dog circuit arrangement, which arrangement comprises 
timer means to which is coupled a reset signal input, said 
arrangement being arranged to generate an output signal 
should a time interval between successive resets of said 
timer means exceed a predetermined length, to generate a 
further signal at intervals which do not exceed said 
predetermined length, and to generate said output signal 
should a reset signal be supplied to said reset signal input 
while the further signal is absent, said system being 
programmed to supply a reset signal to said reset signal 
input, and thereby reset the timer means, during each 
occurrence of said further signal and being arranged to 
respond'· to the generation of said output signal by assuming 
a predetermined state, characterised in that said system is 
programmed to periodically test for the presence of said
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further signal, to respond to such presence being detected 
by supplying a reset signal to said reset signal input while 
said further signal is still present, and to perform further 
program steps between each detection of the presence of said 
further signal and the subsequent supply of the reset signal 
in response.
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COMPLETE SPECIFICATION FOR THE INVENTION ENTITLED: 

"Data processing system".

!<

The following statement is a full description of this
invention,including the best method of performing
it known to me:-
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"Data Processing System"
The invention relates to a programmed digital data 

processing system including a watch-dog circuit arrangement, 
which arrangement comprises timer means to which is coupled 

5 a reset signal input, said arrangement being arranged to 
generate an output signal should a time interval between 
successive resets of said timer means exceed a predetermined 
length, to generate a further signal at intervals which do 
not exceed said predetermined length, and to generate said 

10 output signal should a reset signal be supplied to said 
reset signal input while the further signal is absent, said 
system being programmed to supply a reset signal to said 
reset signal input, and thereby reset the timer means, 
during each occurrence of said further signal and being 
arranged to respond to the generation of said output signal 
by assuming a predetermined state.

Systems of the above general kind are well-known, and 
serve to monitor the correct implementation of the system 
program. The timer means may, for example, take the form of 

;;>0 a continuously clocked counter which produces an overflow 
signal (the timer means output signal) should its capacity 
be exceeded, the counter being provided with a reset input a 
signal applied to which results in the counter contents

c? being set to zero. The known data processing system may 
25 comprise a suitably programmed microcomputer a single bit­

line of one of the output ports of which is coupled to the 
reset input of the counter, the computer being programmed in 
such a way that a signal which resets the counter is 
periodically applied to the signal bit-line at such a rate 

30 that the counter is always reset before its contents 
overflow. Thus in normal operation the counter never 
produces an overflow signal. If, however, the
implementation of the program should cease for some reason, 
resulting in the resetting of the counter also ceasing, then 

35 the counter contents will eventually reach the maximum, and 
the counter will produce an overflow signal. The overflow 
signal output may, for example, be coupled to a general 
reset input of the microcomputer, so that the microcomputer 
is itself reset under these circumstances. A similar result
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is obtained if the microcomputer should incorrectly enter a 

program loop which does not include a step entailing the 

application of a reset signal for the timer to the single 

bit line, or which does include such a step but in which 

this step is repeated insufficiently frequently to prevent 

the counter contents overflowing. However, there are other 

possible malfunctions which will not give rise to a response 

by the known arrangements and it is an object of the 

invention to enable a response to be made to certain of 

these.

The invention provides a programmed digital data 

processing system including a watch-dog circuit arrangement, 

which arrangement comprises timer means to which is coupled 

a reset signal input, said arrangement being arranged to 

generate an output signal should a time interval between 

successive resets of said timer means exceed a predetermined 

length, to generate a further signal at intervals which do 

not exceed said predetermined length, and to generate said 

output signal should a reset signal be supplied to said 

reset signal input while the further signal is absent, said 

system being programmed to supply a reset signal to said 

reset signal input, and thereby reset the timer means, 

during each occurrence of said further signal and being 

arranged to respond to the generation of said output signal 

by assuming a predetermined state, characterised in that 

said system is programmed to periodically test for the 

presence of said further signal, to respond to such presence 

being detected by supplying a reset signal to said reset 

signal input while said further signal is still present, and 

to perform further program steps between each detection of 

the presence of said further signal and the subsequent 

supply of the reset signal in response. Performing the 

further program steps, i.e. separating the reset signal in 

time from the detection which has given rise to it, makes it 

less likely that, during a malfunction, the reset signal 

will be supplied within a said time window.

It may be arranged, for example, that the start of each

interval during which the further signal is present has a

predetermined relationship to, and is spaced in time from,

(
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the instant of occurrence of the reset signal which 

immediately precedes it. Thus if for example the timer 

means comprises a continuously clocked binary counter to a 

reset input of which the reset signal input is coupled, said 

further signal may be derived from a particular bit position 

or positions of the counter contents.

Preferably the system is programmed to strobe the 

watch-dog circuit arrangement, for example by generating an 

address specific to the watch-dog arrangement, each time a 

reset signal is supplied to the reset signal input. This 

can facilitate, for example, a direct response of the watch­

dog arrangement to the supply of a reset signal outside a 

said time window to the reset signal input.

If the system comprises a programmed microcomputer 

provided with an external address latch the address latch 

and the watch-dog circuit arrangement are preferably 

integrated on the same semiconductor chip.

The system may be programmed to supply each said reset 

signal in the form of a multibit word having a predetermined 

value, and the watch-dog arrangement may be arranged to also 

generate a said output signal should
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each reset signal supplied to the reset signal input not 

have the predetermined value. It may be arranged, for example, 

that the timer means simply responds to each said reset 

signal only if the reset signal has the predetermined value ,

5 so that the timer means itself generates a said output 

signal when reset signals having the predetermined value 

are not supplied to the reset signal input during an inter­

val which exceeds the predetermined length, even though 

reset signals having other values may be supplied during that

10 interval. Preferably, however, the arrangement is arranged to 

response directly to the supply of a reset signal not having 

the predetermined value to the reset signal input by generat­

ing a said output signal.

Arranging that each reset signal is in the form

15 of a multibit word having a predetermined value and that the 

watch-dog arrangement generates an output signal should 

each reset signal applied thereto not have the predetermined 

value can, for example, enable several bit lines through 

which the respective bits of the reset signals may be applied

2Q to the watch-dog arrangement to be tested for correct 

function. These bit lines (if present) may be connected, 

for example, to respective bit-outputs of an output port of 

a suitably programmed microcomputer which may form part of 

the system, which port can therefore itself be tested.

25 If it is arranged that the predetermined value

changes for successive reset signals in accordance with a

cyclic sequence the likelihood that, should the program

erroneously enter a short loop, the correct predetermined

values will be applied to the reset signal input at a 
: &

3Q sufficient rate to prevent the timer means from generating 

an output signal can' be much less than the likelihood that 

a conventional watch-dog arrangement would be prevented from 

generating an output signal in the same circumstances. In 

principle, such a cyclic sequence can contain any number of 

different said predetermined values. Preferably, however,J □
it consists of only two, enabling each to be derived

from the other; each may be, for example, the compliment of

the other, for example a byte consisting of alternate "0"s
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and "1"s enabling a check to be made on cross-talk between 

adjoining bits, and be stored at a single location in RAM.

Each time a reset signal is required the single location can 

be read and rewritten, and the contents of the single locat-

g ion be complemented at some stage between each reset signal 

and the next. If these operations are separated in time 

in the program it will be unlikely that they will be carried 

out in the correct Oder and at an adequate rate should the 

program function incorrectly. Moreover, storage in RAM

10 provides a check on the relevant part of RAM being incorrect­

ly overwritten in response to erroneous operation of the 

program.

An embodiment of the invention will now be 

described, by way of example, with reference to the accom-

15 panying diagramatic drawings in which,

Figure 1 is a block diagram of the embodiment, and 

Figure 2 a flow chart illustrating the operation

of the embodiment of Figure 1.

Figure 1 shows a programmed digital data processing

2Q system which comprises a programmed microcomputer 1 provided 

with an external address latch 5, and a watch-dog circuit 

arrangement.

Microcomputer 1 has lower order combined address 

and data bus lines ADO ... AD7 and higher order address bus

25 lines A8 ... A15 which may be coupled to other parts (not 

shown) of the system, for example to a program and/or 

data store, as indicated at 2, 3 and 4. Because the bus 

lines ADO ... AD7 have a dual function the address latch 5 

is provided in known manner. When microcomputer 1 outputs

30 a 16-bit address it also outputs an address latch enable

signal on an output ALE which is connected to a strobe input 

7 of the latch 5. This signal causes latch 5 to store the 

eight lower order address bits presented to its input 6 

and apply them to, inter alia, the output 4, the eight

35 higher order address bits being applied to the output 3,

after which the address/data bus lines ADO ...AD7 become

available for the inputting to and/or outputting from

microcomputer 1 of data bits, inter alia via the data input/

output 2. Microcomputer 1 also has in known manner an output

is
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RD for an active-low read control signal, an output WR for an 

active-low write control signal and an input RST for an 

active-low reset signal. Outputs RD and WR may be coupled 

to other parts (not shown) of the system as indicated
5 diagrammatically at 8 and 9.

The watch-dog arrangement comprises first and

second comparators 10 and 11, an eight-into-one decoder 12, 

a two-into-one multiplexer 13, a frequency divider-by-two 

formed by a D-type flip-flop 14 the output Q of which is con-
10 nected to its data input D via an inverter 44, a D-type flip­

flop 15, a clock pulse source 16, a counter 17, an eight-bit­

wide output buffer 18, a power-up reset pulse generator 68, 

two AND-gates 69 and 70, a NOR-gate 19, and two OR-gates 

20 and 21. The output of latch 5 is cdnqected to an eight-
15 bit wide first input 22 of comparator 11, a fixed eight-bit 

byte Z being applied to an eight-bit-wide second input 23 

thereof. The (active-low) output 27 of decoder 12 is con­

nected to a single-bit-wide third input 24 of comparator 11 

to a single-bit-wide fourth input 25 of which a fixed logic
20 "0" signal is applied. Comparator 11 compares the group of

bits applied to its input 22 with the group of bits applied 

to its input 23, and compares the bit applied to its input 

24 with the bit applied to its input 25, and generates logic 

"0" at its output 26 if and only if correspondence occurs

25 in both cases. Decoder 12 generates logic "0" at its output 

27 if and only if microcomputer 1 generates a specific group 

of bits on the bit lines A8 .... A15 which are connected 

to the decoder input 46. Thus the arrangement 11, 12 con­

stitutes an address decoder for the wdcch-dog arrangement;

30 comparator 11 generates logic "0" on its output 26 if

and only if microcomputer 1 generates an address the eight 

lower-order bits of which correspond to the byte Z and the 

eight higher-order bits of which correspond to the bit 

group to which decoder 12 responds. Thus the comparator

35 input 22 and the decoder input 46 together constitute a

strobe signal input of the watch-dog. The comparator output 

26 is connected to one input of each of the OR-gates 20 

and 21 to second inputs of which are connected the microcompu-
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ter outprtsRD and WR respectively. Thus gate 20 generates logic 

"0" on its output 28 if and only if microcomputer 1 

addresses (strobes) the watch-dog and also generates an 

active-low read signal, and gate 21 generates logic

5 "0" on its output 29 if and only if microcomputer 1

addresses (strobes) the watch-dog and also generates an 

active-low write signal.

The address/data bit lines ADO ... AD7 are also 

connected to an eight-bit-wide first input 30 of comparator
1° 10 to a second eight-bit-wide input 31 of which is connected

the eight-bit-wide output 32 of multiplexer 13. The two 

eight-bit-wide inputs 33 and 34 of multiplexer 13 are 

fed with fixed eight-bit bytes X and Y respectively. The 

control input 35 of multiplexer 13 is fed by the output

15 of divider-by-two flip-flop 14. Comparator 10 has an activo- 

low strobe signal input 36 which is connected to the output 

29 of gate 21. The output 37 of comparator 10 is connected 

both to the data input D of flip-flop 15 directly and also 

via AND-gate 70 to the (active-low) reset input RS of counter

20 17. The (negative-edge-responsive) clock input 38 of flip­

flop 15 is connected to the output of gate 21 and the clock 

input 39 of counter 17 is connected to the output of clock 

signal generator 16. The two inputs of gate 19 are connected 

to the output Q of flip-flop 15 and to the most significant

25 bit output Qn of counter 17 respectively, its output being 

connected via AND-gate 70 to the active-low input RST of 

microcomputer 1, to the active-low asynchronous reset inputs 

RST of flip-flops 14 and 15, and to the second input of AND- 

gate 70. The second input of AND-gate 69 is fed from the

30 output of the generator 68 which produces a logic "0" output 

pulse for a short time each time the system is powered up. 

Generator 68 may comprise, for example, a Schmitt trigger 

circuit the input of which is connected to one power supply 

line via a capacitor and to the other power supply line

35 via a resistor. Thus microcomputer 1, flip-flops 14 and 15,

and counter 17 are reset on power-up and also should either

the output of flip-flop 15 or the most significant bit

output of counter 17 become logic "1". When flip-flop 14 is

i
'(
8
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in the reset state it controls multiplexer 13 to supply 

the byte X to the input 31 of comparator 10.

The most-significant-but-one bit ouput Qn-1 of 

counter 17 is coupled to all the bit lines ADO ... AD7 via

5 the multiple output buffer 18, an active-low output-enable 

signal input 40 of which is connected to the output 28 of 

gate 20. The output Qn-1 of counter 17 is also connected to 

the (negative-edge-responsive) clock input 41 of divider- 

by-two flip-flop 14 and also tu a single-bit third input 42

10 of comparator 10. A single-bit fourth input 43 of comparator 

10 is supplied with a fixed logic "1" signal. The signal 

level on the output 37 of comparator 10 is normally logic 

"ΊComparator 10, if and only if a logic "0" level is 

present on its strobe input 36, compares the byte presented

15 to its input 30 from the bit lines ADO ... AD7 with the 

byte (X or Y) presented to its input 31 by the multiplexer 

13, and compares the level on its input 42 with the logic 

"1" presented to its input 43, and generates logic "0" on 

its output 37 if and only if correspondence occurs in both

20 C 3SS S .

In operation microcomputer 1 addresses the watch­

dog arrangement in two different modes, viz a read mode and 

a write mode in accordance with whether it produces a logic 

"0" on its output RD or a logic "0" on its output WR in

25 conjunction with that address on the lines ADO ....A15 

which results in the production by comparator 1 1 of logic 

"0" on its output 26,, In the read mode the resulting 

enabling of the buffer 18 by the output signal of gate 20 

causes this buffer to write the logic state of output Qn-1

g0 of counter 18 onto the bus lines AD0-AD7 and hence to the 

microcomputer 1 which can thus ascertain what this logic 

state is. In the write mode (which in normal operation 

only occurs when the said logic state is "1"; see below) 

microcomputer 1 in normal operation puts that one of the

35 bytes X and Y which is currently being presented to input 31

of comparator 10 by multiplexer 13 onto the bit lines

ADO ... AD7. Assuming that output Qn-1 of counter 17 is in

fact logic "1" comparator 10, strobed by the logic "0"

1
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fed to its input 36 by gate 21, produces logic "0" on its 

output 37. This logic "0" resets the contents of counter 17 

to zero and is also stored in flip-flop 15 which is clocked 

by the negative-going transition on the output of gate 21.

5 Both inputs of gate 19 are therefore logic "0", so that 

reset inputs RST of microcomputer 1 and flip-flops 14 and 

15 are logic "1", i.e. no resets of these items occur. The 

resetting of timer/counter 17 results in the level at its 

output Qn-1 changing from logic "1" to logic "0", and this

10 transition changes over the frequency divider-by-two flip­

flop 14 to its other output state, thereby causing multi­

plexer 13 to feed the other of the bytes X and Y to input 

31 of comparator 10. In normal operation the next time 

microcomputer 1 accesses the watch-dog in the write mode

15 it is arranged to put this other byte onto the bit lines

ADO ... AD7, so a similar result occurs to that just describ 

ed. The bytes X and Y are put on to the bit lines ADO ...

AD7 alternately for successive accesses of the watch-dog 

in the write mode, input 30 of comparator 10 therefore con-

20 stituting an 8-bit wide input for a reset signal for timer/ 

counter 17.·

A reset signal will be applied to microcomputer 1 

and flip-flops 14 and 15 by gate 19 if either of the two 

inputs of gate 19 become logic "1" for some reason. A first

25 way in which this can happen is because counter 17 (which 

is continuously clocked by source 16) is not reset suf­

ficiently frequently to prevent its most significant bit 

output Qn from becoming logic "1". The program implemented 

by microcomputer 1 is arranged to contain watch-dog write

3Q operations at sufficiently short intervals to ensure that in 

normal operation this situation never occurs, provided that 

each such write operation gives the results set forth in the 

immediately preceding paragraph above. However, if the 

program implementation should stop for some reason, or

35 should erroneously enter a program loop which does not in­

clude a watch-dog write operation, then it will be evident 

that output Qn c>f counter 17 will eventually become logic 

"1", resetting microcomputer 1 via gate 19 as required. This
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of course would also be the case with the known watcb-dog 

arrangements. However, the arrangement shown also responds 

to certain other malfunctions of the system, as will be 

explained below. A second way in which one of the two inputs 

of gate 19 will become logic "1”, resetting microcomputer 

1, is by the setting of flip-flop 15. Flip-flop 15 is clocked 

each time the watch-dog is addressed in the write mode, 

and if the correct byte X or Y should not then be present 

on the bit lines ADO ... AD7, so that comparator 10 fails 

to produce logic "0" on its output 37 then logic "1" will 

be clocked into flip-flop 15, appear at its output Q and 

thus be applied to NOR-gate 19, resulting in a reset signal 

being applied immediately to microcomputer 1, i.e. without 

waiting for output Qn of counter 17 to become logic "1".

As a first point it should be notdd that, in con­

trast to the known watch-dog arrangements in which reset 

pulses are normally periodically applied by a microcomputer 

direct to a clocked counter similar to counter 17, for 

example via a single bit line of one of the microcomputer 

output ports, and the microcomputer is reset, other than 

on power-up, only in response to the counter overflowing, 

in the system of Figure 1 resetting of microcomputer 1 also 

occurs in response to the generation by microcomputer 1 of 

a byte other than the correct one, X or Y, on the address/ 

data bit lines ADO ... AD7 when the watch-dog is addressed 

in the write mode, because flip-flop 15 is set under these 

conditions. Thus microcomputer 1 will be reset should one 

or more of the bit outputs ADO ... AD7 malfunction (and in 

fact also should one or more of the bit outputs A8 ... A15 

malfunction). Moreover, it is much less likely that micro­

computer 1 will erroneously enter a short program loop in 

which it produces the correct bytes X and Y alternately, 

so that the required resetting of the microcomputer does not 

in fact occur, than a loop in which merely a specific 

single output bit line is repeatedly written to, which 

would prevent resetting by means of the known arrangements. 

Furthermore, microcomputer 1 may be programmed to store 

these bytes in RAM, retrieving them and rewriting the

ϊ

S'
f"ί

k



ί.

PHB 33308 -11- 15-4-1987

t ί

• I
τ

*
* t 

9 4 15.

β « « « β ft
tt tt 0 »

© tt tt 
β tt Oo e«

o tt t> oo ο β «
o © tt0 0 tt0 0 tt

0
e © ο ο ο ο 

ο β

tt ο $ ο β « « <

« « * * 
4 »I

retrieved byte each time they are required. If this is the 

case the watch-dog arrangement will provide a check on 

whether the relevant part of RAM becomes corrupted for some 

reason, for example if the program caused the relevant 

storage locations to be overwritten, as may occur in certain 

error situations. If this should occur a reset signal for 

the microcomputer will be automatically generated. The 

alternating bytes X and Y may each be derived from the other; 

each may be, for example, the complement of the other. Of 

this is the case only a single RAM location will be required 

to store them, the microcomputer then being programmed to , 

access this location each time X or Y is required, supply 

its contents to the watch-dog, and write the accessed 

byte back to the same location and, in between each pair 

of successive such accesses, convert the stored byte into 

the other. Ir this is the case the bytes X and Y are pre­

ferably 10101010 and 01010101 respectively, to provide 

some check on cross-talk between adjacent ones of the bit 

lines ADO ... AD7.

As a second point, attention is drawn to the con­

nection of the least significant bit but one output Qn-1 of 

counter 17 to input 42 of comparator 10 (in which the level 

on this output is compared with the logic "1" applied 

to input 43). This means that when the watch-dog is addressed 

in the write mode then, unless output Qn-1 is then logic "1", 

comparator 10 will not produce a logic "0" output signal 

even if microcomputer 1 then applies the correct byte X c'.. Y 

to the bit-lines ADO ... AD7. In other words, if the watch­

dog is addressed in the write mode at a time when output 

Qn-1 of counter 17 is logic ”0", flip-flop .15 will apply a 

reset signal to microcomputer 1 via gate 19. This feature can 

provide a further check on the correct implementation of 

the program in microcomputer 1, and is the reason for the 

provision of the output buffers 18 and the facility for 

addressing the watch-dog arrangement in the read mode. The 

microcomputer 1 can be programmed to periodically address the 

watch-dog in the read node to ascertain the logic state of 

output Qn-1 of counter 17 and thereby determine when this
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state has changed from "0" to "1" and set a flag when this 

has occurred. The write mode addressing steps also included 

in the program may be arranged to actually take place, also 

resetting the flag, only if the flag is in fact set at the 

relevant time. The period of the rectangular-wave signal 

appearing at output Qn-1 is, of course, known, being 

determined by the output frequency of generator 16 and the 

capacity of counter 17. The frequency of the read-mode 

addressing steps and the interval between each such step and 

the next write-mode addressing step can therefore be chosen 

such as to ensure that, in normal operation, each time such 

a write-mode addressing step occurs, if the flag is set then 

the signal at output Qn-1 is still logic "1". (The condition 

for this is that the interval between each pair of successive 

read-mode addressing steps plus the interval between the 

second of these steps and the next write mode addressing 

step must be less than half the period which the signal at 

output Qn-1 would have were counter 17 allowed to run 

freely.). If, within this constraint, each write mode 

addressing step is spaced in time as far as possible in the 

program from the immediately preceding read mode addressing 

step this will reduce the likelihood that, should a short 

program loop entered by microcomputer 1 actually include a 

watch-dog write-mode addressing step, it will also

include the watch-dog read-mode addressing step required to 

prime it. A further advantage of testing output Qn-q and 

only writing to the watch-dog when the level thereat has 

changed from "0" to "1" is that the repetition rate of the 

watch-dog write operations is automatically adjusted to lie 

between one half and one times the frequency of the signal 

at output Qn-1, enabling this repetition rate to be optimis­

ed and to be little dependent on what branches the program 

actually takes each time it is carried out.

An example of the parts of the program with which

microcomputer 1 may be is programmed which are relevant to

the present invention is shown in Figure 2, which takes the

form a"of flow chart. In this Figure the various blocks

have the following significances.
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50 - Start. (A reset signal applied to reset input RST

of microcomputer 1 in Figure 1 results in a 

return of the program to this stage).

51 - Initialise, including the writing of byte X (see

the description of Figure 1) to a specific 

address AD in RAM and the setting of flags F1 

and F2 to logic "0".

52 - Part of main program.

53 - Is output Qn-1 of counter 17 in Figure 1 logic
η tl 9

54 - Set flag F1 to logic "1".

55 - Part of main program

56 - Is flag F1 logic "1"?

57 - Write contents of RAM address AD to watch-dog.

58 - Set flag F2 to logic "1". Set flag F1 to logic

"0" .

59 - Part of main program.

60 - Is flag F2 logic "1"?

61 - Complement contents of RAM address AD.

62 - Set flag F2 to logic "0".

After START (stage 50) the byte X is written in 

step 51 to a location AD in RAM which is preferably one 

which is likely to be overwritten should the program mal­

function. Moreover a flag F1 which is used to indicate when 

the signal at output Qn-1 of counter 17 has been deter­

mined as being logic "1" is set to logic "0" as is a flag 

F2 which is used to indicate when the watch-dog has been 

written to. Then (step 52) part of the main program of 

the microcomputer is carried out. It is then tested in 

step 53 whether output Qn-1 is logic "1", microcomputer 1 

first generating address byte Z on its outputs.ADO ... AD7 

and the byte to which decoder 12 responds on its outputs 

A8 ... A15, and then logic "0" on its output RD (read 

mode), reading the output signal of the thus enabled buffer 

18 on its outputs/inputs ADO ... AD7. If Qn-1 is "1"

(Y) flag F1 is set to "1" in step 54, and in any case an­

other part of the main program is then carried out in block
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55. After this it is ascertained in step 56 whether flag F1

is set, i.e. whether it was determined in step 53.that Qn-1

was logic "1". If it was (Y), the contents of RAM address

AD (initially byte X, for example 01010101), are written to

5 the watch-dog in step 57 (and also rewritten to the

address AD) microcomputer 1 first generating address byte 

Z on its outputs ADo ... AD7 and the byte to which decoder 

12 responds on its outputs A8 ... A15, and then logic "0" 

on its output WR (write mode) and the byte X from RAM address

10 AD on its outputs ADO ... AD7. In normal operation, when step 

57 occurs, output Qn-1 will still be logic "1", resulting 

in counter 17 being reset, changing over flip-flop 14, 

but no general reset occurring. Flag F1 is then reset and - 

flag F2 is set to "1" (block 58) indicating th&t the watch-

15 dog has been written to. The program then proceeds to block 

59, as it does directly from step 56 if it is found there 

that flag F1 is not set (N). Block 59 represents the next 

part of the main program, after which flag F2 is tested 

(step 60) to ascertain if step 57 in fact took place.

20 If it did (Y) the byte in RAM address AD is complemented 

and rewritten in step 61 so that it becomes Y to conform 

with the new state of multiplexer 13, after which flag F2 

is reset in step 62 and the program proceeds back to block 

52, as it does directly if the result of test 60 is "no"

25 (N) .

In order that, if the result of test 53 is "yes", 

output Qn-1 of counter 17 will still be "1" when step 57 

is performed it is arranged that, provided the system is 

operating correctly, the time interval between successive

30 pairs of tests 53 plus the time to the next step 57 if it 

is in fact carried out is always less than one half the 

period of the signal appearing at output Qn-1 of counter 17.

If required, a delay element (not shown)may be 

provided at the output of gate 69 in Figure 1 to ensure that

35 any reset signal produced thereat has a sufficiently long 

duration before the counter 17 or flip-flop 15 which may 

have given rise to it is itself reset.
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It will be appreciated that the parts of the 

system shown in Figure 1, other than the microcomputer 1, 

may be very conveniently all be integrated on the same 

semiconductor chip.
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THE CLAIMS DEFINING THE INVENTION ARE AS FOLLOWS:

1. A programmed digital data processing system including 

a watch-dog circuit arrangement, which arrangement comprises 

timer means to which is coupled a reset signal input, said 

arrangement being arranged to generate an output signal 

should a time interval between successive resets of said 

timer means exceed a predetermined length, to generate a 

further signal at intervals which do not exceed said 

predetermined length, and to generate said output signal 

should a reset signal be supplied to said reset signal input 

while the further signal is absent, said system being 

programmed to supply a reset signal to said reset signal 

input, and thereby reset the timer means, during each 

occurrence of said further signal and being arranged to 

respond to the generation of said output signal by assuming 

a predetermined state, characterised in that said system is 

programmed to periodically test for the presence of said 

further signal, to respond to such presence being detected 

by supplying a reset signal to said reset signal input while 

said further signal is still present, and to perform further 

program steps between each detection of the presence of said 

further signal and the subsequent supply of the reset signal 

in response.

2. A system as claimed in Claim 1, wherein the start of 

each interval during which the further signal is present has 

a predetermined relationship to, and is spaced in time from, 

the instant of occurrence of the reset signal which 

immediately precedes it.

3. A system as claimed in Claim 2, wherein the timer means 

comprises a continuously clocked binary counter to a reset 

input of which the reset signal input is coupled, said 

further signal being derived from a particular bit position 

or positions of the counter contents.

4. A system as claimed in any preceding claim, programmed 

to strobe the watch-dog circuit arrangement each time a 

reset signal is supplied to the reset signal input.

5. A system as claimed in any preceding claim, comprising 

a programmed microcomputer provided with an external 

address latch, t-he address latch and the watch-dog circuit

L
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arrangement being integrated on the same semiconductor chip.

6. A system as claimed in any preceding claim, programmed 

to supply each said reset signal in the form of a multibit 

word having a predetermined value, said arrangement being 

arranged to also generate a said output signal should a 

reset signal supplied to the reset signal input not have the 

predetermined value.

7. A system as claimed in Claim 6, wherein the 

predetermined value changes for successive reset signals in 

accordance with a cyclic sequence.

8. A system as claimed in Claim 7, wherein the sequence 

consists of two predetermined values each of which is a 

complemented version of the other.

9. A system as claimed in Claim 8, wherein each multibit 

word is a byte consisting of alternate "0"s and "l"s.

10. A system as claimed in any preceding claim, wherein the 

multibit word is stored in random access memory from which 

it is read and rewritten for each said reset signal.

11. A system as claimed in Claim 10 when appended to Claim 

8 or Claim 9, programmed to complement a single stored said 

multibit word during each interval between the supply of 

successive said reset signals.

12. A system as claimed in Claim 11, wherein each such 

complementing operation is separated in the system program 

from each reset signal supply operation by further program 

steps .

13. A programmed digital data system substantially as 

described herein with reference to the accompanying 

drawings .

DATED THIS TWENTY-FIFTH DAY OF OCTOBER 1990

N. V. PHILIPS' GLOEILAMPENFABRIEKEN
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