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(57) Abstract: Examples associated with data validation
are disclosed. One example includes a sensor attribute data
store having information describing attributes of a set of
distributed sensors. A pattern data store stores information
describing patterns indicating anomalous sensor activity. A
data aggregation module flags data received from a tested
sensor as anomalous data when the anomalous data exceeds
a variance level described by an attribute of the tested
sensor. A data validation module validates the anomalous
data by comparing the anomalous data to the patterns indic-
ating anomalous sensor activity. A learning module updates
the pattern indicating anomalous sensor activity based on a
result received from the validation logic after the validation
logic validates data received from the tested sensor.
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DATA VALIDATION

BACKGROUND

[0001] As more and more devices are embedded with electronics and
networked applications, these devices are being connecied {o the internet, creating
what is becoming known as the “intermet of things™. Manufacturers, data aggregators,
other devices, and so forth receive data from the devices describing their use,
environment, and so forth. Applications range from environmental monitoring (e.4.,
disaster early waming systems), to health care {e.4., remaote patient monitoring), and
even automating and/or remotely controlling home appliances (e.g., air conditioning).
When the devices transmii data, the data dself may valuable, especially whan
aggregated with data from other devices including other distribided devices of the
same type, other local devices, and so forth.

BRIEF DESCRIPTION OF THE DRAWINGS

[G002] The present application may be more fully appreciated in connection
with the following detailed description taken in conjunction with the accompanying
drawings, i which like reference characters refer {o like parts throughout, and in
which:

{0003] FIG. 1 illustrates an example nelwork in which example systems,
methods, and equivalents, may operate.

[0004] FIG. 2 illustrates an example system associated with data validation.

[0005] FIG. 3 illustrates another example system associated with data
validation.

[G006] FIG. 4 Hlustrates a flowchart of example operalions associated with
data validation.
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[0007] FIG. 5 Hlustrates ancther flowchan of example operations associated
with data validation.

[06008] FiG. 6 illustrates another flowchart of example operations associated
with data validation.

[0008] FIG. 7 ilustrates another flowchart of example operations associated
with data validation.

[0010] FIG. 8 illustrates an example computing device in which example
systems, and methods, and equivalents, may operate.

DETAILED DESCRIPTION

{0011} Systems, methods, and equivalents associated with data validation are
described.  As mentioned above, many devices that are connected to the internet
fransmit data regarding device status, environmental states, and so forth, Thisdata s
collected by various sensors in the devices and transmitted to, ©.¢., an operator of the
device, a manufacturer of the device, and so forth. In some cases, after dala is
collected, valuable information may be derived from the data. However, over time,
devices may begin to malfunction due to wear and tear. Other factors (8.q., network
arrory may also contribute to stuations where a device fransmits data that is incorrect.
Consequently, it may be valuable to distinguish when anomalious data received from
a sensor is a result of a sensor malfunction, or from an actual event of significance
that the sensor was designed o mondor.

[0012] By way of illustration, an earthquake early warning system may be
made up of many distributed sensors. If first sensor malfunclions and begins
“detecting” seismic aclivity, the fact that other sensors are not detecting the seismic
activity may indicate the first sensor is malfunctioning. On the other hand, if many
sensors are detecting seismic activity, it is much more likely an event of significance
has occurred, as # is unlikely for many of the sensors o be malfunclioning
simultaneousty. In ancther example, if a sensor measuring temperature in a server
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room, suddenty jumps a very high temperature reading, but then returns to a prior
value, it is likely the high temperature reading was an anomaly resulting from a
malfunction. #f the high temperature is preceded by a steady increase in temperature
of the server room, it is likely the sensor is funclioning properly and an event of
significance has occurred.

[0013] Consequently, when data is received from a sensor, first the daia may
be checked 10 see if it falls within typical behavior pattems for that sensor as defined
by, for example, specifications associated with that sensor based on sensor type,
manufacturer, and so forth, if the data {alls ocutside the typical behavior patterns, the
data may be categorized as anomalous and flagged for firther analysis. Anomalous
data may then be verified by comparing the data to a set of patterns associated with
anomalous data that facilitate identifying whether the data is a result of a malfunction
or whether the data is a legitimate reading from the sensor. In some cases, the
patterns may be updated as data is classified, and anomalous data may be logged, so
that the anomalous data can be rewerified at & later time.

{0014] "Module”, as used herein, includes but is not limited to hardware,
firmware, software stored on a computer-readable medium or in execution on a
machine, andior combinations of each {0 perform a function{s) or an action{s), and/or
{0 cause g function or action from another module, method, andfor system. A module
may include a software confrolled microprocessor, a discrete module, an analog
circuit, a digital circuit, a programmed modude device, a memory device containing
instructions, and so on. Modules may include one or more gates, combinations of
gates, or other circuit components. Where multiple logical modules are described, #
may be possible {0 incorporate the muitiple logical moduies into one physical module.
Similarly, where a single logical module is described, it may be possible to distrbute
that single logical module between mulliple physical modules.

[0015] Figure 1 illustrates an example network 100 in which example systems
and methods, and equivalents, may operate. 1t should be appreciated that the ilems
depicted in figure 1 are #iustrative examples and many different featurss and
implementations are possibie.
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[0018] Figure 1 illustrates an example network 100, Network 100 includes a
niimergus sensors 198. In some examples the sensors may feed dala into network
hubs 129 who serve as owners or administrators of different networks of sensors 188.
in these examples, network hubs 198 may provide aggregated and/or disaggregated
data to a data validation system 105, In other examples sensors 198 may directly
connect (o data validation system 105, causing sensor data to be provided directy o

data validation system 105 without an network hub 199 affecting the data.

[0017] Whether the sensor data is recaived directly from sensors 198 or from
network hubs 189, the sensor data may be inilially processed by data aggregation
module 110. Data aggregation module 110 may process the sensor data based on
sensor atiributes 120. Sensor attributes 120 may include, for example, make, model,
and specifications of sensors from which sensor data is retrieved. Sensor atiributes
120 may also include, for example, known data variations, malfunclions, and causes.
In various examples, sensor attributes 120 may state variance levels and/or variance
levels may be derived from sensor altributes 120 to facilitate detecting when sensors

are behaving according o expeciations or producing anomalous data.

[0018] Byway of illustration, a sensor that measures air temperature in a home
may typically read between 65 and 85 degress Fahrenheit depending on the time of
year and climate control usage {(e.q., heat, air conditioning), among other factors.
Various companies may be interested in this data. For example, an energy company
may use the daia 1o facilitate planning energy production, a company that sells energy
efficiency products may use the daia for targeting advertisements to an owner of the
home, and so forth. For the sensor, a reading above 100 degrees may be considered
{0 be oulside normal operation of the sensor. This may be because the reading over
100 degrees may exceed a variance level associated with that sensaor as defined by
or derived from sensor attributes 120. When the reading exceeds the variance level,
that data may be flagged as anomalous by the data aggregation module 110. Data
that falls within the vanance level may be considered validated data 160 that is treated
as accurate which may subsequently be provided to data consumers {(8.¢., the energy
company, the energy efficiency company) 195 via distribution module 170.
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[0019] Data flagged as anomalous, however, may notf necessarily be related
{o a malfunction of, for exampie, the sansor, the network, and so forth. By way of
itlustration, the reading above 100 degrees could also be a result of a significant event
such as, for example, a heat wave and a broken air conditioning system, a house fire,
or another legitimate reason. Events of significance, though outside normal operation
of the sensor, i they can be properly identified may be usef for triggering certain
avents {e.g., repair the broken air conditioner, call the fire department) in response to

the significant events,

[0020] Consequently, when data is flagged as anomalous, a data validation
module 130 may perform further processing on the anomalous datz.  Ih some
examples, the data may be compared {0 various paftemns 140, The patterns may
include, for example, predefined patterns input by a user or administrator, patterns
learned from analyzing datia received from sensors 188 over time, and so forth, A
pattern 140 may take more information into account when validating anomalous data
than data aggregation module does at 110, For example, patterns 140 may account
for past data of the sensor, datg of nearby sensors, and other factors that may indicate
whether data flagged as anomalous is a result of a sensor malfunction or an event of

significancea.

[0021] As used herein a sensor malfunction is intended {o encompass any
technological error, glifch, or otherwise that may contribute to a sensor providing data
considered anomalous. These may include issues arising direclly from the sensor,
issues arising from transmitting andfor storing data received from the sensor, and so
forth. An event of significance is intended to encompass any real event that produces
real data that is accurate, even though the data may be considered anomalous as a
result of being outside the normal behavior paltem of the sensor {e.g., several
standard deviations from normal operation). Though sensors may be configured to
track, monitor, and so forth, important events while operating normally, here, events
of significance is a term intended 1o encompass actual events outside of expected
behaviors of the sensor.



WO 2016/190856 PCT/US2015/032570

[0022] The patterns may be associated with weights that indicate a level of
confidence of whether data matching the paltern is a8 result of 8 malfunction or a
significant event. Consequently, the more andfor more strongly weighted patterns that
a piece of anomalous data matches that indicate the data is a result of a significant
event, the mare confident data validation module 130 may be that that data should be
included with validated data 180. Similarly, the more andfor more strongly weighted
patterns that a piece of anomalous data matches that indicate the data is a result of
an matfunction, the more confident data validation module 130 may be that the data
should not be included with validated data 160,

[6023] By way of Hlustration, whean the home temperature sensor detects the
100 degree temperature and that measurement is flagged by data aggregation module
110 as anomalous, data validation module 130 may compare that measurement to
paiterns 140. Cne pattern, for example, may compare the 100 degree measurement
to measurements of other temperature sensars in the home. If many temperature
sensors have similar readings, it may be more likely that the 100 degree measurement
is valid, On the other hand, if the measurement when compared to other preceding
and subseguent measurements of the home temperature sensor, is an outlier, data
validation module 130 may be more confident that the reading was a one-time
malfunclion. In some examples, dala validation module 130 may not be tasked with
actually Wentifying what type of malfunction or significant event has occurred.
Diagnosing malfunctions and/or significant events may be performed by other modules
{not shown), data consumers, and so forth. Patterns of sensor behavior involving
other types of sensors, external data, dafa histories, and so forth may also be taken
into consideration by data validation module 130,

[0024] When daia validation module makes a decision regarding whether dala
is a result of an event of significance or a result of a malfunction, data validation
module 130 may communicate this decision o a learning module 150. Leaming
module 150 may use the decision {0 update the patierns 140, Updating patterns 140
may include modifying patterns 140, creating patterns 140, removing pattermns 140,
and so forth. Modifying patterns 140 may also include updating weighis associated
with pattems 140 to increase or decrease confidence as to whether data matching
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patterns 140 is a result of an anomaly or an event of significance. Conseguently, over
fime, the learming module 150 may increase reliability of data validation module 130
by increasing the likelihood that anomalous data is appropriately categorized.

[0025] Data validation system 105 also includes an error log 180, In some
examples, error log 180 may store data marked as anomalous in addition o nolations
as {0 whether that daia was validated as an event of significance or found to be a8
result of a malfunclion. Logging anomalous data may facilitate pericdically revalidating
the anomalous data by, for example, data validation module 130, Revalidating
anomalous data may be occasionally appropriate due {0 the updates to patterns 140
by learing module 150. n various examples, revalidatling data may cause some dala
that was previously rejected as a malfunction to be subsequently added to validated
data 160 and/or for data thal was previously validated {o be removed from the
validated data 160. Error log 180 may also include for a given piece of anomalous
data, for example, notations related to a pattern which was found {o be strongly
determinative as to whether the piece of anomalous data was considered a result of
an event of significance or a malfunction, notations indicating a decision strength
regarding whether the piece of anomalous data was considered a result of an event
of significance or a malfunction (e.q., close to 50%, close to 100% or 0%}, and so forth.

[0026] As mentioned above dalg validation system 105 also includes a
distribution module 170. Distribution module 170 may facilitate distribution of validated
data 160 {0 data consumers 185. How distribution modide 170 operates may depend
o who data consumers 195 are, their relationship 10 an operaler of data validation
system 105, privacy and/or security concerns, and so forth. For example, a lower
security solution may be to provide raw validated data 160 to data consumers 185, in
other exampies, distribution modide 170 may operate as an interface {eg., a
structured query language interpreter) to provide control over what gueries can be
executed on validated data 160. Distribution module 170 could also be designed fo
chiain specific resulfs from the validated data 160 and provide these results o data
consumers 185 without granting access o the underlying validated data 180. Other
modes of operation of distribution module 170 may also be possible.
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[0027] 1t is appreciated that, in the following description, numerous specific
cetails are set forth 10 provide a thorough undersianding of the examples. However,
it is appreciated that the examples may be practiced without fimitation to these specific
details. In other instances, methods and structures may not be described in detail to
avoid unnecessarily obscuring the description of the examples. Also, the examples
may be used in combination with each other.

{0028] Figure 2 #lustrales an example system 200 associgled with data
validation. System 200 includes a sensor attribute data store 210, Sensor attribute
data store may store information describing atiributes of 3 set of disinbuted sensors
298, Aftributes of the distribuled sensors may include, for example, aitnibutes
describing model information of the sensors {e.g., manufacturer, standards the sensor
adheres to), atiributes describing expected data {o be received from the sensors {8.g.,
ranges), attnbutes describing expected anomalous behaviors of the sensors, and so
forth {e.q., errors the sensor may raise, known sensor bugs).

[0029] System 200 also includes a pattern data store 220. Pattern data store
220 may store information describing patierns indicating anomalous sensor activity.
Patterns indicating anomalous sensor activity may include, for exampie, specific {e.g.,
pre-defined) scenarios thal describe a sensor behavior to be {rested as anomalous,
leamed patterns of sensor behaviors to be treated as anomalous, and so forth.
Patterns may facilitate comparing sensor data to sensor data from other types of
sensors, other nearby sensors, historical and/or fudure dala, and so forth. In some
examples, pattern data store 220 may also include patterns that indicate non-
anomalous sensor activity, These patlterns of non-anomalous activity may also be, for
example, pre-defined scenarios, leamed scenarios, and so forth. In various exampies,
patterns may be assogiated with weighis. Consequently, when a sensor hehavior
matches a pattern, the weight may indicate a confidence level of whether the sensor
behavior is a result of, for example, a sensor malfunction, an event of significance, and
so forth.

[0030] System 200 also includes a dala aggregation module 230, Data
aggregation module 230 may flag data received from a tested sensor as anomalous
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data. The tested sensor may be a member of the set of distributed sensors 208, Dala
may be flagged as anomalous data by data aggregation module 230 when the
anomalous data exceeds a variance level described by an atlribute of the tested
sensor {e.g., from sensor attribute data store 210). The variance level may be an
actual atiribute stored in sensor attribute data store 210, derived from an attribute in
sensor aitribute data store 210, and so {orth.

[0031] System 200 also includes a data validation module 240, Data
validation module 240 may validate the anomalous data by comparing the anomalous
data to the patterns indicating anomalous sensor aclivity {e.q., in patlern data siore
220, In some examples, validation module 240 may validate the data received from
the tested sensor by comparing the data received from the tested sensor to data
received from sensors located within a specified physical proximity to the tested
sensor. The specified physical proximity may be defined by a patiern, and may
depend on sensor attributes (e.4., what the sensor was designed {o measure, sensor
location), and so forth.

[0032] System 200 also includes a {eaming module 250, Leaming module
250 may update a pattern indicating anomalous sensor activity in pattem data store
220 based on a result received from validation module 240, The signal may he
received when validation module 240 validates data received from the tested sensor.
in various examples, leaming module 250 may update the pattern by modifying a
weaight associgted with the patlem. As described above, the weight may indicate a
likelihood that anomalous data satisfying the patiern is a result of a sensor malfunction,
an event of significance, and so forth.

{0033] Figure 3 ilustrates another example system 300 associated with data
validation. System 300 includes many items similar {0 those described above with
reference to system 200 (figwe 2} For example, system 300 includes a sensor
gtiribute data store 310, a paltern data store 320, a data aggregation module 330 o
flag anomalous data received from distribuied sensors 399, a data validation module
340, and a learning module 350. System 300 also includes an error logging data store
360, Error logging data store 380 may siore anomalous data that fails validation.
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[0034] System 300 also includes an error checking module 370,  Error
checking module 370 may revalidate data in error logging data store 380 when
learning module 350 updates a pattern indicating anomalous sensor activity in pattern
data store 320. Though system 300 ilustrates error checking module 370 as a
separate component from data validation module 340, in some examples, data
validation module 340 may also serve as error checking module 370,

[0035] System 30C also includes a validated data store 380. Validated data
store 380 may store data receivad from the tested sensor that falls within the variance
level. Validated data store 380 may also store anomalous data received from the
tasted sensor that passes validation from data validation module 340,

[0036] System 300 also includes a distribution modute 380, Distribution
module 380 may facilitate distribution of data in validated data store 380. Distribution
module 380 may distribute data from validated dala store 380 by providing raw data
associated with a portion of the verified data, providing query access o the verified
data, providing a result of a query of the verified data, and so forth.

{0037} Figure 4 iflustrates an example Method 400 associated with data
validation. Method 400 may be embaodied on a non-transitory computer-readable
medium storing computer-executable instructions.  The instructions, when executed
by a computer, may cause the computer to perform method 400, In other examples,
method 400 may exist within logic gates andfor RAM of an application specific
integrated circuit {(ASIC).

[0038] Msthod 400 includes receiving sensor data at 410. The sensor data
may be received from a set of distributed sensors. Method 400 also includes marking
sensor data as anomalous data at 420, The sensor data marked as anomalous data
may be so marked when the anomalous data exceeds 3 variance level associated with
a sensor from which the anomalous data was received. The variance levels for
sensors may be generated based on device specifications of the sensars. The device
specifications may describe, for example, known sensor malfunction scenarios for
respective sensors. Consequently, the variance levels may be derived from the known
sensor malfunction scenarios, and so forth.
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[0039] Method 400 also includes validating the anomalous data at 430. The
ancmalous data may be validated based on a set of patierns describing anomaious
sensor activity. Validating the anomalous data at 430 may indicate whether the
anomalous data is a result of a sensor malfunction, an event of significance, and so
forth.

{00407 Method 400 also includes updatling the set of patierns at 440. The
patterns may be updated based on whether the anomalous data is validated as the
sensor malfunction and the event of significance. As described above, the set of
patterns may include weighis that indicate a likelihood that anomalous data is a result
of a sensor malfunction. in this example, updating a pattermn may include modifving a
weight associated with the pattern to increase or decrease confidence in whether a
sensor is malfunctioning when that sensor's behavior matches the pattem.

[0041] Msthod 400 also includes distributing verified data at 470. The verified
data may include sensor data within the vanance level and validated anomalous data.
In various examples, the verified data may be distributed by providing raw data
associated with a portion of the verified data, providing query access o the verified
data, providing a result of a query of the verified data, and so forth. The technique
used for distributing the verified data may depend on, for example, data security
concems, privacy concems, processing availability, and so forth, and different
distribution techniques may be appropriate depending on who the is receiving the
distribtited data.

[0042] Figure 5 illustrates anocther example method associated with data
validation. Method 500 includes several actions similar to those described above with
reference io method 400 {figure 4). For example method 500 includes receiving
sensor data at 510, marking sensor data as anomalous data at 520, validating
anomalous sensor data at 530, updating pattems at 540, and distributing verified data
at 570.

[0043] Method 500 also includes logging anomalous data indicated as a
sensor malfunction at 550. Method 500 also includes revalidating fogged anomalous
data at 560. The revalidation may occur, for example, affer an update to the set of
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patterns.  Revalidating anomalous data indicated as a sensor malfunction may
facilitate making accurate data available when distributing the verified data 574,

[0044] Figure 6 #lustrates a methed 800 assodiated with data validation.
Method 800 includes receiving sensor data at 610. The sensor data may be received

from a set of distributed sensors.

{0045] Method 600 aiso includes marking sensor data as anomalous data at
620. Sensor data may be marked as anomalous data when the anomalous data
aexceeds a variance level associated with a sensor from the anomalous data was
received. The variance level for a sensor may be generated on accuracy information
associated with the sensor, how recently the sensor was calibrated, and so forth.

[0046] Method 600 also includes storing non-anomalous data in a validated
data store at 630. Method 800 also includes storing anomalous data found to be a
result of an event of significance at 640, The anomalous data found to be resulling
from significant events may aiso be stored {o the validated data store. To determine
whether anomalous data is a result of an event of significance, the anomalous data

may be compared {0 a sat of palterns descrbing anomalous sensor activily.

{00471 Method 600 also includes updating the set of patterns at 860. As
described above, updating the set of patterns may include maodifying a weight
associated with a pattern that reflects a confidence level of whether data matching the
pattern is a result of a sensor malfunction, an event of significance, and so forth.
Method 600 also includes distributing data from the validated data store at 680, The
data may be distributed to consumers of the data from the validated data store, who

may, for example, pay for access ¢ the validated data.

{00481 Fwure 7 illustrates & method 700 associated with data validation.
Method 700 includes several actions similar to those described above with reference
to method 800 (figure 8). For example, method 700 includes, receiving sensor data
at 710, marking sensor dala as anomalous data at 720, storing non-anomalous data
at 730, storing anomalous data resulting from events of significance at 740, updating
patterns at 760, and distributing validated data at 730.
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[0049] Method 700 also includes storing anomalous data found {o be a result
of a sensor malfunction at 750, Anomalous data resulling from sensor malfunctions
may be stored in an error logging data store. Whaether data results from a sensor
function may also be determined based on the set of patterns.

[0050] Method 700 also includes, at 770, periodically evaluating whether data
in the eyror logging data store is g result of an event of significance based on updated
patterns.

[0051] Figure § illustrates an example computing device in which example
systems and methods, and equivalents, may operate. The example computing device
may be a computer 800 that includes a processor 810 and a memaory 820 connected
by a bus 830Q. The computer 800 includes a data validation module 840. Dala
validation module 840 may perform, alone or in combination, various functions
described above with reference 10 the example sysiems, methods, apparatuses, and
so forth,  In different examples, data validation module 840 may be implemented as
a non-transitory computer-readable medium storing computer-executable instructions,
in hardware, software, firmware, an application specific integrated circuit, andfor

combinations thereof.

[0082] The instructions may also be presented o compuder 800 as data 850
and/or process 880 that are temporarily stored in memory 820 and then executed by
processar 810, The processor 810 may be a variety of various processors including
dual microprocessor and other multi-processor architectures. Memory 820 may
mclude non-volatile memory {8.9., read only memory) and/or volatile memory (e.9.,
random access memory). Memory 820 may also be, for example, a magnetic disk
drive, a solid state disk drive, a floppy disk drive, a tape drive, a flash memory card,
an optical disk, and so on. Thus, memory 820 may store process 860 andfor data
850. Computer 800 may also be associated with other devices including other
computers, peripherals, and so forth in numerous configurations {not shown).

[0053] itis appreciated that the previous description of the disclosed examples
is provided to enable a person skilled in the art to make or use the present disclosure.
Various modifications {o these examples may be apparent, and the generic principles
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defined herein may be applied to other examples without depaning from the spirit or
scope of the disciosure. Thus, the present disclosure is not intended to be limited o
the examples shown herein butis 1o be accorded the widest scope consistent with the
principles and features disclosed herein.
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WHAT IS CLAIMED IS;

1. A system, comprising:

a sensor attribute data store 1o store information describing attributes of a set
of distributed sensorg;

a pattern datg store 10 store information describing patierns indicating
anomalous sensor activity;

a data aggregation module o flag data received from a tested sensor as
anomalous data when the anomalous data excesds a varnance level described by an
aftribute of the tested sensor;

a data validation module o validate the ganomalous dala by comparing the
anomalous data to the patterns indicating anomalous sensor activity;

a learning module to update a pattern indicating anomalous sensor activity
based on a result received from the validation logic after the validation logic validates
data received from the tested sensor.

2 The system of claim 1, further comprising:
an error logging data store o store anomalous data that fails validation; and
an error checking modide to re-validate data in the error logging data store

when the leaming module updates a pattern indicating anomalous sensor activity.

3. The system of claim 1, further comprising:

a validated data store to store data received from the tested sensor that falls
within the variance level and {o store anomalous data received from the tested
sensor that passes validation by the data validation module; and

g distribution module to facilitate distribution of data in the validated data
store.

4. The system of claim 1, where the data validation module validates the
data received from the tested sensor by comparing the data received from the tested
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sensor to data received from sensors located within a specified physical proximity to
the tested sensor, the specified physicat proximity defined by a paltemn.

5. The system of claim 1, where the attribules of the set of distributed
sensors include;
atiributes describing model information of the sensors;

atiributes describing expectad data to be received from the sensors; and

atiributes describing expected anomalous behaviors of the sensors.

8. The system of clgimn 1, where the patterns indicating anomaious
sensor activity include:

specific scenarios that describe a sensor behavior to be freated as
anomalous; and

learned patiems of sensor behaviors 1o be treated as anomalous.

7. The system of claim 1, where the learning logic updates the pattern by
modifying a weight associgted with the paftern, the weight indicating a likelthood that

anomalous data satisfying the pattern is a result of a sensor malfunction.

8. A method, comprising:

receiving sensor data from a set of distributed sensorsg;

marking sensor data as anomalous data whern the anomalous data excesds a
variance level associated with a sensor from which the anomalous data was
recaived;

validating, based on a set of patlerns describing anomalous sensor activity,
whether the anomalous data is a result of one of a sensor malfunction and an event
of significance;

updating the set of patterns based on whether the anomalous data is
validated as the sensor malfunction and the event of significance; and
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distributing verified data comprising sensor data within the variance level and

vailidated anomalous daia.

8. The method of claim 7, further comprising:
logging anomalous data indicated as a sensor malfunction; and
revalidating logged anomalous data after an update 10 the set of patierns,

10, The method of claim 7, where distributing verified data comprises one
or more of, providing raw data associated with a portion of the verified data,
providing query access o the verified dala, and providing a result of a guery of the
verified data.

11.  The method of claim 7, where vanance leveals for sensors are
generated based on device specifications describing known sensor malfunctions for

respechive sensors.

12.  The method of claim 7, where the set of patterns includes weights that
indicate a Hkelthood that anomalous data s a result of a sensor malfunction and
where updating the set of patterns includes modifying the weights.

13. A non-fransitory computer-readable medium storing computer-
executable instructions that when executed by a computer cause the computer to:

receive sensor data from a set of distribuled sensors;

mark sensor data as anomalous data when the anomalous data exceeds a
variance level associated with a sensor from which the anomalous data was
received;

store nan-anomaious data in g validated data store:

store in the validated datsg store, anomalous data found, based on a set of
patterns describing anomalous sensor activity, 1o be a result of an event of
significance;
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update the set of patterns; and
distribute data from the validated daia store.

14, The non-transitory computer-readable medium of claim 13, where the
instructions further cause the computer {o:

store i an error logging data store, anomalous data found, based on the set
of patterns, 1o be g result of a sensor malfunction; and

periodically evaluate whether data in the error logging data store is a result of

an event of significance based on updated pattemns.

15.  The non-transitory computer-readable medium of claim 13, where the
variance level for a sensor is based on accuraey information associated with the

sensor and how recently the sensar was calibrated.
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