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Description
TECHNICAL FIELD

[0001] The present disclosure relates to bot detection
in general, and to bot detection using behavior biomet-
rics, in particular.

BACKGROUND

[0002] In the context of the present disclosure a "bot"
is an automatic software agent that accesses web pages
of websites. Bots can potentially harm websites in various
ways, such as data scraping, advertisement fraud, cre-
dential stuffing, Denial of Service (DoS) attacks, and
more. Bots have become a substantial problemin today’s
World Wide Web. For example, some studies indicate
that billions of dollars are stolen every year by bot fraud-
sters.

[0003] One known method to distinguish bots from hu-
man interaction is Completely Automated Public Turing
test to tell Computers and Humans Apart (CAPTCHA).
A CAPTCHA is a challenge-response test used to deter-
mine whether or not the user is human. A CAPTCHA
presents a challenge to the agent accessing a web page.
Typically, the challenge may be a task that automated
tools are less prone to respond correctly, such as iden-
tifying numbers or letters in a distorted image, which may
be a relatively easy task for a human and relatively hard
task for an automated agent.

[0004] US 2015/213251A1 describes devices, sys-
tems, and methods of detecting user identity, differenti-
ating between users of a computerized service, and de-
tecting a cyber-attacker. An end-user device (a desktop
computer, a laptop computer, a smartphone, a tablet, or
the like) interacts and communicates with a server of a
computerized server (a banking website, an electronic
commerce website, or the like). The interactions are mon-
itored, tracked and logged. User Interface (Ul) interfer-
ences or irregularities are intentionally introduced to the
communication session; and the server tracks the re-
sponse or the reaction of the end-user to such commu-
nication interferences. The system determines whether
the user is a legitimate human user, or a cyber-attacker
or automated script posing as the legitimate human user.
The system further detects click-fraud, and prevents or
mitigates Application Distributed Denial-of-Service at-
tacks.

[0005] ZI CHU ET AL: "Blog Or Block: Detecting Blog
Bots Through Behavioral Biometrics", COMPUTER
NETWORKS, Vol. 57, no. 3, 1 February 2013
(2013-02-01), pages 634-646, XP055129268, ISSN:
1389-1286, DOI: 10.1016/j.comnet.2012.10.00 - de-
scribes a detection approach by using behavioral bio-
metrics, primarily mouse and keystroke dynamics, to dis-
tinguish between human and bot. Based on passive mon-
itoring, the proposed approach does not require any di-
rect user participation. We collect real user input data
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from a very active online community and blog site, and
use this data to characterize behavioral differences be-
tween human and bot. The most useful features for clas-
sification provide the basis for a detection system con-
sisting of two main components: a webpage-embedded
logger and a server-side classifier. The webpage-em-
bedded logger records mouse movement and keystroke
data while a user is filling out a form, and provides this
data in batches to a server-side detector, which classifies
the poster as human or bot. Our experimental results
demonstrate an overall detection accuracy greater than
99%, with negligible overhead.

THE BRIEF DESCRIPTION OF THE SEVERAL VIEWS
OF THE DRAWINGS

[0006] The presentdisclosed subject matter will be un-
derstood and appreciated more fully from the following
detailed description taken in conjunction with the draw-
ings in which corresponding or like numerals or charac-
ters indicate corresponding or like components. Unless
indicated otherwise, the drawings provide exemplary em-
bodiments or aspects of the disclosure and do not limit
the scope of the disclosure. In the drawings:

Figure 1 shows an illustration of histograms repre-
senting empirical distribution of behavioral feature,
in accordance with some exemplary embodiments
of the disclosed subject matter;

Figures 2A-2D show flowchart diagrams of methods,
in accordance with some exemplary embodiments
of the disclosed subject matter;

Figures 3A-3B show flowchart diagrams of methods,
in accordance with some exemplary embodiments
of the disclosed subject matter;

Figure 4 shows an illustration of clusters and usage
thereof, in accordance with some exemplary embod-
iments of the disclosed subject matter; and

Figure 5 shows a block diagram of an apparatus, in
accordance with some exemplary embodiments of
the disclosed subject matter.

DETAILED DESCRIPTION

[0007] One technical problem dealt with by the dis-
closed subject matter is to distinguish human agents from
bot agents based on their interaction with one or more
pages. In the present disclosure, the term "page" may
refer to a web page within a website; a page within a web
application; a page within an application which may or
may not be implemented using native language for the
operating system, such as native Android ™ app, desktop
app, and a similar app; or the like.

[0008] In some exemplary embodiments, a bot may
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perform a "replay attack" during which a recorded set of
interactions originally performed by a human are injected
by the bot, thereby mimicking a human behavior. In such
a case, behavioral features alone may not be sufficient
to distinguish between bot agents and human agents, as
both agents generate interactions that can be character-
ized as human-generated. Such bots may record genu-
ine human-generated interactions and re-use them ("re-
play") on additional pages, thereby providing interactions
which may cause one to believe thatthe agentis a human
agent and not a bot.

[0009] In some exemplary embodiments, a bot agent
may use a Page Interaction Packet (PIP) generated
based on a human agent’s actions (i.e., "human-gener-
ated") and replay such interaction when accessing a
page. In some exemplary embodiments, the PIP may
comprise interaction data that an agent produces while
interacting with a page. The PIP may include, for exam-
ple, mouse movements, keyboard strokes, touch ges-
tures, device orientation data, or the like. The PIP may
be multiplied by the bot agent either as is without modi-
fication or while introducing stochastic noise to create
variations on the PIP. The multiplied PIPs may then be
used while interacting with a single website during a ses-
sion, an operation which may be referred to as Intra-Ses-
sion Replay Attack.

[0010] Insome exemplary embodiments, a Session In-
teraction Packet (SIP) may comprise the set of PIPs gen-
erated during a single session.

[0011] In some exemplary embodiments, during an In-
tra-Session Replay Attack, a SIP may be compiled based
on the multiplied PIPs, and used when the bot is access-
ing a website to simulate a human interaction during a
session.

[0012] Some bot agents employ Inter-Session Replay
Attacks. During an Inter-Session Replay Attack a bot may
utilize a same human-generated PIP in different ses-
sions. In some cases, several human PIPs may be gath-
ered, multiplied (with or without variations) and used in
different SIPs. The different SIPs may be sent to websites
in different sessions in order to fake human behavior. In
Inter-Session Replay Attack, a single session may com-
prise human-generated PIPs that are different from one
another. A same human-generated PIP (or variations
thereof) may not be used in the same session more than
once. However, looking at different sessions, the same
human-generated PIP (or variation thereof) may be used
a large number of times by the bot.

[0013] Some bot agents automate interaction with the
page until reaching a verification page used to differen-
tiate human agents from bot agents, such as a page com-
prising CAPTCHA. Verification pages may be introduced
dynamically, such as based on a suspicion by the server
that the agent may be a bot agent, for example, based
on a volume of queries generated by the agent during a
timeframe, or may be set a-priori, such as in login pages,
at entry points to websites or sections thereof, or the like.
A bot agent may detect a verification page and pass the
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session to a human user to overcome the verification
page itself. For example, a CAPTCHA presented to the
bot agent may be transferred to a CAPTCHA farm serv-
ice, in which a human may be presented with the
CAPTCHA and the interactions produced by the human
during interaction with the verification page and the
CAPTCHA component embedded therein, also referred
to as Verification Interaction Packet (VIP), may be gath-
ered. The VIP may be sent by the bot agent to the veri-
fication page to overcome the CAPTCHA. After the
CAPTCHA is solved, the bot agent may continue to
traverse the website automatically, such as using other
replayed human-generated interactions or using other
forms of interactions.

[0014] It will be noted that the human-generated PIP
may be modified to provide a desired result, such as
pressing a specific link, interacting with a widget, or the
like. However, such modification may not influence at all,
or influence only in a negligible manner, behavioral fea-
tures of the human-generated interactions.

[0015] One technical solution is to obtain behavioral
features of the usage of an input device during an inter-
action of an agent with a page. The behavioral features
may then be used in order to estimate whether or not the
agent is a bot agent. In some cases, as the interaction
is a human-generated interaction, the interaction by itself
appears to be of human origin (i.e., behavioral features
are consistent with a human user using the input device
in such a manner). Estimation of whether the agent is a
bot agent may be performed by comparing the behavioral
features with a corpus of behavioral features. The corpus
may be used to provide a baseline. A large deviation from
the baseline may be indicative of the agent being a bot
agent. The deviation may be that the interactions are too
similar to one another (e.g., indicative of a same PIP be-
ing reused). The deviation may be that the interactions
are too dissimilar from one another (e.g., indicative of
PIPs generated by different human agents being com-
piled and used together by a same bot).

[0016] Figure 1 shows anillustration of histograms that
describe the empirical distribution of a behavioral feature,
where Graph 100 exemplify a histogram that describes
the average speed of a group of human-agents on a cer-
tain website. Graph 110 exemplify the same histogram
on the same website, for a group of bot agents. As can
be appreciated from such example, the behavioral fea-
tures may be used to differentiate between human agents
and bot agents. Additionally or alternatively, the histo-
grams may represent any behavioral feature or statistical
measurement of samples thereof, such as but not limited
to average speed of the mouse movements of the agent,
mouse pointer acceleration, the curvature of mouse
movement, elapsed time, click patterns, pause pattern,
movement vectors, average latency between the release
of a keyboard key and the pressure of a next key (also
referred to as "Flight Time"), average latency between
the release of two successive keyboard keys, average
latency between the pressure of two successive keys,
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duration of pressure onone key (alsoreferred to as "Dwell
Time").

[0017] Insomeexemplary embodiments, the setof val-
ues for each behavioral feature (referred to as generally
a set of behavioral features, also denoted as BF) of the
interaction being examined may be compared with a cor-
pus of additional BFs. The additional BFs may be BFs
that were observed from other interactions of the same
agent during the same session. Using such BFs may be
useful to identify Intra-Session Replay Attacks as the BF
and additional BFs may be too similar (e.g., a similarity
measurementbeing above an acceptable threshold). Ad-
ditionally or alternatively, the additional BFs may be BFs
that were observed from other interactions of agents dur-
ing different sessions. Using such BFs may be useful to
identify Inter-Session Replay Attack, as a PIP that is re-
used by a bot in different sessions may be identified as
creating a relatively dense cluster in a multidimensional
space defined based on the BFs. Other metrics may be
used instead of or in addition to density of clusters, in
order to identify a PIP that was replayed.

[0018] Referring now to Figure 2A showing a flowchart
diagram of a method in accordance with some exemplary
embodiments of the disclosed subject matter.

[0019] On Step 200, client-side event acquisition may
be performed. In some exemplary embodiments, event
acquisition may be performed by a client-side script that
audits, logs or otherwise monitors user interactions that
are generated by the agent of the client device. The client
device may be, for example, a laptop, a Personal Com-
puter, a mobile phone, a tablet computer, a Personal Dig-
ital Assistant (PDA), or any other computerized device
capable of accessing pages over a communication net-
work, such as the Internet. The client-side script may be
a computer program executed by the client device. As
an example, the client-side script may be embedded and
provided as part of a page being viewed using a page
viewer, such as an internet browser, an app interpreter,
or the like, and be executed by the page viewer. In one
embodiment, the client-side script may be a javascript
code embedded within the web page being accessed. In
another embodiment, the client-side script may be native
code directly executable by the operating system of the
device executing the page, such as objective-c foriOS™.
In some exemplary embodiments, the interactions may
include various communication channels of data poten-
tially associated with Graphical User Interface (GUI) input
devices or peripherals of the client device, such as mouse
movements, keyboard strokes, touch gestures, device
orientation data (e.g., obtainable from gyroscope and ac-
celerometer sensors of the device), or the like. A stream
of data may be monitored in each such channel and col-
lected for analysis. Some or all of the analysis may be
performed locally by the client-side script. Additionally or
alternatively, the analysis may be performed, in whole or
in part, by a remote server, by a cloud-based server, or
the like. In some exemplary embodiments, server-side
analysis may be more robust and less susceptive to ma-
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nipulation by a malicious agent tampering with the client-
side code. In some exemplary embodiments, the client-
side event acquisition may generate a log of events ex-
hibited by the agent. The log may be transmitted to a
remote server for analysis. The log may comprise track-
ing data regarding peripherals and other input devices
during the interaction of the agent with the page.
[0020] Insome exemplary embodiments, complemen-
tary information, such as a copy of Hypertext Transfer
Protocol (HTTP) traffic may be collected as well or HTTP
metadata, either by the client-side script, or the web serv-
er responding to such HTTP traffic. The complementary
information may include information useful for identifying
geo-location of the agent, demographic information, con-
nection method, session identification (e.g., session
cookie), connectivity patterns, or the like. In some exem-
plary embodiments, HTTP session metadata may be col-
lected.

[0021] In some exemplary embodiments, information
may be collected at PIP level, indicating information for
a single page interaction. Additionally or alternatively, in-
formation may be collected at SIP level, aggregating in-
formation over several pages for a single session.
[0022] On Step 205, behavioral features may be ex-
tracted from the interactions data, such as from a PIP.
In some exemplary embodiments, measurements of one
or more features may be extracted from the event ac-
quired at Step 200. The valuations of each behavioral
feature utilized by the disclosed subject matter may be
referred to as a "set of behavioral features". In some ex-
emplary embodiments, a data stream (also referred to a
series) may be transformed into empirical distribution sta-
tistic using a discretization method such as entropy of
the empirical distribution of the series, moment of the
empirical distribution of the series, or the like. In some
exemplary embodiments, each behavioral feature may
be descriptive of how the user utilizes the input device
to interact with the page. Without loss of generality, the
behavioral features may comprise any of the following
non-limiting examples: a speed of a movement of a point-
ing device, an acceleration of a movement of a pointing
device, a curvature feature of a movement of a pointing
device, movement vectors of a pointing device, a pause
pattern of amovementof a pointing device, a click pattern
of one or more buttons of an input device, a time duration
of the interaction, an average angle of a movement of a
pointing device during the interaction, a sharp turns count
during the interaction (e.g., movements having an angle
below a threshold), a variance of a movement angle of
a pointing device, an orientation of a user device during
the interaction, or the like.

[0023] It will be noted that in some cases, a set of be-
havioral features may be used as a biometric identifier
of a user, which can be used to identify the same person
at different interactions. Additionally or alternatively, a
set of behavioral features may be used to differentiate
human-generated interactions from interactions not gen-
erated by humans (e.g., bot-generated interactions).
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However, the set of behavioral features themselves may
be ineffective to differentiate original human interactions
(e.g., human-generated interactions generated by the
human agent interacting with the page) from replayed
human interactions (e.g., human-generated interactions
recorded and reused by a bot agent interacting with the
page).

[0024] On Step 210, a first classifier may be used. The
setofbehavioral features may be applied on the classifier
to determine whether the behavioral features are con-
sistent with being human-generated or non-human-gen-
erated. In some exemplary embodiments, the first clas-
sifier may be a predictive classifier configured to label a
set of behavioral features as either "BOT" or "HUMAN".
The first classifier may be trained using training data to
be able to distinguish between human-generated inter-
action and non-human-generated interactions. The train-
ing may be based on a large number of instances of both
human- and non-human-generated interactions, whose
classification is known. The first classifier may be used
to label the set of behavioral features as either "BOT" or
"HUMAN".

[0025] It will be noted that the classification may be
based on additional features, and may notbe limited sole-
ly to behavioral features. For example, features relating
to demographic information may be used and the predic-
tion may be based on such features as well.

[0026] The label determination by the first classifier
(220) may be used to determine whether the interaction
is human-generated or not. It will be noted, however, that
human-generated interaction does not guarantee, origi-
nal interaction that is not being replayed. In case, the
interaction is determined to be non-human-generated,
Step 232 may be performed. Otherwise, Step 230 may
be performed.

[0027] On Step 230, a second classifier may be uti-
lized. The set of behavioral features may be provided to
the second classifier to determine whether the interaction
is original or replayed. The behavioral features used in
Step 230 may be the same or different than those used
in Step 210. Additionally or alternatively, the second clas-
sifier may utilize additional features that are not behav-
joral features, such as features extracted from the HTTP
metadata.

[0028] In some exemplary embodiments, the second
classifier may be a classifier implementing non-super-
vised learning techniques or semi-supervised learning
techniques. In some exemplary embodiments, each set
of features used by the second classifier to represent an
interaction by an agent, may be viewed as an n-dimen-
sional vector in an n-dimensional space. The second
classifier may inspect statistical measurementrelating to
the vector representing the interaction being examined.
In some exemplary embodiments, in case the vector is
in a relatively dense area of the n-dimensional space,
such as an area for which calculated density is above a
predetermined threshold, above a designated percentile
density in the space, or the like, it may be determined
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that the interaction is suspected as being replayed. In
some exemplary embodiments, other statistical meas-
urement may be employed in addition to or instead of
density. In some exemplary embodiments, the second
classifier may identify clusters in a multidimensional
space and provide its estimation based thereof. Density
and other statistical measurement may be computed with
respect to the cluster of which the vector is a member.
[0029] Insome exemplary embodiments, the classifier
may compare the vector of the interaction with a subset
of all vectors available thereto. In some exemplary em-
bodiments, vectors of other recorded interactions may
be available to the classifier and retained in a data stor-
age. A subset of the interactions may be employed for
the determination.

[0030] For example, in case the vector under exami-
nation (VUE) is a PIP-based vector, the space may con-
sist of only other PIP-based vector (e.g., excluding SIP-
based vectors from the space). In some exemplary em-
bodiments, in case of a relative dense area of the VUE
is high (e.g., density above threshold, which is relative
and based on general density in the space), it may be
determined that the interaction is replayed and was
viewed in many previous interactions (e.g., in the same
session or in different sessions). The PIP may be deemed
as a human-generated interaction which is replayed in
the same session or in different sessions.

[0031] As another example, the PIP-based VUE may
be compared with other PIP-based vectors obtained from
interactions in the same session. In case of high density,
the interaction may be deemed as being reused in the
same session. Additionally or alternatively, in case of a
low density, the interaction may be deemed as inconsist-
ent with the person performing other interactions in the
same session, and is therefore indicative of a combina-
tion of different PIPs from different sessions and users
that are being reused in the same session.

[0032] As yet another example, the PIP-based VUE
may be compared with other PIP-based vectors obtained
based oninteractions of users with the same type of page
as the interaction of the VUE. In some exemplary em-
bodiments, interaction with a page may be substantially
different depending on the type thereof. Interactions with
pages of a same type, albeit being in different sites, may
be relatively similar. Consider for example, users’ inter-
action with GOOGLE™ search results page, which may
be substantially similar to the users’ interaction with
BING™ search results page. The type of page may be,
for example, a search results page, an item display page,
a verification page, a login page, aform page, a checkout
page, or the like. The item display page may be a page
displaying information about an item, such as without lim-
itation, a movie page in IMDB™, a book page in AMA-
ZON™ a product page in ALIEXPRESS™, or the like.
The verification page may be a page comprising a mech-
anism to differentiate between humans and bots, such
as CAPTCHA. A login page may be a page comprising
input fields to be used to provide credentials. In some
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exemplary embodiments, the login page may be catego-
rized into sub-types based on the credentials type. As an
example, a page requiring only site-specific credentials
may be of different type than a page allowing Single Sign
On (SSO) credentials. Additionally or alternatively, dif-
ferent SSOs may be associated with different sub-types
(e.g., type for GOOGLE™ SSO and a different type for
FACEBOOK™ SSO). A checkout page may be a page
where the user performs a checkout activity, such as
completing transaction created through the session. In
some exemplary embodiments, the form page may be a
page comprising a fillable form. The fillable form may be
comprised of input widgets such as radio button widgets,
text input widgets, select widgets, or the like. In some
exemplary embodiments, form pages having a same or
similar (e.g., about =30%; about =3; or the like) number
of widgets may be considered as pages of the same type.
Additionally or alternatively, only form pages having a
same or similar number of widgets of each type may be
considered as pages of the same type.

[0033] As yetanother example, the VUE may be com-
pared with vectors that are based with other PIPs or SIPs
in which the same page was visited. Such comparison
may allow for differentiating abnormal behavior that are
abnormal to the specific page. Such embodiments may
enable treating the same VUE differently depending on
the specific page in which the interaction occurred. The
same may be applicable to sessions in the same site.
The disclosed subject matter may provide for a frame-
work for checking interactions in different pages, in dif-
ferent sites, and not limited to a specific page or site,
while still providing accuracy that is based on big data
analytics of interactions that were viewed with each spe-
cific page or site.

[0034] As yet another example, the VUE may be an
SIP-based vector. The VUE may be compared with a
space consisting of only other SIP-based vectors (e.g.,
excluding PIP-based vectors from the space). In such a
case, high density may be indicative of a same SIP (or
variations thereof) being reused by a bot in different ses-
sions.

[0035] In some exemplary embodiments, the classifier
may obtain the vectors based on all the PIPs that were
obtained in the same session as the interactions upon
which the VUE is based. For each same session vector,
a statistical measurement (e.g., density measurement)
may be computed with respect to one or more additional
vectors (e.g., based on PIPs from different sessions). An
aggregated statistical measurement, such as average
density, variance of density, skewness of density and
kurtosis of density, or the like, may be computed, and
used to determine whether the session comprises re-
played interactions, such as created using Inter- or Intra-
Session Replay Attack.

[0036] In some exemplary embodiments, when using
PIPs of the same session, all PIPs of the same session
may be used. Additionally or alternatively, all PIPs except
for VIPs may be used. In some exemplary embodiments,
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as the verification process of the VIP has passed, the
VIP itself may be original VIP generated by a CAPTCHA
farm, rather than a replayed interaction. As a result, such
original interaction should be overlooked when examin-
ing the entire session for determining whether the agent
operating is a human or a bot.

[0037] In some exemplary embodiments, any combi-
nation of the above mentioned examinations may be em-
ployed by the second classifier to estimate whether the
interaction of the VUE is original or replayed.

[0038] On Step 240, based on the prediction provided
by the second classifier, it may be determined whether
the human-generated interaction is original or replayed.
In case the interaction is original, normal processing may
be performed (Step 245) without interference. In case
the interaction is estimated to be replayed, responsive
action may be performed (Step 232).

[0039] On Step 232, in response to a bot-detection, a
responsive action is performed. The responsive action
may be designed to mitigate the risk from the bot oper-
ation. In some exemplary embodiments, the session may
be discontinued to prevent the bot from acting. Addition-
ally or alternatively, the web server of the web page may
blacklist the IP address of the agent to prevent the same
IP to be reused by the bot. In some exemplary embodi-
ments, instead of blacklisting, IP information may be used
as part of the estimation process. Additionally or alterna-
tively, in order to prevent DoS attacks, bot agents may
be redirected to designated bot servers for handling ad-
ditional requests therefrom. Additionally or alternatively,
different pages may be provided to bot agents, such as
pages specifically designed for bots to provide the bots
with false information about the site, thereby preventing
impermissible data mining from the site, vulnerability de-
tection in the site, or the like. Additionally or alternatively,
a verification page may be provided to the bot to verify
the estimated decision. It will be noted, however, that
verification pages may be circumvented, such as using
the services of CAPTCHA farms. Additionally or alterna-
tively, actions taken by the bot agent may be disregarded,
such as discounting credit accumulated to the agent,
overlooking advertisement impressions served to the bot
and Pay Per Click (PPC) advertisements presented to
the bot in response to the bot performing an action (e.g.,
clicking on a banner), or the like. In some exemplary em-
bodiments, the responsive action may be designed to
allow for analysis of bot and non-bot sessions. In some
exemplary embodiments, the responsive action may tag
sessions with a bot or non-bot label, allowing for offline
analysis of the session information. In some exemplary
embodiments, session data may be utilized for website
optimization, such as for a-b testing of different versions
of the website. The optimization may be improved by
relating solely to non-bot sessions, which may be
achieved using the tagging.

[0040] Insome exemplary embodiments, a single clas-
sifier may be utilized to unify Steps 210 and 230. In some
exemplary embodiments, the classifier may be config-
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ured to label each VUE as "HUMAN", "BOT" or "RE-
PLAYED", indicating human agent, bot-generated inter-
action, or human-generated bot-replayed interaction. In
some exemplary embodiments, the label of REPLAYED
may be unified with the BOT label. In some exemplary
embodiments, the first classifier may not be employed
and instead only the second classifier may be used with-
out first verifying that the interaction is consistent with
human-generated interaction.

[0041] Referring now to Figure 3A showing a flowchart
diagram of a method in accordance with some exemplary
embodiments of the disclosed subject matter.

[0042] Web Agent 310 may be an agent interacting
with a Website 300 over a session. Web Agent 310 pro-
vides activity reports to Event Acquisition System (EAS)
320. EAS 320 may be configured to obtain peripherals
tracking data, such as of mouse, keyboard, touchpad,
touch screen, orientation, or the like, originated from the
device employed by Web Agent 310. EAS 320 may fur-
ther obtain HTTP session metadata of Web Agent 310
interacting with Website 300. In some exemplary embod-
iments, EAS 320 is deployed on a server, and obtains
by receiving reports issued by a client-side script embed-
ded in the page of Website 300 that is being executed
by the device of Web Agent 310 while Web Agent 310 is
interacting with Website 300.

[0043] Extract, Transform & Load (ETL) 330 may be a
module configured to transform each event acquired by
EAS 320 into a set of features to be used by Classifier
340. The features may comprise at least in part, behav-
ioral features based on the peripherals tracking data. The
set of features generated by ETL 330 may be a multidi-
mensional vector in a multidimensional space.

[0044] The vector of features generated by ETL 330
may be provided to Classifier 340 for training. In some
exemplary embodiments, training may be performed with
respect to human-verified Web Agent 310 or to bot-ver-
ified Web Agent 310.

[0045] Additionally or alternatively, the vector of fea-
tures generated by ETL 330 may be added to a repository
used by Classifier 340 for its estimation. In some exem-
plary embodiments, after large amounts of vectors are
generated by ETL 330 based on many monitored inter-
actions, the predicative capabilities of Classifier 340 may
be improved.

[0046] Referring now to Figure 3B showing a flowchart
diagram of a method in accordance with some exemplary
embodiments of the disclosed subject matter. In Figure
3B, Classifier 340 is being used to provide a prediction.
[0047] Web Agent 311 isinteracting with Website 301,
which may or may not be the same website as Website
300. EAS 320 may acquire events which are transformed
by ETL 330 to features. The features may be fed to Clas-
sifier 340 to provide a prediction. In some exemplary em-
bodiments, the features are also added to Classifier's
340 repository to be used for future predictions as well.
In case Classifier 340 estimates that Web Agent 311 is
a bot, Bot Responsive Module 350 may be employed to
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implement a responsive action. The responsive action
may be determined based on rules, based on the identity
of the Website 301 or web page therein being accessed,
or the like. In some exemplary embodiments, Bot Re-
sponsive Module 350 may instruct Website 301 to alter
its functionality in view of the bot detection, such as issue
aredirect notification, provide different web pages to Web
Agent 311, or the like.

[0048] Figure 4 shows an illustration of clusters that
are automatically determined based on the set of behav-
ioralfeatures. Based on clustering process, Clusters 410,
420, 430, 440 may be identified.

[0049] A cluster may represent a typical type of behav-
ior. For example, Cluster 410 may comprise interactions
with very slow mouse movements, while interactions with
very fast mouse movements may be grouped in Cluster
440.

[0050] In some exemplary embodiments, centroids of
each cluster may be computed and potentially stored to
be retrieved when needed. In some exemplary embodi-
ments, other statistical features of the clusters may be
computed, such as, forexample, a density of the clusters,
a scattering and the number of elements in each cluster,
an average distance of the elements in each cluster from
their centroid, a standard deviation of the distances, or
the like. Such statistical features may be stored in a da-
tabase for further usage.

[0051] Centroids of each cluster may be computed,
such as Centroids 412, 422, 432, 442. Additionally or
alternatively, density of Cluster 430 may be greater than
that of Cluster 420. In some exemplary embodiments,
dense clusters with small diameter may be indicative of
bot agents replaying the same interaction over and over
in different sessions. Though Cluster 440 may be denser
than Cluster 430, it has a relatively larger diameter, indi-
cating that the cluster has a large degree of variations,
and therefore is not necessarily a bot cluster. In some
exemplary embodiments, Cluster 410 may have relative-
ly small number of instances scattered therein, indicating
that the cluster is likely to comprise rare interactions that
have relatively low correlation with one another and
therefore may be indicative of non-standard human be-
havior, and potentially various interactions by bots.
[0052] Insome exemplary embodiments, clusters may
be labeled. In some exemplary embodiments, clusters
may be labeled as "HUMAN" or "BOT". Labeling may be
performed manually, automatically or in a semi-automat-
ic manner. In some exemplary embodiments, automatic
labeling may be based on sessions in which bots were
detected as indicting bot interactions which may infer a
bot cluster. Additionally oralternatively, sessions in which
a human agent was validated without a doubt may be
used to infer a human cluster. As an example, a session
in which a purchase order was completed and including
making payment may be treated as a validated human
agent session. In some exemplary embodiments, the
session may be no longer assumed to be a human agent
session if the purchase order was canceled and/or the
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payment was canceled subsequently to the purchase or-
der being completed. In some exemplary embodiments,
the training data for such semi-supervised method may
not include information from validation mechanisms,
such as CAPTCHA, as such mechanisms may be cir-
cumvented. Instead, the training data may include data
that is validated in other manners, such as by performing
actions which bot agents do not perform, by relying on
human interaction with the human agent to verify her
identity, or the like.

[0053] Insome exemplary embodiments, automatic la-
beling may be based on clusters’ statistical features such
as diameter, density, standard deviation, or the like. Such
features may be compared with predetermined or com-
puted thresholds, which may be absolute or relative.
[0054] Referring again to Figure 4, Vectors 450, 460
and 470 may be analyzed. Vector 450 is relatively close
to Cluster 410. Therefore, it may be deduced that the
chances of Vector 450 being produced by a bot agent
are not high, even though it does not match any existing
cluster. The probability of Vector 460 being of a bot agent
is higher, though it may be estimated to have some re-
lation with Cluster 430. Vector 470 is very distant from
all obtained clusters, and can therefore be estimated that
it is associated with a bot agent.

[0055] In some embodiments, the distances may be
weighted according to various factors, such as a number
of elements (either normalized or not) in the clusters,
cluster density, or the like. These weights may help in
reflecting the clusters more accurately, as they reflect
not only the typical human-behaviors, but also how typ-
ical they are. Moreover, the examined distance of the
VUE from the centroids could be for example, but not
limited to - the minimum distance, the average distance,
the weighted average distance, or any other distance-
heuristic.

[0056] Moreover, each interaction may be examined
from several data-perspectives, in accordance to the
number of the behavioral features that are examined.
The chances that an interaction is generated by a bot
agent is higher when many of its vectors are too far from
the obtained centroids. A user that moves his mouse in
a specific SIP in an irregular speed, for example, is not
necessarily a bot. However, if its acceleration and move-
ment curvature (and/or other features) are also irregular
- the chances that it is a bot may be higher. Therefore, a
large collection of behavioral features may reduce the
chances of false positive determinations (i.e. erroneously
flagging an interaction generated by a human agent as
a bot agent). Similarly, if the irregularity is local to a single
VUE, for example, in one PIP, such irregularity may be
insufficient to estimate, with a high confidence level, that
the user is a bot. However, if there are irregularities that
are exhibited in different perspectives, such as when ex-
amining one PIP, sets of PIPs in the session, the SIP, or
the like, the confidence level of the bot detection may be
considered higher and therefore an estimation may be
produced.
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[0057] In some exemplary embodiments, the estima-
tion may be produced only in case that the confidence
level is above a threshold. In some exemplary embodi-
ments, if there is a bot estimation with a confidence level
that is below a threshold, a responsive action may be
implemented to gather additional information to re-per-
form the determination. The additional information may
include causing the user to pass through a verification
page, gathering additional PIP data to perform additional
checks or the like. In some exemplary embodiments, dur-
ing the phase in which additional information is gathered,
the agent may be estimated as a bot, and may be pro-
hibited from performing some actions (e.g., accessing
specific data elements). Additionally or alternatively, bot
estimated agent may be allowed to click on ads. Howev-
er, in order to prevent click frauds, ad serving may be
disabled or the economic effect of the ad serving may be
disabled. In some exemplary embodiments, if the esti-
mation is later on refuted, the economic effect may be
retroactively enabled.

[0058] Referringnow to Figure 5showinganapparatus
in accordance with some exemplary embodiments of the
disclosed subject matter. An apparatus 500 may be con-
figured to perform any of the methods of Figures 2, 3A-
3B, or the like.

[0059] In some exemplary embodiments, Apparatus
500 may comprise a Processor 502. Processor 502 may
be a Central Processing Unit (CPU), a microprocessor,
an electronic circuit, an Integrated Circuit (IC) or the like.
Processor 502 may be utilized to perform computations
required by Apparatus 500 or any of it subcomponents.
[0060] In some exemplary embodiments of the dis-
closed subject matter, Apparatus 500 may comprise an
Input/Output (1/0) Module 505. The I/O Module 505 may
be utilized to provide an output to and receive input from
auser. In some exemplary embodiments, user input may
be provided in manual validation of cluster labels, in man-
ual labeling of clusters, or the like. It will be understood,
that Apparatus 500 may be configured to operate without
user input or human interaction.

[0061] In some exemplary embodiments, Apparatus
500 may comprise Memory 507. Memory 507 may be a
hard disk drive, a Flash disk, a Random Access Memory
(RAM), a memory chip, or the like. In some exemplary
embodiments, Memory 507 may retain program code op-
erative to cause Processor 502 to perform acts associ-
ated with any of the subcomponents of Apparatus 500.
In some exemplary embodiments, Memory 507 may re-
tain clustering data, such as clusters, centroids or other
statistical features thereof, labeling of clusters, or the like.
[0062] BF Determinator 510 may be configured to ob-
tain and compute the set of behavioral features based
on an interaction packet, such as PIP, SIP, CIP, or the
like. In some exemplary embodiments, BF Determinator
510 may be configured to compute various BFs for a
same interaction packet, each of which associated with
a different group of behavioral features.

[0063] BF Distance Computer 520 may be configured
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to compute a distance measurement between two vec-
tors representing BFs. In some exemplary embodiments,
the distance measurement may be based on any dis-
tance metric. In some exemplary embodiments, the dis-
tance measurement may take into account information
regarding a cluster of one of the BFs, such as in case an
BF is compared with a centroid BF of a cluster.

[0064] Clustering Module 530 may be configured to
compute clusters based on BF data. Clustering per-
formed by Clustering Module 530 may utilize non-super-
vised machine learning techniques, semi-supervised
machine learning techniques, or the like. In some exem-
plary embodiments, Clustering Module 530 may provide
labeling for clusters, such as based on automated de-
duction, semi-automatic determination having manual
validation, manual input by human users, or the like.

AN EMBODIMENT

[0065] One embodiment of the disclosed subject mat-
ter is a method for classifying an HTTP session in a man-
ner that distinguishes between a human agent and a bot
agent.

(1) Client-side events are acquired. The client-side
events are events generated by the client’s device
GUI peripherals, such as, pointing devices, key-
board devices and move sensors, on a given page
in an HTTP session.

(2) The raw GUI events of a given page are trans-
formed to a multi-dimensional numerical vector rep-
resenting behavioral features and HTTP metadata
features.

(3) A machine learning classifier is provided with the
vector. The classifier distinguishes between pages
that originated from a human agent and between a
bot agent. If the classifier determines the agent to
be a bot agent, such indication is returned. Other-
wise, the process continues.

(4) The multi-dimensional numerical vector is em-
bedded in a mutli-dimensional space. The vector’s
similarity/distance/density is compared to that of a
control group of previously generated multi-dimen-
sional numerical vectors. The control group can be
generated using events from pages as follows: (a)
previous pages from the same session; (b) previous
pages accessed by different sessions on the same
page; (c) previous pages accessed by different ses-
sions that are similar to the current page.

(5) A rule engine may be employed. The rule agent
may implement any or all of the following non-limit-
ing, exemplary, rules. If the current page generates
a highly dense or very sparse density with reference
to control group (a), it may be concluded that the
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page originated by a bot agent. If the current page
generates a highly dense or very sparse density with
reference to control group (b), it may be concluded
that the page originated by a bot agent via multiple
sessions. If the current page generates a highly
dense or very sparse density with reference to con-
trol group (c), it may be concluded that the page orig-
inated by a bot agent. Additional control groups and
rules may be used in the determination. In case no
rule indicated that the current page was visited by a
bot agent, an indication that the agent is a human
agent may be returned.

[0066] The presentinvention may be a system, a meth-
od, and/or a computer program product. The computer
program product may include a computer readable stor-
age medium (or media) having computer readable pro-
gram instructions thereon for causing a processor to car-
ry out aspects of the present invention.

[0067] The computerreadable storage mediumcanbe
a tangible device that can retain and store instructions
for use by an instruction execution device. The computer
readable storage medium may be, for example, but is
not limited to, an electronic storage device, a magnetic
storage device, an optical storage device, an electromag-
netic storage device, a semiconductor storage device, or
any suitable combination of the foregoing. A non-exhaus-
tive list of more specific examples of the computer read-
able storage medium includes the following: a portable
computer diskette, a hard disk, arandom access memory
(RAM), a read-only memory (ROM), an erasable pro-
grammable read-only memory (EPROM or Flash mem-
ory), a static random access memory (SRAM), a portable
compactdiscread-only memory (CD-ROM), a digital ver-
satile disk (DVD), a memory stick, a floppy disk, a me-
chanically encoded device such as punch-cards or raised
structures in a groove having instructions recorded ther-
eon, and any suitable combination of the foregoing. A
computer readable storage medium, as used herein, is
not to be construed as being transitory signals per se,
such as radio waves or other freely propagating electro-
magnetic waves, electromagnetic waves propagating
through a waveguide or other transmission media (e.g.,
light pulses passing through a fiber-optic cable), or elec-
trical signals transmitted through a wire.

[0068] Computer readable program instructions de-
scribed herein can be downloaded to respective comput-
ing/processing devices from a computer readable stor-
age medium or to an external computer or external stor-
age device via a network, for example, the Internet, a
local area network, a wide area network and/or a wireless
network. The network may comprise copper transmis-
sion cables, optical transmission fibers, wireless trans-
mission, routers, firewalls, switches, gateway computers
and/or edge servers. A network adapter card or network
interface in each computing/processing device receives
computer readable program instructions from the net-
work and forwards the computer readable program in-
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structions for storage in acomputer readable storage me-
dium within the respective computing/processing device.
[0069] Computer readable program instructions for
carrying out operations of the present invention may be
assembler instructions, instruction-set-architecture (ISA)
instructions, machine instructions, machine dependent
instructions, microcode, firmware instructions, state-set-
ting data, or either source code or object code written in
any combination of one or more programming languages,
including an object oriented programming language such
as Smallltalk, C++ or the like, and conventional procedur-
al programming languages, such as the "C" programming
language or similar programming languages. The com-
puterreadable program instructions may execute entirely
on the user's computer, partly on the user’'s computer,
as a stand-alone software package, partly on the user’'s
computer and partly on a remote computer or entirely on
the remote computer or server. In the latter scenario, the
remote computer may be connected to the user’s com-
puter through any type of network, including a local area
network (LAN) or a wide area network (WAN), or the con-
nection may be made to an external computer (for ex-
ample, through the Internet using an Internet Service Pro-
vider). In some embodiments, electronic circuitry includ-
ing, for example, programmable logic circuitry, field-pro-
grammable gate arrays (FPGA), or programmable logic
arrays (PLA) may execute the computer readable pro-
gram instructions by utilizing state information of the com-
puter readable program instructions to personalize the
electronic circuitry, in order to perform aspects of the
present invention.

[0070] Aspects of the present invention are described
herein with reference to flowchart illustrations and/or
block diagrams of methods, apparatus (systems), and
computer program products according to embodiments
of the invention. It will be understood that each block of
the flowchart illustrations and/or block diagrams, and
combinations of blocks in the flowchart illustrations
and/or block diagrams, can be implemented by computer
readable program instructions.

[0071] These computer readable program instructions
may be provided to a processor of a general purpose
computer, special purpose computer, or other program-
mable data processing apparatus to produce a machine,
such that the instructions, which execute via the proces-
sor of the computer or other programmable data process-
ing apparatus, create means for implementing the func-
tions/acts specified in the flowchart and/or block diagram
block or blocks. These computer readable program in-
structions may also be stored in a computer readable
storage medium that can direct a computer, a program-
mable data processing apparatus, and/or other devices
to function in a particular manner, such that the computer
readable storage medium having instructions stored
therein comprises an article of manufacture including in-
structions which implement aspects of the function/act
specified in the flowchart and/or block diagram block or
blocks.
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[0072] The computer readable program instructions
may also be loaded onto a computer, other programma-
ble data processing apparatus, or other device to cause
aseries of operational steps to be performed on the com-
puter, other programmable apparatus or other device to
produce a computer implemented process, such that the
instructions which execute on the computer, other pro-
grammable apparatus, or other device implement the
functions/acts specified in the flowchart and/or block di-
agram block or blocks.

[0073] The flowchartand block diagrams in the Figures
illustrate the architecture, functionality, and operation of
possible implementations of systems, methods, and
computer program products according to various embod-
iments of the presentinvention. In this regard, each block
in the flowchart or block diagrams may represent a mod-
ule, segment, or portion of instructions, which comprises
one or more executable instructions for implementing the
specified logical function(s). In some alternative imple-
mentations, the functions noted in the block may occur
out of the order noted in the figures. For example, two
blocks shown in succession may, in fact, be executed
substantially concurrently, or the blocks may sometimes
be executed in the reverse order, depending upon the
functionality involved. It will also be noted that each block
of the block diagrams and/or flowchart illustration, and
combinations of blocks in the block diagrams and/or flow-
chartillustration, can be implemented by special purpose
hardware-based systems that perform the specified func-
tions or acts or carry out combinations of special purpose
hardware and computer instructions.

[0074] The terminology used herein is for the purpose
of describing particular embodiments only and is not in-
tended to be limiting of the invention. As used herein, the
singular forms "a", "an" and "the" are intended to include
the plural forms as well, unless the context clearly indi-
cates otherwise. It will be further understood that the
terms "comprises" and/or "comprising," when used in this
specification, specify the presence of stated features, in-
tegers, steps, operations, elements, and/or components,
but do not preclude the presence or addition of one or
more other features, integers, steps, operations, ele-
ments, components, and/or groups thereof.

Claims
1. A method comprising:

obtaining (205) a set of behavioral features
based on a Page Interaction Packet, PIP, of a
usage of an input device during an interaction
of an agent with a page, wherein the page is
web page, or a page within an application or a
web application, wherein the set of behavioral
features are consistent with a human-generated
interaction, wherein the set of behavioral fea-
tures are generated based on events obtained
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from a client device used by the agent;
automatically estimating (220) whether the
agent is a bot based on:

comparison (210, 220) of the set of behav-
ioral features with one or more additional
sets of behavioral features based on PIPs,
wherein the one or more additional sets of
behavioral features were previously ob-
tained based on interactions of one or more
agents with a plurality of pages, wherein
each of the plurality of pages is web page,
or a page within an application or a web ap-
plication, and wherein the PIP and the PIPs
originate from web pages of a same type;
and

subject to the behavioral features repre-
senting a human generated interaction, de-
termining (230, 240) that the set of behav-
ioral features is associated with replayed
human interactions rather than with original
human interactions; and

in response to an estimation that the agent is a
bot, performing (232) a responsive action.

The method of Claim 1 further comprising:

verifying that the set of behavioral features are
consistent with a human-generated interaction;
wherein in response to said verifying, perform-
ing said automatically estimating.

The method of Claim 1, wherein said comparison is
performed by a classifier, wherein the classifier ob-
tains multidimensional vectors each of which is de-
fined by a set of behavioral features, wherein said
classifier is configured to provide a classification of
a bot for a set of behavioral features based on a
statistical measurement being above or below a
threshold.

The method of Claim 1, wherein determining whether
the behavioral features are generated by original hu-
man interactions or replayed human interactions is
performed by a second classifier.

The method of Claim 1, wherein the PIP and the PIPs
are obtained from a same session.

The method of Claim 1, wherein the PIP is obtained
from a first session, wherein the PIPs comprise at
least a subset of PIPs that are obtained from a sec-
ond session.

The method of Claim 1, wherein the plurality of pages
are pages of the same type from different sites.
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The method of Claim 7, wherein the same type of
the plurality of pages is selected from the group con-
sisting of:

a search results page;
an item display page;
a verification page;

a login page;

a form page; and

a checkout page.

The method of Claim 1, wherein the PIP and PIPs
exclude Verification Interaction Packets (VIPs).

The method of Claim 1, wherein the set of behavioral
features is based on a Session Interaction Packet
(SIP), wherein the one or more additional sets of
behavioral features are based on SIPs.

The method of Claim 1, wherein said automatically
estimating comprises:

obtaining a plurality of sets of behavioral fea-
tures, each of which is based on a PIP of the
agent, all of which were obtained during a same
session, wherein the plurality of sets of behav-
ioral features comprises the set of behavioral
features;

for each set of the plurality of sets of behavioral
features, computing a statistical measurement
with respect to the one or more additional sets
of behavioral features;

computing an aggregated statistical measure-
ment based on the statistical measurement of
each set of the plurality of set of behavioral fea-
tures; and

estimating whether the agent is a bot based on
the aggregated statistical measurement being
above or below a threshold.

The method of Claim 1, wherein said obtaining com-
prises receiving, by a server, the set of behavioral
features or indications thereof from a client-side
script embedded in the page that is being executed
by a computerized device of the agent while the
agent is interacting with the page.

The method of Claim 1, wherein the one or more
additional sets of behavioral features were previous-
ly obtained based on interactions with the page.

A computer program product comprising a non-tran-
sitory computer readable storage medium retaining
program instructions, which program instructions
when read by a processor, cause the processor to
perform a method comprising:

obtaining (205) a set of behavioral features
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based on a Page Interaction Packet (PIP) of a
usage of an input device during an interaction
of an agent with a page, wherein the page is
web page, or a page within an application or a
web application wherein the set of behavioral
features are consistent with a human-generated
interaction, wherein the set of behavioral fea-
tures are generated based on events obtained
from a client device used by the agent;
automatically estimating (220) whether the
agent is a bot based on:

comparison (210, 220) of the set of behav-
ioral features with one or more additional
sets of behavioral features based on PIPs,
wherein the one or more additional sets of
behavioral features were previously ob-
tained based on interactions of one or more
agents with a plurality of pages, wherein
each of the plurality of pages is web page,
or a page within an application or a web ap-
plication, and wherein the PIP and the PIPs
originate from web pages of a same type;
and

subject to the behavioral features repre-
senting a human generated interaction, de-
termining (230, 240) that the set of behav-
ioral features is associated with replayed
human interactions rather than with original
human interactions; and

in response to an estimation that the agentis a
bot, performing (232) a responsive action.

Patentanspriiche

Verfahren, umfassend:

Erhalten (205) eines Satzes von Verhaltens-
merkmalen basierend auf einem Seiteninterak-
tionspaket, PIP, einer Verwendung eines Ein-
gabegerats wahrend einer Interaktion eines
Agenten mit einer Seite, wobei die Seite eine
Webseite oder eine Seite innerhalb einer An-
wendung oder einer Webanwendung ist, wobei
der Satz von Verhaltensmerkmalen mit einer
vom Menschen erzeugten Interaktion tberein-
stimmt, wobei der Satz von Verhaltensmerkma-
len basierend auf Ereignissen erzeugt wird, die
von einem vom Agenten verwendeten Clientge-
rat erhalten wurden;

automatisches Beurteilen (220), ob der Agent
ein Bot ist, basierend auf:

Vergleich (210, 220) des Satzes von Ver-
haltensmerkmalen mit einem oder mehre-
ren zusatzlichen Satzen von Verhaltens-
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merkmalen basierend auf PIPs, wobei der
eine oder die mehreren zusatzlichen Satze
von Verhaltensmerkmalen zuvor basierend
auf Interaktionen eines oder mehrerer
Agenten mit einer Vielzahl von Seiten er-
halten wurden, wobei jede der Vielzahl von
Seiten eine Webseite oder eine Seite inner-
halb einer Anwendung oder einer Weban-
wendung ist, und wobei das PIP und die
PIPs von Webseiten desselben Typs stam-
men; und

in Abhangigkeit der Verhaltensmerkmale,
die eine vom Menschen erzeugte Interakti-
on darstellen, Bestimmen (230, 240), dass
der Satz von Verhaltensmerkmalen wieder-
gegebenen menschlichen Interaktionen an-
statt urspriinglichen menschlichen Interak-
tionen zugeordnet ist; und

als Reaktion auf eine Beurteilung, dass der
Agent ein Bot ist, Ausfiihren (232) einer Reak-
tionsaktion.

Verfahren nach Anspruch 1, ferner umfassend:

Uberpriifen, ob der Satz von Verhaltensmerk-
malen mit einer vom Menschen erzeugten Inter-
aktion Ubereinstimmt;

wobei als Reaktion auf die Uberpriifung die au-
tomatische Beurteilung durchgefiihrt wird.

Verfahren nach Anspruch 1, wobei der Vergleich von
einem Klassifizierer durchgefiihrt wird, wobei der
Klassifizierer mehrdimensionale Vektoren erhélt,
von denen jeder durch einen Satz von Verhaltens-
merkmalen definiert ist, wobei der Klassifizierer kon-
figuriert ist, um eine Klassifizierung eines Bots fir
einen Satz von Verhaltensmerkmalen basierend auf
einer statistischen Messung bereitzustellen, die Giber
oder unter einem Schwellenwert liegt.

Verfahren nach Anspruch 1, wobei das Bestimmen,
ob die Verhaltensmerkmale durch urspriingliche
menschliche Interaktionen oder wiedergegebene
menschliche Interaktionen erzeugt werden, von ei-
nem zweiten Klassifizierer durchgefiihrt wird.

Verfahren nach Anspruch 1, wobei das PIP und die
PIPs aus derselben Sitzung erhalten werden.

Verfahren nach Anspruch 1, wobeidas PIP aus einer
ersten Sitzung erhalten wird, wobei die PIPs min-
destens einen Teilsatz von PIPs umfassen, die aus
einer zweiten Sitzung erhalten werden.

Verfahren nach Anspruch 1, wobei die Vielzahl von
Seiten Seiten des gleichen Typs von verschiedenen
Websites sind.
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Verfahren nach Anspruch 7, wobei der gleiche Typ
der Vielzahl von Seiten ausgewahlt ist aus der Grup-
pe bestehend aus:

einer Suchergebnisseite; einer Artikelanzeigeseite;
einer Verifizierungsseite; einer Anmeldeseite; einer
Formularseite; und einer Checkout-Seite.

Verfahren nach Anspruch 1, wobei das PIP und die
PIPs Verifizierungsinteraktionspakete (VIPs) aus-
schlief3en.

Verfahren nach Anspruch 1, wobei der Satz von Ver-
haltensmerkmalen auf einem Sitzungsinteraktions-
paket (SIP) basiert, wobei der eine oder die mehre-
ren zusatzlichen Satze von Verhaltensmerkmalen
auf SIPs basieren.

Verfahren nach Anspruch 1, wobei das automati-
sche Beurteilen umfasst:

Erhalten einer Vielzahl von Satzen von Verhal-
tensmerkmalen, von denen jedes auf einem PIP
des Agenten basiert, die alle wahrend derselben
Sitzung erhalten wurden, wobei die Vielzahl von
Satzenvon Verhaltensmerkmalen den Satz von
Verhaltensmerkmalen umfasst;

fur jeden Satz von der Vielzahl von Satzen von
Verhaltensmerkmalen, Berechnen einer statis-
tischen Messung in Bezug auf den einen oder
die mehreren zusatzlichen Satze von Verhal-
tensmerkmalen;

Berechnen einer aggregierten statistischen
Messung basierend auf der statistischen Mes-
sung jedes Satzes der Vielzahl von Satzen von
Verhaltensmerkmalen; und

Beurteilen, ob der Agent ein Bot ist, basierend
auf der aggregierten statistischen Messung, die
Uber oder unter einem Schwellenwert liegt.

Verfahren nach Anspruch 1, wobei das Erhalten das
Empfangen, durch einen Server, des Satzes von
Verhaltensmerkmalen oder Anzeigen davon von ei-
nem clientseitigen, in der Seite eingebetteten Skript
umfasst, das von einem computergestitzten Gerat
des Agenten ausgefuhrtwird, wahrend der Agent mit
der Seite interagiert.

Verfahren nach Anspruch 1, wobei der eine oder die
mehreren zusatzlichen Satze von Verhaltensmerk-
malen zuvor basierend auf Interaktionen mit der Sei-
te erhalten wurden.

Computerprogrammprodukt, umfassend ein nicht-
flichtiges computerlesbares Speichermedium, das
Programmanweisungen speichert, welche Pro-
grammanweisungen, wenn sie von einem Prozessor
gelesen werden, den Prozessor veranlassen, ein
Verfahren auszufiihren, das umfasst:
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Erhalten (205) eines Satzes von Verhaltens-
merkmalen basierend auf einem Seiteninterak-
tionspaket, PIP, einer Verwendung eines Ein-
gabegerats wahrend einer Interaktion eines
Agenten mit einer Seite, wobei die Seite eine
Webseite oder eine Seite innerhalb einer An-
wendung oder einer Webanwendung ist, wobei
der Satz von Verhaltensmerkmalen mit einer
vom Menschen erzeugten Interaktion berein-
stimmt, wobei der Satz von Verhaltensmerkma-
len basierend auf Ereignissen erzeugt wird, die
von einem vom Agenten verwendeten Clientge-
rat erhalten wurden;

automatisches Beurteilen (220), ob der Agent
ein Bot ist, basierend auf:

Vergleich (210, 220) des Satzes von Ver-
haltensmerkmalen mit einem oder mehre-
ren zusatzlichen Satzen von Verhaltens-
merkmalen basierend auf PIPs, wobei der
eine oder die mehreren zusatzlichen Satze
von Verhaltensmerkmalen zuvor basierend
auf Interaktionen eines oder mehrerer
Agenten mit einer Vielzahl von Seiten er-
halten wurden, wobei jede der Vielzahl von
Seiten eine Webseite oder eine Seite inner-
halb einer Anwendung oder einer Weban-
wendung ist, und wobei das PIP und die
PIPs von Webseiten desselben Typs stam-
men; und

in Abhangigkeit der Verhaltensmerkmale,
die eine vom Menschen erzeugte Interakti-
on darstellen, Bestimmen (230, 240), dass
der Satz von Verhaltensmerkmalen wieder-
gegebenen menschlichen Interaktionen an-
statt urspriinglichen menschlichen Interak-
tionen zugeordnet ist; und

als Reaktion auf eine Beurteilung, dass der
Agent ein Bot ist, Ausfiihren (232) einer Reak-
tionsaktion.

Revendications

Procédé comprenant :

I'obtention (205) d’'un ensemble de caractéristi-
ques comportementales surla base d’'un paquet
d’interaction de page, PIP, d’une utilisation d’'un
dispositif d’entrée durant une interaction d’'un
agentavecune page, ladite page étant une page
Web, ou une page dans une application ou une
application Web, ledit ensemble de caractéris-
tigues comportementales étant cohérent avec
une interaction générée par un humain, ledit en-
semble de caractéristiques comportementales
étant généré sur la base d’événements obtenus
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a partir d’'un dispositif client utilisé par I'agent ;
I'estimation automatique (220) pour savoir si
I'agent est un robot sur la base de :

la comparaison (210, 220) de 'ensemble de
caractéristiques comportementales avec
un ou plusieurs ensembles supplémentai-
res de caractéristiques comportementales
sur la base des PIP, ledit ou lesdits ensem-
bles supplémentaires de caractéristiques
comportementales ayant été précédem-
ment obtenus surlabase d’interactions d’'un
ou plusieurs agents avec une pluralité de
des pages, chacune de la pluralité de pages
étant une page Web, ou une page dans une
application ou une application Web, et ledit
PIP et lesdits PIP provenant de pages Web
du méme type ; et

sous réserve des caractéristiques compor-
tementales représentant une interaction
générée par un humain, la détermination
(230, 240) que I'ensemble de caractéristi-
ques comportementales est associé a des
interactions humaines rejouées plutét qu’a
des interactions humaines originales ; et

en réponse a une estimation selon laquelle
'agent est un robot, la réalisation (232) d’'une
action réactive.

2. Procédé selon la revendication 1, comprenant en

outre :

la vérification que I'ensemble de caractéristi-
ques comportementales est cohérent avec une
interaction générée par un humain ;

en réponse a ladite vérification, la réalisation de
ladite estimation automatique.

Procédé selon la revendication 1, ladite comparai-
son étant effectuée par un classificateur, ledit clas-
sificateur obtenant des vecteurs multidimensionnels
dont chacun est défini par un ensemble de caracté-
ristiques comportementales, ledit classificateur
étant configuré pour fournir une classification d’'un
bot pour un ensemble de caractéristiques compor-
tementales sur la base d’'une mesure statistique qui
est supérieure ou inférieure a un seuil.

Procédé selon la revendication 1, ladite détermina-
tion pour savoir si les caractéristiques comporte-
mentales sont générées par des interactions humai-
nes originales ou des interactions humaines re-
jouées étant réalisées par un second classificateur.

Procédé selon la revendication 1, ledit PIP et lesdits
PIP étant obtenus a partir d'une méme session.
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Procédé selon la revendication 1, ledit PIP étant ob-
tenu a partir d'une premiére session, lesdits PIP
comprenant au moins un sous-ensemble de PIP qui
sont obtenus a partir d’'une seconde session.

Procédé selon la revendication 1, ladite pluralité de
pages étant des pages du méme type provenant de
sites différents.

Procédé selon la revendication 7, ledit méme type
de la pluralité de pages étant sélectionné dans le
groupe constitué par :

une page de résultats de recherche ; une page d’af-
fichage d’article ; une page de vérification ; une page
de connexion ; une page de formulaire ; et une page
de paiement.

Procédé selon la revendication 1, ledit PIP et lesdits
PIP excluantles paquets d’interaction de vérification
(VIP).

Procédé selon la revendication 1, ledit ensemble de
caractéristiques comportementales étant basé sur
un paquetd’interaction de session (SIP), ledit ou les-
dits ensembles supplémentaires de caractéristiques
comportementales étant basés sur des SIP.

Procédé selon la revendication 1, ladite estimation
automatique comprenant :

I'obtention d’'une pluralité d’ensembles de ca-
ractéristiques comportementales, dontchacune
est basée sur un PIP de I'agent, dont toutes été
obtenues au cours d’'une méme session, ladite
pluralité d’ensembles de caractéristiques com-
portementales comprenant I'ensemble de ca-
ractéristiques comportementales ;

pour chaque ensemble de la pluralité d’ensem-
bles de caractéristiques comportementales, le
calcul d’'une mesure statistique par rapport au
ou aux ensembles supplémentaires de caracté-
ristiques comportementales ;

le calcul d’'une mesure statistique agrégée sur
la base de la mesure statistique de chaque en-
semble de la pluralité d’ensembles de caracté-
ristiques comportementales ; et

I’estimation pour savoir si 'agent est un robot
sur la base de la mesure statistique agrégée qui
est au-dessus ou au-dessous d’un seuil.

Procédé selon la revendication 1, ladite obtention
comprenantlaréception, par unserveur, del'ensem-
ble des caractéristiques comportementales ou des
indications de celles-ci en provenance d’'un script
c6té client incorporé dans la page qui est en cours
d’exécution par un dispositif informatisé de I'agent
pendant que I'agent interagit avec la page.
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13. Procédé selon larevendication 1, ledit ou lesdits en-
sembles supplémentaires de caractéristiques com-
portementales ayant été précédemment obtenus sur
la base d’interactions avec la page.

14. Produit programme informatique comprenant un
support de stockage non transitoire lisible par ordi-
nateur conservant des instructions de programme,
lesquelles instructions de programme lorsqu’elles
sont lues par un processeur, amenent le processeur 70
a réaliser un procédé comprenant :

I'obtention (205) d’'un ensemble de caractéristi-
ques comportementales surla base d’un paquet
d’interaction de page (PIP) d’'une utilisationd’'un 75
dispositif d’entrée durant une interaction d’'un
agentavecune page, ladite page étantune page
Web, ou une page dans une application ou une
application Web, ledit ensemble de caractéris-
tiques comportementales étant cohérent avec 20
une interaction générée par un humain, ledit en-
semble de caractéristiques comportementales
étant généré sur la base d’événements obtenus

a partir d’un dispositif client utilisé par I'agent ;
I'estimation automatique (220) pour savoir si 25
I'agent est un robot sur la base de :

la comparaison (210, 220) de 'ensemble de
caractéristiques comportementales avec

un ou plusieurs ensembles supplémentai- 30
res de caractéristiques comportementales

sur la base des PIP, ledit ou lesdits ensem-
bles supplémentaires de caractéristiques
comportementales ayant été précédem-
mentobtenus surlabase d’interactionsd’'un 35
ou plusieurs agents avec une pluralité de

des pages, chacune de la pluralité de pages
étant une page Web, ou une page dans une
application ou une application Web, et ledit

PIP et lesdits PIP provenant de pages Web 40
du méme type ; et

sous réserve des caractéristiques compor-
tementales représentant une interaction
générée par un humain, la détermination
(230, 240) que I'ensemble de caractéristi- 45
ques comportementales est associé a des
interactions humaines rejouées plutét qu’a

des interactions humaines originales ; et

en réponse a une estimation selon laquelle 50
'agent est un robot, la réalisation (232) d'une
action réactive.
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