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(57) ABSTRACT 

A link State advertisement protocol message received from 
an originating device over an inbound interface is forwarded 
over the fast path according to a multicast distribution tree 
using a special multicast address. Specifically, a Special 
multicast address is used for the link State advertisement 
protocol message. The Special multicast address differenti 
ates the link State advertisement protocol message from 
other protocol messages. A multicast routing protocol is 
used to establish a multicast distribution tree for distributing 
link State advertisement protocol messages based upon the 
Special multicast address. The multicast distribution tree 
determines, among other things, the preferred inbound inter 
face for the link State advertisement protocol message and 
any outbound interfaces to which the link State advertise 
ment protocol message is to be forwarded. The link State 
advertisement protocol message is forwarded according to 
the multicast distribution tree. If the link state advertisement 
protocol message is received over the preferred inbound 
interface, then the link State advertisement protocol message 
is forwarded over the fast path to the outbound interface(s) 
as indicated by the multicast distribution tree. Otherwise, the 
link State advertisement protocol message is not forwarded 
over the fast path. The link State advertisement protocol 
message continues to be processed and forwarded by the 
control plane as usual for robustness. 

28 Claims, 7 Drawing Sheets 
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FAST PATH FORWARDING OF LINK STATE 
ADVERTISEMENTS USING MULTICAST 

ADDRESSING 

CROSS-REFERENCE TO RELATED 
APPLICATIONS 

The present invention may be related to the following 
commonly-owned U.S. patent applications, which are 
hereby incorporated by reference in their entireties: 

U.S. patent application Ser. No. 09/458,402 entitled FAST 
PATH FORWARD ING OF LINK STATE 
ADVERTISEMENTS, filed on even date herewith in 
the name of Bradley Cain now pending, 

U.S. patent application Ser. No. 09/458,403 entitled FAST 
PATH FORWARDING OF LINK STATE ADVER 
TISEMENTS US ING REVERSE PATH 
FORWARDING, filed on even date herewith in the 
name of Bradley Cain now pending, and 

U.S. patent application Ser. No. 09/460,321 entitled FAST 
PATH FORWARDING OF LINK STATE ADVER 
TISEMENTS USING A MINIMUM SPANNING 
TREE, filed on even date herewith in the name of 
Bradley Cain now pending. 

FIELD OF THE INVENTION 

The present invention relates generally to communication 
Systems, and more particulary to propagating link State 
advertisements in a communication network. 

BACKGROUND OF THE INVENTION 

In today's information age, it is typical for computers to 
be internetworked over a communication network. A com 
mon networking model uses a number of interconnected 
routers to route protocol messages (referred to hereinafter as 
packets) within the communication network. A router acts as 
a gateway between two or more network Segments, and 
processes packets according to addressing information con 
tained in the packets. 
When a router receives a packet from a particular network 

Segment, the router determines whether to drop the packet, 
process the packet, or forward the packet. Specifically, the 
router may drop the packet if the packet is destined for the 
Same network Segment from which it was received. The 
router may forward the packet if the packet is destined for 
a different network Segment. The router may process the 
packet if the packet is destined for the router itself. For 
convenience, the router logic that forwards packets is 
referred to as the “fast path” of the router, while the router 
logic that processes packets is referred to as the “control 
plane' of the router. 

In order for the fast path to forward packets, the router 
uses a routing protocol to determine network routes, and 
uses the network routes to build and maintain a forwarding 
table. The forwarding table includes forwarding entries 
mapping each destination address to a corresponding router 
interface based upon the network routes. 

There are many different routing protocols in common 
use. One type of routing protocol, known as a “link State' 
routing protocol, an example of which is the Open Shortest 
Path First (OSPF) routing protocol, requires each router in 
the communication network to maintain a topology database 
describing the topology of the communication network. The 
topology database identifies each router in the communica 
tion network and the Status of each router's links to other 
routers. Each router uses the topology information from its 
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2 
topology database to determine the network routes, typically 
using a shortest-path first technique for determining the 
network routes. The topology information, and therefore the 
forwarding table, is updated as network routes change. 

In order for each router to maintain a topology database, 
each router must receive link State information from each of 
the other routers in the communication network. Therefore, 
each router sends link State advertisement (LSA) protocol 
messages to the other routers in the communication network 
indicating the Status of each communication link maintained 
by the router. Typically, each router Sends a LSA protocol 
message whenever the Status of a communication link 
changes, and also sends a LSA protocol message periodi 
cally So that new routerS receive the link State information in 
a timely manner. The LSA protocol messages are propagated 
to each of the other routers in the communication network. 
When a router receives a LSA protocol message, the LSA 

protocol message is processed by the control plane of the 
router. The control plane updates the topology database 
according to the link State information in the LSA protocol 
message, and updates the forwarding table accordingly. The 
control plane may also forward the LSA protocol message to 
its neighboring routers. 

Unfortunately, this control plane processing by each 
router can cause significant delay in propagating the LSA 
protocol messages to all routers in the communication 
network, especially in large communication networks hav 
ing many routers. Consequently, there can be significant 
delay in recovering from network routing changes and 
outages, resulting in mis-routed packets, dropped packets, 
and overall performance degradation. 

Thus, an improved technique for propagating LSA pro 
tocol messages is needed. 

SUMMARY OF THE INVENTION 

In accordance with one aspect of the invention, LSA 
protocol messages are forwarded over the fast path using 
multicast addressing. Specifically, a special multicast 
address is used for LSA protocol messages. Each router 
constructs a multicast distribution tree for forwarding LSA 
protocol messages addressed using the Special multicast 
address. 

BRIEF DESCRIPTION OF THE DRAWINGS 

The foregoing and other objects and advantages of the 
invention will be appreciated more fully from the following 
further description thereof with reference to the accompa 
nying drawings wherein: 

FIG. 1 is a block diagram showing the relevant logic 
blocks of an exemplary router in accordance with an 
embodiment of the present invention; 

FIG. 2 is a block diagram showing the relevant logic 
blocks of the fast path in accordance with an embodiment of 
the present invention; 

FIG. 3 is a block diagram showing an exemplary com 
munication network in accordance with an embodiment of 
the present invention; 

FIG. 4 is a block diagram showing the routing path of a 
link State advertisement protocol message in accordance 
with a prior art embodiment; 

FIG. 5 is a block diagram showing the routing path of a 
link State advertisement protocol message in accordance 
with an embodiment of the present invention; 

FIG. 6 is a logic flow diagram showing exemplary logic 
600 for processing a LSA protocol message in accordance 
with an embodiment of the present invention; 
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FIG. 7 is a logic flow diagram showing exemplary logic 
700 for forwarding a LSA protocol message using multicast 
addressing according to a multicast distribution tree in 
accordance with an embodiment of the present invention; 

FIG. 8 is a logic flow diagram showing exemplary logic 
800 for installing a multicast forwarding state for forwarding 
LSA protocol messages in accordance with an embodiment 
of the present invention; and 

FIG. 9 is a logic flow diagram showing exemplary logic 

5 

900 for processing a LSA protocol message in accordance 10 
with an embodiment of the present invention. 

DETAILED DESCRIPTION OF A PREFERRED 
EMBODIMENT 

An embodiment of the present invention forwards LSA 
protocol messages by the fast path according to a predeter 
mined forwarding scheme. This fast path forwarding of LSA 
protocol messages is done independently of any control 
plane processing, and therefore avoids the delayS caused by 
the control plane processing. The fast path continues to route 
all received LSA protocol messages to the control plane as 
usual So that the control plane can obtain the topology 
information from the LSA protocol messages. Also, the 
control plane preferably forwards the LSA protocol mes 
Sages as usual for robustness. 

FIG. 1 is a block diagram showing the relevant logic 
blocks of an exemplary router 100. Among other things, the 
router includes a control plane 102 and a fast path 104. The 
fast path 104 performs filtering and forwarding of protocol 
messages, and routes control messages to the control plane 
102. The control plane 102 processes control messages 
received from the fast path 104, and also sends protocol 
messages via the fast path 104. 

FIG. 2 is a block diagram showing the relevant logic 
blocks of the fast path 104. Among other things, the fast path 
104 includes an inbound interface 202, forwarding logic 
204, outbound interface(s) 206, and a forwarding table 208. 
The forwarding logic 104 performs packet filtering and 
forwarding functions based upon, among other things, the 
forwarding entries in the forwarding table 208. Specifically, 
upon receiving a packet from the inbound interface 202, the 
forwarding logic 204 may drop the packet, route the packet 
to the control plane 102, or forward the packet to the 
outbound interface(s) 206. Also, upon receiving a packet 
from the control plane 102, the forwarding logic may 
forward the packet to the outbound interface(s) 206. 

FIG. 3 is a block diagram showing an exemplary com 
munication network 300 including three (3) interconnected 
routers, namely router 310, router 320, and router 330. Each 
router includes a control plane (312, 322, 332) and a fast 
path (314, 324,334). Each router is connected to its neigh 
boring router(s) via a fast path connection (340,350, 360, 
370). 

FIG. 4 shows the routing path of a LSA protocol message 
in an exemplary communication network 400 including the 
three (3) interconnected routers 310,320, and 330. The LSA 
protocol message is propagated to all routers. Specifically, 
each router forwards the LSA protocol message to its 
neighboring router(s). Thus, the router 310 receives the LSA 
protocol message from its neighboring router, and forwards 
the LSA protocol message to the router 320. The router 320 
receives the LSA protocol message from the router 310, and 
forwards the LSA protocol message to the router 330. The 
router 330 receives the LSA protocol message from the 
router 320, and forwards the LSA protocol message to its 
neighboring router. 
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4 
More specifically, upon receiving the LSA protocol mes 

sage by the router 310 over the routing path 402, the fast 
path 314, and particularly the forwarding logic of the fast 
path 314, routes the LSA protocol message to the control 
plane 312 over the routing path 404. The control plane 312 
processes the LSA protocol message. ASSuming the control 
plane 312 decides to forward the LSA protocol message, the 
control plane 312 forwards the LSA protocol message to the 
fast path 314 over the routing path 406. The fast path 314, 
and particularly the forwarding logic of the fast path 314, 
forwards the LSA protocol message to the router 320 over 
the routing path 408. 
Upon receiving the LSA protocol message by the router 

320 over the routing path 408, the fast path 324, and 
particularly the forwarding logic of the fast path 324, routes 
the LSA protocol message to the control plane 322 over the 
routing path 410. The control plane 322 processes the LSA 
protocol message. ASSuming the control plane 322 decides 
to forward the LSA protocol message, the control plane 322 
forwards the LSA protocol message to the fast path 324 over 
the routing path 412. The fast path 324, and particularly the 
forwarding logic of the fast path 324, forwards the LSA 
protocol message to the router 330 over the routing path 414. 
Upon receiving the LSA protocol message by the router 

330 over the routing path 414, the fast path 334, and 
particularly the forwarding logic of the fast path 334, routes 
the LSA protocol message to the control plane 332 over the 
routing path 416. The control plane 332 processes the LSA 
protocol message. ASSuming the control plane 332 decides 
to forward the LSA protocol message, the control plane 332 
forwards the LSA protocol message to the fast path 334 over 
the routing path 418. The fast path 334, and particularly the 
forwarding logic of the fast path 334, forwards the LSA 
protocol message to its neighboring router(s) over the rout 
ing path 420. 
The process of routing the LSA protocol message to the 

control plane and forwarding LSA protocol message by the 
control plane, in and of itself, causes delays in propagating 
the LSA protocol message to all routers in the communica 
tion network. The amount of processing performed by the 
control plane only worSens the delays in propagating the 
LSA protocol message to all routers in the communication 
network. The amount of processing performed by the control 
plane can be significant, depending on the routing protocol 
and certain operational parameters. For example, the control 
plane processing for an OSPF LSA protocol message 
includes, among other things, Verifying an Internet Protocol 
(IP) checksum for the LSA protocol message, Verifying an 
OSPF checksum for the LSA protocol message, determining 
whether the LSA protocol message is intended for the router, 
determining whether the LSA protocol message is received 
for the correct network area, determining whether the LSA 
protocol message is a duplicate of a previously received 
LSA protocol message, determining whether the LSA pro 
tocol message has reached its maximum age, determining 
outbound interface(s), and determining the status of neigh 
boring routers. When authentication is enabled, the control 
plane processing for an OSPF LSA protocol message also 
includes authenticating the LSA protocol message using a 
MD5 one-way hash function calculation, which adds even 
more delays in propagating the LSA protocol message to all 
routers in the communication network. 

Therefore, in a preferred embodiment of the present 
invention, a router forwards LSA protocol messages over the 
fast path using a minimum spanning tree. 

FIG. 5 shows the routing path of a LSA protocol message 
in an exemplary communication network 500 including the 
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three (3) interconnected routers 310,320, and 330. The LSA 
protocol message is propagated to all routers. Specifically, 
each router forwards the LSA protocol message to its 
neighboring router(s). Thus, upon receiving the LSA proto 
col message by the router 310 over the routing path 502, the 
fast path 314, and particularly the forwarding logic of the 
fast path 314, routes the LSA protocol message to the router 
320 over the routing path 504. Upon receiving the LSA 
protocol message by the router 320 over the routing path 
504, the fast path 324, and particularly the forwarding logic 
of the fast path 324, routes the LSA protocol message to the 
router 330 over the routing path 506. Upon receiving the 
LSA protocol message by the router 330 over the routing 
path 506, the fast path 334, and particularly the forwarding 
logic of the fast path 334, routes the LSA protocol message 
to its neighboring router(s) over the routing path 508. 

FIG. 6 is a logic flow diagram showing exemplary logic 
600 for processing a LSA protocol message. Beginning at 
Step 602, and upon receiving a LSA protocol message from 
an originating device over an interface, in Step 604, the logic 
decides whether to forward the LSA protocol message over 
the fast path, in step 606. If the logic decides to forward the 
LSA protocol message over the fast path (YES in step 608), 
then the logic determines the outbound interface(s), in Step 
610, and forwards the LSA protocol message to the out 
bound interface(s), in step 612. Whether or not the logic 
forwards the LSA protocol message over the fast path, the 
logic routes the LSA protocol message to the control plane 
for local processing of the LSA protocol message, in Step 
614. The logic 600 terminates in step 699. 
An embodiment of the present invention utilizes multicast 

addressing to forward the LSA protocol message over the 
fast path. Specifically, in order to propagate LSA protocol 
messages from a particular originating device to all other 
routers, the originating device is considered to be the mul 
ticast Source, and all other routers are considered to be 
multicast group members. A Special multicast address is 
used for addressing the LSA protocol messages to the 
multicast group members. The Special multicast address 
differentiates the LSA protocol messages from other proto 
col messages. Furthermore, unlike the address that is used to 
propagate LSA protocol messages hop-by-hop, which is 
treated like a local link address, the Special multicast address 
is not treated like a local link address, but is instead treated 
as a true multicast address for distributing the LSA protocol 
message to all multicast group members. 
More specifically, each router uses a multicast routing 

protocol to establish a multicast distribution tree for LSA 
protocol messages that originate from the originating device, 
and in particular for LSA protocol messages addressed to the 
multicast group members using the Special multicast 
address. The multicast distribution tree determines, among 
other things, the preferred inbound interface for the LSA 
protocol messages and any outbound interfaces to which the 
LSA protocol message are to be forwarded. The router 
installs a multicast forwarding State in the forwarding table 
indicating the inbound and outbound interfaces for LSA 
protocol messages. For convenience, Such a multicast for 
warding State is referred to as a (S.G) state, where S is the 
multicast Source address for the originating device, and G is 
the Special multicast address for the multicast group mem 
bers. 

The originating device uses the Special multicast address 
as the destination address for all LSA protocol messages that 
it originates. When the router receives a LSA protocol 
message having a destination address equal to the Special 
multicast address over an inbound interface, the router 
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6 
determines whether or not to forward the LSA protocol 
message over the fast path according to the multicast dis 
tribution tree. Specifically, the router searches the forward 
ing table for a multicast forwarding State associated with the 
(S,G) pair. ASSuming the router finds the multicast forward 
ing State, then the router determines whether or not the 
inbound interface is the preferred inbound interface for the 
(S,G) pair according to the multicast forwarding State. If the 
inbound interface is the preferred inbound interface, then the 
router forwards the LSA protocol message by the fast path 
to all outbound interfaces indicated by the multicast for 
warding State. If the inbound interface is not the preferred 
inbound interface, then the router does not forward the LSA 
protocol message by the fast path. In either case, the LSA 
protocol message is routed to the control plane for local 
processing of the LSA protocol message. The control plane 
processes and forwards the LSA protocol message as usual 
for robustness. 

FIG. 7 is a logic flow diagram showing exemplary logic 
700 for forwarding a LSA protocol message using multicast 
addressing according to a multicast distribution tree. Begin 
ning at Step 702, the logic determines a multicast distribution 
tree for the (S,C) pair using a predetermined multicast 
routing protocol, in step 704. The logic then forwards LSA 
protocol messages for the (S.G) pair according to the mul 
ticast distribution tree, in step 706. The logic 700 terminates 
in step 799. 

FIG. 8 is a logic flow diagram showing exemplary logic 
800 for installing a multicast forwarding state for forwarding 
LSA protocol messages. Beginning at Step 802, the logic 
determines the preferred inbound interface for the (S.G) pair, 
in step 804. The logic also determines the outbound 
interface(s) for the (S,G) pair, in step 806. The logic then 
installs a multicast forwarding State indicating the preferred 
inbound interface and the outbound interface(s), in step 808. 
The logic 800 terminates in step 899. 

FIG. 9 is a logic flow diagram showing exemplary logic 
900 for processing a LSA protocol message. Beginning at 
Step 902, and upon receiving a LSA protocol message for a 
(S,G) pair over an inbound interface, in step 904, the logic 
finds a multicast forwarding State associated with the (S.G) 
pair, in step 906. The multicast forwarding state indicates, 
among other things, the preferred inbound interface and the 
outbound interface(s) for the (S.G) pair. The logic then 
determines whether the inbound interface is the preferred 
inbound interface for the (S,G) pair, in step 908, specifically 
by determining whether the inbound interface is the pre 
ferred inbound interface indicated by the multicast forward 
ing state. If the inbound interface is the preferred inbound 
interface (YES in step 910), then the logic proceeds to 
forward the LSA protocol message by the fast path over all 
outbound interfaces indicated by the multicast forwarding 
state, in step 912. If the inbound interface is not the preferred 
inbound interface (NO in step 910), then the logic does not 
forward the LSA protocol message by the fast path. In either 
case, the logic preferably routes the LSA protocol message 
to the control plane for local processing of the LSA protocol 
message, in step 914. The logic 900 terminates in step 999. 

In a preferred embodiment of the present invention, 
predominantly all of the logic for propagating a LSA pro 
tocol message using multicast addressing is implemented as 
a set of computer program instructions that are Stored in a 
computer readable medium and executed by an embedded 
microprocessor system within the router. Preferred embodi 
ments of the invention may be implemented in any conven 
tional computer programming language. For example, pre 
ferred embodiments may be implemented in a procedural 
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programming language (e.g., “C”) or an object oriented 
programming language (e.g., "C++). Alternative embodi 
ments of the invention may be implemented using discrete 
components, integrated circuitry, programmable logic used 
in conjunction with a programmable logic device Such as a 
Field Programmable Gate Array (FPGA) or microprocessor, 
or any other means including any combination thereof. 

Alternative embodiments of the invention may be imple 
mented as a computer program product for use with a 
computer System. Such implementation may include a Series 
of computer instructions fixed either on a tangible medium, 
Such as a computer readable media (e.g., a diskette, 
CD-ROM, ROM, or fixed disk), or fixed in a computer data 
Signal embodied in a carrier wave that is transmittable to a 
computer System via a modem or other interface device, 
Such as a communications adapter connected to a network 
over a medium. The medium may be either a tangible 
medium (e.g., optical or analog communications lines) or a 
medium implemented with wireless techniques (e.g., 
microwave, infrared or other transmission techniques). The 
Series of computer instructions embodies all or part of the 
functionality previously described herein with respect to the 
System. Those skilled in the art should appreciate that Such 
computer instructions can be written in a number of pro 
gramming languages for use with many computer architec 
tures or operating Systems. Furthermore, Such instructions 
may be Stored in any memory device, Such as 
Semiconductor, magnetic, optical or other memory devices, 
and may be transmitted using any communications 
technology, Such as optical, infrared, microwave, or other 
transmission technologies. It is expected that Such a com 
puter program product may be distributed as a removable 
medium with accompanying printed or electronic documen 
tation (e.g., shrink wrapped Software), preloaded with a 
computer System (e.g., on System ROM or fixed disk), or 
distributed from a server or electronic bulletin board over 
the network (e.g., the Internet or World Wide Web). 

Thus, the present invention may be embodied as a method 
for propagating link State advertisement protocol messages 
by a network device in a communication network. The 
network device includes a plurality of interfaces, a fast path 
for forwarding protocol messages, and a control plane for 
processing protocol messages. The method involves deter 
mining a multicast distribution tree for forwarding link State 
advertisement protocol messages from an originating device 
S to a multicast group G, receiving a link State advertisement 
protocol message for the (S.G) pair over an inbound 
interface, and forwarding the link State advertisement pro 
tocol message by the fast path according to the multicast 
distribution tree associated with the (S.G) pair. Determining 
the multicast distribution tree for forwarding link state 
advertisement protocol messages from an originating device 
S to a multicast group G involves running a multicast routing 
protocol to determine the multicast distribution tree. The 
multicast distribution tree identifies a preferred inbound 
interface for the (S,C) pair and outbound interface(s) for the 
(S,G) pair. The method typically involves installing a mul 
ticast forwarding State for the (S.G) pair in a forwarding 
table, the multicast forwarding State indicating rules for 
forwarding link State advertisement protocol messages asso 
ciated with the (S,G) pair. The multicast forwarding state 
indicates a preferred inbound interface for the (S.G) pair and 
outbound interface(s) for the (S.G) pair. Forwarding the link 
State advertisement protocol message by the fast path 
according to the multicast distribution tree associated with 
the (S.G) pair involves determining whether the inbound 
interface is the preferred inbound interface for the (S.G) pair 
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8 
and forwarding the link State advertisement protocol mes 
Sage by the fast path, if and only if the inbound interface is 
the preferred inbound interface for the (S.G) pair. Determin 
ing whether the inbound interface is the preferred inbound 
interface for the (S,C) pair typically involves finding a 
multicast forwarding State in a forwarding table, the multi 
cast forwarding State indicating the preferred inbound inter 
face for the (S.G) pair and determining whether the inbound 
interface is the preferred inbound interface indicated by the 
multicast forwarding state. The method preferably involves 
routing the link State advertisement protocol message to the 
control plane for local processing of the link State adver 
tisement protocol message. 
The present invention may also be embodied as a device 

for propagating a link State advertisement protocol message 
in a communication network. The device includes a plurality 
of interfaces, a control plane for processing protocol 
messages, and a fast path coupled to the control plane and 
to the plurality of interfaces. The fast path includes receiving 
logic for receiving a link State advertisement protocol mes 
Sage from an originating device S to a multicast group G and 
fast path forwarding logic for forwarding the link State 
advertisement protocol message according to a multicast 
distribution tree for the (S.G) pair. The device typically also 
includes multicast routing protocol logic for determining the 
multicast distribution tree for the (S.G) pair. The device 
typically also includes forwarding State installation logic for 
installing a multicast forwarding State in a forwarding table 
indicating rules for forwarding the link State advertisement 
protocol messages associated with the (S.G) pair, Such as a 
preferred inbound interface for the (S.G) pair and outbound 
interface(s) for the (S,G) pair. The device typically includes 
a forwarding table having at least one multicast forwarding 
State indicating a preferred inbound interface and outbound 
interface(s) for the (S.G) pair identified by the multicast 
distribution tree. The fast path forwarding logic forwards the 
link State advertisement protocol message to all outbound 
interfaces indicated by the multicast forwarding State, if and 
only if the inbound interface is the preferred inbound 
interface indicated by the multicast forwarding State. The 
fast path forwarding logic preferably routes the link State 
advertisement protocol message to the control plane for 
local processing of the link State advertisement protocol 
meSSage. 

The present invention may also be embodied as a com 
puter program product for use in a network device having a 
plurality of interfaces, a fast path for forwarding protocol 
messages, and a control path for processing control mes 
Sages. The computer program product includes receiving 
logic for receiving a link State advertisement protocol mes 
Sage from an originating device S to a multicast group G and 
fast path forwarding logic for forwarding the link State 
advertisement protocol message according to a multicast 
distribution tree for the (S,G) pair. 
The present invention may also be embodied as a method 

for propagating link State advertisement protocol messages 
involving Sending a link State advertisement protocol mes 
Sage by an originating device S to at least one network 
device using a multicast group address G and forwarding the 
link State advertisement protocol message by the network 
device over the fast path according to a multicast distribu 
tion tree associated with the (S.G) pair. 
The present invention may be embodied in other specific 

forms without departing from the essence or essential char 
acteristics. The described embodiments are to be considered 
in all respects only as illustrative and not restrictive. 
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I claim: 
1. A method for propagating link State advertisement 

protocol messages by a network device in a communication 
network, the network device having a plurality of interfaces, 
a fast path for forwarding protocol messages, and a control 
plane for processing protocol messages, the method com 
prising: 

determining a multicast distribution tree for forwarding 
link State advertisement protocol messages from an 
originating device S to a multicast group G, 

receiving a link State advertisement protocol message for 
the (S,G) pair over an inbound interface; and 

forwarding the link State advertisement protocol message 
by the fast path according to the multicast distribution 
tree associated with the (S.G) pair independently of any 
control plane processing of the link State advertisement 
protocol message. 

2. The method of claim 1, wherein determining a multi 
cast distribution tree for forwarding link State advertisement 
protocol messages from an originating device S to a multi 
cast group G comprises: 

running a multicast routing protocol to determine the 
multicast distribution tree. 

3. The method of claim 2, wherein the multicast distri 
bution tree identifies a preferred inbound interface for the 
(S,G) pair. 

4. The method of claim 2, wherein the multicast distri 
bution tree identifies outbound interface(s) for the (S,G) pair. 

5. The method of claim 2, further comprising: 
installing a multicast forwarding state for the (S.G) pair in 

a forwarding table, the multicast forwarding State indi 
cating rules for forwarding link State advertisement 
protocol messages associated with the (S.G) pair. 

6. The method of claim 5, wherein the multicast forward 
ing State indicates a preferred inbound interface for the (S.G) 
pair. 

7. The method of claim 5, wherein the multicast forward 
ing state indicates outbound interface(s) for the (S.G) pair. 

8. The method of claim 1, wherein the multicast distri 
bution tree identifies a preferred inbound interface for the 
(S,G) pair, and wherein forwarding the link state advertise 
ment protocol message by the fast path according to the 
multicast distribution tree associated with the (S,C) pair 
comprises: 

determining whether the inbound interface is the preferred 
inbound interface for the (S.G) pair; and 

forwarding the link State advertisement protocol message 
by the fast path, if and only if the inbound interface is 
the preferred inbound interface for the (S,G) pair. 

9. The method of claim 8, wherein determining whether 
the inbound interface is the preferred inbound interface for 
the (S.G) pair comprises: 

finding a multicast forwarding State in a forwarding table, 
the multicast forwarding State indicating the preferred 
inbound interface for the (S.G) pair; and 

determining whether the inbound interface is the preferred 
inbound interface indicated by the multicast forwarding 
State. 

10. The method of claim 1, further comprising: 
routing the link State advertisement protocol message to 

the control plane for local processing of the link State 
advertisement protocol message. 

11. The method of claim 10, further comprising: 
forwarding the link State advertisement protocol message 
by the control plane Via the fast path. 
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12. A device for propagating a link State advertisement 

protocol message in a communication network, the device 
comprising: 

a plurality of interfaces, 
a control plane for processing protocol messages, and 
a fast path coupled to the control plane and to the plurality 

of interfaces, the fast path comprising: 
receiving logic operably coupled to receive a link State 

advertisement protocol message from an originating 
device S to a multicast group G, and 

fast path forwarding logic responsive to the receiving 
logic and operably coupled to forward the link State 
advertisement protocol message according to a mul 
ticast distribution tree for the (S,G) pair indepen 
dently of any control plane processing of the link 
State advertisement protocol message. 

13. The device of claim 12, further comprising: 
multicast routing protocol logic operably coupled to 

determine the multicast distribution tree for the (S.G) 
pair. 

14. The device of claim 13, further comprising: 
forwarding State installation logic responsive to the mul 

ticast routing protocol logic and operably coupled to 
install a multicast forwarding State in a forwarding 
table indicating rules for forwarding the link State 
advertisement protocol messages associated with the 
(S,G) pair. 

15. The device of claim 14, wherein the multicast for 
warding State indicates a preferred inbound interface for the 
(S,G) pair. 

16. The device of claim 14, wherein the multicast for 
warding State indicates outbound interface(s) for the (S,C) 
pair. 

17. The device of claim 12, further comprising a forward 
ing table having at least one multicast forwarding State 
indicating a preferred inbound interface and outbound 
interface(s) for the (S.G) pair identified by the multicast 
distribution tree. 

18. The device of claim 17, wherein the fast path for 
warding logic is operably coupled to forward the link State 
advertisement protocol message to all outbound interfaces 
indicated by the multicast forwarding State, if and only if the 
inbound interface is the preferred inbound interface indi 
cated by the multicast forwarding State. 

19. The device of claim 12, wherein the fast path for 
warding logic is operably coupled to route the link State 
advertisement protocol message to the control plane for 
local processing of the link State advertisement protocol 
meSSage. 

20. The device of claim 19, wherein the control plane is 
operably coupled to forward the link State advertisement 
protocol message via the fast path. 

21. A program product comprising a computer readable 
medium having embodied therein a computer program for 
propagating a link State advertisement protocol message by 
a network device in a communication network, the network 
device having a plurality of interfaces, a fast path for 
forwarding protocol messages, and a control path for pro 
cessing control messages, the computer program compris 
ing: 

receiving logic programmed to receive a link State adver 
tisement protocol message from an originating device S 
to a multicast group G, and 

fast path forwarding logic responsive to the receiving 
logic and programmed to forward the link State adver 
tisement protocol message according to a multicast 
distribution tree for the (S,G) pair. 
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22. The program product of claim 21, wherein the com 
puter program further comprises: 

multicast routing protocol logicprogrammed to determine 
the multicast distribution tree for the (S.G) pair. 

23. The program product of claim 22, wherein the com 
puter program further comprises: 

forwarding State installation logic responsive to the mul 
ticast routing protocol logic and programmed to install 
a multicast forwarding State in a forwarding table 
indicating rules for forwarding the link State advertise 
ment protocol messages associated with the (S.G) pair. 

24. The program product of claim 23, wherein the mul 
ticast forwarding State indicates a preferred inbound inter 
face for the (S.G) pair. 

25. The program product of claim 23, wherein the mul 
ticast forwarding State indicates outbound interface(s) for 
the (S.G) pair. 

26. The program product of claim 21, wherein the net 
work device includes a forwarding table having at least one 
multicast forwarding State indicating a preferred inbound 
interface and outbound interface(s) for the (S.G) pair iden 
tified by the multicast distribution tree, and wherein the fast 
path forwarding logic is programmed to forward the link 
State advertisement protocol message to all outbound inter 

15 

12 
faces indicated by the multicast forwarding State, if and only 
if the inbound interface is the preferred inbound interface 
indicated by the multicast forwarding State. 

27. The program product of claim 21, wherein the fast 
path forwarding logic is programmed to route the link State 
advertisement protocol message to the control plane for 
local processing of the link State advertisement protocol 
meSSage. 

28. In a communication System having a plurality of 
interconnected network devices, each network device hav 
ing a plurality of interfaces, a fast path for forwarding 
protocol messages, and a control plane for processing pro 
tocol message, a method for propagating link State adver 
tisement protocol messages, the method comprising: 

Sending a link State advertisement protocol message by an 
originating device S to at least one network device 
using a multicast group address G.; and 

forwarding the link State advertisement protocol message 
by the network device over the fast path according to a 
multicast distribution tree associated with the (S.G) 
pair independently of any control plane processing of 
the link State advertisement protocol message. 

k k k k k 


