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DESCRIPTION

ADDRESS UPDATING METHOD, CORRESPONDING MOBILE TERMINAL AND

NODE

TECHNICAL FiELD

Thepresent inventionrelatestoamobilenodedestination
address updatingmethod for use in a communication systemwhich
is made to manage a home address allocated to a mobile node
and a destination address of the mobile node associated with
each other, and a mobile node, a proxy node and a management

node for use in this method.

BACKGROUND ART

At present, many mobile devices communicate with each
otherthroughtheuseof IP (Internet Protocol). Forproviding
mobilitysuppofttomobiledevices,IETF(InternetEngineering
Task Force) has developed the “Mobility Support in IPv6” (see
the following Non-Patent Document 1). Under mobile IP, each
mobile node has a permanent home domain. When the mobile node
is attached to a home network, a primary global address known
as a home address (HoA) is allocéted thereto. If the mobile
node goes away, for example, when it attaches to another
external network, a temporary global address known as a CoA
(Care-of address) is usually allocated thereto. The concept

of the mobility support is such that, even if the mobile node
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attaches to an external network, themobile node can be reached
at the home address.

This is realizable with an entity known as a home agent
(HA) in a home network (see the following Non-Patent Document
1).. Themobile node registers a CoA in the home agent through
the use of amessage known as BU (Binding Update). This allows
the home agent to produce the association (binding) between
the home address and the CoA of the mobile node. The home
agent intercepts a message directed at the home address of
the mobile node and transfers a packet to the CoA of the mobile
node through the use of the packet encapsulation (for example,
putting a single packet és a payload of a new packet, such
as packet tunneling). Moreover, when a BU message is sent
to a communication partner of the mobile node, kﬁown as a CN
(Correspondent Node), the CN can forward packets to the CoA
of the mobile node in place of the home address of‘the mobile
node.

However, fhere is a possibility that the Mobile IPvV6 is
insufficient in a case in which a mobile node is capable of
having a plurality of access interfaces. The preparation of
aplurality of access interfaces is now popular. Eorexample,
recently, all notebook computers have 802.11/ab/g and
Bluetooth interfaces. Phones having 3G, Bluetooth and
wireless LAN functions have already been put on the market.

Some conventional techniques attempt to utilize a

plurality of access interfaces through the mobile IP. The
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following Patent Documents 1 and 2 disclose methods for the
handover of flows using different home addresses. Although
these methods allow a mobile node to use a plurality of access
interfaces for easy handover, the Patent Documents 1 and 2
do not disclose how the mobile node simultaneously uses both
the interfaces. On the other hand, the following Patent
Document 3 proposes a function whereby a mobile node sends
information on connection to a home agent, wherein a packet
istransferredéothehomeagentonthebasisofthisconnection
information. However, this is limited to only the CoA of the
mobile node. The following Patent Document 4 discloses the
same type in which a mobile node selectively registers
different CoAs between its own home agent and a CN. The
following Non-Patent Document 2 discloses a method in which
a mobile node registers a plurality of CoAs at the same home
address between its own home agent and a CN.

These conventional techniques enable the'registration
of a plurality of CoAs in a mobile node. However, this cannot
be used when a mobile node has a plurality of home addresses,
which can happen when, in most common cases, a home link is
multihomed(forexaméle;apluralityofprefixesisconfigured
on a home link. In this case, a plurality of home addresses
is allocated to the mobile node). A possible arrangement is
a corporate network as shown in FIG. 1A. 1In this arrangement,
a global communication network 100 is capable of becoming the

internet, and a corporate network 102 contains a single home
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agent (HA) 110 for the entire corporation.

The corporation is divided into different departments,
and each of the.departments has subnets 120, 122 and 124 each
having a unique prefix. Accordingly, a plurality of home
addresses are allocated to a mobile node pertaining to a GM
(General Manager) which requires the access to a plurality
of file servers from the different departments. FIG. 1B is.
an illustration of another possible arrangement in which a
mobiie node is provided with a plurality of home addresses.
This is a case in which a user (MN) has a home agent 114 in
a residential network 104. The user can gain access to the
global communication network 100 through two different ISPs
(Internet Service Providers) 106 and_108. Each of the ISPs
allocates adifferent prefix to a residential network. Thus,
two different home addresses are allocated to a mobile node
of the user, and one of each of prefixes is allocated by each
of ISPs. |

[Patent Document 1] Eﬁropean Patent Application
EP1432198A1, Gallego Catalina, M., and Janneteau, C., "Data
flowhandover in communicationusingmobile internet protocol",
European Patent Application EP1432198Al1, 23 Jun 2004

[Patent Document 2] US Patent Application
20060018273A1,Yamada, M. et al., "Mobile node, server, and
communication system", US Patent Application US20060018273A1,
26 Jan 2006

[Patent Document 3] PCT International Application WO
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00/42755, Richard, J., and Caroline, A. M., "Mobile
Communications Network", PCT Application WO 00/42755, 20 Jul,
2000

[Patent Document 4] US Patent Application US
20040142657A1,Maeda, M., "Location.registration using
multiple care-of-address", US Patent Application
US20040142657A1, 22 Jul, 2004

[Patent Document 5] PCT International Application
WO05020539A1, Haddad, W., and Krishnan, S., "A Method and
Apparatus for Aggregated Binding Updates and Acknowledgement
in Mobile IPv6é", PCT Application 2005/020539A1, 3 Mar 2005

[Patent Document 6] PCT International Application
WO03096592A2, O'Neill, A., "Methods and Apparatus for
Aggregating MIP and AAA Messages", PCT Application
2003/096592A2, 20 Nov 2003

[Non-Patent Document 1] Johnson, D. B., Perkins, C. E.,
andArkko, J., "Mobility Support inIPv6", Internet Engineering
Task Force Request For Comments 3775, June 2004

[Non-Patent Document 2] Wakikawa, R., et. al.
"Multiple Care-of Addresses Registration"”, Internet Draft:
draft—wakikawa—mobileip—multiplecba—OS.txt, Feb 2006

In a case in which a mobile node has a plurality of home
addressesandapluralityof CoAs, themobile nodemust transmit
aplurality of BUmessages by using the above-mentioned method
based on the conventional technique, i.e., one for each home

address. For saving the power consumption, the mobile node



10

15

20

25

WO 2008/013312 PCT/JP2007/065105

is generally subjected to the restriction of processing
capability. This signifies that the transmission of a
plurality of BU messages is undesirable. Add to it that, in
a network such as cellular, because of bandwidth restriction
and high cost, the transmission of a plurality of BU messages
leads to an increase in cost and use of muéh bandwidth.
Meanwhile, the above-mentioned Patent Document 5
discloses a method of aggregating a plurality of BU messages.
However, in this method, consideration is given to only the
aggregation of the BU messages including the same home
addresses with respect to different recipients. Thus, it is
not useful in saving of bandwidth in a case in which a mobile
node has a plurality of home addresses. Moreover, the
above-mentioned Patent Document 6 discloses a method of
specifying a plurality of home addresses in a single message.
However, this considersonly that aplurality of home addresses
are bound in the same CoA, but not considering a mobile node
having a plurality of home addresses and a plurality of CoAs.
Although a person skilled in the art recognizes that a
combination of the above-mentioned conventional techniques
is able to configure an aggregated.BUInessége for a plurality
of home addresses and a plurality of CoAs, difficulty is
encountered in achieving it. This is because, for example,
the mobile node cannot specify arbitrary bindings between a
plurality of home addrésses and a plurality of CoAs.

Inaddition, the conventional techniques donot take into
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consideration a case in which a plurality of home addresses
pertainstodifferentmobilenodes. Thatis, eachofthemobile

nodes is required to send a BU message. In a personal area

network, a user possesses a plurality of mobile devices and

acquires a mobile IPv6 service through each device. 1In such
a scenario, although the presence of a node carrying out the
BU registration for all the mobile nodes is useful, the

combinations of the conventional techniques are incapable of

achieving this registration.

DISCLOSURE OF THE INVENTION

In consideration of the above-mentioned problems, it is
an object of the present invention to provide an address
updating method capable of transmitting a BU message while
suppressing bandwidth dissipation even in a case in which a
mobile node has a plurality bf home addresses and a plurality
of CoAs, and a mobile node, a proxy node and a management node
for use in this method.

Forachievingthispurpose, inaccordancewiththepresent
invention, there is provided an address updating method of
updating an address of a destination of a mobile node in a
communication system in which the mobile node transmits a
message notifying a changed address after changed due to
movement of the mobile node to a management node made to manage
a home address allocated to the mobile node and an address

of a destinaticn of the mobile node in a state associated with
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each other and the management node updates the address of the
destination of the mobile node under management on the basis
of the message, the management node being made to allocate
a plurality of home addresses to the mobile node, comprising
a step in which the mobile node generates a single the message
including information needed for registration of the changed
address in thelnanagemenﬁ node in a state associated with the
pluralityof home addressesandtransmitsthe generatedmessage
to the management node, and a step in which the management
node updates the address of the destination of the mobile node
onthebasisof thereceivedmessage. Thisarrangementenables
the transmission of a BU message (correspondiﬁg to the
above-mentioned message) while suppressing the bandwidth
consumption.

As a preferred mode of the pfesent invention, in the
address updating method according to the present invention,
the management node generates a list of home addresses linked
with a predetermined home address of the plurality of home
addresses and updates the address of the destination of the
mobile node on the basis of the generated list and the message.
With this arrangement, in the case of the reception of a BU
message at a predetermined home addresé,>thé information on
thebinding at the predetermined home address isalsoavailable
for the home addresses linked therewith.

Inaddition, asapreferredmode of the present invention,

in the address updating method according to the present
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invention, the mobile node generates a list of home addresses
linked with a predetermined home address of the plurality of
home addresses and transmits the generated list in a state
included in the message to be first transmitted. With this
arrangement, in the case of the reception of the following
BU message at a predetermined home address, the information
on the binding at the predetermined home éddress is also
available for the home addresses linked therewith.

Still additionally,_as a preferred mode of the present
invention, in the address updating method according to the
present invention, the mecbile node puts the plurality of home
addresses in the message. This arrangement enables the
transmission of information on a[plurality of home addresses.

Yet additionally, as a preferred mode of the present
invention, in the address updating method according to the
present invention, the.mobile node puts, in the message, a
bit map including a mapping matrix indicafive of a state of
binding of the changed address to each of the plurality of"
home address. Withthisarrangement,thenmnagementnodecan
easily grasp the association between the home addresses and
the changed address.

Moreover, as a preferred mode of the present invention,
in the address updating method according to the present
invention, the mobile node generates a checksum for verifying
the reliability of the message on the basis of a cryptographic

key associated with a home address and puts the generated
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checksum in the meséage. This arrangement enables the
confirmation of the reliability of a message.

Furthermore, in accordance with the present invention,
there is provided a mobile node for use in a communication
system in which the mobile node transmits a message notifying
a changed address after changed due to movement of the mobile
node to amanagement nodemade tomanage a home addressallocated
to themobile node and an address of a destination of the mobile
node in a state associated with each other and the management
node updates the address of the destination of the mobile node
under management on the basis of the message, the management
node being made to allocate a plurality of home addresses to
themobile node, themobile node comprisingmessage generating
means forgeneratingasinglethemessage includinginformation
needed for registration of the changed addréss in the
management node in a state associated with the plurality of
home addresses and transmission means for transmitting the
generatedmessage to themanagement node. Thisconfiguration
enables the transmission of a BU message (corresponding to
the above-mentioned message) while suppressing the bandwidth
consumption.

Inaddition, asapreferredmode of the present invention,
the mobile node according to the present invention further
comprises route determiningmeans for determining a route when
themobile node further receives or transmits a packet, a route

table including a rule to be taken by the route determining
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means, and mobility managing meéns for managing a mobility
of the mobile node. This configuration enables more
appropriate control on an operation of the mobile node.
Furthermore, in accordance with the present invention,
there is provided a management néde for use in a communication
system in which a mobile nodé transmits a message notifying
a changed address after changed due to movement of the mobile
node to amanagement nodemade tomanage a home addressallocated

to themobile node and an address of a destination of themobile

~node in a state associated with each other and the management

node updates the address of the destination of the mobile node
under management on the basis of the message, the management
node being made to allocate a plurality of home addresses to
themobilenode,thenmnagementnodecomprisingcommunication
means for making a communication with external, route
determining means for determining a route at reception .or
transmission of a packet, a route table including a rule to
be taken by the route determining means, processing means for
processing the message received, binding storing means for
storing the home address and the address of the destination
of the mbbile node in a state associated with each other, and
home address storingmeans for storinga list of home addresses
linkedwith a predetermined home address. Thisconfiguration
enables the reception of a BU message (corresponding to the
above-mentioned message) while suppressing the bandwidth

consumption.
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Inaddition, asapreferredmode of the present invention,
in the management node according to the present invention,
the processing means generates a 1list of home addresses 1linked
with the predetermined home address. With this configuration, '
in the case of the reception of a BUmessage at a predetermined
home address, the information on the binding at the
predetermined home address is also available for the home
addresses linked therewith.

Furthermore, in accordance with the present invention,
there is provided an address updating method of updating an
address of a destination of a mobile node in a communication
system including a plurality of mobile nodes and a management

| node made to manage a home address allocated to each of the
plurality of mobile nodes and an address of a destination of
the mobile node corresponding to the home address in a state
associated with each other so that the management node updates
the address of the destination of the mobile node, managed
in the state associated, on the basis of a message notifying
a changed address after changed due to movement of the mobile
node, comprising a step in which a predetermined mobile node
of theplurality of mobile nodes génerates a single the message
including the home addresses allocated to the other mobile
nodes and the changed address after changed due to the movement
and transmits the genérated message to the management node,v
and a step in which the management node updates the addresses

of the destinations of the plurality of mobile nodes, managed
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in state associated, on the basis of the received message.
This arrangement enables the reception of a BU message
(corresponding to the above-mentioned message) while
suppressing the bandwidth consumptién.

Moreover, as a preferred mode of the present invention,
theaddréssupdatingmethodaccordingtothepresentinvention,
further comprises a step in which the predetermined mobile
node transmits, to the other mobile nodes, a message for
acquiring the home addresses allocated to the other mobile
nodes and the changed address after changed due to themovement.
This arrangement enables acquiring information to be included
in a message. The message for acquiring the changed address
corresponds to a BSync message which will be mentioned later.

Furthermore, in accordance with the present invention,
there is provided a mobile node for use in a communication
system including a plurality of mobile nodes and a management
node made to manage a home address allocated to each of the
plurality of mobile nodes and an address of a destination of
the mobile node corresponding to the home address in a state
associated with each other so that the management node updates
the address of the destination of the mobile node, managed
in the state associated, on the basis of a message notifying
a changed address after changed due to movement of the mobile
node, comprising message generating means for generating a
single the message including the home address allocated to

the other mobile nodes other than this mobile node and the
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- changed address after changed due to the movement, and

transmission means for transmitting the generated message to
the management node. This configuration enables the
receptionof aBUmessage (correspondingtothe above-mentioned
message) while suppressing the bandwidth consumption. In
this case, the message generating means and the transmission
means correspond to a BU generator and a network interface,
respectively, in a functional configuration of a mobile node
which will be described later.

Still furthermofe, in accordance with the present
invention, there is provided a management node for use in a
communication system including a plurality of mobile nodes
and the management node made to manage a home address allocated
to each of the plufality of mobile nodes and an address ofl
a destination df the mobile node corresponding to the home
address in a state associated with each other so that the
management node updates the address of the destination of the
mobile node, managed in the state associated, on the basis
of a message notifying a changed address after changed due
tomovement of themobile node, comprising communication means
for receiving the message transmitted from a predetermined
mobile node of the plurality of mobile node and including the
home addresses allocated to the other mobile nodes and the
changed address after change due to the movement, and
processingmeans forupdatingthe addressesof thedestinations

of the plurality of mobile nodes managed in a state associated,
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on the basis of the received message. This configuration
enables the reception of a BU message (corresponding to the
above-mentioned message) while suppressing the bandwidth
consumption. In this case, the communication means and the
processing means correspond to a network interface and a BU
processing module, respectively, in a functional
configuration of a reception node which will be described
later.

Yet furthermore, inaccordancewiththepresent invention,
there isprovided an address updatingmethod in a communication
system including a plurality of mobile nodes, a plurality of
access routers to which proxy nodes operating as proxies for
the mobile nodes pertain and which are used when the mobile
nodes have access to an external network and a management node
whichmanagesaddressesoftheaccessroutersandtheaddresses
of the mobile nodes connected to the access routers in a state
associated with each other so that the management node updates
the addresses of the mobile nodes connected to the access
routers, managed in the state associated, on the basis of a
message notifying the addresses of the mobile nodes connected
to the access routers, comprising a step in which the proxy
node generates a single the message including the address of
the mobile node connected to the access router to which the
proxynode itself pertains and transmits the generated message
to the management node and a step in which the management node

updates the address of the mobile node connected to the access
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router and managed in a state associated, on the basis of the
receive message. This configuration enables the reception
of aBUmessage (corresponding to the above-mentionedmessage)
while suppressing the bandwidth consumption.

Moreover, as a preferred mode of the present invention,
in the address updating method according to the present
invention, the mobile node moves within a local range in which
a change of the address of the mobile node does not occur due
to the movement. This arrangement can eliminate the need for
change processing on the address. In this case, the local
range corresponds to an access network domain which will be
mentionéd later.

In addition, in accordance with the present invention,
there is provided a proxy node in a communication system
including a plurality of mobile nodes, a plurality of access
routerstowhichproxynodesoperatingasproxies forthemobile
nodes pertain and which are used when the mobile nodes have
access to an external network and a management node which
manages addresses of the access routers and addresses of the
mobile nodes connected to the access routérs in a state
associatedwith each other so that the management node updates
the addresses of the mobile nodes connected to the access
routers, managed in the state associated, on the basis of a
message notifying the addresses of the mobile nodes connected
to the access routers, comprising message generating means

for generating a single the message including the address of
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the mobile node connected to the access router to which the
proxy node itself pertains and transmission means for
transmitting the generated message to the management node.
This configuration enables the reception of a BU message
(corresponding to the above-mentioned message) while
suppressing the bandwidth consumption. The message
generatingmeansandthetransmissionmeanswhichareaportion
of components of the proxy node have the same type of function
asthat of aBU generatdr and a network interface ina functional
configuration of a mobile node which will be described later.
Still additionally, in accordance with the present
invention, there is provided a management node for use in a
communication system including a\plurality of mobile nodes,
a plurality of access routers to which proxy nodes operating
as proxies for the mobile nodes pertain and which are used
when the mobile nodes have access to an external network and
amanagement node whichmanages addresses of the access routers
and the addresses of the mobile nodes connected to the access
routers in a state associated with each other so that the
management node updates the addresses of the mobile nodes
connected to the access routers, managed in the state
associated, on the basis of a message notifying the addresses
ofthemobileﬁodesconnectedtotheaccessrouters,comprising
communication means for receiving, from the proxy nodes, the
messageincludingtheaddresses<xfthenwbilenodesconnected

to the access routers to which the proxy nodes themselves
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pertain and processing means for updating the addresses of
the mobile nodes connected to the access routers, managed in
a state associated, on thebasis of the receivedmessage. This
configuration enables the reception of a BU message
(corresponding to thé above-mentioned message) while
suppressing the bandwidth consumption. The communication
means and the processing means correspond to a network
interface and a BU processing module, respectively, in a
functional configuration of a reception node which will be
mentioned later.

The address updating method according to the present
invention and a mobile node, a proxy node and a management
node to be used for this method have the above-mentioned
arrangeméntandconfiguratimnsoastoenablethetransmission
of a BU message while suppressing the bandwidth coﬁsumption
even in a case in which a mobile node has a plurality of home

addresses and a plurality of CoAs.

BRIEF DESCRIPTION OF THE DRAWINGS
[FIG. 1A] is an illustration of a configuration of a

corporate network for explaining an embodiment of the present

~ invention.

[FIG. 1B] is an illustration of a configuration of a
residential network forexplaininganembodiment of thepresent
invention.

[FIG. 2] is an illustration of one example of a
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configuration of a MN (mobile node) according to an embodiment
of the present invention.

[FIG. 3] is an illustration of one example of a
configuration of a reception node (management node) according
to an embodiment of the present invention.

[FIG. 4A] is an illustration of one example of a format
of a BU message according to an embodiment of the present
invention.

[FIG. 4B] is an illustration of one example of a
configurationof a home addressoptionof a BUmessage according
to an embodiment of the present invention.

[FIG. 4C] is an illustration of one example of a
configuration of a CoA option of a BU message according to
an embodiment of the present invention.

[FIG. 4D] is an illustration of one example of a
configuration of a MNP option of a BU message according to
an embodiment of the present invention.

[FIG. 4E] is an.illustration of one example of a
configuration of a bindingmap option of a BUmessage according
to an embodimeﬁt of the present invention.

[FIG. 4F) is an illuétration of one example of a
configurationof asecurityverificationoptionof a BUmessage
according to an embodiment of the present invention.

[FIG. 5] isa flowchart showingone example of aprocessing
flow in a MN (mobile node) according to an embodiment of the

present invention.
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[FIG. 6] isaflowchart showingoneexample of aprocessing
flow in a receiver node (management node) according to an
embodiment of the present invention.

[FIG. 7A] is an illustration of one example of a
configuration of a network for explaining an embodiment of
the present invention.

[FIG. 7B] is a sequence chart showing one example of a
sequence of amessage in a network for explaining an embodiment
of the present invention.

[FIG. 8] is an illustration of one example of another
configuration of a network for explaining an embodiment of

the present invention.

BEST MODE FOR CARRYING OUT THE INVENTION

The present inventioninvolves signalingbetween a sender
node (forexample, mobilenode) andareceivernode (for example,
home agent) with respect to a BU message (which sometimes will
hereinafterberefefredtosimplyaseaBU)fortheregistration
of binding of a plurality of home addresses and/or a plurality
of CoAs. hlthedisclosureofthepneséntinvention,although
the sender node is assumed to be a mobile node, a person skilled
in the art would recognize that this is for the convenience
and simplicity of the description bf the present'invention
only. Inaddition, apersonskilledinthe art wouldrecognize
that the term “mobile node” signifies a mobile host made to

operate under the mobile IPv6 protocol or a mobile router made
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to operate under the NEMO Basic Support Protocol. According
to the present invention, there are threemethods each of which
can enable the registration of a plurality of home addresses
through the use of only one BU message. |

The first method is for a plurality of home addresses
to be manually configured as being linked with each other.
That is, a receiver node (for example, home agent) generates
a list of home addresses linked with a predetermined home
address of the plurality of home addresses. This signifies
that, at a receiver node (for example, home_agent) of a BU
message, a special configurationoptionisgivensoastoallow
amanager tolinkaplurality of home addresseswith eachother.
In a case in which the home addresses are linked with each
other, upon receipt of a BU including a binding registration
of a certain home address, the home addresses linked with each

other are updated simultaneously with the same information

‘included in the received BU message. That is, according to

an embodiment of the present invention, a single BU message
is used for the registration of bindings for a plurality of
home addresses, thus achieving the object of the present
invention.

The second method is such that a mobile node transmits
a first BU message informing a receiver node of a 1ist of home
addresses linked with each other. That is, the mobile node
generates a list of the home addresses linked with a

predetermined home address of a plurality of home addresses
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andtransmits thegeneratedlistinastateincludedinamessage
(BU message) to be transmitted in the first place. Following
this, when a BU message including the binding registration
at a certain home address occurs continuously, it also applies
to all the addresses linked with this home address. This
depends upon indefinite continuation, a clear statement of
a valid term of a 1link in a first BU message by a mobile node
or a future transmission of a BU message indicative of the
cancellation of a link by a mobile node.

In the above-mentioned two methods, the 1ink of the home
addresses can take one way>or two ways. This signifies that
the link is set up in a manner such that the first home address
is liﬁked with the second home address so that the binding
is also applied to the first home address only when the binding
registration is receivea with respect to the second home
address. However, when the binding registration is received
in conjunction with the first home address, the binding is
not applied to the second home address. This means one-way
linkage. On the other hand, a two-way linkage signifies that
the binding registration received in conjunction with one of
the home addresses linked with each other is also applicable
to the other linked home addresses.

The third method is such that a mobile node uses a set
cf options in a single BU message so as to specify a plurality
of bindings. This is a versatile and flexible method, which

will be mentioned in detail later. A person skilled in the
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art would recognize that the above-mentioned three methods
can be implemented.in an embodiment which will hereinafter
be described. |

Secondly, a detailed description will be given of a
receiver node and mobile node with respect to a BU message
which carries out the present invention.

FIG. 2 shows one example of a functional configuration
200 of a mobile node. The functional configuration 200
includesoneorapluralityofnetworkinterfaces 210, arouting
module 220, a routing table 225, a mobility management module
230 and a BU generator 235. The network interface 210 serves
as a functional block includiﬁg all hardware and software
needed for the mobile node {which corresponds to the
above-mentioned transmission means, for example, which
transmits a generated BU message to a receiver node) for
communicating with other node through a certain communication
means. Using terminology well known among relevant
technologies, the network interface 210 is expressed as
communication element, firmware, driver and communication
protocol of layer 1 (physical layer) and léyer 2 (data link
layer).

The routing module 220 handles all the determination as
to how to route a packet (corresponding to the above—mentibned
router determining means, for example, determining a route
at the reception or transmission of a packet). Using

terminology well known among relevant technologies, the
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routingmodule 220 is expressed as anentityof layer 3 (network
layer) such as internet protocol version4or 6. For assisting
the determination within the routing module 220, the routing
tabie 225 includés a rule(s) for managing the routing of a
packet (corresponding to the aforesaid route table).

Preferably, the routing table 225 includes a list of
routing entries, and each of the routing entries specifies
the network interface 210 allowing a packet to pass on the
basis of an address of the next hop node and/or a destination
address seen from a'packet, a source address or other
information. Asignal/datapath272allowsthe routingmodule
220 to update entries in the routing table 225 and extracts
the entries from the routing table 225. A signal/data path
270 allows the routing module 220 to receive a packet from
the network interface 210 and transfer a packet to the network
interface 210.

The mobility management module 230 is for managing the
mobility of the mobile node (corresponding to the aforesaid
mobility managing means). This signifies that the mobility
management module 230 implements themobile IPv6 protocol when
the mobile node is a mobile host while carrying out the NEMO
Basic Support Protocol if the mobile node is a mobile router.
Themobilitymanagement module 230 also conduct the processing
onamessagerelatedtothemobilitymanagement. Forassisting
themobilitymanagement module 230, the BUgenerator 235 serves

as a sub-module made to generate the contents of a BU message
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to be sent to home agents (or CNs) (corresponding to the
aforesaid message generating means, for example, generating
a single meésage (BU message) including information needed
for the registrationof, for example, the changed address (CoA
or the like) in a management node (receiver node) in a state
associated with a plurality of home addresses).

As will be mentioned later, the BU generator 235 is a
main functional block provided in the present invention. A
signal/data path 278 allows the mobility management module
230 to inform the BU generator 235 of information needed for
the generation of a BUmessage. A signal/data path 276 allows
the mobility management module 230 to read out or correct
routing entries froﬁ the routing table 225.according to the
mobility of the mobile node. A signal/data path 274 allows
packets to pass between the mobility management module 230
and the routing table 220.

FIG. 3 shows one example of a functional configuration
300 of a receiver node (home agent or the like) of BU. The
functional configuration 300 includes one or a plurality of
network interfaces 310, a routing module 320, a routing table
325, a BU processing module 330, a binding cache 335 and an
HoA link table 340. The network interface 310 is a functional
block includingall hardware and software needed for a receiver
node for the communication with other nodes through a certain
communication means (corresponding to the aforesaid

communication means made to make communications with the
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external (mobile node or the like)). Using terminology well
known among relevant technologies, the‘network interface 310
is expressed as communication element, firmware, driver and
communication protocol of layer 1 (physical layer) and layer
2 (data link layer).

The routing module 320 handles all the determination as
to how to route a packet (corresponding to the above-mentioned
router détermining means, for example, determining a route
at the reception or traﬁsmission of a packet). Using
terminology well known among relevant technologies, the
routingmodule 320 is expressedas anentityof layer 3 (network
layer) such as internet protocol version4 or 6. For assisting
the determination.within-the routing module 320, the routing
table 325 includes a rule(s) for managing the routing of a
packet (correspondingtotheaforesaidroutetable, forexample,
includinga rule(s) tobe used by the route determiningmeans) .

Preferably, the routing table 325 includes a list of
routing entries, and each of the routing entries specifies
the network interface 310 allowing a packet to pass on the
basis of an address of the next hop node and/or a destination
address seen from a packet, a source address or other
information. Asignal/datapath372allowsthe routingmodule
320 to update entries in the routing table 325 and extracts
the entries from the routing table 325. A signal/data path
370 allows the routing module 320 to receive a packet from

the network interface 310 and transfer a packet to the network
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interface 310.

TheBUprocessingmodule33QisforprocessingaBUnessage
fromthemobilenode (correspondingtotheaforesaidprocessing
means, and processing a received message (BUmessage)). This
signifies that the BU processing module 330 carries out a
function of a home agent or a CN specified by the mobile IPv6
or NEMI Basic Support Protocol. A mobility related message
received by the routing module 320 is handed over through a
signal/datapath374 totheBUprocessingmodule 330. Moreover,
the same path is used when there is a need for the BU processing
module 330 to transmit the mobility related message through
thé routiﬁg module 320.

The HoA link table 340 is an optional part of the function
configuration 300 (correspondingtothe aforesaid home address
storing means, and storing a list of home addresses linked
with a predetermined home address). The HoA link table 340
is needed when a receiver node permits home addresses to be
placed intoalinkedcondition so that thebinding registration
at one home address is applicable to the other home addresses
to be linked therewith. The HoA link table 340 stores such
a linkage. A signal path 382 allows a manager to manually
forma linkage of home address. A signal/data path 380 allows
the BU processing module 330 to store the linkage of the home
addresses in the HoA link table 340 and to collect link
information from the HoA link table 340.

The binding of home addresses to CoAs of mobile nodes
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is stored in the binding cache 335 (corresponding to the
aforesaid binding storing means, and storing home addresses
anddestination addresses of mobile nodes in a state associated
with each other). The BU processing module 330 updates the
binding cache 335 through the signal/data path 378. If a new
binding and an establishment of a two-way tunnel take place,
the BU processing module 330 is required to modify the routing
entries in the routing table 325. This is provided through
the signal/data path 376. Whenever the BU processing module
330 updates the binding cache 335, it needs to check whether
or not the home address to be updated has a linkage in the
HoA link table 340. If a linkage exists, likewise, there is
a need to update the entries in the binding cache 335 having
the home addresses linked with the aforesaid home address.

The preferred configuration according to the present
invention has been described above. Secondly, a description
will be given hereinbelow of formats of messages to be used
in the present invention. A person skilled in the art would
recognize that themessage formats tobe described hereinbelow
arecompatiblewithcurrentlyprevailingmessageformatsusea
in the relevant technical fields. However, a person skilled
in the art would appreciate that the present invention is not
limited to these exemplary message formats.

FIG. 4A is an illustration of a format of a BU message
400 to be transmitted from a sender node to a receiver node

according to a preferred embodiment of the present invention.
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A source address field 401 includes an address of a sender
node (for example, CoA of the mobile node), a destination
address field 402 includes an address of a receiver node (for
example, address of the home agent or the CN). These are
portionsof the standardIPv6header. AHoAdestinationoption
field 404 is a special option of an IPv6 destination opfion
header. It is used for notifying the actual home address of
a sender node to the receiver node. A next header type field
406 is indicative of the type of a header subsequent to the
current one. This is used by the receiver node at the
processing on a receivédxnessage for the determination of the
type of a header to be processed next. The message 400.is
a BU message and, hence, it includes a mobility header 410.
The mobility header 410 follows the next header type field
406 including a number indicating that the next header is a
mobility header.

The mobility header 410 includes a header length field
411 indicative of a total length of the header and é ME type
field 412 indicative of a type of a mobility message. The
value contained in the MH type field 412 depicts a BU message.
The mobility header 410 further includes a sequence number
field 413, a flag field 414 and a lifetimé field 415. The
sequence number field 413 is used for the synchronization
between a BU message and a binding acknowledgment message.
The flag field,414 is composed of a series of bits including

a bit of “1” or “0” indicative of the setting or clearing (no
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establishment) of a special flag. For example, the setting
of a special bit informing a receiver that a sender is a mobile
router while the clearing of the special bit informs the
receiver that the binding acknowledgment is unnecessary. The
lifetime field415isindicativeofthevalidtermof thebinding
specified in the BU message 400. The actual binding |
information is contained in an option inserted into the
mobility header 410.

According to the present invention, a plurality'of home
addresses and/or a plurality of CoAs are specified in a single
BU message. An embodiment of the present iﬁvention uses new
mobility header options (home address option 420, binding map
option .450, secufity verification option 460). Other
possible options are a CoR option 430 and a MNP option 440.

The home address option 420, as.shown in FIG. 4B, is for
communicating an additional home address to the binding. 1In
an embodiment of the present invention, it is possible that
zero, one ormore home address options 420 exist in a BUmessage.
If no home address option 420 exists in the BU message, a
plurality of home addresses are not put to use. In this case,
the home address used in the binding is acquired from the HoA
destination option 404 in the other headers of the message
(packet) 400. The home address option 420 includes an option -
typefield 421 indicatingthisoptionasthehome address option
420, an option length field 422 indicative of a size of this

option and a home address field 423 including a home address.
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According to an embodiment of the present invention, each
of the home address options 420 includes only one home address.
When a plurality of home addresses are used in binding, a
plurality of home address options 420 are inserted into a BU
message. A person skilled in the art Qould recognize that
the home address option 420 can be configured to contain an
array of the home address fields 423, that is, one or more
home addresses can be put in a single home addréss option 420.
In addition, a person skilled in the art would recognize that
other fields, such as p-reference, priority or home address
identification number, which are not mentioned herein, can
be put in the home address option 420. This does not affect
the scope or ambit of the present invention.

The CoA option 430 shown in FIG. 4C is for communicating
an additional CoA to the binding. In an embodiment of the
present invention, it is possible that zéro, one or more CoA
options 430 exist in a BUmessage. If no CoA coption 430 exists
in the BU message, a plurality of CoAs is not put to use. 1In
this case, the CoA used in the binding is acquired from the
source address field 401 in the other headers of the message
(packet) 400. TheCoAoption 430 includes anoptiontype field
431 indicating this option as the CoA option 430, an option

length field 432 indicative of a size of this option and a’

CoA field 433 including a CoA.

According to an embodiment of the present invention, each

of the CoA options 430 includes only one CoA. When aplurality
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of CoAs is used in binding, a plurality of CoA options 430
is inserted into a BU message. A person skilled in the art
would recognize that the CoA option 430 can be configured to
contain an array of the CoA fields 433, that is, one or more
CoAs can be put in a single CoA option 430. 1In éddition, a
person skilled in the art would recognize that other fields;
such as preference, priority or CoA identification number,
which are not mentioned herein, can be put in the CoA option
430. This does not affect the scope or ambit of the present
invention.

A mobile network prefix (MNP) option 440 shown in FIG.
4D is for notifying a MNP related to binding. This is used
in a case in which the sender of th.e BU message 400 is a mobile
router. According to an embodiment of the present invention,
zero, one or more MNP options 440 can exist in the BU message.
If no MNP option 440 exists in the BU message, the actual MNP
that is allocated to the sendingmobile router may be determind
by the receiving home agent using other meané (such as
staticallyconfigured). TheMNPoption 440 includesanoption
type field 441 indicating this optionas a MNP option, anoption
length field 442 indicative of a size of this option, a prefix
length field 443 indicative of the number of significant bits
in a MNP, and amobile network prefix (MNP) field 444 including
a MNP.

According toan embodiment of the present invention, each

of the MNP options 440 includes only one MNP. When a plurality
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of MNPs is used in binding, a plurality of MNP options 440
is inserted into a Bﬁ message. A person skilled in the art
would recognize that the MNP option 440 can be configured to
contain an array of the prefix length fields 443, that is,
one or more MNPs can be put in a single MNP option 440. 1In
addition, a person skilled in the art would recognize that
other fields, such as preference, priority or MNP
identification number, which are not mentioned herein, can
be put in the MNP option 440. This does not affect the scope
or ambit of the present invention.

A binding map option 450, as shown in FIG. 4E, indicates
how each of a plurality of home addresses specified in the
BU message 400 is bound to the other information notified by
the BU niessage 400. According to an embodiment of the present
invention, each binding map oﬁtion 450 to be used binds each
typeof information (CoAorMNP) toapluralityof home addresses.
It is possible that zero, one or more binding map options 450
exists in a BU message.

If the BU message includes a plurality of home addresses
without any binding map option 450, a receiver can assume that
all information are bound to each of the home addresses
specified in the BU message. The binding map option 450
includes an gption type field 451 indicating this option as
a binding map option, an option length field 452 indicative
of a size of this option, a flag field.453 indicative of the

contents of information bound to the home address and a bit
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map filed 454 including the actual binding matrix.

A description will be given hereinbelow of an exemplary
implementation in order to explain how the binding map option
450 works. Inthiscase,theflagfield453containsdifferent
bits, and these bits can be set or cleared for indicating thé
presence or absence of states. One of the bits in the flag
field 453 becomes a Cbit. When the C bit is set, it indicates
that the binding matrix specified in the bit map field 454
becomes CoA binding to home addresses. A N bit exists as
another bit in the flag field 453. The setting of the N bit
indicates that the binding matrix specified in the bit map
field 454 becomes MNP binding to home addresses.

A H bit exists as a further bit in the flag field 453.
When the H bit is set, the home address specified in the HoA
destination option 404 is handled as the first home address
and the home address specified in the first home address option
420 is handled as the second home address. On the other hand,
the H bit is cleared, the home address specified in the HoA
destination option 404 is ignored, and the home address
specified in the first home address dption.420 is handled as
the first home address and the home addréss specified in the
second home address option 420 is handled as the second home
address.

A S bit exists as a further bit in the flag field 453.
When the Sbit is set, the home address specified in the source

address field 401 is handled as the first CoA and the CoA
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specified in the first CoA option 430 is handled as the second
CoA. On the other hand, the Sbit is cleared, the home address
specified in the source address field 401 is ignored, and the
CoA specified in the first CoA option 430 is handled as the
first CoA and the CoA specified in the second CoA option 430
is handled as the second CoA.

A L bit exists asa preferable bit in the flag field 453.
When the L bit is set, the binding matrix specified in the
bit map matrix 454 is handled as a home address link matrix.
This is used in the receiver node for establishing a linkage
of home addresses. The receiver node puts (stores) link
information, specified in the bit map field 454, in the HoA
link table 340.

The bit map field 454 includes a mapping matrix
concatenated as a single consecutive bit string (which is a
mapping matrix indicative of how an address (CoA or the like)
afterchangedisboundtoeachofapluralityof home addresses).
For example, M home addresses are specified and a maximum of
N other parameters (the other parameters are CoAs and/or MNPs,
but not limited thereto) exist, where M and N are positive
integers). A single arrangement has M x N bits in total. 1In
this case, the first N bits in the bit map field 454 indicate
the parameters bound to the first home address, and the second
N bits in the bit map field 454 indicate the parameters bound
to the second home address.

A further preferred arrangement is a block of Nbits and,
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when the first bit of the block is set at “1”, it indicates

 that the first set of parameters is bound to the corresponding

home address while, when the first bit of the block is set
at “0”, it indicates that the first set of parameters is not
bound to the corresponding home address. Likewise, if the
second bit of the block is set at “1”, it indicates that the
second set of parameters is bound to the corresponding home
address while, when the second bit of the block is set at “0”,
it indicates that the second set of parameters is not bound
to the corresponding home address.

For a clear understanding of the present invention to
persons skilled in the art, the above-mentioned example will
be described in detail through the use of actual numerical
values. Let it be assumed that a BU message contains 3 home
addresses, 4 CoAs and 2MNPs. The flagfield 453 inthebinding
map option 450 indicates both the CoA and MNP specified in
the binding bit map. In this case, M= 3 and N = 4 (this is
because the number of CoAs is larger than the number of MNPs) .
Thus, the bit map field 454 includes 3 x 4 = 12 bits. Let
it be assumed that the bit string of the bit map field 454
is “110010010111".. |

At this time, the first block of 4 bits is “1100” which
indicates that the first and second CoAs and the first and
second MNPs are bound to the first home address. Moreover,
the second block of 4 bits is “1001” which indicates that the

first and fourth CoAs and the first MNP are bound to the second



10

15

20

25

WO 2008/013312 PCT/JP2007/065105

37

home address. Because there are only 2 MNPs, the last 2 bits
are ignored in the MNP. Still moreéver, the third block of
4 bits is “0111” which signifies that the second, third and
fourth CoAs and the second MNP are bound to the third home
address.

A person skilled in the art would recognize that the
above-mentioned example is a special arrangement for
explaining a case in which the first CoA and the first MNP
aré always bound to the same.set of home addresses and the
second CoA and the second MNP are always bound to thé same
setofhbmeaddresses. Thisisbecausethesamen@ppingmatrix
is allocated to a set of CoAs and a set of MNPs in the bit
map field 454 and the flag field 453 indicates that the binding
map option 450 contains the mapping for both the CoAs and MNPs.
In practice, this is not limited to that case.

In a case in which a set of CoAs and a set of MNPs have
different mapping matrixes, separate binding map options 450
are used, and a single binding map option 450 is used with
respect to each set of parameters. According to an embodiment
of the present invention, each binding map option 450 includes
only one binding matrix. It is obvious to a person skilléd
in the art that the binding map option 450 can be configured
to include an array of the flag fields 453 and an array of
the bit map fields 454, and it is possible that one or more
mapping matrixes are put in a single binding map option 450.

A security verification option 460, as shown in FIG. 4F,
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is forareceiver node to confirmthe authority and reliability
of a BUmessage 400. According to an embodiment of the present
invention, zeroorone securityverificationoption 460 exists
inaBUmessage. The security verificationoption460includes
an option type field 461 indicating this option as a security
verification option, an option length field 462 indicative
of a size of this option, a HoA bit map field 463 indicative
of a home address to be used for the security verification
and a checksum field 464 containing a cryptographic checksum
to be used for verifying the reliability on the basis of a
single home address.

The reason why the security verification option 460 is
necessary is that, in the mobile IPv6 or NEMO Basic Support,
the allocation of a home address to a mobile node is usually
conducted by a security key for the purpose of verification.
In fact, both the mobile IPv6 and NEMO Basic Support require
that a mobile node has a security association with its own
home agent for the protection of integrity of the BU message.

If the BUmessage contains a plurality of home addresses,
there is a need to check which of associated security keys
of home addresses should be used by the mobile node for the
protection of the binding update. One approach is to use all
the keys of all the home addresses for the protection of the
BU message. However, according to a conventional technique,
the security key to be used for the protection of a BU message

is usually associated with the home address specified in the
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HoA destination option 404. If one or more keys (for example,
due toaplurality of home addresses) are put touse, it confuses
the receiver and, consequentiy, the réceiver rejects the BU
message in error.

For eliminating this, an embodiment of the present
invention employs the security verificationoption 460. Each
of the keys associated with all the home addresses specified
in the BU message 400 is used for generating a cryptographic
checksum on the basis of the contents of the BU message. One
method for the generation of the checksum is to apply a hash
function to the contents of the BU message on the basis of
the security key associated with the home address.

Since the contents stored in the checksum field 464 are
not known before the application of the hash function, the
contents of the checksum field 464 is usually assumed to be
all zero at the calculation of the checksum. The receiver
node carries out the same method in order to verify the
reliability of a received BU message through the calculation
of the checksum based on the security key associated with each
home address. The contents of the checksum filed 464 are set
tobe all zero when the receiver node is calculating a checksum
for the arrival at the same hash value. The result of the
hash is compared with the received checksum field 464 for the
verification of reliability.

The HoA bit map field 463 in the security verification

option460isforindicatingakeyassociatedwithahome address
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to be used for the generation of a checksum. For example,

let it be assumed that the BU message 400 includes 3 home

addresses and the authentication is required with respect to
only the first and third home addresses (for example, only
the first and third home addresses have keys associated
therewith). In this case, the security verification option
460 includes a an HoA bit map field 463 having a bit string
of "101” and an array of 2 checksum fields 464. The bit string
of “101” in the HoA bit map field 463 indicates that only the
first and third home addresses are used for the authentication.
Théfirstchecksumfield464containsacmyptographicchecksum
generatedfromthesecﬁritykeyassociatedwiththefirsthome
address, and the second checksum field 464 contains a
cryptographic checksum generated from the security key
associated with the third home address.

In the above description, a person skilled in the art
would recognize that the security verification option 460 has
flexibility. Through the use of thé HoA bit map field 463,
a receiver can use selectively the security keys associated
with different sets of home addresses for the purpose of
authentication. This allows the mobile node to acquire two
home addresses from one ISP and one home address from the other
ISP. The first ISP can provide only one security key to two
home addresses, while the second ISP can offer the other key
to the third home éddress. Thus, by using the HoA bit map

field464, asillustratedthroughthe above-describedexample,
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the mobile node can provide selectively authentication
checksums for only the first and third home addresses.

According to an embodiment of the present invention, only
one security verification option 460 exists in one BU message.
However, a person skilled in the art would recognize that the
present invention canbe carried out by a plurality of security
verification options 460. Each of the security verification
options 460 includes a single checksum field 464. The HoA
bit map field 463 is not required in such cases. 1In fact,
the binding map optipn 450 uses each security verification
option 460 with respect to the corresponding home address.
It is possible that the security verification option 460 is
coﬁbihed\nith the home address option 420. 1In this case, the
checksum field 464 works in place of the home address option
420.

The above deséription has been made with respect to the
possible formats and contents of a BU message 400 which allows
a mobile node to register a plurality of home addresses and
about the flexibility of parameters associated with binding
of each home addreés. A person skilled in the art would
recognize that the same set of options could also be included
in a binding acknowledgment message to be sent by a receivei
node of the BU message in response to a binding registration.
This isparticularlyuseful when the receiver of the BUmessage
rejects acertainbinding. 1In suchcases, the receiver places

the rejected binding in a binding acknowledgment message.
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Instead, the receiver node can also specify, in the binding
acknowledgment message, thebindingacceptablebythereceiver
node.

Following the description of the formats and contents
ofmessagestobeusedinthepresentinvention,thépreparation
and processing on a message will be described hereinbelow.
Referring to a flow chart of FIG. 5, a deséription will be
givenhereinbelowofaflowof theprocessinginthe BUgenerator
235cfamobilenode forthepreparationof aBUmessageaccording
to an embodiment of the present invention. In a step 500,
first of all, the mobile node prepafes an empty BU message.
Inastep 510, each home address is inserted into the BUmessage
by use of a separate home address option. Subsequently, in
a step 520, each CoA is inserted into the BU message by use
of a separate CoA option. 1In a éase in which the mobile node
is a mobile router, as the operational flow advances through
a path 535 to a step 540 for inserting each MNP into the BU
message as a separate MNP option, then followed by a step 530.

Inacaseinwhichthemobile node is not themobile router,
or if no MNP to be registered exists, the operational flow
proceeds to the step 530 in which the actual binding for each
home address is specified in one or more binding map options
insertedintotheBUmessage (thebindingmapoptionisinserted
into the BU message). When needed, the BU generator 235
generates a checksum for each security key associated with

eachhome addressbasedonthe current contents of the BUmessage
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and inserts it as a security verification option into the BU
message as a step 550. Lastly, the BU message is transmitted
in a step 560.

FIG. 6 isa flowchart showing the processingona received
BU message in the BU processing module 330 of a receiver node
(for example, home agent). In a step 600, upon receipt of
a BU message, the BU processing module 330 analyzes the
respective options in the BU message. In a step 610, the BU
processing module 330 distributes the options to the paths
612 to 617 according to their option types (distribution
depending upon option types). If the option is a home address

option, the operational flow advances through the path 612

- to a step 620. 1In the step 620, a home address specified in

the home address option is extracted and put in a homeb address
list.

If the option is a CoA option, the operational flow
advances through.tﬁe path 613 to a step 630. In the step 630,
a CoA specified in the CoA option is extracted and put in a
CoA list. If the option is a MNP option; the operational flow
advances through the path 614 to a step 640. ' In the step 640,
a MNP specified in the MNP option is extracted and put in a
MNP list. When the option is a binding map option, the
operational flow proceeds thrbugh the path 615 to.a step 650.
In the step 650, a binding specified in the binding map option
is inspected and a parameter indicated thereby is bound to

each home address in the hcome address list.
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The binding is stored beside the home addresses in the
home address 1list. When the option is a securityverification
option, the operational flow proceeds through the path 616
to a step 660. In the step 660, the BU processing module 330
generates a checksum by use of a security key associated wi-th
anhome addressspecifiedintheHoAbitmapfieldofthesecurity
verification option, and in a step 665, it makes a comparison
between the generated checksum and a value stored in the
checksum field of the security verification option (confirm
whether or not the checksum is correct). If the checksumdoes
not agree with it, an error condition is reported in a step
670, and the BU message processing_then_comes to an end.

In the switching step 610, if an error occurs during the
processing on the current option in the BU message, the
operational flow proceeds through the path 617 to a step 670.
In the step 670, the error condition is reported, and the BU
message processing then comes to an end. In a case in which
the option processing terminates without occurrence of the
error, in a step 680, a check is made whether or not there
is a non-processed optiQn in the BU message. If the
non-processed option exists, the operational flow returns to
the step 610 for conducting the processing on the non-processed
option. If no non-processed option exists, the operational
flow goes to a step 690 to apply the binding stored in the
home address 1list to thebinding cache 335. Aithoughnotshown

in FIG. 6, in a case in which a receiver node carries out a
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home address link method according to the embodiment of the
present invention, when the binding cache 335 is updated in
the step 690, the BU processing module 330 looks into the HoA
link table 340 so as to check whether or not a linkage of home
address to be updated exists, and updates the home address
linked with the home address to be updated.

The point of the present invention has been described
above through the embodiment. Furthermore, a description
will be given hereinbelow of various scenarios where the
present invention can be put to use. First, consideration
is given to the corporate network as shown in FIG. 1A. A
plurality of home addresses is allocated to a mobile node
pertaining to one or more departments. In this example, the
mobile node is a laptop (portable computer) of a customer
support engineer (CSE) who needs to gain access to an
engineering department subnet 122 for reading a technical
document and needs to gain access to a sales department subnet
124 for retrieving customer information. The corporation
usually equips empioyee’s laptop with wireless ethernet
(registered trademark) and 3Gareanetwork access cards. When
the CSE goes away from the office, the employee’s laptop has
two home addresses and two CoAs. In addition, for security
reasons, the corporation requires security verification when
an external node attempts to register a home address. Still
additionally, each home address of the CSE is associated with

a separate security key.
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* In this case, a BU message to be transmitted from the
laptop of the CSE includes: two home address options, one for
each home address; two CoA options, one for each CoA; a binding
map option specifying a value of “1111” in a bit map field,
which indicates that both CoAs are bound to each home address;
and a security verification option containing two checksums,
one for each cryptographic hash generated from a security kéy
associated with eéch home address.

Secondly, consideration is given hereinbelow to a
residential network 104 described above with reference to FIG.
1B. In FIG. 1B, as mentioned above, the residential network
104 establishes a connection through two ISPs 106 and 108 to
a global network 100. Each of the ISPs hands over a single
networkprefixtxntheresidentialnetwork104,andthenetwork
prefix is managed by a home agent 114. In a case in which
a user has a mobile personal area network (PAN), two home
addresses and two MNPs are allocated to a mobile router in
the PAN. Let it be assumed that the mobile router has only
asinglewireless LAN (WLAN) interface. Whenthemobile router
goes away, the mobile router acquires only one CoA from an
access network with which the mobile router is currently in
connection. Since the residential network is relatively
unexacting in security, the home agent HA 114 only allocates
a security key, used at one of the two home addresses, to the
mobile router.

ABUmessage transmitted fromthemobile router includes:
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one home address option specifying one home address, with the
other home address being specifiedina HoAdestinationoption;
no CoA option (CoA in a source address filed is put to use);
two MNP options, one for each MNP; two binding map options,
the first being for definitely showing the binding of a CoA
in the bit map field containing a value of “11” for indicating
the CoA to be bound to both home addfessés and the second being
for definitely showing the binding of a MNP in the bit map
field containing a value of “1001” for indicating each MNP
to be boﬁnd to only each home address; and a security
verification option containing only one checksum for a
cryptographic hash generated from a security key.

A more detailed description will be given hereinbelow
of the ébove-mentioned PAN example for making clear one
advantage of the present invention. 1In this case, let it be
assumed that a plurality of mobile routérs, but not single,
exist in the PAN. For example, the mobile routers can be a
mobile phone or a personal digital assistant equipped with
a WLAN interface card. According to conventional techniques,
eachmobile router individually transfers its own BU to a home
agent. Onthe other hand, according to the present invention,
a plurality of home addresses is specified in a BU message.
That is, twomobile routers can insert their own bindings into
a single BU message to be transmitted to the home agent. This
results in suppressing a wasteful use of a precious wireless

bandwidth. Moreover, if a wireless access is charged, the
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cost is suppressible by inserting a separate BU message into
aéingleBUn@ssage. According to an embodiment of the present
invention, one or a plurality of mobile nodes can possess a
plurality of home addresses specified in a single BU message.
Thiswillbedescribedthroughtheuseof the followingexample.

FIG. 7A is an illustration of a scenario in which mobile
nodes MN 720, 722 and 724 move together and share one home
agent HA 710. These mobile nodes MN 720, 722 and 724 are
accessible through an access network 700 to a global
communication network 100. These mobile nodes MN 720, 722
and 724 can lie inall portions of a PAN. The present invention
allows a plurality of home addresses and a plurality of CoAs
to be specified in a single BU message and provides the
flexibilityonthespecificationof anypossibleconfiguration
of bindings among these addresses, and can suppress the
wasteful use of an uplink bandwidth by these mobile nodes by
inserting these BUs into a single message. With reference
toFIG.7B,adescriptionwillbegivenhereinbelmﬂofanwssage
sequence whereby this is achievable.

In FIG. 7B, the MN 720 has a function to transmit a BU
message to a HA 710. For acquiring the home addresses and

CoAs of the MN 722 and MN 724, the MN 720 first broadcasts

- a binding synchronization (BSync) message 740 to the MN 722

and the MN 724. The BSync message 740 is for making a request
to each of receivers for a response in which the home addresses

and CoAs thereof and other binding parameters (such as MNPs)
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are included in a binding synchronization response (BSyncRes)
message 744 to the 'sender. The communications between the
mobilenodesaremadethroughtheuseofseparatecommunication
means (Bluetooth (registered trademark), InfraRed, other

types'df the PAN technology, or the like). Alternatively;
it is conducted through communication means available in the
access network 700.

Upon receipt of the BSync message 740, the MN 722 and
the MN 724 make responses by transmitting BSYNCRes messages
742 and 744, respectively, to the MN 720. Thé MN 720
incorporates the binding information into a single BU message
tobe transmitted to the HA710. If the HA 710 does not rerquire
the security verification, the BU message 754 is transmitted
immediately (without requiring messages 746 to 752). When
it requires the security verification, two situations are
conceivable. The first situation is that the MN 720 actually
provides data for securityverificationby using security keys
for the MN 722 and the MN 724. For example, this situation
takes place when three mobile nodes are tightly associated
in a personal network in view of security or the like.

In this case, there is no need for messages 746 to 752,
so the MN 720 can transmit the BU message 754 immediately.
The second situation is that, although the security
verification is necessary, each of the mobile nodes has its
own security key. This can occur in a scenario such as a team

of corporate users. In this case, the MN 720 is required to
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make a request to the other mobile node for a supply of a
cryptographic checksum in the BU message. This depends on
binding security (BSec) messages 746, 750 andbinding security
response (BSecRes) messages 748, 752.

Inthe example shownin FIG. 7B, the MN 720 first transmits
a BU message to the MNA722 through the use of a BSec message
746. This allows the MN 722 to generate a checksum on the
basis of the contents of the BU message and to transmit the
checksumthroughthe BSecResmessage 748. TheMN720transmits
the BUmessage to the MN 724 through the use of the BSec message
750 at thistime. Thisallows theMN 724 togenerate a checksum
on the basis of the contents of the BU message and to transmit
the checksum through the use of the BSecRes message 752. A
person skilled in the art would recognize that the MN 720
transmits the same BSec message simultaneously to the MN 722
and the MN 724 (preferably, transmitting it through the use
of a broadcast message). As described above in the present
invention, the generation of the security checksum is for
ignoring the values of the other security checksums in the
BUmessage. Thus, itallowstheMN722andtheMN724togenerate
their own checksums independently.

When,the MN 720 receives the BSecRes message, the MN 720
can transmit the BU message 754 t§ the HA 710. After
incorporating the binding information into the BU message,
theHA7lOcahmakearesponseinancptionalmannerbyakﬁnding

acknowledgment (BAck) message 756. The MN 720 can optionally
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relay the acknowledgment message to the MN 722 and the MN 724

vby broadcasting BAck message 758 to inform the other mobile

nodes of the status of their respectivebinding registrations.

For the application of the present invention in the
examples shown in FIGs. 7A and 7B, the mobile nodes usually
bind their own CoAs to their own home addresses. That is,
it is conceivable that the BU message 754 includes: three home
address options for the home addresses of the MN 720, the MN
722 and the MN 724; three CoA options for the CoAs of the MN
720, the MN 722 and the MN 724; a binding map option specifying
the values of “100”, “010” and “001” in the bit map field,
which indicate that the first CoA is bound to the first home
address, the second CoA is bound to the second home address
and the third CoA is bound to the third home address; and a
security verification option including three checksums for
cryptographic hashes génerated.fron1security'keys associated
with the home éddresses.

A characteristic application of the present invention
is when mobile nodes co-operate further to relay packets for
each other. InFIGs. 7A and 7B, the BUmessage 754 can include
the values of “111”, “111” and “111” in the bit map field of
the binding map option, which indicates that all the three
CoAs areboundto all the three home addresses. This signifies
that three mobile nodes share their own CoAs. When the MN
720receivesapacketthroughitsownCoA,thefinaldestinatién

is not the MN 720, but it is the home addresses of the MN 722
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or the MN 724. This is because the CoA of each of the mobile
nodes is bound to the home addresses of all the mobile nodes.
Inthis case, themobile nodes transfer packets to the actually
intended destination mobile nodes.

This provides advantages. The first advantage is that
eachmobile node has analternate arrival path, and the arrival
is accomplished through a global network, which enhances the
reliability of communication by the mobile nodes. The other
advantage is of importance and is that the mobile nodes lie
within an access network, which regulates the quantities of
bandwidths distributed.to the respective mobile nodes (for
the purpose of the guarantee of QoS or the saving of cost).
Let it be assumed that a bandwidth of a maximum of 64 kbps
is distributed to each of the mobile nodes. In a manner such
that all the three CoAs are bound to all the home addresses,
three separate channels of 64 kbps can be aggregated into a
single 192-kbps channel. Whenacertainmobilenodeusestheir
CoAs, the channels distributed to the other mobile nodes are
usable for the temporary enhancement of the bandwidth.

Another application of the present invention is in the
field of local mobility management. This will be described
hereinbelow with reference to FIG. 8. In this case, an access
network domain 800 is in connectionwith a global communication
network 100 such as the internet. Intheaccessngtworkdomain
800, there lie a plurality of access routers (corresponding

to the above-mentioned plurality of access routers) 820, 822



10

15

20

25

WO 2008/013312 PCT/JP2007/065105

53

and 824 located for amobile node to be accessible to the global

communicationnetwork 100. The present invention employs the

‘access network domain 800 in which a given mobile node MN 850

roaming therein does not require a change of address, and no
need exists for a change of address even if a large number
of access routers subjected to switching lie in the access .
network domain 800. This is known in the relevant technical
fields as the local mobility management.

A description will be given hereinbelow of a preferred
method for achieving this. The access router 820 is composed
of an access router AR 840 and a proxy mobile node (PMN;
corresponding to the above-mentioned proxy node) 830, the
access router 822 is composed of an access router AR 842 and
a proxy mobile node 832, and the access router 824 is composed
of an access router AR 844 and a proxy mobile node 834. Each
of the ARs 840, 842 and 844 fulfills a function as an access
router so as to gain access to a mobile node roaming within
the access network domain 800. Each of the PMNs 830, 832 and
834 acts as a proxy for each mobile node and pertains to the
corresponding access router 820, 822 or 824. When a mobile
node, for example, the MN 850, first enters the access network
domain 800, it configures a CoA on the basis of a prefix given
by an access router.

This CoA is captured by an access router, for example,
the PMN 830 of the access router 820, and the MN 850 is connected

thereto. With respect to the PMN 830, it is handled as a home
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address (which will hereinafter be referred to as a “proxy
home address” for avoiding confusion). The PMN 830 transmits
a BU to a local HA 810 located within the access network domain
800, thereby binding this proxy home address to the address
of the access router 820. The presence of the HA 810 and the
binding are transparent to the MN 850 because of the operation
by the PMN 830. |

In a case in which the MN 850 moves to another access
router, for example, to the access router 822, the PMN 832
of the access router 822 detects this connection therewith
and takes over the proxy on this “proxy home address”. The
PMN 832 transmits a BU to the HA 810, thereby carrying out
the processing tobind this “proxy home address” to the address
of the access router 822. A packet transmitted to the CoA
(for example, “proxy home address”) of the MN 850 according
to this method is delivered to a PMN of an access router to
which the MN 850 pertains. The local mobility management is
achievable in this way.

A person skilled in the art would recognize that many

. mobile nodes roaming within an access network domain and, at

this time, a plurality of mobile nodes can be connected to
a single access router. In this case, the PMNs 830, 832 and
834 manage a plurality of proxy home addresses. 1In the case
cf the employment of the conventional technique, the PMN is
required to transmit a plurality of BUs, one for each proxy

home address. EachBUactually contains the same “CoA”, which
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istheaddressofzﬁlaccessrouter. In the present invention,
the PMNs 830, 832 and 834 can transmit only one BU message
indicating that a plurality of proxy home addresses are bound
to a single address of the access router, which enables a
considerable reduction in use of’bandwidth. The
above-described example shows another significant mode of the
present invention. According to an embodiment of the present
invention, the sender node of the BU message does not
necessarily own any of the home addresses specified in the
BU message. This is because the sender node of BU message
registers informasion on one or a plurality of mobile nodes
in the BU message for these mobile nodes and transmits it.

A'person skilled in the art would appreciate that she
nodes described above may be referred tb using other
terminoclogies. For instance, sometimes the AR 820 (and its
PMN component 830) is referred to as a Mobility Access Gateway
(MAG) and the local home agent 810 is réferred to as a Local
Mobility Anchor (LMA).

In another example related to the local mobility
management scenario illustrated in FIG. 8, the use of the
binding map option 450 permits access routers in the access
network domain 800 to set routing rules at local HA 810. MN
850 may be a multi-interface mobile node. Thus, MN 850 can
be connected simultaneously to a plurality of access routers.
With simultaneous connection in the access network domain 800,

it is highly possible for MN 850 to use multiple addresses
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(e.g. HoA) for communication. For example, MN 850 uses HoAl
via access router 820 for a file transfer session with a file
server located in global communicaticn network 100.
Concurrently, MN 850 uses HoA2 via access router 822 for‘a
voice session with another mobile node located in global
communication network 100. Both HoAl and HoA2 are stored as
routing entries at local HA 810. Now, MN 850 wants to control
how packets are routed to it within access network domain 800.
For example, MN 850 is having a video conferencing session
with another mobile node using HoA2. Howe&ér, MN 850 is
experiencing a significant delay for the video session. This
could be due to the fact that access router 822 is currently
serving too many mobile nodes and thus is delaying the routing
of MN 850 packets. Therefore MN 850 wishes to offload most
of its traffic via access router 822 to access router 820.
In such an event, MN 850 would prefer to have the video
session transfer over to HoARl. Thus, MN 850 sends a bitmap
value of "10", 10" to access router 820. An example of this
bitmap is that MN 850 maps its HoAs to the identification of
access routers that it has connection with in access network
domain 800. Therefore, the first value of "10" implies that
MN 850 wants trafficwithdestination address HoAl to be routed
via access router 820. Similarly, the second value of "10"
implies that MN 850 wants traffic with destination address
HoA2 to be routed via access router 820. .With knowledge of

such routingpreferences for MN 850, access router 820 includes
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the bitmap defined by MN 850 in the binding map -option 450
of BU 400. Access router 820 forwards BU 400 to HA 810 which
wouldallowHA 810 touse the routing rules defined when routing
packets destined to MN 850.

The network-based local mobility management protocol
example described above also provides an additional situation
where a mobile node would have multiple home addresses. One
situation is when network domain 800 in FIG. 8 is also the
home network of the muitiple—interfaced MN 850. Then, based
onthe previousdescription, MN 850 would obtain two addresses,
one for each interface. When MN 850 roams out of the network
domain 800, it canthen send a BUmessage that binds itsmultiple
home addresses to its care-of address(es) as described the
main embodiment of the present invention. This is not
restricted to multiple interfaced mobile node only. In some
proposals of local mobility management, each mobile node is
assigned an entire unique prefix. Thus, any mobile node can
configure multiple home addresses from that unique prefix.

A person skiiled in the art would recognize that the
presentinventionisalsoapplicabletoahierarchicalmobility
management. In the hierarchical mobility management, each
mobile node can acquire a regional CoA from an entity known
as a MAP (Mobility Anchor Point). This regional CoA is a CoA
tobebound to the home address in a BUmessage tobe transmitted
to a home agent. When the mobile node roams in the domain

of the MAP, the regional CoA does not vary, but only a local
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CoA varies. There is a need»for this local CoA to be bound
to the regional CoA in a manner such that a BU message is
transmitted to the MAP. For the present invention, a person
skilled in the art would recognize that a mobile node is usable
inasysteminwhichapluralityof regional CoAscanbe specified
in a single BU message to be transmitted to MAP.

Although the present invention has been described by the
embodiment which is conceivable to be the most practical and
preferable, a person skilled in the art would recognize that
all changes and modifications can be made in details of
configuration and parameters without constituting departures
from the spirit and scope of the invention.

Each functional block used in the explanations of
embodiment of the present embodiment, described above, can
berealizedasalargescaleintegration (LSI) thatistypically
an integrated circuit. Each functional block can be
individually formed into a single chip. Alternatively, some
or all of the functional blocks can be included and formed
into a single chip. Although referred to here as the LSI,
depending on differences in integration, the integrated
circuit can be referred to as the intégrated circuit (IC),
a system LSI, a super LSI, or an ultra LSI. The method of
forming the integrated circuit is not limited to LSI and can
be actualized by a dedicated circuit or a general-purpose
processor. A field programmable gate array (FPGA) that can

be programmed after LSI manufacturing or a reconfigurable



10

15

20

WO 2008/013312 PCT/JP2007/065105

59

processor of which connections and settings of the circuit
cells within the LSI éan be reconfigured can be used.
Furthermore, if atechnology for formingthe integratedcircuit
that canreplacelSIisintroducedasaresultof theadvancement
of semiconductor technology or a different derivative
technology, the integration of the functional blocks can
naturally'be performed using the technology. For éxample,

the application of biotechnology is a possibility.

INDUSTRIAL APPLICABILITY

An address updating method, and a mobile node, a proxy
node and a management node for use in this method can transmit
aBUmessagewhile suppressingthewasteful useof thebandwidth
even if a mobile node has a plurality of home addresses and
aplurality of CoAs, and it is useful for a destination address
updating method for a mobile node, and a mobile node, a proxy
node and a management node for use in this method in a
communication systemwhich is designed tomanage a hoﬁe address
allocated to a mobile node and a destination address‘of the

mobile node associated with each other.
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CLAIMS

1. An address updating method of updating an address of a
destination of amobile node in a communication system in which
themobilenode transmits amessagenotifyinga changedaddress
afterchangedduetonmvementoftheﬁwbilenodetoanwnagement
node made to manage a home address allocated to the mobile
node and an address of a destination of the mobile node in
a state associated with each other and the management node
updates the address of the destination of the mobile node under
ménagement on the basis of the message; the management node
being made to allocate a plurélity of Home addresses to the
mobile node, comprising:

a step in which the mobile node generates a single the
message including information.needed.for registration of the
changed address in the management node in a state associated
with the plurality of home addresses and transmits the
generated message to the management node; and

a step in which the management node updétes the address
of thedestinationof themobilenodeonthebasisof thereceived

message.

2. The address updatingmethod according toclaiml, wherein
the management node generates a 1ist of home addresses linked
with a predetermined home address of the plurality of home

addresses and updates the address of the destination of the
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mobile node on the basis of the generated list and the message.

3. The address updatingmethod according toclaiml, wherein
the mobile node generates a list ‘of home addresses linked with
apredetermined home address of theplurality of home addresses
and transmits the generated list in a state included in the

message to be first transmitted.

4. The address updatingmethod according toclaiml, wherein
the mobile node puts the plurality of home addresses in the

message.

5. The address updatingmethod according toclaim4, wherein
the mobile node puts, in the message, a bit map including a
mapping matrix indicative of a state of binding of the changed

address to each of the plurality of home address.

6. The address updatingmethod according toclaim4, wherein
the mobile node generates a checksum for verifying the

reliability of the message on the basis of a cryptographic
key associated with a home address ahd puts the generated

checksum in the message.

7. A mobile node for use in a communication system in which
themobile node transmits amessage notifyinga changed address

after changed due tomovement of themobile node to a management
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node made to manage a home address allocated to the mobile
node and an addiess of a destination of the mobile node in
a state associated with each other and the management node
updates the address of the destination of the mobile node under
management on the basis of the message, the management nqde
being made to allocate a plurality of home addresses to the
mobile node, comprising:

message generating means for generating a single the
message including information needed for registration of the
changed address in the management node in a state associated
with the plurality of home addresses; and

transmission means for transmitting the generated

message to the management node.

8. The mobile node accordingtoclaim7, further comprising:

route determining means for determining a route when the
mobile node further receives or transmits a packet;

a route table including a rule to be taken by the route
determining means; and

mobility managing means for managing a mobility of the

mobile node.

9. A management node for use in a communication system in
which a mobile node transmits a message notifying a changed

address after changed due to movement of the mobile node to

the management node made to manage a home address allocated
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to themobile node and an address of a destination of the mobile
node in a state associated with each other and the management
node updates the address of the destination of the mobile node
under management on the basis of the message, the management
node being made to allocate a plurality of home addresses to
the mobile node, comprising:

communication means for making a communication with
external;

route deterhining means for determining a route at
reception or transmission of a packet;

a route table including a rule to be taken by the route
determining means;

processing means for processing the message received;

binding storing means for storing the home address and
the address of the destination of the mobile node in a state
associated with each other; and

home address storing means for storing a list of home

addresses linked with a predetermined home address.

10. The ménagement mode according to claim 9, wherein hte
processing means generates a list of home addresses linked

with the predetermined home address.

11. An address updating method of updating an address of a
destination of a mobile node in a communication system

including a plurality of mobile nodes and a management node
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made tomanage a home address allocated toeach of theplurality
of mobile nodes and an address of’a.destination of the mobile
node corresponding to the home addreés in a state associated
witheachdthersothatthenmnagementnodeupdatestheaddress
of the destination of the mobile node, managed in the state
associated, on the basis of a message notifying a changed
address after changed due to movement of the mobile node,
comprising:

a step in which a predetermined mobile node of the
plurality of mobile nodes generates a single the message
including the home addresses allocated to the other mobile
nodes and the changed address after changed due to the movement
and transmits the generated message to the management node;
and

astep:hlwhichthenanagementnodeupdatestheaddresses
of the destinations of the pluralify'ofznobile nodes, managed

in state associated, on the basis of the received message.

12. Theaddressupdatingmethodaccordingtoclaimll, further
comprising a step in which the predetermined mobile node

transmits, to the othe:xnobile nodes, a message for acquiring
the home addresses allocated to the other mobile nodes and

the changed address after changed due to the movement.

13. Amobilenode for use in a communication system including

apluralityofmobile nodes and a management node made to manage
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a home address allocated to each of the plurality of mobile
nodes and an address of a destination of the mobile node
cérresponding to the home address in a state associated with
each other so that the management node updates‘the address
of the destination of the mobile node, managed in the state
associated, on the basis of a message notifying a changed
address after changed due to movement of the mobile node,
comprising:

message generating means for generating a single the
message including the home addresses allocated to the other
mobile nodesother thanthismobile node and the changed address
after changed due to the movement; and

transmission means for transmitting the generated

message to the management node.

14. A management node for use in a communication system

including a plurality of mobile nodes and the management node
madetonmnageahomeaddressallocatedtoeachoftheplufality
of mobile nodes and an address of a destination of the mobile
node corresponding to the home address in a state associated
with each other so that the management node updates the address

of the destination of the mobile node, managed in the state

associated, on the basis of a message notifying a changed

~address after changed due to movement of the mobile node,

comprising:

communication means for receiving the message
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transmitted from a predetermined mbbile node of the plurality
of’mobilé node and including the home addresses allocated to
fhe other mobile nodes and the changed address after change
due to the movement; and

processing means for updating the addresses of the
destinations of the plurality of mobile nodes managed in a

state associated, on the basis of the received message.

15. An addréss updating method in a communication system
including a plurality of mobile nodes, a plurality of access
routerstowhichproxynodesoperatingasproxies for themobile
nodes pertain and which are used when the mobile nodes have
access to an external network and aimanagement node which
manages addresses of the access routers and the addresses of
the mobile nodes connected to the access routers in a state
associated with each other so that the management node updates
the addresses of the mobile nodes connected to the access
routers, managed in the state associated, on the basis of a
message nbtifying the addresses of the mobile nodes connected
to the accessArouters, comprising:

a step in which the proxy node generates a single the
message including the address of the mobile ncde connected
to the access router to which the proxy node itself pertains
and transmits the generated message to the management node;
and |

a step in which the management node updates the address
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of the mobile node connected to the access router and managed

in a state associated, on the basis of the receive message.

l6. Theaddressupdatingmethodaccordingtoclaiml5, wherein
the mobile node moves within a local range in which a change
of the address of the mobile node does not occur due to the

movement.

17. A proxy node in a communication system including a
plurality of mobile nodes, a plurality of access routers to
which proxy nodes operating as proxies for the mobile nodes
pertain and which are used when the mobile nodes have access
to an external network énd a management node which manages
addresses of the access routers and addresses of the mobile
nodes connected to the access routers in a state associated
with each other so that the management node updates the
addresses of themobile nodes connected to the access routers,
managed iﬁ the state associated, on the basis of a message
notifying the addresses of the mobile nodes connected to the
access routers, comprising:

message generating means for generating a single the
message including the address of the mobile node connected
to the access router to which the proxy node itself pertains;
and

transmission means for transmitting the generated

message to the management node.
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18. A management node for use in a communication systeﬁ
including a plurality of mobile nodes, a plurality of access
routers towhichproxynodesoperatingasproxies forthemobile
nodes pertain and which are used when the mobile nodes have
access to an external network and the management node which
manages addresses of the access routers and the addresses.of
the mobile nodes connected to the access routers in a state
associatedwitheachothersothatthenmnagementnodeupdates
the addresses of the mobile nodes connected to the access
routers, managed in the state associated, on the basis of a
message notifying the addresses of the mobile nodes connected
to the access routers, comprising:

ﬁomunication means fqr receiving, from the proxy nodes,
the message including the addresses of the mobile nodes
connected to the access routers to which the proxy nodes
themselves pertain; and

processingmeans for updating the addresses of themobile
nodes connected to the access routers, managed in a state

associated, on the basis of the received message.
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