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WIRELESS RADIO THERMAL MANAGEMENT

BACKGROUND

18061} Generally, various network devices of network can include multiple radios and
associated interfaces so as to provide a robust user experience, for example, s0 as to support
transmission of data in the 2.4 Giga Hertz (GHz) frequency band, 5 GHz frequency band, 6 GHz
frequency band, etc. However, increasingly, network devices have a small form factor which
impedes essential thermal dissipation.  Without proper thermal management, temperatures
associated with such network devices can increase and affect the proper operation of the network
device or even damage internal components of the network device. Thus, there 1s a need for
improved thermal management of wireless radios of network devices so as to improve performance

of network devices.

SUMMARY

[8062] According to some aspects of the present disclosure there are provided novel
solutions for providing thermal management of one or more wireless radios of a network device,
for example, an access point device. A wireless radio operates at any of a frequency, such asa 2.4
GHz frequency band, a 5 GHz trequency band, 6 GHz frequency band, any other frequency band,
or any combination thereof. Operation of the wireless radio can increase a temperature associated
with the network device, such as any of the ambient temperature, the surface temperature, the
internal temperature, or any combination thereof  An increase in the temperature can adversely
affect the network device. For example, temperature can adversely affect the network device by
causing any of a faillure of one or more components of the network device, a degradation in
performance, a malfunction, a shuiting down, any other adverse effect, or any combination thereof.
A therroal management controller can monitor the teroperature associated with a network device
50 as fo detect when the temperature is at or exceeds a temperature threshold.  Associating a
temperature threshold with each state of a plurality of states of the network device provides for the
effective thermal management of the network device as the thermal management controller can

alter an operation of the network device based on the current state of the plurality of states. In this
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way, thermal management of the network device prevents, for example, a sudden shut-down or

other adverse effect of the network device.

18063} An aspect of' the present disclosure provides a network device. The network device
comprises one of more radios, a memeory storing one or more computer-readable instructions and
a processor. The processor is configured to execute the one or more computer-readable
mstructions to determine a current temperature associated with the network device based on one
of more temperature measurements associated with the one or more radios, determing a thermal
indicator, wherein determining the thermal indicator comprises comparing the current temperature
to a temperature threshold associated with a current state of a plurality of states of the network
device, determine a new state of the plurality of states based on the thermal indicator and the
current state, and alter an operation associated with the network device based on the new state and

the thermal indicator.

19084} In an aspect of the present disclosure, the processor is further configured to execute
the one or more computer-readable instructions to determine the current temperature based on one
or more additional temperature measurements, update the current state based on the new state,
determine the thermal indicator, wherein determining the thermal indicator comprises comparing
the current temperature to a subsequent temperature threshold associated with the current state,
determine the new state based on the thermal indicator and the current state, and alter a subsequent

operation associated with the network device based on the new state and the thermal indicator.

{0085} In an aspect of the present disclosure, the altering the operation comprises reducing

a transmit duty cycle associated with at least one of the one or more radios.

8086} In an aspect of the present disclosure, altering the operation comprises capping a

transmit power for at least one of the one or more radics.
186871 In an aspect of the present disclosure, altering the operation comprises reducing a
number of radio frequency (RF) chains associated with at least one of the one or more radios.

18668} In an aspect of the present disclosure, altering the operation comprises redirecting
at teast one of one or more network devices connected to the one or more radios to a different radic

of the one or more radios or a different network device.
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0669} In an aspect of the present disclosure, altering the operation comprises shutting

down an interface associated with at least one of the one or more radios.

18018} An aspect of the present disclosure provides a method for thermal management of
a network device. The method comprises determining a current temperature associated with the
network device based on one or more temperature measurements associated with the one or more
radios, determining a thermal indicator, wherein determining the thermal indicator comprises
comparing the current temperature to a temperature threshold associated with a current state of a
plurality of states of the network device, determining a new state of the plurality of states based on
the thermal indicator and the current state, and altering an operation associated with the network

device based on the new state and the thermal indicator.

{8811} In an aspect of the present disclosure, the method further comprises determining
the current temperature based on one or more additional temperature measurements, updating the
current state based on the new state, determining the thermal indicator, wherein determining the
thermal indicator comprises comparing the current temperature fo a subsequent temperature
threshold associated with the current state, determining the new state based on the thermal
indicator and the current state, and altering a subsequent operation associated with the network

device based on the new state and the thermal indicator.

8612} In an aspect of the present disclosure, the method is such that altering the operation

comprises reducing a transmit duty cycle associated with at feast one of the one or more radios.

10013} In ao aspect of the present disclosure, the method 15 such that altering the operation

comprises capping a transnut power for at least one of the one or more radios.

{0014} In an aspect of the present disclosure, the method is such that altering the operation
comprises reducing a number of radio frequency (RF) chains associated with at least one of the

one or more radios.

8615} In an aspect of the present disclosure, the method is such that altering the operation
comprises redirecting at least one of one or more network devices connected to the one or more

radios to a different radio of the one or more radios or a different network device.

53
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18616} In an aspect of the present disclosure, the method is such that altering the operation
comprises shutting down an interface associated with at least one of the one or more radios.

18017} An aspect of the present disclosure provides a non-transitory computer-readable
medium of an access point device storing one or more instructions. The one or more instructions

when executed by a processor of the access point device, cause the access point device to perform

one or more operations ncluding any one or more of the steps of the methods described above

BRIEF DESCRIPTION OF DRAWINGS
0618} In the drawings, like reference numbers generally indicate identical, functionally

simtlar, and/or structurally similar elements.
> o

18019} FiG. 1 is a schematic diagram of a thermal management system, according to one

or more aspects of the present disclosure;

[9028] FIG. 2 s a more detailed block diagram illustrating various components of a

network environment of FIG. 1, according to one or more aspects of the present disclosure;

10021} FIG. 3 is a graph illustrating thermal management of a network device, according

to one or more aspects of the present disclosure;

100622} FIG. 4 is a graph illustrating thermal management of a network device, according

to one or more aspects of the present disclosure;

8623} FIG. §is a flowchart illustrating a method for thermal management of a network

device in a network environment, according to one or more aspects of the present disclosure; and

13024} FIG. 615 a flowchart illustrating a method for thermal management of a network

device in a network environment, according to one or more aspects of the present disclosure.
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DETAILED BESCRIPTION

[8625] The following detailed description is made with reference to the accompanying
drawings and is provided to assist in a comprehensive understanding of various example
embodiments of the present disclosure. The following description includes various details to assist
in that understanding, but these are to be regarded as merely examples and not for the purpose of
Himiting the present disclosure as defined by the appended claims and their equivalents. The words
and phrases used in the following description and claims are merely used to enable a clear and
consistent understanding of the present disclosure. In addition, descriptions of well-known
structures, functions, and configurations may be omitted for clarity and conciseness. Those of
ordinary skill in the art will recognize that various changes and modifications of the examples

desecribed herein can be made without departing from the spinit and scope of the present disclosure.

18626] FiG. 1 s a schematic diagram of a thermal management system 100 of a network
envitonroent 120, according to one or more aspects of the present disclosure. It should be
appreciated that various example embodiments of inventive concepts disclosed herein are not
Hmited to specific numbers or combinations of network devices, and there may be one or multiple
of some of the aforementioned network devices in the system, which may itself consist of multiple
communication networks and varicus known or future developed wireless connectivity

technologies, protocols, devices, and the like.

18027} The thermal management system 100 includes one or more network devices, such
as an access point device {APD) 2 connectad to a network resource 6, for example, an Internet
Service Provider, the Toternet, a repository, a web page, a server, a network service, any other
network resource, or any combination thereof, one or more wireless devices {for example, one or
more extender access point devices (EAPD) 3 (for example, EAPD 3A and EAPD 3B, collectively
referred 1o as extender access point device(s) 3} and/or one or more client devices 4 (for example,
client devices 4A-4E, collectively referred 1o as client device(s) 4)) that may be connected in one
or more wireless networks (for example, a private network, a guest network, an iControl, a
backhaul network, or an Internet of things (IoT) network), any other network devices, or any
combination thereof. In one or more embodiments, a network device is any device that includes
one or more radios. One or more network devices could be located in more than one network. For

example, the wireless exiender access point devices 3 could be located both in a private network
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for providing content and information 1o a client device 4 and also included in a backbaul network
or an iControl network. One or more network devices, such as extender access point devices 3A
and 3B, can be connected 1o one or more sensing devices 3, such as a temperature sensor, a thermal
indicator, or any other device that provides one or more temperature measurements. In one or
more embodiments, one or more sensing devices S can be internal to or external to any ove or more

network devices, including, but not limited to, the one or more extender access peoint devices 3.

[8028] The access point device 2 can be, for example, a hardware electronic device that
may be a combination modem and network gateway device that combines the functions of a
modent, an access point (AP), a gateway, a residential gateway {R(G), a broadband access gateway,
a home network gateway, a router, a home router, an extender access point device 3, any other
network devices that comprises a thermal management controller 29 (inchuding, but not limited to,
a home network controller (HNC), such as thermal management controlier 29N, 294, and 29B,
collectively referred to as thermal management controller 29}, or any combination thereof. It is
also contemplated by the present disclosure that the access point device 2 can include the function
of, but is not limited to, an Internet Protocol/Quadrature Amplitude Modulator (IP/QAM) sei-top
box (STB) or smart media device {SMD) that is capable of decoding audio/video content, and
playing over-the-top (OTT} or multiple system operator (MSGO) provided content. The thermal
management controller 29 can provide an improved network performance by montioring the
temperature associated with a network device and altering an operation of the network device
based on the temperature and an associated siate of a plurality of states so as to provide thermal

management, according to one or more aspects of the present disclosure.

[3628] The access point device 2 can include one or more wireless interfaces, including
but not limited to, one or more radios such as a 2.4 GHz radio 125N, a 5 GHz radio 127N, and a 6
GHz radio 129N, While FIG. 1 illustrates various radios collectively referred to as radios 125,
127, and 129, the present disclosure conternplates that any vetwork device can comprise any

sumber of radios at any given frequency, such as a 60 GHz radio.

[8638] The connections 7, § and 9 between the access point device 2 and the one or more
extender access point devices 3 and/or one or more chent devices 4 are implemented through a
wireless connection that operates in accordance with any IEEE 802,11 Wi-Fi protocols, Bluetooth

protocols, Bluetooth Low Energy (BLE), or other short range protocols that operate in accordance

&
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with a wireless technology standard for exchanging data over short distances using any licensed
or unficensed band such as the citizen broadband radio services ({CBRS) band, 2.4 GHz frequency
bands, 5 GHz frequency bands, 6 GHz frequency bands, 60 GHz frequency bands, any other bands,
or any combination thereof. In one or more embodiments, any of connections 7, 8 and 9 can be a

wired connection,

[8031] The connections B and 9 between the access point device 2 and one or maore
extender access point devices 3 can be implemented using any radic of the access point device 2
and any radio of the extender access point device 3. For example, the access point device 2 can
utilize a radio 127N to establish a connection 9 to a radio 127A of an extender access point device
3A and a radio 129N to establish a connection 8 to a radio 129B of extender access point device

38,

18632] The connections 7, 8, 9, and 10 between the access point device 2, the network
resource 6, the one or more extender access point devices 3, and the one or more client devices 4
can be implemented using a wireless conpection in accordance with any IEEE B02 11 Wi-Fi
protocols, Bluetooth protocols, Bluetooth Low Energy (BLE), or other short range protocols that
operate in accordance with a wireless technology standard for exchanging data over short distances
using any licensed or unlicensed band such as the CBRS band, 2.4 GHz frequency bands, 5 GHz
frequency bands, 6 GHz frequency bands, or 60 GHz frequency bands. Addutionally, any ove or
more connections can be implemented using a wirgless connection that operates in accordance
with, but i3 not limited to, RF4CE protocol, ZigBee protocol, Z-Wave protocol, or IEEE 802.15 4
protocol. It is also contemplated by the present disclosure that any one or more conuections can

include connections to a media over coax {(MoCA) network,

[8633] The thermal management system 100 can include one or more extender access point
devices 3, for example, extender access point devices 3A and 3B, An extender access point device
3 can comprise one of more radios, for example, a 2.4 GHz radio 125 (such as radios 125A and of
extender access point devices 3A and 3B, respectively), a S GHez radio 127 (such as radios 1274
and 1278 of extender access point devices 3A and 3B, respectively}, a 6 GHz radio 129 {such as
radio 1298 of extender access point device 3B}, any other radio, or any combination thereof. In
one or more embodiments, an extender access potnt device can be connected 1o anocther extender

access point device via any one or more radios. For example, the one or more extender access

7
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point devices 3 can be hardware electronic devices such as access points used to extend the wireless
network by receiving the signals transmitted by the access point device 2 and rebroadeasting the
signals to, for example, one or more client devices 4, which may be out of range of the access point
device 2 or one or more extender access point devices 3. The one or more extender access point
devices 3 can also recetve signals from the one or more client devices 4 and rebroadeast the signals
to the access point device 2 and/or other client devices 4. The extender access point device 3B

can cornprise a thermal management controller 29B for thermal managernent as discussed above.

18034} The connections 11, 13 and 15 between respective extender access point devices 3
and one or more client devices 4 is implemented through a wireless connection that operates in
accordance with any TEEE 802 11 Wi-Fi protocols, Bluetooth protocols, Bluetooth Low Energy
{BLE), or other short range protocols that operate in accordance with a wireless technology
standard for exchanging data over short distances uysing any licensed or unlicensed band such as
the CBRS band, 2.4 GHz frequency bands, 5 GHz frequency bands, 6 GHz frequency bands, or
60 GHz frequency bands. OUne or more of these connections can also be a wired Ethernet

connection.

[80358] The convection B between respective extender access point devices 3 can be
implemented using the 6 GHz radic 129B of a wireless extender 3B, for example. The connection
3 eunables the wureless exiender 3B to establish a dedicated ¢ GHz wireless backhaul (BH)
according to example embodiments of the present disclosure. For example, a radio 1298 of an
extender access point device 3B and radio 129N of access point device 2 can be utilized to establish
a wireless BH{. However, the connection & could also be implemented using respective wired
interfaces {such as Ethernet, cable fiber optic, or the like) in some altemnative example

embodiments,

19836] The thermal management system 100 can include one or more client devices 4, for
example, client devices 4A, 4B, 4C, 4D, and 4E. A client device 4 can include a radic such as any
of the radios discussed above with respect to access point device 2 and/or extender access point
device 3. The client devices 4 can be, for example, hand-held computing devices, personal
computers, electronic tablets, smart phones, smart speakers, Internet-of-Things (IoT) devices,
iControl devices, portable music players with smart capabilities capable of connecting to the

Internet, cellular networks, and interconnecting with other devices via Wi-Fi and Bluetooth, or

3
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other wireless hand-held consumer glectronic devices capable of executing and displaying content
received through the access point device 2. Additionally, the client devices 4 can be a television
(TV), an IP/QAM set-top box {STB} or a streaming media decoder {SMID} that is capable of
deceding audio/video content, and playing over OTT or MSC provided content received through

the access point device 2.

188371 The connection 7 between the access point device 2 and the client device 4A can
be implemented through a wireless connection that operates in accordance with, but is not limited
to, any IEEE 802 11 protocols. Additionally, the connection 7 between the access point device 2
and the client device 4A can also be implemented through a WAN, a LAN, a VPN, MANs, PANs,
WLANs, SANs, a DOCSIS network, a fiber optics network {e.g., FTTH, FTTX, or HFC), a PSDIN,
a global Telex network, or a 2G, 3G, 4G, SG, etc. network, for example. The connection 7 can
also be implemented using a wireless connection in accordance with Bluetooth protocols,
Bluetooth Low Energy (BLE), or other short range protocols that operate in accordance with a
wireless technology standard for exchanging data over short distances using any licensed or
unlicensed band such as the CBRS band, 2.4 GHz frequency bands, 5 GHz frequency bands, 6

GHrz frequency bands, or 60 frequency GHz bands.

[0038] A more detailed description of the exemplary internal components of the gateway
device 2, the wireless extenders 3, and the client devices 4 shown in FIG. 1 will be provided o the
discussion of Fi{G. 2. However, tn general, it is contemplated by the present disclosure that the
access point device 2, the extender access point device 3, and the client devices 4 tnclude electronic
componentis or electronic computing devices operable o receive, transmit, process, store, and/or
manage data and information associated with the systern, which encompasses any suitable
processing device adapted to perform computing tasks consistent with the execution of computer-
readable instructions stored in 8 memaory or a computer-readable recording medium (for example,

a non-transitory computer-readable medium).

10039} Further, any, all, or some of the computing components o the access point device
2, the extender access point devices 3, and the client devices 4, may be adapted to execute any
operating system, including Linux, UNIX, Windows, MacOS, DOS, and ChromOS as well as
virtual machines adapted to virtualize execution of a particular operating system, including

customized and proprietary operating systems. The access point device 2, the extender access

9
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point devices 3, and the client devices 4 are further equipped with components to facilitate
communication with other computing devices over the one or more network connections to local
and wide area networks, wireless and wired networks, public and private networks, and any other

communication network enabling communication in the system.

[9040] FIG. 2 is a2 more detailed block diagram illustrating various components of a

thermal management systern 100, according to one or more aspects of the present disclosure.

10041} Although FIG. 2 only shows one extender access pount device 3 and one client
device 4, the extender access point device 3 and the client device 4 shown in the figure are meant
to be representative of the other extender access pownt device 3 and chient devices 4 shown in FIG.
1. Similarly, the connections 7, 8, 9, 11, 13, and 15 between the access point device 2, the wireless
extender 3, and the client device 4 shown in FIG. 2 are meant to be exemplary connections and are
not meant to indicate all possible connections between the gateway devices 2, extender access
point devices 3, and client devices 4. Additionally, it 1s contemplated by the present disclosure
that the number of access point devices 2, extender access point devices 3, and client devices 4 is
not limited to the number of access point devices 2, extender access point devices 3, and client

devices 4 shown in FIGs. | and 2.

[8842] Now referring to FIG. 2 {(for example, from left to right), the client device 4 can be,
for example, a computer, a portable device, an electronic tablet, an e-reader, a PDA, a smart phone,
a swart speaker, an IoT device, an 1Control device, portable music player with sroart capabilities
capable of connecting to the Internet, cellular networks, and interconnecting with other devices via
Wi-Fi and Bluetooth, or other wireless hand-held consumer electronic device capable of executing
and displaying the content received through the access point device 2. Additionally, the client
device 4 canbea TV, an IP/QAM STB, or an SMD that is capable of decoding audio/video content,

and playing over OTT or MSO provided content received through the access point device 2.

190431 As shown in FIG 2, the client device 4 includes a user interface 40, a network
interface 41, a power supply 42, a memory 44, and a local coniroller 46, The user interface 40
includes, but 1s not limited to, push buttons, a keyboard, a keypad, a liquid crystal display (LCD),
a thin film transistor (TFT), a light-emitting diode (LEDY)}, a high definition (HD} or other similar

display device wncluding a display device haviog touch screen capabilities to allow interaction

10
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between a user and the client device 4. The network interface 41 can include, but is not limited to,
vartous network cards, interfaces, and circuitry implemented in software and/or hardware to enable
commuunications with the access point device 2 and the extender access point device 3 using the
communication protocols in accordance with connections 7, 11, 13, and 15 (for example, as
described with reference to FIG. 1), The network interface 41 can include multiple radios (for
example, a 2.4 GHz radio, 2 5 GHz radio, a 6 GHz radio, a 60 GHz radio, any other radio, or any
combination thereof), which may also be referred to as wireless local area network (WLAN)
interfaces. Any one or more of the radios can provide a fronthaul (FH) connection between the

client device(s) 4 and the access point device 2 and/or the extender access point device 3.

0044} The power supply 42 supplies power to the internal components of the client device
4 through the intemnal bus 47. The power supply 42 can be a self-contained power source such as
a hattery pack with an interface to be powered through an electrical charger connected to an outlet
{(for example, either directly or by way of another device). The power supply 42 can also include
a rechargeable battery that can be detached allowing for replacement such as a nickel-cadmium

{NiCd}, nickel metal hydride (NiMH), & hithium-ion (Li-ion), or a lithiwm Polymer (Li-pol) battery.

[8045] The memory 44 includes a single memory of One Or MOre MEmories or Memory
focations that include, but are not limited to, a random access memory (RAM), a dvnamic random
access memory (DRAM) a memory buffer, a hard drive, a database, an erasable progranunable
read only memory (EPROM), an electrically erasable programmable read only memory
(EEPROM), a read only memory (ROM), a flash memory, logic blocks of a field programmable
gate array (FPGA), a hard disk or any other various layers of memory hierarchy. The memory 44
can be used to store any type of instructions, software, or algorithms inchuding software 45 for
coutrolling the general function and operations of the client device 4 1n accordance with the

embodiments described in the present disclosure.

(9046} The local controlier 46 controls the general operations of the client device 4 and
includes, but is not limited to, a central processing unit (CPU), a hardware wicroprocessor, a
hardware processor, a multi-core processor, a single core processor, a field programmable gate
array (FPGA), a microcontrolier, an application specific integrated cirenit (ASIC), a digital signal
processor (ISP}, or other similar processing device capable of executing any tyvpe of instractions,

algorithms, or software including the software 45 for controlling the operation and functions of

11
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the client device 4 in accordance with the embodiments described in the present disclosure.
Communication between the components (for example, 40, 41, 42, 44, 46) of the client device 4

may be established using an internal bus 47.

198471 The extender access point device 3 can be, for example, a hardware electronic
device such as an access point used to extend a wireless network by receiving the signals
transmitted by the access point device 2 and rebroadcasting the signals to chient devices 4, which
may be out of range of the access point device 2. The extender access point device 3 can also
receive signals from the chient devices 4 and rebroadcast the signals to the access point device 2

or other client devices 4.

[9048] As shown in FIG. 2, the extender access point device 3 includes a user interface 30,
a network interface 31, a power supply 32, a memory 34, and a local controller 36. The user
iterface 30 can include, but is not limited to, push buttons, a keybeard, a keypad, an LCD, a TFT,
an LED, an HD or other similar display device including a display device having touch screen
capabilities so as to allow nteraction between a user and the wireless extender 3. The network
interface 31 can include various network cards, interfaces, and circuitry implemented in software
and/or hardware to enable communications with the client device 4 and the access pownt device 2
using the communication protocols in accordance with connections 11, 13, 15 and 7 (for example,
as described with reference to FIG. 1), For example, the network interface 31 can include multiple
radios or sets of radios (for example, a 2.4 GHz radio, a 5 GHz radio, a 6 GHz radio, a 60 GHz
radio, any other radio, or any combination thereot), which may also be referred to as wireless local
area network (WLAN} interfaces. One radio or set of radios provides a backhaul (BH) connection
between the extender access point device 3 and the access point device 2, and optionally cther
extender access point device{s) 3. Another radio or set of radios provides a fronthaul (FH)

connection between the extender access point device 3 and one or more client device(s} 4.

[#04%] The power supply 32 supplies power to the internal components of the wireless
extender 3 through the internal bus 37. The power supply 32 can be connected to an elecirical
outlet (for example, either directly or by way of another device} via a cable or wire. The memory
34 can include a single memory or one or more memories of memory locations that include, but
are not limited to, a RAM, a DRAM, a memory buffer, a hard drive, a database, an EPROM, an

EEPROM, a ROM, a tlash memory, logic blocks of an FPGA, hard disk or any other various layers

12
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of memory hierarchy. The memory 34 can be used to store any type of instructions, software, or
algorithm including software 35 for controiling the general functions and operations of the
extender access point device 3 and performing thermal management functions for the network
device in accordance with the embodiments described in the present disclosure. In one or more
embodiments, a thermal management controller 29A and/or 29B is hardware, such as a controlier

26, software 25, or both.

[8658] The local controller 36 controls the general operations of the extender access point
device 3 and can include, but is not limited to, a CPU, a hardware microprocessor, a hardware
processor, a multi-core processor, a single core processor, an FPGA, a microcontroller, an ASIC,
a DSP, or other similar processing device capable of executing any type of instructions, algorithms,
or software including the software 35 for controlling the operation and functions of the extender
access point device 3 in accordance with the embodiments described in the present disclosure.
General communication between the components (for example, 30, 31, 32, 34, 36) of the extender

=y
Ji
i

access point device 3 may be established using the internal bus 3

8851 The access point device 2 can be, for example, a hardware electronic device that
can combine the functions of a modem, an access point {AP), and/or a router for providing content
received tfrom the content provider (ISP) 1 to network devices (for example, extender access point
device 3, client devices 4) in the system. It i3 also conterplated by the present disclosure that the
access point device 2 can include the function of, but is not limited to, an IP/QAM §TB or SMD

that is capable of decoding audio/video content, and playing OTT or MSO provided content.

~

180521 As shown in FIG. 2, the access point device 2 includes a user interface 20, a
network interface 21, a power supply 22, a wide area network {WAN) interface 23, and a2 memory
24, The user interface 20 can include, but is not limited to, push buttons, a kevboard, a keypad, an
LCBD, a TFT, an LED, an HI» or other simifar display device including a display device having
touch screen capabilities so as to allow interaction between a user and the gateway device 2. The
network interface 21 may include various network cards, and circuitry implemented tn software
and/or hardware to enable communications with the extender access point device 3 and the client
device 4 using the communication protocols in accordance with connections 7, 8, 9, 11, 13, and/or
IS {for example, as described with reference to FIG. 1. For example, the network interface 21

can include an Ethernet port {also referred to as a LAN interface) and multiple radios or sets of
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radios (for example, 3 2.4 GHz radio, a 5 GHz radio, a 6 GHz radio, a 60 GHz radio, any other
radio or any combination thereof also referred to as WLAN interfaces). One radio or set of radios
can provide a wireless backhaul (BH) connection between the access point device 2 and the
extender access point device(s) 3. Another radio or set of radios can provide a fronthaul (FH)

connection between the access pownt device 2 and one or more client device(s) 4.

8653} The power supply 22 supplies power to the internal components of the access point
device 2 through the internal bus 27. The power supply 22 can be connected to an electrical outlet
{for example, either directly or by way of another device) via a cable or wire. The WAN interface
23 may include various network cards, and circuitry implemented in software and/or hardware to
enable communications between the access point device 2 and the network resource 6 using the
wired and/or wireless protocols in accordance with connection 10 (for example, as described with
reference to FIG. 1), For example, the WAN interface 23 can include an Ethernet port and one or
more radios (for example, a 6 GHz radio}. The WAN interface 23 (for example, a & GHz radio)
may be used to provide a wireless backhaul (BH) connection between the access point device 2
and avy one or more other elements, according to example embodiments of the present disclosure.
However, the WAN interface 23 could provide a wired Ethernet connection {for example, a BH
connection) between the access point device 2 and any other element according to some alternative

example embodiments.

19054] The memory 24 mcludes a single memory or one of more memories of memory
locations that include, but are not limited to, a RAM, a DRAM, a memory buffer, a hard drive, a
database, an EPROM, an EEPROM, a ROM, a flash memory, logic blocks of a FPGA, hard disk
or any other various layers of memaory hierarchy. The memory 24 can be used to store any type
of wstructions, software, or algorithm wncluding software 25 for controlling the general functions
and operations of the access point device 2 and performing thermal management functions for the
network device 1o accordance with the embodiments described in the present disclosure. In one
or more embodiments, the thermal management controller 29N is hardware, such as a controller
26, software 25, or both. The memory 24 can store data for one or more states associated with an
operation of the network device, such as a state, a corresponding temperature or range of
temperatures, and/or a corresponding operation.  For example, a state can be associated with a

temperature or a range of temperatures,
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[8655] The controller 26 conirols the general operations of the access point device 2 as
well as performs management functions related to the other devices (for example, extender access
point device 3 and client device 4) in the network. The steering controller 26 can include, but is
not limited to, a central processing unit ({CPU), a hardware microprocessor, a hardware processor,
a multi-core processor, a single core processor, a FPGA, a microcountroller, an ASIC, a DSP, or
other similar processing device capable of executing any type of instructions, algorithms, or
software ncluding the software 25 for coutrolling the operation and functions of the access pont
device 2 in accordance with the embodiments deseribed in the present disclosure. Communication
between the components (for example, 20, 21, 22, 23, 24, 26) of the access point device 2 may be
established using the internal bus 27. The controller 26 may also be referred to as a processor,

generally.

{0086} FIG. 3 is a graph illustrating thermal management of a network device within a
network environment 120, according to one or more aspects of the present disclosure. The diagram
Hlustrates time {Time, for example time 0 — 16) on the x-axis and a corresponding temperature
{Ternp) along the y-axis. The thermal management controller cau determine a teraperature, such
as a current temperature {such as T0-T9} at a time (such as t0-16) based on any of a time period
{such as periodically), a timed interval, a semaphore, an alarm, a timer, any other time mechanism,
or any combination thereof The thermal management controller can receive one or more
temperature measurements, for example, from a temperature sensor associated with a radio and/or
any other temperature sensor internal {0 or external to the network device for use in determining

whether to alter an operation of the network device,

130587} The thermal management controller can maintain, identify or otherwise determine
a state of a plurality of states of the network device, for example, a current state based on a current
operation of the network device and/or a previously stored state. The thermal management
controller can store in a memory {(such as a memory 24) of the network device state information
assoctated with thermal management of the network device, such as one or more parameters
associated with a current state, an associated temperature threshold (T Th), an associated
operation, a next state associated with the current state, any other information, or any combination
thereof, for example, as llustrated in TABLE 1. The state information can be used along with the

identified current state to determine whether an operation of the network devices needs to be

.
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altered for thermal management. One or more operations of the network device can be altered by
the thermal management controlier based on the current temperature, the 1dentified current state

and the corresponding state information, for example, of TABLE 1.

19058] For example, athermal indicator (T _Ind} can be determined by comparing a current
temperature associated with the network device to a temperature threshold associated with the
current state of the network device. The current temperature (To) can be determined, for example,
based on one or more temperature measurements received from one of more temperature sensors,
for example, one or more temperature sensors assoctated with one or more radios of the network
device. The next state can then be determined based on the temperature indicator and the current
state. The one or more operations can comprise any of one or more parameters associated with a
radio of the network device {such as any of a reduce data rate, change a data mode, reduce an
cutput or fransnut power, reduce a duty cyele, limit a radio frequency (RF¥) chain, any other
parameter associated with the radio, or any combination thereof), a client connection {for example,
one or more clients associated with a radio can be disconnected, removed, or otherwise blocked
from the radio)}, a radio wnterface support (for examwple, one or more radio interfaces of aradio can
be shut down or otherwise disconnected from a power source}, any cther operation, or any
combination thereof An operation can be associated with a time period such that at expiration of
the time period the operation is any of discontinued, toggled, maintained untii subsequent
determinations are made, such as one or more additional temperature measurements received are

compared to a temperature threshold associated with the current state, or any combination thereof,

Current State T Th Operation Next State Previous State
(Celsius) (Tc> T Th) (Tc < T_Th)
{eg, T Ind=1} 1 {eg., T Ind=0§)

A (first state) 25 <MNuli> B A
{or default operation)

B (second state) 25-32 | Reduce transmit  duty C A
cvele

C (third state) 32 Cap radic  transnut D B
power

D {fourth state) 37 Limit nmamber of RF E C
chains

E {fifth state) 43 Remove client device(s) F D
connected to a radio

F (sixth state) 46 Shut-Down  a radio | F or Shut-Down E
interface Network Device

16
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TABLE 1.

008331 Ac an example, TABLE 1 iilustrates corresponding state wformation for a current
state of the network device, such as a temperature threshold, an operation, a next state, and a
previous state. In one or more embodiments, TABLE 1 can be stored locally at the network device
or remotely from the network device, such as at a network resource. The current state of the
network device can be retrieved from a storage location, such as a memory {whether remote from
or focal to the network device) or determined as needed. While TABLE 1 iHlustrates six states, the
present invention contermnplates that any number of states can be associated with a network device.
For ease of reference, the states in TABLE 1 are denoted by ordinal states and/or characters but

the present disclosure contemplates any naming convention for the plurality of states.

9860} Each state of the plurality of states can be associated with a temperature threshold.
The temperature threshold can be a range of temperatures (such as 25 <T TH < 32 as iHustrated
for state B), a value (such as T _TH = 25 as illustrated for states A and C-F}, or both. In one or
more embodiments, a temperature threshold can be expressed such that a thermal indicator is
determined based on a comparison of the thermal indicator to the temperature threshold. The
comparison can comprise determining that the thermal indicator is at or exceeds or 1s at or below
a temperature threshold associated with a state. While the temperature threshold in TABLE 1 138
expressed in degrees Celsius, the present disclosure contemplates any unit of measurement or
representation thereof, for example, any of Celsius, Fahrenheit, Kelvin, a correlation to any umnt

of measurement, or any combination thereof.

18061} Each state of the plurality of states is associated with an operation of the network
device. The operation corresponds fo an action that can be taken by the thermal management
controller to manage the temperature of the network device, for example, temperature based on
the functioning of one or more radios of the network device. The normal operating staie of the
network device {a default operation} can be indicated by a <NULL> value or other value indicative
of a normal or default operation of the network device. This normal or default operation 13
indicated as a first state, state “A”, in TABLE 1. For example, when the network device is
operating within an acceptable temperature threshold comprising a range and/or at or below a

temperature threshold, the thermal management countroller does vot alter any operation of the



WO 2023/215213 PCT/US2023/020537

network device or in general, maintains the normal or default operation of the network device.
While only a single operation 1s illustrated in TABLE 1 for cach state, the present disclosure
contemplates any number of operations can be associated with a state. Any one or more operations
can be associated with a time interval or time period such that altering the operation associated
with the network device ts for a limited period of ime. Each operation can correspond to one or
more radios or one or more other components/elements of the network device. For example, the
thermal management controlier can determive to alter an operation, such as to limtt or reduce the
transmit duty cycle, and can select a single radio or a plurality of radios to which to alter the
operation. In one or more embodiments, the thermal management controller can identify a single
radio and alter the operation of the single radio and then subsequently 1dentify one or more other
radios and alter the operation of the one or more other radios. In this way, the thermal management

coutroller can independently alter the operation of any radio of the network device.

[9062] The thermal management controller can determine a next state of the network
device based on the current state and a determination of a thermal indicator {T_T1). As indicated
in TABLE 1, the next state can be different based on the thermal indicator, such as when Te¢ >
T Th, the thermal management controller can alter operation of the network device based on an
operation associated with a next state and when Tc < T Th, the thermal management controlier
can alter operation of the network device based on a pervious state. For example, if the current
state is state B and Tc > T _Th, the thermal management controller can alter the operation of the
network device by capping radio transmit power of a radio as indicated by the next state (second
state, state “C7yand if Tc £ T Th the thermal management controller can alter the operation of the
network device by removing the capping of the radio transmit power of the radio and returning or
reverting to the previous state (first state, state “A”). In this way, as the current temperature of the
network device fluctuates, the thermal management controller can alter one or roore operations of

the network device based on the current state and the thermal indicator.

8663} Retumning to FIG. 3, the thermal management controller can determing a cusrent
temperature at t1, for example, a first temperature T2, The thermal management controller can
compare the current temperature T2 to a temperature threshold associated with a current state of
the network device, such as a first temperature threshold associated with a first state, state “A”.

The first state can indicate a normal operation of the network device such that thermal management
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is not required, for example, altering an operation of the network device is not requured and the

default or normal operation of the network device 1s maintained.

18064} During operation of the network device, the temperature can increase, for example,
from TS at t1 to T9 at {2 due to operation of one or more components/elements of the network
device, such as one or more radios. For example, a network device can comprise a plurality of
radios operating which can cause an increase in temperature, such as the network device can
operate without throttiing or power constraints causing an increase in the temperature associated
with the network device. The thermal management controller can detect or determine, as a thermal
indicator, that the current temperature associated with the network device has exceeded a
temperature threshold, for example, a first temperature threshold associated with the first state,
state “A”. The thermal management controiler determines a next state, such as the second state,
state “B”, based on a thermal indicator associated with the current state and alters an operation of
the network device based on the next state so as to cause the current temperature o decrease. The
thermal management controller updates the current state to the next state (the second state, state
“B7). When the thermal wndicator associated with the current state, based on the current
temperature, is at or below a temperature threshold (a second temperature threshold) associated
with the second state, state “B”. the thermal management controller can return or alter an operation
of the network device based on the thermal indicator and the previous state (the first state, state
“A”}. The thermal management controller updates the current state to the previous state {(the first
state, state “A”). For example, after altering the operation as indicated by the second state, state
“B”, the current temperature can fall below T9. The thermal management controller can update
the current state to revert to the previous state or the first state, state “A”. The current temperature
can oscillate between T8 and T9 from {2 to t4 and the thermal management controller can maintain
the operation associated with the first state, state “A”, as the associated thermal indicator does not
exceed to the associated temperature threshold. At t4, the current temperature can increase to T9

which triggers the steps discussed above for the duration of t4-16.

[8065] FIG, 4 is a graph illustrating thermal management of a network device within a
network environment 120, according o one or more aspects of the present disclosure. FIG. 4
illustrates a similar temperature versus time graph as illustrated in FIG. 3, however, in FIG . 4 the

43

thermal management coniroller transitions between states “A” — “F” at times t0 - 113,
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[8666] In FIG. 4, the network device is operating in a normal or default operation, state
“A”. Asthe temperature increases between t1 and 2, the thermal management controller alters an
operation of the network device based on the current state, state “A”. The cusrent state s then
state “B”. The temperature again increase between times {2 and 13 and the thermal management
controlier determines that the next state 15 state “C” and aliers operation of the network device
based on state “C”. As illustrated, the thermal management controller transitions between states
“C7to “E” as the temperature increases frow 13 to t5. At time 16 the teraperature reaches a critical
point and the thermal management controller alters the operation of the network device associated
with state “F”. The thermal management control receives no temperature measurements from the
radio while the interface of the radio is shut-down. At time 17, the thermal management controller
resumes normal operation of the network device. The temperature again increases from times t7
to 112 and the thermal management controller performs the same cycle through the states as
previously discussed ending with state “F” which results in a decrease of temperature from t12 to

13

180671 FIG. 515 a flowchart tllustrating a method for thermal management of a network
device in a network environment, according 10 one or more aspects of the present disclosure. At
step S502, the network device identifies a current state of the network device, tor example, any of

42

states “A” —“F” {first state — sixth state) as discussed with reference to TABLE 1.

18068} At step 8504, the network device receives one or more temperature measurements,
for example, from any of one or more temperature sensors associated with one or more radios of
the network device, a temperature sensor associated with the network device and disposed
wnternally and/or externally to the network device. At step 85306, the network device deternunes a
current temperature based on the one or more temperature measurements,  For example, the
network device can any of determine an average of the one or more temperature measurements,
determine a median of the ove or more temperature measurements, perform one or more of the
steps of the method based on each individual temperature measurement, perform any other

temperature determination, or any combination thereof.

[8068] At step SS506, the network device determines a thermal indicator. The thermal
indicator can be determined based on a comparison of the current temperature to a threshold

associated with the current state as shown in steps $S510 and $512. In one or more embodiments,
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a4

the thermal indicator can be a value indicative of the comparison of steps 8510 and 8512, such as
a binary “1” or “0”. In one or more embodiments steps S508- 5512 can be implemented with the
thermal indicator indicative of the mathematical result of 8510 and S512, such as part of an it/then

statement.

[9878] At step 5510, if the thermal indicator indicates the current temperature is greater
than a thermal threshold associated with the current state, the method continues to 5511 where a
new state is set to a next state based on the current state and the thermal indicator, for example, as
indicated by TABLE 1. If the thermal indicator indicates the current temperature s less than or
equal to a temperature threshold associated with the current state, the method continues to 8513
where a new state is set to a previous state based on the current state and the thermal indicator, for
exampie, as indicated by TABLE 1. If the thermal indicator does not meet steps 8510 and 5512,
the method continues to step 5504, For example, if an error occurs of no temperature
measurements meet a criteria associated with the state information of TABLE 1 the network device

can return to receive one or more temperature measurements.

18871} The method continues from either S512 or §513 to step 8514 where the network
device alters an operation of the network device based on the new state and an operation associated
with the new state. At step 8516, the network device can update the current state. For example,
the network device sets the current to the new siate of step S511 or step SS13. The method
continues to step 504 where one or more additional temperature measurements are received $o as
to determine a current temperature and so as to determine a thermal indicator using a subseguent
temperature threshold associated with the current state (updated to the new state) so that a

subsequent operation associated with the network device can be altered.

10072} FIG. & is a flowchart illustrating a method for thermal management of a network
device in a network environment, according {0 one or more aspects of the present disclosure. At
step 8602, the network device receives one or more temperature measurements associate with the
one or more radios. At step 5604, the network device determines a current temperature associated

with the network device based on the one or more temperature measurements from step S602.

[8073] At step S606, the network device determines a thermal indicator, wherein

determining the therroal indicator comprises comparing the current temperature to a temperature
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threshold associated with a current state of a plurality of states of the network device, for example,

based on state information from TABLE 1.

18074} At step S608, the network device determines a new state of the plurality states based
on the thermal indicator and the current state, for example, based on state information from

TABLE 1.

[8875] At step S610, the network device alters an operation associated with the network
device based on the new state and the thermal indicator, for example, using state information from
TABLE 1. When the current state is state “A” and the thermal indicator is a 17, the new state is
the next state {state “B7) which 15 associated with an operation that comprises reducing a fransmit
duty cvcle associated with at least one of the one or more radios. The at ieast one radio can be
configured to only be aHowed to transmit for certain percentage of time which reduces the transmit
duty cycle to at least less than 100 percent. In one or more embodiments, the certain percentage
of time is configurable. For a thermal indicator of 07, the new state is the previous state which

remains state “A” and no operation is altered.

[9976] When the current state is state “B” and the thermal indicator is a 17, the new state
is the next state (state “C”) which is associated with an operation that comprises capping a transimit
power of at least one of the cue or more radios. Radio sigoal strength wiormation (RSST) can be
collected for one or more network device connected to the at least one of the one or more radios
and a maximum transmt power associated with at least ove of the one or more radios can be
reduced based on a lowest RSSI of the collected RSSI For example, the lowest RSSI can be
subtracted from a configurable floor threshold to determine a transmit power cap offset. As a first
example, a current transmit power can be set to 22, a minimum transmit power set to 10, and a
configurable floor set to -80. If the lowest RSSEis -72, the transmit power cap offset is 8 and the
current transmit power will be reduced to the maximum transmit power minus the transmit power
cap offset (20 — & = 14}, If the lowest RSS1 is -22, for example, then the current transmit power
will be reduced to the minirourn transwit power, in this example, 10. For a thermal indicator of
“0”, the new state is the previous state which is state “A” and the network device is reverted to the

operation as mdicated by the new state.
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[8677] When the current state is “C” and the thermal indicator is a 17, the new state is
the next state (state “D7) which is associated with an operation that comprises Himiting a number
of RF chains associated with at least one of the one or more radios. For example, the network
device can be configured to change from a NxN to a 2x2 or a 1x1 device based on the starting
number of chains that are configurable. Power can be completely removed from any unused
transmit and receive paths associated with the at least one of the one or more radics. This
coufiguration can be made real-time. For a thermal indicator of “07, the new state 13 the previous
state which can be state “A” or state “B” and the network device is reverted to the operation as

indicated by the new state.

[80678] When the current state s “D” and the thermal indicator is a “17, the new state s the
next state (state “E”} which 18 associated with an operation that comprises removing one or more
network devices connected to the network device. For example, at least one of the one or more
network devices connected to the network device can be redirected to a different radio of the one
or more radios (so that at least one radio can be shut-down) or a different network device. In one
or more embodiments, all of the one or more network devices connected to the network device can
be redirected or removed. In one or more embodiments, a recommendation can be received from
a network resource (for example, based on IEEE 802 11 VMK and 1) ag to redirecting at least one
of the one or more network devices to a different radio. The radio can send a deauthentication
(DAuth) frame to the at least one of the one or more network devices. For a thermal indicator of
“0”, the new state is the previous state which can be any of state “A”, state “B”, or state “C” and

the network device 15 reverted to the operation as indicated by the new state.

186791 When the current state 18 “E7 and the thermal indicatoris a“1”, the new state is the

e

next state {state “F7) which is associated with an operation that comprises shutting down an
interface of at least one of the one or more radios. In one or more embodiments, all interfaces
associated with all of the one or more radios are shut-down. In one or more embodiments, an
interface can be shut-down for a predetermined period of time as an associated radio cannot
transimit a temperature measurement while shut-down. After the predetermined period of time, the
radio can be brought back up. For a thermal indicator of “0”, the new state is the previous state
which can be any of state “A”, state “B”, state “C7, or state “I” and the network device is reverted

to the operation as indicated by the new state.
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[8686] When the current state 1s “F” and the thermal indicator is a “0”, the new state s the
previous state which can be any of state “A”, state “B7, state “C7, state “D”, or state “E” and the
network device is reverted to the operation as indicated by the new state. In one or more
embodiments, the network device transitions to each state of the plurality of states so as to perform

thermal roanagement of the network device.

100881} At step S612, the current state is updated based on the new state. The current state
can be set to the new state so that when one or more additional temperature measurements are

received the above method steps are performed based on the new state.

130821 In one or more embodiments, a network device may include a thermal management
controller 29, that may be programmed with or to execute one or more instructions {for example,
software or application 25) to perform steps for thermal management of the network device. In
FiGs. 5-6, 1t 1s assumed that the network devices include their respective controllers and their
respective software stored in their respective memories, as discussed above in reference to FIGs.
-6, which when executed by their respective controllers perform the functions and operations in

accordance with the example embodiments of the present disclosure.

00831 The thermal management controller 29 can execute one or more computer-readable
instructions, stored in a memory, for example, a memory 24 of an access point device 2, that when
executed perform one or more of the operations of steps §502-8316 and/or steps S602-5612. In
one or wore embodiments, the one or more computer-readable instructions may be one or more
software applications, for example, a software 25 of an access point device 2. While the steps of
FIGs. S and 6 are presented in a certain order, the present disclosure contemplates that any one or
more steps can be performed simultanecusly, substantially simultaneocusly, repeatedly, in any

order or not at all {omitted}.

[8684] While ordinal states are discussed herein, in one or more embodiments the thermal
management controlier can transition from any one of the ordinal states discussed states discussed
above, such as a current state, to another one of the ordinal states, such as a nexti state or a previous
state, sequentially or in any order. In one or more embodiments, the thermal management
controller alters a current operation of the network device associated with a current state prior to

aliering a next operation of the network device associated with a next state so as to alter each
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operation of the network device associated with each state prior to a shutting down the network
device. In one or more embodiments, a comparison to a temperature threshold can comprise a
determination that a value s less than (also referred to as below), equal to {also referred 1o as at),
greater than (also referred to as above), less than or equal to, or greater than or equal to the

teraperature threshold.

8685} Each of the elements of the present invention may be configured by implementing
dedicated hardware or a software program on a memory controlling a processor to perform the
functions of any of the components or combinations thereof  Any of the corsponents may be
implemented as a CPU or other processor reading and executing a software program from a
recording mediumn such as a hard disk or a semiconductor memory, for example. The processes
disclosed above constitute examples of algonithims that can be affected by software, applications
{apps, or mobile apps), or computer programs. The software, applications, computer programs or
algorithms can be stored on a poo-trassitory computer-readable medium for instructing a
computer, such as a processor in an electronic apparatus, to execute the methods or algorithms
described herein and shown tn the drawiong figures. The software and computer programs, which
can also be referred to as programs, applications, components, or code, include machine
wstructions for a programmable processor, and can be implemented in a high-level procedural
language, an object-oriented programming language, a functional programming language, a logical

programming language, or an assembly language or machine language.

[0086] The term “non-transitory computer-readable medium” refers to any computer
program product, apparatus or device, such as a magnetic disk, optical disk, solid-state storage
device (S5D), memory, and programmable logic devices (PLDs), used to provide machine
mstructions or data to a programmable data processor, including a computer-readable medium that
receives machine instructions as a computer-readable signal. By way of example, a computer-
readable medium can comprise BDRAM, RAM, ROM, EEPROM, CD-ROM or other optical disk
storage, magnetic disk storage or other magnetic storage devices, or any other medium that can be
used to carry or store desired computer-readable program code in the form of instructions or data
structures and that can be accessed by a general-purpose or special-purpose computer, or a general-

purpose or special-purpose processor. Disk or dise, as used herein, includes compact disc (CD),

[
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faser disc, optical disc, digital versatile disc (BVD), floppy disk and Blu-ray disc. Combinations

of the above are also included within the scope of computer-readable media.

18087} The word “comprise” or a derivative thereot, when used in a claim, 15 used in a
nonexclusive sense that is not intended to exclude the presence of other elements or steps in a
claimed structure or method. As used in the description herein and throughout the claims that

43

follow, “a” “an”, and “the” includes plural references unless the context clearly dictates otherwise.
Also, as used in the description herein and throughout the claims that follow, the meaning of “in”
includes “in” and “on” unless the context clearly dictates otherwise. Use of the phrases “capable
of,” “configured to,” or “operable to” in one or more embodiments refers to some apparatus, logic,

hardware, and/or element designed 1n such a way to enable use thereof in a specified manner,

[0088] While the principles of the inventive concepis have been described above in
connection with specific devices, apparatuses, systems, algorithms, programs and/or methods, it is
to be clearly understood that this description is made only by way of example and not as limitation.
The above description illustrates various exampie embodiments along with examples of how
aspects of particular embodiments may be implemented and are presented to illustrate the
flexibility and advantages of particular embodiments as defined by the following claims, and
should not be deemed to be the only embodiments. One of ordinary skill in the art will appreciate
that based on the above disclosure and the following claims, other arrangements, embodiments,
implementations and equivalents may be emplioyed without departing from the scope hereof as
defined by the claims. It is conternplated that the implementation of the components and functions
of the present disclosure can be done with any newly arising technology that may replace any of
the above-implemented technologies Accordingly, the specification and figures are to be regarded
i an lusirative rather than a restrictive sense, and all such modifications are intended to be
included within the scope of the present invention. The benefits, advantages, solutions to problems,
and any element(s) that may cause any benefit, advantage, or solution to occur or become more
pronounced are not to be construed as a critical, required, or essential features or elements of any
or all the claims. The invention 13 defined solely by the appended claims wincluding any
amendments made during the pendency of this application and all equivalenis of those claims as

issued.
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CLAIMS
What we claim is:
i A network device comprising:
one or more radiog;
a menmory storing one or more computer-readable instructions; and
a processor configured to execute the one or more computer-readable instructions to:

determine a current temperature associated with the network device based on one
or more termperature measurements associated with the one or more radios;

determine a thermal indicator, wherein determining the thermal indicator
comiprises comparing the current temperature to a temperature threshold associated with a
current state of a plurality of states of the network device;

determine a new state of the plurality of states based on the thermal indicator and
the current state; and

alter an operation associated with the network device based on the new state and

the thermal indicator.

2. The network device of claim 1, wherein the processor is further configured to

execute the one or more computer-readable 1ustructions to;

determine the current temperature based on one or more additional temperature

measurements;

update the current state based on the new state;

determine the thermal indicator, wherein deterrmimng the thermal indicator comprises
comparing the current temperature to a subsequent temperature threshold associated with the
current state;

determine the new state based on the thermal indicator and the current state; and

alter a subsequent operation associated with the network device based on the new state

and the thermal indicator.

[
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3. The network device of claim 1, wherein altering the operation comprises:

reducing a transmit duty cycle associated with at least one of the one or more

radios.

4, The network device of claim 1, wherein altering the operation comprises:
capping a transmit power for at least one of the one or more radios.

S. The network device of claim 1, wherein altering the operation comprises:

reducing a sumber of radio frequency (RF) chains associated with at least one of

the one or more radios.

6. The network device of claim 1, wherein altering the operation comprises:

redirecting at least one of one or more network devices connected to the one or more

radios to a different radio of the one or more radios or a different network device.

=~

The network device of claim 1. wherein altering the operation comprises:

shutiing down an interface associated with at least one of the one or more radios.

8. A method for controlling a temperature associated with a radio of a network
device, the method compnsing:
determining a current temperature associated with the network device based on
one or more temperature measurements associated with the one or more radios;
determining a thermal indicator, wherein determining the thermal indicator
comprises comparing the current temperature to a temperature threshold associated with a

current state of a plurality of states of the network device;
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determining a new state of the plurality of staies based on the thermal indicator

and the cusrent state; and

altering an operation associated with the network device based ou the new state

and the thermal indicator.

g The method of claim §, further comprising:

determining the current temperature based on one or more additional temperature

measurements,
updating the current state based on the new state;

determining the thermal indicator, wherein determining the thermal indicator
comprises comparing the current temperature to a subsequent temperature threshold

associated with the current state;
determining the new state based on the thermal indicator and the current state; and

altering a subsequent operation associated with the network device based on the

new state and the thermal indicator.

i0. The method of claim 8, wherein altering the operation comprises:

reducing a transmut duty cycle associated with at feast one of the one or more radios.

11 The method of claim &, wherein altering the operation comprises:

capping a transmit power for at least one of the one or more radios.

12, The method of claim 11, wherein altening the operation comprises:

reducing a number of radio frequency (R} chains assoctated with at least one of the one

or more radios.

[
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13. The method of claim 8, wherein altering the operation comprises:

redirecting at feast one of one or more network devices connected to the one or more

radios to a different radio of the one or more radios or a different network device.

14. The method of claim 8, wherein altering the operation comprises:

shutting down an interface associated with at least one of the one or more radios.

15. A non-transitory computer-readable medium of network device storing one or
more computer-readable instructions, the one or more computer-readable instructions that when
executed by a processor of the network device cause the network device to perform one or more
operations comprising:

determining a current temperature associated with the network device based on one or
more temperature measurements associated with the one or more radios;

determining a thermal indicator, wherein determining the thermal indicator comprises
comparing the current temperature to a temperature threshold associated with a current state of a
plurality of states of the network device;

determining a new state of the plurality of states based on the thermal indicator and the
current state; and

altering an operation associated with the network device based on the new state and the

thermal indicator.

16.  The von-transitory computer-readable medium of claim 15, wherein one or more
further computer-readable instructions when executed by the processor cause the network device
to perform ove or more further operations comprising:

determining the current temperature based on one or more additional temwperature

measurements,;

updating the current state based on the new state;
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determining the thermal indicator, wherein determining the thermal indicator
comprises comparing the current temperature to a subsequent temperature threshold

assaciated with the current state;
determining the new state based on the thermal indicator and the current state; and

altering a subsequent operation associated with the network device based on the

new state and the thermal indicator

17, The non-transitory computer-readable medium of claim 15, wherein altering the

operation comprises at feast one of
reducing a transmut duty cycle associated with at feast one of the one or more radios; and

capping a transmit power for at least one of the one or more radios.

18. The non-transitory computer-readable medium of claim 15, wherein altering the

operation comprises.

reducing a number of radio frequency (RF) chains associated with at least one of the one

or more radios.

i9. The non-traunsitory computer-readable medium of claim 18, wherein altering the

operation comprises:

redirecting at feast one of one or more network devices connected to the one or more

radios to a different radio of the one or more radios or a different network device,

20. The non-transitory computer-readable medium of claim 15, wherein altering the

operation comprises’

shuiting down an interface associated with at least one of the one or more radios.
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