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(57) ABSTRACT

An apparatus, computer-readable medium, and computer-
implemented method for contextual data mining using a rela-
tional data set includes monitoring one or more data sources
for information relating to the relational data set, the rela-
tional data set comprising one or more data objects in one or
more classes, detecting activity corresponding to a first data
object in the one or more data objects based at least in part on
information gathered from at least one data source, determin-
ing whether the activity exceeds a predefined threshold, iden-
tifying a second data object in the one or more data objects
which is connected to the first data object based at least in part
on an analysis of relationships between the one or more data
objects, and transmitting information relating to the second
data object based at least in part on a determination that the
activity exceeds the predefined threshold.
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METHOD, APPARATUS, AND
COMPUTER-READABLE MEDIUM FOR
CONTEXTUAL DATA MINING

RELATED APPLICATION DATA

[0001] This application claims priority to U.S. Provisional
Application No. 61/780,871, filed Mar. 13, 2013, the disclo-
sure of which is hereby incorporated by reference in its
entirety.

BACKGROUND

[0002] Data mining technologies are indispensable for pro-
cessing large quantities of unstructured data. Data mining
relies on identifying and extracting names, places, or words
that match a particular search criteria or specification and
typically involves the initial steps of discovering sources and
mining those sources for relevant information.

[0003] A number of technologies focus on automating
aspects of the data mining process, but the complete auto-
mated solution is still yet to be realized. For example, there
are a large number of open source mining and source discov-
ery tools available today such as from Kapow Software. There
are also solutions that organize information that has been
extracted from sources such as MarklLogic® and LexisN-
exis™ as well as software such as Esri’s ArcGIS™ for the
creation and visualization of geospatial data.

[0004] Source discovery is often a manual process because
it takes an analyst time to evaluate various datasets for use-
fulness, accuracy, and validity to a specific application. There
are tools in use that help with the process of traversing the
World Wide Web (WWW) to discover online sources (e.g.,
Ficstar, Web Grabber, Fetch, Mozenda), but these need to be
directed and bounded by specific search parameters to scope
that search, all of which require input from a person. In
addition, sources that are not online or digital cannot be
discovered in an automated fashion.

[0005] Once discovered, mining those sources for specific
nuggets of information is possible, especially if the search is
done in English. However, exploiting these searches in for-
eign languages, especially when dealing with non-Roman
character sets can be a challenge. While many tools support
UTF-8 encoding, which supports character matching even in
non-Roman character sets, there are often challenges in deal-
ing with misspellings and characterizing the words within the
languages (e.g., identifying that a word is actually a name or
a person). Given the variety of Romanization systems, there
are often dozens of ways of spelling one name. For example,
the name Muhammed has one spelling in Arabic but has
numerous spellings in Romanized characters. This poses
challenges to data mining systems in matching words with
multiple spellings, especially when mining online media.
[0006] Human Geography (HG) is becoming increasingly
important given the recent uprisings in the Middle East and
North Africa, as well as threats from cartels in Mexico and
South America. While there are potentially many definitions
of HG, the term can be described as tying human information
to geospatial locations. Many solutions focus on technology
and on automating the process of collecting human geogra-
phy information such as with data mining and language tech-
nologies. Automated approaches are valuable because these
approaches offer the benefit of quickly drilling through large
quantities of data to discover specific pieces of information
and identifying patterns. However, there are still limits to the

Sep. 18,2014

ability of automated mining technologies to find, assimilate,
and geospatially locate information.

[0007] Existing data mining engines frequently struggle to
place the mined data in context, leading to misidentifications
of relationships or patterns. For example, many data mining
engines would connect the financial institution “Berkshire
Hathaway” with the actress “Anne Hathaway.” Although the
names may match exactly, appropriate context would show
that there is no relationship between these two entities.
[0008] The importance of contextual analysis is even more
pronounced in the area of HG data mining. For example, a
data mining engine may identify the name “As Sadlan” in an
unstructured document. Without any contextual information,
there would be no way of knowing any social, cultural, or
geographic affiliations of this person and no way to reach new
conclusions based on the mined data.

[0009] Improved systems for contextualizing data discov-
ered through data mining are desired.

BRIEF DESCRIPTION OF THE DRAWINGS

[0010] FIG. 1 illustrates a flowchart for contextual data
mining using a relational data set according to an exemplary
embodiment.

[0011] FIG. 2 illustrates another flowchart for contextual
data mining using a relational data set according to an exem-
plary embodiment.

[0012] FIG. 3 illustrates a flowchart for determining
whether detected activity exceeds a predetermined threshold
according to an exemplary embodiment.

[0013] FIG. 4 illustrates another flowchart for determining
whether detected activity exceeds a predetermined threshold
according to an exemplary embodiment.

[0014] FIG. 5 illustrates a process flow diagram of the
contextual data mining system according to an exemplary
embodiment.

[0015] FIGS. 6A-6] illustrate data corresponding to a
Human Geography relational data set according to an exem-
plary embodiment.

[0016] FIG. 7 illustrates an exemplary computing environ-
ment that can be used to carry out the method for contextual
data mining using a relational data set according to an exem-
plary embodiment.

DETAILED DESCRIPTION

[0017] While methods, apparatuses, and computer-read-
able media are described herein by way of examples and
embodiments, those skilled in the art recognize that methods,
apparatuses, and computer-readable media for contextual
data mining using a relational data set are not limited to the
embodiments or drawings described. It should be understood
that the drawings and description are not intended to be lim-
ited to the particular form disclosed. Rather, the intention is to
cover all modifications, equivalents and alternatives falling
within the spirit and scope of the appended claims. Any head-
ings used herein are for organizational purposes only and are
not meant to limit the scope of the description or the claims.
As used herein, the word “may” is used in a permissive sense
(i.e., meaning having the potential to) rather than the manda-
tory sense (i.e., meaning must). Similarly, the words

“include,” “including,” and “includes” mean including, but
not limited to.
[0018] The Applicant has discovered a way of contextual

data mining using a relational data set. By utilizing a rela-
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tional data set which can contain pre-existing indexes, rela-
tionships, and information which has been vetted in conjunc-
tion with information gathered from a variety of data sources,
any new information which is discovered can be put in con-
text and the ramifications of the new information can be
properly analyzed in context and used.

[0019] Using the example of Human Geography (HG) data,
a relational data set provides analysts with an understanding
of the locations of prominent people and groups as well as
cultural, demographic, and social network information about
these people and groups. The geospatial and relational struc-
ture of these data sets allows analysts to visualize and analyze
social networks geospatially. The relational data set can serve
as the foundation to pull in other content through automated
technologies by creating a structured, vetted base.

[0020] Additionally, automated systems can efficiently
monitor change detection and update manually vetted rela-
tional data sets, creating a cycle in which the relational data
set is both used to identify sources and to contextualize gath-
ered data and in which the contextualized data is used to
update the relational data set.

[0021] FIG. 1 is flowchart showing a method of contextual
data mining using a relational data set according to an exem-
plary embodiment. At step 101, one or more data sources are
monitored for information relating to a relational data set. The
data sources can include both open sources, such as web
pages, RSS feeds, blogs, social media, or public documents
databases, and closed sources, such as governmental or NGO
databases. Potential sources can be identified through web
crawling, as well as by working with subject matter experts to
validate sources for currency and accuracy. The format of the
information monitored can be structured or unstructured, and
can include a mix of hard copy and digital map and text
sources. Optical character recognition (OCR) technologies
can aid in the extraction of data from hard copy sources, and
metadata repositories can hold discoverable descriptions of
these sources. Expert analysts can also be used to aid in
discovery and vetting of hard copy sources. Of course, data
sources are not limited to English data sources, and can
include a variety of different language sources which can be
mined.

[0022] The relational data set includes one or more data
objects in one or more classes and defines relationships
between the one or more data objects in the one or more
classes. For example, assuming that energy company A is
based in the U.S. and operates an energy facility in country X,
a HG relational data set can include objects and classes cor-
responding to relevant locations, names, relationships, hier-
archies, etc., for country X, company A, their employees, and
any other relevant entities. Additionally, the relational data set
can include information in multiple languages so that any
information which is detected can be analyzed independent of
language. For example, data objects can store textual infor-
mation for names in five different languages so that if that
name is detected in any of those five languages, the appropri-
ate foreign language versions of that name and any connec-
tions to that name can be identified. This allows for more
confident matching in cases where the English translation or
transliteration may have many permutations.

[0023] At step 102, activity corresponding to a data object
in the relational data set is detected based at least in part on
information gathered from at least one data source in the one
or more data sources. Of course, the detected activity can also
correspond to a plurality of data objects in the relational data
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set. Additionally, prior to detection, the information gathered
from the one or more sources can be processed using natural
language processing, string matching, or other forms of tex-
tual analysis or numerical analysis.

[0024] The activity corresponding to a data object(s) can be
detected by identifying an association between information in
the data received from a data source and information in the
data object(s).

[0025] For example, activity relating to a person can be
detected by identifying an association between a string in a
document and the name of the person as stored in the data
object for the person. In another example, a document
received from a data source can mention location coordinates,
and the location coordinates can be used to identify a relevant
data object in the relational data set, such as a military instal-
lation data object, or a city data object.

[0026] Using the earlier example of company A, plural
mentions of company A could be detected in connection with
derogatory terms or threats to U.S. interests in country X. As
a specific example, activity could be detected on the blog of
person 1, in which the person 1 has urged others to “attack
U.S. interests” in country X and which also mentions com-
pany A.

[0027] At step 103, a determination is made regarding
whether the activity exceeds a predefined threshold. This is
discussed in greater detail with regard to FIGS. 3-4, but can
include an analysis of the content of the activity detected, the
reliability of the data sources from which activity information
was detected, the number of data sources from which the
activity was detected, the data object(s) in the relational data
set which the activity relates to, any data objects connected to
those data objects, or any combination of these factors.
[0028] Using the earlier example in which person 1 makes
a threat regarding company A, if person 1 is known to be a
particularly dangerous individual with connections to violent
organization XYZ (which can be determined through analy-
sis of the relational data set), then the activity can be deemed
to exceed the threshold. This analysis can be carried out using
appropriate numerical measures and calculations. For
example, if the quantity of violent incidents which are con-
nected to organization XYZ is greater than a predetermined
number then that organization can be deemed a violent orga-
nization. Additionally, if the number of times activity by
person 1 has resulted in violent incidents tied to organization
XY7Z exceeds a predetermined number, then person 1 can be
considered to have influence or ties to organization XYZ.
Some or all of these determinations can be used to decide that
the activity by person 1 of threatening company A exceeds a
predetermined threshold.

[0029] If the activity corresponding to the data object(s)
does not exceed a predetermined threshold, then the method
canend, as indicated at step 104. If the activity corresponding
to the data object(s) does exceed a predetermined threshold,
then at step 105, any second data object(s) in the relational
data set which are connected to that data object (or which are
connected to the multiple data objects) can be identified. This
identification can be based on analysis of the relationships
between the one or more objects in the relational data set.
[0030] Using the earlier HG example of person 1, this step
can involve determining whether there are any relationships,
directly or indirectly, between person 1, who made the threat,
and the energy facility operated by company A. For example,
the relational data set can indicate that person 1 is a member
of tribe T and that several support personnel assigned to the
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energy facility are also members of tribe T. The relational data
set can also tell us the level of influence that person 1 has over
members of Tribe T based on level of influence data described
in U.S. patent application Ser. No. 13/493,390 filed Jun. 11,
2012 and titled “METHOD, APPARATUS, AND COM-
PUTER-READABLE MEDIUM FOR THE DETERMINA-
TION OF LEVELS OF INFLUENCE OF A GROUP,” the
disclosure of which is incorporated herein by reference.
Accordingly, using the relational data set, any data objects in
the relational data set which are connected to person 1 and
which are connected to the energy facility can be identified.
[0031] At step 106, information relating to the second data
object(s) can be transmitted based at least in part on a deter-
mination that the activity exceeds a predetermined threshold.
This can include transmitting the information to a display,
such as in an alarm, a chart, or other display mechanism. The
can also include transmitting the information electronically,
such as in an email, a text message, or other communication.
The information relating to the second data object(s) can also
include information regarding how the second data object is
pertinent to the activity corresponding to the first data object.
In the above example of the threat to an energy facility, an
electronic message can be sent to a defense contractor respon-
sible for the safety of the energy facility and can identify the
members of Tribe T that are support personal at the energy
facility and indicate that a threat has been made by a member
of Tribe T related to the energy facility.

[0032] Theinformation relating to the second data object(s)
can also include geospatial data, such as specific coordinates,
clear Points of Interest (POls), and locations for prominent
individuals and groups. These locations and areas can be
represented in a geospatial format using polygons or other
suitable representations. The format of the geospatial data can
be Geographic Information System (GIS) format so that visu-
alizing or disseminating the data is easily possible. Addition-
ally, the geospatial data can be converted to any suitable
format prior to transmission, such as geodatabase, shapefiles,
XML, or web-based formats.

[0033] FIG. 2 is flowchart showing a method of contextual
data mining using a relational data set according to an exem-
plary embodiment. Steps 201-204 are similar to steps 101-
104 of FIG. 1. At step 201, one or more data sources are
monitored for information relating to the relational data,
wherein the relational data set comprises one or more data
objects in one or more classes and defines relationships
between the one or more data objects in the one or more
classes. At step 202, activity corresponding to one or more
first data objects in the one or more data objects is detected
based at least in part on information gathered from at least one
data source in the one or more data sources in the relational
data set. At step 203, a determination is made regarding
whether the activity exceeds a predefined threshold, and at
step 204 the method can end if the activity does not exceed the
predefined threshold. All of these steps can be carried out
similar to steps 101-104 of the flowchart of FIG. 1, with the
corresponding variations and features.

[0034] Ifthe activity exceeds a predefined threshold, then at
step 205, one or more of the sub-steps 205A-205D can be
performed. At step 205A, the relational data set can be
updated based on the activity information. The update can be
applied to one or more second data objects connected to the
one or more first data objects, and the one or more second data
objects can be identified using the relational data set, as
described earlier. The update can also be applied to one or
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more of the first data objects which the activity corresponds
to. For example, the new activity can include information
indicating that person B is a member of tribe Y. If the rela-
tional data set did not previously reflect this information, then
the data object for person B and/or the data object for tribe Y
can be updated to reflect this new information.

[0035] At step 205B, the list of data sources to monitor can
beupdated based on the activity corresponding to one or more
first data objects in the relational data set. For example, the
activity can indicate that person C in criminal organization K
has ties to state Indiana. The list of data sources to monitor for
the relational data set can then be updated to include Indiana
state publications, including local newspapers and other
online content. An analysis can also be done to determine the
level of influence of person C among criminal organization K
prior to updating the data sources.

[0036] At step 205C, information relating to one or more
second data objects connected to the one or more first data
objects can be transmitted. This step can include the same
features and have the same variations as step 106 of the
flowchart in FIG. 1. Additionally, as discussed earlier, the one
or more second data objects can be identified using the rela-
tional data set, as is described in step 105 of the flowchart of
FIG. 1.

[0037] Atstep 205D, one or more additional actions can be
performed. These can include converting activity information
into another format for export, visualizing activity informa-
tion or other information in the relational data set, predictive
analysis, and/or manual vetting or analysis of activity data.
[0038] FIG. 3 is flowchart showing a method of determin-
ing whether an activity exceeds a predefined threshold
according to an exemplary embodiment. As discussed earlier,
an activity corresponding to a first data object (or first data
objects) is detected based at least in part on information
gathered from at least one data source in the one or more data
sources. The at least one data source can in many cases be
multiple data sources. For example, multiple news outlets
could release information pertaining to the same activity. At
step 301, a determination is made regarding the number of
distinct data sources that contributed information relating to
the activity. This determination can assess whether any or all
of'the information related to the activity was provided by each
distinct data source and then count the number of distinct data
sources which contributed to the activity.

[0039] At step 302 a determination is made regarding
whether the number of distinct data source is greater than a
predetermined number. This number can be considered to be
areliability threshold and can be automatically determined or
entered by a user. The reliability threshold can also be con-
figured to depend on the activity information. For example, if
the activity is considered unlikely, based on analysis of the
data objects in the relational data set and the activity details,
then the reliability threshold can be set high. On the other
hand, if the activity is considered likely, based on analysis of
the data objects in the relational data set and the activity
details, then the reliability threshold can be set low.

[0040] Atstep 303, the activity is designated as not exceed-
ing the predefined threshold if the number of distinct data
sources is not greater than the predetermined number. At step
304, the activity is designated as exceeding the predefined
threshold if the number of distinct data sources is greater than
the predetermined number.

[0041] FIG. 4 is flowchart showing a method of determin-
ing whether an activity exceeds a predefined threshold
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according to an exemplary embodiment. At step 401, a reli-
ability grade is identified for at least one source that contrib-
uted to the detected activity. The reliability grade can be
calculated automatically, and can be based on the reliability
of past information provided by each data source. Alterna-
tively, the reliability grade can be assigned based on expert
recommendations or other forms of vetting. Scorecards can
be maintained to help determine reliability of sources and
extracted data. These scores can be determined using a com-
bination of factors such as currency, reliability of publisher,
and geospatial scale, to name a few. This scorecard can be
especially important when applied to web based sources that
can contain a much wider range of accuracy than peer-re-
viewed sources.

[0042] At step 402 a determination is made regarding
whether the reliability grade is greater than a predetermined
reliability grade. The predetermined reliability grade can be
automatically determined or entered by a user. The predeter-
mined reliability grade can also be configured to depend on
the activity information. For example, if the activity is con-
sidered unlikely, based on analysis of the data objects in the
relational data set and the activity details, then the predeter-
mined reliability grade can be set high. On the other hand, if
the activity is considered likely, based on analysis of the data
objects in the relational data set and the activity details, then
the predetermined reliability grade can be set low.

[0043] Atstep 403, the activity is designated as not exceed-
ing the predefined threshold if the reliability grade is not
greater than the predetermined reliability grade. At step 404,
the activity is designated as exceeding the predefined thresh-
old if the reliability grade is greater than the predetermined
reliability grade.

[0044] Of course, the methods described in FIGS. 3-4 can
be combined and the reliability grade of each data source can
be used in conjunction with the reliability threshold pertain-
ing to the number of distinct data sources that contribute to a
detected activity. The earlier described scorecard can be used
to maintain an understanding of the reliability of data once
multiple sources are aggregated.

[0045] As discussed earlier, the relational data set can be a
human geography (HG) data set. FIG. 5 illustrates a process
flow diagram for contextual data mining using an HG rela-
tional data set according to an exemplary embodiment. As
shown in the figure, HG data sources 501 are used to develop
the HG relational data set 502, such as the Human Atlas®
from Geographic Services Inc. (GSI). The HG relational data
set 502 can include the locations of prominent people and
groups, places, names, hierarchies, relationships, as well as
cultural, demographic, and social network information about
these people and groups. The geospatial and relational struc-
ture of these data sets also allows analysts to visualize and
analyze social networks geospatially.

[0046] The HG relational data set 502 can serve as a vetted
foundation of HG data which enables automation of data
mining 503. For example, this data can serve as the founda-
tion to pull in other content through automated technologies
by creating the structured, vetted base. Equally, automated
systems can efficiently monitor change detection and update
manually vetted data sets, creating a virtuous cycle.

[0047] Withhuman geography, correctly identifying names
requires knowledge of the culture and language of the target
country. The HG relation data set provides an existing net-
work of information that already contains these match terms.
Names in the data set are captured in both English and native
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languages allowing engines to search beyond English web-
sites and sources. The vetted network also provides structured
context for data mining. The social linkages, hierarchical
structures, and locations all provide vetted context for analy-
sis. These vetted networks also allow engines to cast a wider
search net. For example, if an analyst is interested in learning
more about a specific individual, they can deploy data mining
engines to search content related to not only the specific
individual, but also other individuals in the same location or
within the same social hierarchy structure (i.e., clan, gang, or
political group). Additionally, this vetted network provides
cultural context for naming conventions. Surname conven-
tions vary with culture and add difficulty to automated search-
ing. For example, an individual with an Arabic name may not
take his or her family name as a preferred surname, but
instead go by another name in the hierarchy. Two brothers
may have different last names, but both surnames will be
derived from a name in their social hierarchy for example,
family, clan, tribe, and confederation. This is present in other
cultures as well, for example, in traditional Spanish naming
convention people are referred to by given name, followed by
patronym and then matronym. This may be truncated to only
the first surname, or reversed in more modem examples. By
understanding an individual’s hierarchical connections,
insight can be gained into the additional names that they may
use as reference. Anwar Al Awlaki is a prime example of this
for Arabic naming. His family name of “Farid” was replaced
by the name of the highest level of his tribal hierarchy, or
confederation.

[0048] FIG. 5 shows how the HG relational data set 502 can
be fed into a data mining process 503 to help the engine more
intelligently search through large volumes of open source and
closed source data stores. The data mining process 503 can
receive user inputs 505 and pre-defined parameters 504, such
as lexicons, mining rules, search terms, and the like.

[0049] The data mining process 503 can involve a variety of
analytics and language analysis, as well as data discovery, and
the results 506 can then be tied back to the foundational HG
relational data set 502 in a continual update cycle. New
attributes and advanced analysis (e.g., sentiment, level of
influence) can be tied to existing data. Newly discovered
sources can be added to the HG data sources 501 and can then
be used to expand the data and to update existing data.
[0050] Turning to FIGS. 6A-6]; the structure and features
of'the HG data in an HG relational data set will be described.
The HG relational data set described in these figures corre-
sponds to the South Kivu Province of the Democratic Repub-
lic of Congo, but this is provided as an example only, and the
HG relational data could correspond to a variety of possible
HG terrains, locales, countries, cities, or other geographic
areas.

[0051] The HG relational data set for the South Kivu Prov-
ince of the Democratic Republic of Congo provides tribal
hierarchy data in a geospatial format and identifies approxi-
mate locations for specific tribes as well as their tribal hier-
archies. In addition to the Human Geography data, this data-
base contains geographic names, armed groups, mining
areas, confrontations, and human rights abuses.

[0052] Turning to FIG. 6A, the first part 600A of a geoda-
tabase in the HG relational data set is shown. The geodatabase
includes the name of each dataset 601 in the geodatabase, the
dataset type 602, and a description of each dataset 603. As
shown, the dataset types can include spatial data types such as
polygons, multi-part polygons, points, and the like. For
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example, the “Tribes” class contains Tribe names identified
through research and located geospatially and is represented
with polygons as an area on a map.

[0053] FIG. 6B shows the second part 600B of the geoda-
tabase. As shown in the figure, the geodatabase includes
hierarchical relationship classes which define hierarchical
relationships between one or more classes in the relational
data set. For example, the CHIEFDOM TRIBE relationship
class defines the hierarchies between the Chiefdoms class and
the Tribes class.

[0054] In this example of an HG relational data set, there
are three tribal hierarchy feature classes: Tribes, Chiefdoms,
and Ethnic Groups. FIG. 6C shows how the relationship
classes allow a user to view the hierarchical data in a user
interface 604. Relationship classes provide users the ability to
connect information contained in disparate database contain-
ers such as Feature Classes and Tables and visualize them.
The relationship classes in this HG relational data set link the
tribal hierarchy levels. These relationships are simple peer-
to-peer relationships and propagate forward from origin to
destination. The higher level in the hierarchy acts as the KEY
field. For example, the Ethnic Group to Chiefdom relation-
ship class has Ethnic Group as the KEY field. The two rela-
tionship classes can provide the hierarchical view of the HG
layers in a user interface. After the relationship classes are
added to the map and a polygon is identified, the user can
expand an Ethnic Group to see its affiliated Chiefdoms. A
Chiefdom can then be expanded to navigate through Tribes in
a Chiefdom.

[0055] The HG relational data set can include a geographic
names database which includes named features and a village
shapefile. The geographic names database and the village
shapefile can be used to update geographic areas. FIGS.
6D-6F illustrate the first 605A, second 605B, and third 605C
parts of a table listing the attributes for named features and
their related descriptions. For example, the designation
(DSG) code shown in FIG. 6F represents the type of geo-
graphic feature identified. For example, the DSG “PPL”
refers to a populated place, while the DSG “HLL” refers to a
hill.

[0056] The HG relational data set can include multiple
layers, each of which corresponds to a feature class and which
can be viewed in a geospatial format either alone, in different
combinations with other layers, or in a combined multilayer
containing all of the layers.

[0057] For example, the HG relational data set can include
a layer containing human rights abuse incidents. Incidents
include a description as well as information about the loca-
tion, date, as well as the perpetrator of the abuse. Incidents in
this feature class can optionally not contain spatial represen-
tations. This can mean that the location identified through
research either via book or open source could be not verified
with another geospatial source.

[0058] The HG relational data set can include a layer con-
taining confrontations between armed groups. Incidents can
include a description as well as information about the loca-
tion, date, and the parties involved in the confrontation. Con-
frontations in this feature class can optionally not contain
spatial representations. This can mean that the location iden-
tified through research either via book or open source could
be not verified with another geospatial source.

[0059] FIG. 6G shows a table 606 containing the attributes
and related descriptions for a Mining Areas layer. This layer

Sep. 18,2014

can include information about the mining operation itself as
well as armed group activity at the mine.

[0060] The HG relational data set can also include one or
more armed group layers. FIG. 6H shows a table 607 con-
taining Armed Group Attributes and Descriptions for each
armed group layer. In this example, the database contains a
total of five armed group layers that display the locations and
other information about each armed group in South Kivu.
These layers are called FARDC, FDLR, FRF, Rasta, and
PARECO, corresponding to the identities of each of the
armed groups in South Kivu.

[0061] As discussed earlier, all of the layers in the HG
relational data set can be combined into a single combined
layer. This layer can be a polygon feature class that combines
all of the Human Geography layers including Tribes, Chief-
doms, and Ethnic Groups. Because this layer contains all of
the HG information, an analyst could simply use this layer in
their analysis. The polygons are drawn to the approximate
location of the tribal groups. FIG. 61 shows a table 608 with
the attributes and descriptions for the single combined layer.
[0062] As an example of a visualization available through
the HG relational data set, Raster Layers can be used for the
Ethnic Groups in South Kivu. These rasters, or “heat maps”,
show the relative concentrations of each ethnic group across
the province. These density maps can be completed based
upon the number of features in the dataset rather than popu-
lation information. The more features for a particular group in
the dataset in a specific location, the higher the density. FI1G.
6J illustrates an Ethnic Group Heat Map 609 of the Barega
Ethnic Group which allows the user to quickly visualize
regional tribal domains without overgeneralization. This
Heat Map 609 is not population-based and should not be
construed as demonstrating population densities. This visu-
alization and any others described in the relational data set
can be used to transmit or output results of the data mining
process described earlier.

[0063] By using the relational data set such as the one
described in FIGS. 6 A-6J, information gathered through data
mining of data sources can be put into context and used to
both identify relationships of data objects in the relational
data set to an activity and to transmit information regarding
the activity and/or the data objects.

[0064] For example, the one or more classes in the rela-
tional data set can include a parent social group class repre-
senting a parent social group which includes an object defined
as a first area on a map. If the information in the data received
from at least one of the one or more data sources being mined
relates to an event, an association can be identified between a
parent social group object and the event by determining
whether the event occurred in the first area.

[0065] Additionally, if a second data object in the relational
data set is a person data object and the relational data set
indicates that the person data object is a member of the parent
social group, then the person data object can be identified as
being connected to the parent social group object and indi-
rectly connected to the event. Of course, this example is
provided for illustration only, and is not intended to be lim-
iting. In another example, the first data object which the
detected activity pertains to can be a commodity data object
and the second data object connected to that first data object
can be a social group data object, such as a group that controls
a particular mine.

[0066] One or more of the above-described techniques can
be implemented in or involve one or more computer systems.
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FIG. 7 illustrates a generalized example of a computing envi-
ronment 700. The computing environment 700 is not intended
to suggest any limitation as to scope of use or functionality of
a described embodiment.

[0067] With reference to FIG. 7, the computing environ-
ment 700 includes at least one processing unit 710 and
memory 720. The processing unit 710 executes computer-
executable instructions and may be a real or a virtual proces-
sor. In a multi-processing system, multiple processing units
execute computer-executable instructions to increase pro-
cessing power. The memory 720 may be volatile memory
(e.g., registers, cache, RAM), non-volatile memory (e.g.,
ROM, EEPROM, flash memory, etc.), or some combination
of'the two. The memory 720 may store software instructions
780 for implementing the described techniques when
executed by one or more processors. Memory 720 can be one
memory device or multiple memory devices.

[0068] A computing environment may have additional fea-
tures. For example, the computing environment 700 includes
storage 740, one or more input devices 750, one or more
output devices 760, and one or more communication connec-
tions 790. An interconnection mechanism 770, such as a bus,
controller, or network interconnects the components of the
computing environment 700. Typically, operating system
software or firmware (not shown) provides an operating envi-
ronment for other software executing in the computing envi-
ronment 700, and coordinates activities of the components of
the computing environment 700.

[0069] The storage 740 may be removable or non-remov-
able, and includes magnetic disks, magnetic tapes or cas-
settes, CD-ROMs, CD-RWs, DVDs, or any other medium
which can be used to store information and which can be
accessed within the computing environment 700. The storage
740 may store instructions for the software 780.

[0070] The input device(s) 750 may be a touch input device
such as a keyboard, mouse, pen, trackball, touch screen, or
game controller, a voice input device, a scanning device, a
digital camera, remote control, or another device that pro-
vides input to the computing environment 700. The output
device(s) 760 may be a display, television, monitor, printer,
speaker, or another device that provides output from the com-
puting environment 700.

[0071] The communication connection(s) 790 enable com-
munication over a communication medium to another com-
puting entity. The communication medium conveys informa-
tion such as computer-executable instructions, audio or video
information, or other data in a modulated data signal. A
modulated data signal is a signal that has one or more of its
characteristics set or changed in such a manner as to encode
information in the signal. By way of example, and not limi-
tation, communication media include wired or wireless tech-
niques implemented with an electrical, optical, RF, infrared,
acoustic, or other carrier.

[0072] Implementations can be described in the general
context of computer-readable media. Computer-readable
media are any available media that can be accessed within a
computing environment. By way of example, and not limita-
tion, within the computing environment 700, computer-read-
able media include memory 720, storage 740, communica-
tion media, and combinations of any of the above.

[0073] Of course, FIG. 7 illustrates computing environ-
ment 700, display device 760, and input device 750 as sepa-
rate devices for ease of identification only. Computing envi-
ronment 700, display device 760, and input device 750 may
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be separate devices (e.g., a personal computer connected by
wires to a monitor and mouse), may be integrated in a single
device (e.g., a mobile device with a touch-display, such as a
smartphone or a tablet), or any combination of devices (e.g.,
a computing device operatively coupled to a touch-screen
display device, a plurality of computing devices attached to a
single display device and input device, etc.). Computing envi-
ronment 700 may be a set-top box, mobile device, personal
computer, or one or more servers, for example a farm of
networked servers, a clustered server environment, or a cloud
network of computing devices.
[0074] Having described and illustrated the principles of
our invention with reference to the described embodiment, it
will be recognized that the described embodiment can be
modified in arrangement and detail without departing from
such principles. It should be understood that the programs,
processes, or methods described herein are not related or
limited to any particular type of computing environment,
unless indicated otherwise. Various types of general purpose
or specialized computing environments may be used with or
perform operations in accordance with the teachings
described herein. Elements of the described embodiment
shown in software may be implemented in hardware and vice
versa.
[0075] Inview ofthe many possible embodiments to which
the principles of our invention may be applied, we claim as
our invention all such embodiments as may come within the
scope and spirit of the following claims and equivalents
thereto.
What is claimed is:
1. A method executed by one or more computing devices
for contextual data mining using a relational data set, the
method comprising:
monitoring, by at least one of the one or more computing
devices, one or more data sources for information relat-
ing to the relational data set, wherein the relational data
set comprises one or more data objects in one or more
classes and defines relationships between the one or
more data objects in the one or more classes;

detecting, by at least one of the one or more computing
devices, activity corresponding to a first data object in
the one or more data objects based at least in part on
information gathered from at least one data source in the
one or more data sources;

determining, by at least one of the one or more computing

devices, whether the activity exceeds a predefined
threshold;
identifying, by at least one of the one or more computing
devices, a second data object in the one or more data
objects which is connected to the first data object based
at least in part on an analysis of the relationships
between the one or more data objects; and

transmitting, by at least one of the one or more computing
devices, information relating to the second data object
based at least in part on a determination that the activity
exceeds the predefined threshold.

2. The method of claim 1, wherein the relational data set
comprises vetted data.

3. The method of claim 1, further comprising updating the
second data object based at least in part on a determination
that the activity exceeds the predefined threshold.

4. The method of claim 1 further comprising monitoring
one or more additional data sources associated with the sec-
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ond data object based at least in part on a determination that
the activity exceeds the predefined threshold.

5. The method of claim 1, wherein the one or more data
sources comprise a plurality of data sources and wherein
determining whether the activity exceeds a predefined thresh-
old comprises:

determining how many distinct data sources in the plurality

of data sources contributed information relating to the
activity; and

designating the activity as exceeding the predefined thresh-

old based at least in part on a determination that the
number of distinct data sources is greater than a prede-
termined number.
6. The method of claim 1, wherein determining whether the
activity exceeds a predefined threshold comprises:
identifying a reliability grade for the at least one data
source in the one or more data sources; and

designating the activity as exceeding the predefined thresh-
old based at least in part on a determination that the
reliability grade is greater than a predetermined reliabil-
ity grade.

7. The method of claim 1, wherein detecting activity cor-
responding to the first data object comprises identifying an
association between information in data received from at least
one of the one or more data sources and the first data object.

8. The method of claim 7, wherein the relational data set is
a human geography data set and includes a hierarchical rela-
tionship class which defines hierarchical relationships
between the one or more classes.

9. The method of claim 8, wherein the one or more classes
include a parent social group class representing a parent
social group which is defined as a first area on a map.

10. The method of claim 9, wherein the information in the
data relates to an event, the first data object is a data object in
the parent social group class, and wherein identifying an
association comprises:

determining whether the event occurred in a geographic

area that is within the first area.

11. The method of claim 10, wherein the second data object
comprises a person data object corresponding to a person that
is part of the parent social group.

12. The method of claim 1, wherein the first data object
represents a geographic area and the second data objects
represents a person.

13. The method of claim 1, wherein the first data object
represents a commodity and the second data object represents
a social group.

14. The method of claim 1, wherein the information relat-
ing to the second data object comprises at least one of an
alarm, a notification, a chart, and information regarding how
the second data object is pertinent to the activity correspond-
ing to the first data object.

15. A system for contextual data mining using a relational
data set, the system comprising:

one or more processors; and

one or more memories operatively coupled to at least one

of the one or more processors and having instructions

stored thereon that, when executed by at least one of the

one or more processors, cause at least one of the one or

more processors to:

monitor one or more data sources for information relat-
ing to the relational data set, wherein the relational
data set comprises one or more data objects in one or
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more classes and defines relationships between the
one or more data objects in the one or more classes;

detect activity corresponding to a first data object in the
one or more data objects based at least in part on
information gathered from at least one data source in
the one or more data sources;

determine whether the activity exceeds a predefined
threshold;

identify a second data object in the one or more data
objects which is connected to the first data object
based at least in part on an analysis of the relationships
between the one or more data objects; and

transmit information relating to the second data object
based at least in part on a determination that the activ-
ity exceeds the predefined threshold.

16. The system of claim 15, wherein the relational data set
comprises vetted data.

17. The system of claim 15, wherein at least one of the one
or more memories has further instructions stored thereon that,
when executed by at least one of the one or more processors,
cause at least one of the one or more processors to update the
second data object based at least in part on a determination
that the activity exceeds the predefined threshold.

18. The system of claim 15, wherein at least one of the one
or more memories has further instructions stored thereon that,
when executed by at least one of the one or more processors,
cause at least one of the one or more processors to monitor
one or more additional data sources associated with the sec-
ond data object based at least in part on a determination that
the activity exceeds the predefined threshold.

19. The system of claim 15, wherein the one or more data
sources comprise a plurality of data sources and wherein the
instructions that, when executed by at least one of the one or
more processors, cause at least one of the one or more pro-
cessors to determine whether the activity exceeds a pre-
defined threshold further cause at least one of the one or more
processors to:

determine how many distinct data sources in the plurality

of data sources contributed information relating to the
activity; and

designate the activity as exceeding the predefined thresh-

old based at least in part on a determination that the
number of distinct data sources is greater than a prede-
termined number.

20. The system of claim 15, wherein the instructions that,
when executed by at least one of the one or more processors,
cause at least one of the one or more processors to determine
whether the activity exceeds a predefined threshold further
cause at least one of the one or more processors to:

identify a reliability grade for the at least one data source in

the one or more data sources; and

designate the activity as exceeding the predefined thresh-

old based at least in part on a determination that the
reliability grade is greater than a predetermined reliabil-
ity grade.

21. The system of claim 15, and wherein the instructions
that, when executed by at least one of the one or more pro-
cessors, cause at least one of the one or more processors to
detect activity corresponding to the first data object further
cause at least one of the one or more processors to identify an
association between information in data received from at least
one of the one or more data sources and the first data object.

22. The system of claim 21, wherein the relational data set
is a human geography data set and includes a hierarchical
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relationship class which defines hierarchical relationships
between the one or more classes.

23. The system of claim 22, wherein the one or more
classes include a parent social group class representing a
parent social group which is defined as a first area on a map.

24. The system of claim 23, wherein the information in the
data relates to an event, the first data object is a data object in
the parent social group class, and wherein the instructions
that, when executed by at least one of the one or more pro-
cessors, cause at least one of the one or more processors to
identify an association further cause at least one of the one or
more processors to determine whether the event occurred in a
geographic area that is within the first area.

25. The system of claim 24, wherein the second data object
comprises a person data object corresponding to a person that
is part of the parent social group.

26. The system of claim 15, wherein the first data object
represents a geographic area and the second data objects
represents a person.

27. The system of claim 15, wherein the first data object
represents a commodity and the second data object represents
a social group.

28. The system of claim 15, wherein the information relat-
ing to the second data object comprises at least one of an
alarm, a notification, a chart, and information regarding how
the second data object is pertinent to the activity correspond-
ing to the first data object.

29. At least one non-transitory computer-readable medium
storing computer-readable instructions that, when executed
by one or more computing devices, cause at least one of the
one or more computing devices to:

monitor one or more data sources for information relating

to a relational data set, wherein the relational data set
comprises one or more data objects in one or more
classes and defines relationships between the one or
more data objects in the one or more classes;

detect activity corresponding to a first data object in the one

or more data objects based at least in part on information
gathered from at least one data source in the one or more
data sources;

determine whether the activity exceeds a predefined

threshold;

identify a second data object in the one or more data objects

which is connected to the first data object based at least
in part on an analysis of the relationships between the
one or more data objects; and

transmit information relating to the second data object

based at least in part on a determination that the activity
exceeds the predefined threshold.

30. The at least one non-transitory computer-readable
medium of claim 29, wherein the relational data set comprises
vetted data.

31. The at least one non-transitory computer-readable
medium of claim 29, further storing computer-readable
instructions that, when executed by at least one of the one or
more computing devices, cause at least one of the one or more
computing devices to update the second data object based at
least in part on a determination that the activity exceeds the
predefined threshold.

32. The at least one non-transitory computer-readable
medium of claim 29, further storing computer-readable
instructions that, when executed by at least one of the one or
more computing devices, cause at least one of the one or more
computing devices to monitor one or more additional data
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sources associated with the second data object based at least
in part on a determination that the activity exceeds the pre-
defined threshold.

33. The at least one non-transitory computer-readable
medium of claim 29, wherein the one or more data sources
comprise a plurality of data sources and wherein the instruc-
tions that, when executed by at least one of the one or more
computing devices, cause at least one of the one or more
computing devices to determine whether the activity exceeds
a predefined threshold further cause at least one of the one or
more computing devices to:

determine how many distinct data sources in the plurality

of data sources contributed information relating to the
activity; and

designate the activity as exceeding the predefined thresh-

old based at least in part on a determination that the
number of distinct data sources is greater than a prede-
termined number.

34. The at least one non-transitory computer-readable
medium of claim 29, wherein the instructions that, when
executed by at least one of the one or more computing
devices, cause at least one of the one or more computing
devices to determine whether the activity exceeds a pre-
defined threshold further cause at least one of the one or more
computing devices to:

identify a reliability grade for the at least one data source in

the one or more data sources; and

designate the activity as exceeding the predefined thresh-

old based at least in part on a determination that the
reliability grade is greater than a predetermined reliabil-
ity grade.

35. The at least one non-transitory computer-readable
medium of claim 29, and wherein the instructions that, when
executed by at least one of the one or more computing
devices, cause at least one of the one or more computing
devices to detect activity corresponding to the first data object
further cause at least one of the one or more computing
devices to:

identify an association between information in data

received from at least one of the one or more data sources
and the first data object.

36. The at least one non-transitory computer-readable
medium of claim 35, wherein the relational data set is a
human geography data set and includes a hierarchical rela-
tionship class which defines hierarchical relationships
between the one or more classes.

37. The at least one non-transitory computer-readable
medium of claim 36, wherein the one or more classes include
aparent social group class representing a parent social group
which is defined as a first area on a map.

38. The at least one non-transitory computer-readable
medium of claim 37, wherein the information in the data
relates to an event, the first data object is a data object in the
parent social group class, and wherein the instructions that,
when executed by at least one of the one or more computing
devices, cause at least one of the one or more computing
devices to identify an association further cause at least one of
the one or more computing devices to determine whether the
event occurred in a geographic area that is within the first
area.

39. The at least one non-transitory computer-readable
medium of claim 38, wherein the second data object com-
prises a person data object corresponding to a person that is
part of the parent social group.
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40. The at least one non-transitory computer-readable
medium of claim 29, wherein the first data object represents a
geographic area and the second data objects represents a
person.

41. The at least one non-transitory computer-readable
medium of claim 29, wherein the first data object represents a
commodity and the second data object represents a social
group.

42. The at least one non-transitory computer-readable
medium of claim 29, wherein the information relating to the
second data object comprises at least one of an alarm, a
notification, a chart, and information regarding how the sec-
ond data object is pertinent to the activity corresponding to
the first data object.

Sep. 18,2014



