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S100 Construct a third-party proxy authentication center, issue, by means of the third-party proxy authentication
center, a digital certificate to a system supporting cross-domain access, and issue an endorsement
credential to a device under the system
8110 By means of the third-party proxy authentication center, generate, by using an attribute mapping method, an attribute
certificate of a system requesting access in a source domain, the system requesting access sending,
by using the attribute certificate, an access request to a system requested in a target domain for access
5120 By means of the third-party proxy authentication center, perform, according to the access request and the attribute
certificate, identity verification on the system requesting access, and if verified, establish a cross-
domain security interaction between the system requesting access in the source domain and the
system requested in the target domain for access

(57) Abstract: The present application relates to a cross-domain secure interaction method and system, a terminal, and a storage
medium. The method comprises: constructing a third-party proxy authentication center, issuing, by means of the third-party proxy
authentication center, a digital certificate to a system supporting cross-domain access, and issuing an endorsement credential to a
device under the system; by means of the third-party proxy authentication center, generating, by using an attribute mapping method,
an attribute certificate of a system requesting access in a source domain, the system requesting access sending, by using the attribute
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certificate, an access request to a system requested in a target domain for access; by means of the third-party proxy authentication center,
performing, according to the access request and the attribute certificate, identity verification on the system requesting access, and if
verified, establishing a cross-domain security interaction between the system requesting access in the source domain and the system
requested in the target domain for access. The embodiments of the present application achieves one-to-many cross-domain identity
verification between heterogeneous systems, and improves access efficiency and the security of cross-domain access control.
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