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(57) Abstract: The present invention relates to a method for
communication between a secure element (D) of a mobile
device (T) and said mobile device (T), said secure element
(D) comprising a first data file (DAT_EF1) and said mobile
device (T) comprising a corresponding first data file
(DAT_EF1). The method comprises: updating said first data
file (DAT_EF1) of said mobile device (T) with a command
(C1); requesting by said mobile device (T) to said secure
element (D) to update the corresponding first data file
(DAT_EF1) with said command (Cl); extracting and ex-
ecuting by said secure element (D) the command (C1) with-
in the updated first data file (DAT_EF1) of said secure ele-
ment (D); updating by said secure element (D) a second data
file (DAT_EF2, DAT F2) with a result (RS) of the execu-
tion; re-updating by said mobile device (T) the correspond-
ing first data file (DAT_EF1) of said mobile device (T) with
the result.
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METHOD AND DEVICE FOR COMMUNICATION BETWEEN A MOBILE DEVICE AND A SECURE ELEMENT

TECHNICAL FIELD

The present invention relates to a method for communication between
a mobile device and a secure element of said mobile device. The invention
also relates to an associated mobile device.

BACKGROUND OF THE INVENTION

A standard of communication such as the Open Mobile APl standard
(referred as OMAPI) of the SIMAlliance permits a mobile device to
communicate with a secure element of said mobile device. Said secure
element is for example a SIM (“Subscriber ldentity Module”) card or a USIM
(“Universal Subscriber identity Module”) card, said mobile device being a
NFC (“Near Field Communication”) mobile phone. The standard of
communication permits in particular to send from said mobile phone some
commands to said secure element and to receive by said mobile phone
some responses from said secure element.

One problem of this prior art is that this standard of communication is
complex to implement and is only dedicated to NFC mobile devices.

SUMMARY OF THE INVENTION

It is an object of the invention to provide a method for communication
between a mobile device and a secure element of said mobile device which
permits said mobile device to easily communicate with its secure element,
and this for any type of mobile device, NFC or not.

To this end, there is provided a method for communication between a
secure element of a mobile device and said mobile device, said secure
element comprising at least a first data file and said mobile device
comprising a corresponding first data file, wherein said method for
communication comprises:

- updating by said mobile device said first data file of said mobile
device with at least one command to be executed by said secure element;

SUBSTITUTE SHEET (RULE 26)
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- requesting by said mobile device to said secure element to
update the corresponding first data file of said secure element with said at
least one command,;

- updating by said secure element the corresponding first data
file of said secure element with said at least one command;

- extracting by said secure element the at least one command
within the updated first data file of said secure element;

- executing by said secure element the at least one command;

- updating by said secure element a second data file with a result
of the execution of said at least one command;

- reading by said mobile device from said secure element the
result from said second data file;

- re-updating by said mobile device the corresponding first data
file of said mobile device with the result read;

- getting by said mobile device the result of the execution of said
at least one command from said re-updated first data file.

Hence, as will be described in detailed, one uses data files which are
common to the mobile device and to the secure element to send a command
from said mobile device to the secure element and to receive by said mobile
device a response of the execution of said command from said secure
element. It doesn’t need any complex standard of communication. It may be
applied to any type of mobile device. Moreover, the invention permits a
mobile device to know when an update in a data file of said secure element
takes place, and to update accordingly a data file in its own memory, which
corresponds to the secure element’s updated data file.

According to non-limitative embodiments of the invention, the method
for communication in accordance with the invention further comprises the

following characteristics.

In a non-limitative embodiment, the command to be executed by said
secure element is an APDU command.

In a non-limitative embodiment, the first data file is an elementary file.
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In a non-limitative embodiment, the first data file and the second data
file are:

- an ADN file; or

- an SMS file; or

- an ICCID file; or

- an MSISDN file; or

- an IMSI file.

In a non-limitative embodiment, the second data file is a data file
which is smaller than the first data file.

In a non-limitative embodiment, said method for communication
further comprises switching by said secure element of the file identifications
between an elementary file of said secure element and said smaller data file.

In a non-limitative embodiment, said method for communication
further comprises:

- switching back by said secure element of the file identifications
between an elementary file of said secure element and said smaller data file;

- reading by said mobile device from said secure element some
data of said elementary file;

- updating by said mobile device the first data file of said mobile
device with the data read.

In a non-limitative embodiment, said method for communication
further comprises:

- receiving by said mobile device a request from a user for
reading some data of said first data file;

- getting by said mobile device the requested data;

- displaying by said mobile device said requested data.

In a non-limitative embodiment, said secure element is a SIM card,
USIM card, an eSE, a micro-SD, an UICC, or an embedded UICC.
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In a non-limitative embodiment, said mobile device is a mobile phone.

In a non-limitative embodiment, said mobile device is an Android™
device.

In a non-limitative embodiment, in order to indicate the mobile device
to read some data in a second data file of said secure element, said method
communication further comprises sending by said secure element to said
mobile device a proactive refresh command comprising a file identification of
said second data file to be read.

In a non-limitative embodiment, said mobile device comprises an
operating system which is adapted to perform the steps performed by said
mobile device.

In a non-limitative embodiment, said mobile device further comprises
an application and said method for communication further comprises:

- a launch by said application of the update by said mobile
device of said first data file of said mobile device with at least one command;

- a launch by said application of the getting by said mobile device
of the result of the execution of said at least one command.

In addition, there is provided a mobile device for communicating with a
secure element of said mobile device, said secure element comprising at
least a first data file and said mobile device comprising a corresponding first
data file, wherein said mobile device is adapted to:

- update said first data file of said mobile device with at least one
command to be executed by said secure element;

- request to said secure element to update the corresponding
first data file of said secure element with said at least one command;

- update by said secure element the corresponding first data file
of said secure element with said at least one command;

- extract by said secure element the at least one command within
the updated first data file of said secure element;

- execute by said secure element the at least one command;
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- update by said secure element a second data file with a result
of the execution of said at least one command;

- read from said secure element the result from said second data
file;

- re-update the corresponding first data file of said mobile device
with the result read;

- get the result of the execution of said at least one command
from said re-updated first data file.

BRIEF DESCRIPTION OF THE FIGURES

Some embodiments of methods and/or apparatus in accordance with
embodiments of the present invention are now described, by way of example
only, and with reference to the accompanying drawings, in which:

- Fig. 1 illustrates a schematic organization chart of a method for
communication according to a first non-limitative embodiment of the
invention;

- Fig. 2 illustrates a schematic organization chart of a method for
communication according to a second non-limitative embodiment of the
invention;

- Fig. 3 illustrates some further steps of the method for communication
of Fig. 6;

- Fig. 4 illustrates a mobile device which is adapted to carry out the
method for communication of Fig. 1 to 3.

DESCRIPTION OF EMBODIMENTS OF THE INVENTION

In the following description, well-known functions or constructions by
the man skilled in the art are not described in detail since they would obscure
the invention in unnecessary detail.

The present invention relates to a method for communication MTH
between a mobile device T and a secure element D of said mobile device T.

The mobile device T illustrated in Fig. 4 comprises :
- the secure element D;
- an operating system OS; and



10

15

20

25

30

35

WO 2017/167408 PCT/EP2016/068451

- an application APP.

The operating system OS is adapted to communicate with the secure
element D and with the application APP.

It is to be noted that an application refers to a set of one or more
programs designed to carry out a set of operations sequences to perform
specific tasks.

In a non-limitative embodiment, the mobile device T is a mobile
phone.

In a non-limitative embodiment, the mobile device T is an Android™
device.

In a non-limitative embodiment, the mobile device T is a NFC (“Near
Filed Communication”) mobile device T or not.

The mobile device T comprises :

- a cache memory CM ;

- a plurality of data files, which comprises some elementary files,
referred as EF files. Said EF files are stored in said cache memory CM.

These EF files being well-known by the man skilled in the art, there
are not described here.

In non-limitative examples, said EF files are:

- ICCID file (“Integrated Circuit Card ID”) referred as ICCID_EF;

- IMSI file (“International Mobile Subscriber Identity”) referred as
IMSI_EF;

- MSISDN file (“Mobile Station International Subscriber Directory
Number ») referred as MSISDN_EF;

- ADN file (“Abbreviated Dialing Number”) referred as ADN_EF;
and

- SMS file ("Short Message Service”) referred as SMS_EF.

The mobile device T comprises at least one first data file DAT_EF1.
Said first data file DAT_EF1 is in a non-limitative embodiment an EF file. As
will be described hereinafter, said first data file DAT_EF1 will be used to
receive a command C1 from said application APP or a result RS of the
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execution of said command C1 from said secure element D.

A secure element D is a secured component which may perform
cryptographic functionalities and is adapted to store a secret data.

In a non-limitative embodiment, the secure element D is a smart card.
In non-limitative examples, the smart card is a SIM card or an USIM card.

In other non-limitative embodiments, the secure element D is an eSE
(embedded secure element), a micro-SD, an UICC.

In the non-limitative embodiment of the secure element D which is a
smart card, communication is performed with the operating system OS of the
mobile device T by means of APDU (Application Protocol Data Unit).

Hence, in a non-limitative embodiment, said command C1 is an APDU
command and said response RS is an APDU response. Of course, other
formats different from an APDU command/response (recognized by the
secure element D and the application APP) may be used.

In a non-limitative embodiment, the secure element D comprises a
plurality of files, which comprises also some elementary files EF.
Some of these EF files are common to the ones of said mobile device

T.

In non-limitative examples, the EF files in common are:

- ICCID file (“Integrated Circuit Card ID”) referred as ICCID_EF;

- IMSI file (“International Mobile Subscriber Identity”) referred as
IMSI_EF;

- MSISDN file (“Mobile Station International Subscriber Directory
Number ») referred as MSISDN_EF;

- ADN file (“Abbreviated Dialing Number”) referred as ADN_EF;
and

- SMS file ("Short Message Service”) referred as SMS_EF.

The secure element D comprises at least one first data file DAT_EF1
which corresponds to the first data file of the mobile device T. Said first data
fle DAT_EF1 is in a non-limitative embodiment an EF file. As will be
described hereinafter, said first data file DAT_EF1 will be used to receive the
command C1 from said mobile device T.
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The secure element D comprises at least one second data file
DAT_EF2, DAT_F2. As will be described hereinafter, said second data file
DAT_EF2, DAT_F2 will be used to save the result RS of the execution of
said command C1.

In a non-limitative embodiment, the secure element D further
comprises a secret password PIN1 also referred as stored PIN1. In a non-
limitative example, said secret password is a short secret password, such as
a PIN (Password Identification Number”). In another non-limitative
embodiment, the secret password is a passphrase.

The short secret password will be taken in the following as a non-
limitative example.

As will be described hereinafter, the method for communication MTH
between the mobile device T and the secure element D will permit data
exchange, such as a command C1 and a response RS, between the secure
element D and the application APP, via the operating system OS.

Moreover, the method for communication MTH permits to transfer
some data from said secure element D to said application APP on the mobile
device T by updating an element file EF. In order for said mobile device T to
know that an element file EF of said secure element D has been updated,
said secure element D will send a proactive refresh command APDU_RES to
said mobile device T, that is related to the updated element file EF. Then
said mobile device T will read the element file EF and updates the image of
said element file EF in the cache memory.

In a non-limitative embodiment, said proactive refresh command
ADPU_RES is a proactive REFRESH ADPU command with a mode *file
change notification”. Of course, other formats different from an APDU
command may be used for such proactive refresh command APDU_RES.

This mode advises the mobile device T of the identity of the
elementary file DAT_EF2 that has been changed (in structure and/or
contents) in the secure element D. This information may be used by the
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mobile device T if there is an image of said elementary file (e.g. the ADN file)
in the mobile device's memory, to determine whether it needs to update this
image, DAT_EF1 in this case.

It is to be noted that a proactive command is used by the secure
element D to instruct the mobile device T to do different tasks. In the case of
the proactive refresh command, the secure element D notifies the mobile
device T to read one of its elementary file DAT_EF2, DAT_F2 in order to
update its corresponding elementary file DAT_EF1.

In a non-limitative example, the application APP is an application
which permits an authentication of a user U of the mobile device D to a
remote server (not illustrated) via said mobile device T. Thanks to this
application APP, the user U enters a short secret password referred as PIN2
on the mobile device T. Said PIN2 is then verified by the secure element D.
The result of the verification is then sent to the remote server.

In this case, the data exchanged between the application APP and the
secure element D will be:

- a verify short secret password command C1, which will be
transferred from the application APP to the USIM card D, via the operating
system OS of the mobile device T;

- a result RS of the verification of said short secret password,
which will be transferred from the USIM card D to the application APP, via
the operating system OS of the mobile device T.

This non-limitative example of application APP will be taken in the
following description. Furthermore, in a non-limitative example, the first data
file DAT_EF1 of said mobile device T is an ADN file.

The method for communication MTH between the mobile device T
and the secure element D is illustrated in Fig. 1 according to a first non-
limitative embodiment, and in Fig. 2 and 3 according to a second non-
limitative embodiment.
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The USIM card will be taken in the following as a non-limitative
example.

These non-limitative embodiments are described hereinafter.

d First embodiment

When the application APP for authenticating the user U to a remote
server is open and launched (by the user of the mobile device D for
example), said application APP launches (step 0 illustrated in Fig. 1
CALL_UPDT(DAT_EF1)) the update of a first data file DAT_EF1 of said
mobile device T with the command C1 to be executed.

Hence, in step 1) illustrated in Fig. 1 UPDT(T, DAT_EF1, C1, CM),
said mobile device T updates its first data file DAT_EF1 with at least said
one command C1 to be executed by said USIM card D.

In the non-limitative given example, the ADN file in the cache memory
CM of said mobile device T is therefore updated with the verify short secret
password command C1, said command C1 comprising the PIN2 entered by
the user U of the mobile phone T.

In step 2) illustrated in Fig. 1 RQ_UPDT(DAT_EF1, C1), said mobile
device T requests said USIM card D to update its corresponding first data file
DAT_EF1 with said at least one command C1.

Hence, it request the USIM card D to update its own ADN file with the
verify short secret password command C1.

In step 3) illustrated in Fig. 1 UPDT(D, DAT_EF1, C1), said USIM
card D updates its corresponding first data file DAT_EF1 with said at least
one command C1.

Hence, the ADN file of said USIM card D is updated with the verify
short secret password command C1, said verify short secret password
command comprising the PIN2 entered by the user.
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In step 4) illustrated in Fig. 1 EXTRCT(D, C1, DAT_EF1), said USIM
card D extracts the at least one command C1 within the updated first data
file DAT_EF1.

In order to read the verify short secret password command C1 and
therefore here the PIN2, the USIM card D extracts it from its ADN file.

In step 5) illustrated in Fig. 1 EXEC(D, C1), said USIM card D
executes the at least one command C1.

In the non-limitative given example, the USIM card D executes the
verify short secret password command: it checks if the short secret password
PIN2 entered is equal to its own stored PIN1.

If it is the case, the USIM card D generates a result RS which is “PIN
correct”, in the other case, the results RS is “PIN wrong”. In a non-limitative
example, the result RS equal to 1 when the short secret password PIN2 is
correct, and equal to 0 when the short secret password PIN2 is wrong.

In the given example, PIN2 is equal to PIN1, and the result RS is = 1.

In step 6) illustrated in Fig. 1 UPDT(D, RS, DAT_EF2), said USIM
card D updates a second data file DAT_EF2 with said result RS of the
execution of said at least one command C1.

In a non-limitative embodiment, said second data file DAT_EF2 is an
elementary file EF.

In a non-limitative embodiment, said second data file DAT_EF2 may
be the same as the first data file DAT_EF1 which has been updated with the
command C1, here the ADN file, or may be another EF file, for example the
SMS file.

In other non-limitative examples, these other EF files may be used as
a second data file DAT_EF2 to store the result RS:

- ICCID file ;

- IMSI file ;

- MSISDN file.

Said mobile device T will then be able to read said result RS from said
second data file DAT_EF2.
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It is to be noted that in order to make the mobile device T read some
data from said second data file DAT_EF2 of said USIM card D, in step 7)
illustrated in Fig. 1 TX(D, T, APDU_RES), the USIM card D sends to said
mobile device T a proactive refresh command ADPU_RES comprising the
file identification ID2 of said second data file DAT_EF2 to be read.

In step 7°) illustrated in Fig. 1 RX(T, D, APDU_RES), said mobile
device T receives said proactive refresh command APDU_RES.

In step 8) illustrated in Fig. 1 RD(T, RS, DAT_EF2), said mobile
device T reads from said USIM card D the result RS from said second data
file DAT_EF2.

Hence, the mobile device T reads, in the ADN file of the USM card D,
the result RS which is equal to 1.

Therefore, the mobile phone T is able to retrieve the data which has
been updated in the USIM card (in particular in the ADN file in the given
example), that is to say, here in non-limitative given example, the result RS.

In step 9) illustrated in Fig. 1 UPDT(T, DAT_EF1, RS, CM), said
mobile device T re-updates its corresponding first data file DAT_EF1 with
said result read RS.

Hence it updates its own ADN file in the cache memory CM with the
result RS equal to 1.

In step 10) illustrated in Fig. 1 GT(T, DAT_EF1, RS), said mobile
device T gets the result RS of the execution of said at least one command
C1 from said re-updated first data file DAT_EF1.

Hence, the result RS that is to say the value 1 in the non-limitative
given example, is read from the ADN file in the cache memory CM.

It is to be noted that the application APP is adapted to launch (step 9’
illustrated in Fig. 1 CALL_GT(RS) the getting by the mobile device T of the
result RS of the execution of said at least one command C1 from said re-
updated first data file DAT_EF1.
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In step 11) illustrated in Fig. 1 TX(T, APP, RS), said mobile device T
sends the result RS to the application APP which receives it in step 11°)
illustrated in Fig. 1 (RX(APP, T, RS).

Hence, the result “PIN2 correct” is sent and received.

It is to be noted that all the steps above-described performed by the
mobile device T, are performed by the operating system OS of said mobile
device T.

Hence, when receiving this result RS which indicates that the short
secret password PIN2 entered by the user U is correct, the application APP
is able to sends a response to the remote server to acknowledge that the
short secret password PIN2 is correct, in this case, and to display a message
related to the result RS of the command executed for the user.

The application APP is thereafter closed.

Hence, thanks to this first embodiment, a command C1 is transmitted
via data files which are common to the mobile device T and the secure
element D, and which are here standard EF files. The result RS is
transmitted via a data file which already exists in the secure element D,
which is here a standard EF file.

It is to be noted that the first data file DAT_EF1 and the second data
file DAT_EF2 which are standard EF files usually comprise a huge size (for
example 250 records for an ADN file).

Hence, after receiving the proactive refresh command ADPU_RES,
the reading of an EF file in the USIM card D and the updating of its cache
memory CM will take a long time for the mobile device T to perform.

So, if an EF file such as ADN file or SMS file is used for the data
exchange, the application APP may have to wait a long time for getting the
data updated in the USIM card D, here the result RS. In a non-limitative
embodiment, the application APP will have to wait up to 23 seconds, which is
too long.
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Hence, as will be described in the second non-limitative embodiment
illustrated in Fig. 2 and 3, a data file, called ghost file, may be used as a
second data file for exchanging data between the USIM card D and the
application APP. Said ghost data file referred as DAT_F2 comprises a
structure which is smaller than a standard EF file. It comprises less records
than the first data file DAT_EF1. Hence, when the mobile device T will read
said ghost data file DAT_F2, it will be quicker, because its file size is smaller.

. Second embodiment
The five first steps 1 to 5 above-described for the first embodiment
are the same for said second embodiment.

As explained above, the second data file which will be updated will be
the ghost data file DAT_F2.

Hence, instead of the second data file referred as DAT_EF2 (here, the
standard ADN file) corresponding to the first data file DAT_EF1 of the mobile
device T, the USIM card D selects the ghost data file DAT_F2 as the second
data file to be updated with the result RS, and update it as described in the
step 6) in the first embodiment (step 6 illustrated in Fig. 2 UPDT(D, RS,
DAT_F2)).

It is to be noted a second data file which is either a standard EF file (in
the first embodiment) or the ghost data file DAT_F2 (in these second
embodiment) comprises a file identification, here 1D2 for the standard EF file
DAT_EF2, and ID2’ for the ghost data file DAT_F2.

In step 7) illustrated in Fig. 2 SWP(D, 1D2, ID2’, DAT_EF2, DAT_F2)
the USIM card D switch (also called swap) the file identifications |D2, 1D2’
between the EF file DAT_EF2 and said second ghost data file DAT_F2.

Hence, in the non-limitative given example, the file identification ID2 of
the standard ADN file will be associated with the ghost data file DAT_F2, and
the file identification ID2’ of the ghost data file DAT_F2 will be associated to
the ADN file.
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It permits the mobile device T to read said ghost data file DAT_F2
instead of the standard ADN file.

Then, in order to make the mobile device T read some data from said
ghost data file DAT_F2 of said USIM card D, in step 8) illustrated in Fig. 2
TX(D, T, APDU_RES), the USIM card D send a proactive refresh command
APDU_RES. Said proactive refresh command APDU_RES comprises the file
identification ID2 of said ADN file.

In step 8°), said mobile device T receives said proactive refresh
command APDU_RES as illustrated in Fig. 2 RX(T, D, APDU_RES).

Consequently, in step 9), illustrated in Fig. 2 RD(T, RS, DAT_F2), the
mobile device T will read the result RS from said ghost data file DAT_F2
thinking that it reads a standard EF file (as it is described in step 8) of the
first embodiment).

As, in the non-limitative given example, the mobile device T only
recognizes the file identification ID2 of the standard ADN file, it thinks that it
reads its content while reading the content of the ghost data file DAT_F2.
This is the reason why this smaller data file DAT_F2 is called ghost.

As the file size of the ghost data file DAT_F2 is smaller than the one
of the standard ADN file, the reading is faster.

The steps 10, 10°, 11, 12 and 12’ are respectively the same as the
steps 9, 9°, 10, 11 and 11’ described in the first embodiment.

It is to be noted that all the steps above-described performed by the
mobile device T, are performed by the operating system OS of said mobile
device T.

Hence, as in the first embodiment, when receiving this result RS which
indicates that the short secret password PIN2 entered by the user U is
correct, the application APP is able to sends a response to the remote server
to acknowledge that the short secret password PIN2 is correct, in this case,
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and to display a message related to the result RS of the command executed
for the user.
The application APP is thereafter closed.

Hence, thanks to this second embodiment, a command C1 is
transmitted via data files which are common to the mobile device T and the
secure element D, and which are here standard EF files. The result RS is
transmitted via a data file which is smaller than a standard EF file.

Hence, thanks to this method for communication (first and second
non-limitative embodiments), some data (here the command C1 and the
result RS) may be transferred from the application APP to the secure
element D of said mobile phone, and vice versa, without need of any
dedicated or standard protocol communication between an APP and the
secure element D. Only the protocol communication already used between
the operating system OS of the mobile phone and its secure element D is
used.

It is to be noted that if the user U of the mobile device T wants to get
some data from the second data file, such as some abbreviated dialed
numbers in the ADN file for example, the previously file identification ID2
should be associated to the ADN file, which is not the case as it has been
associated to the ghost data file DAT_F2, and the corresponding first data
file DAT_EF1 of said mobile device T should contain the content of said ADN
file, that is to say the abbreviated dialed numbers.

Therefore, after the application APP is closed, in step 13) illustrated
in Fig. 3 RQ_SWPB (T, D, ID2, ID2’, DAT_EF2, DAT_F2), the mobile device
T requests the USIM card D to switch back the file identifications ID2, ID2’. In
a non-limitative embodiment, for said request, the mobile device T sends an
APDU status command.

In step 14), illustrated in Fig. 3 SWPB(D, ID2, ID2', DAT_EF2,
DAT_F2), the USIM card D switch back the file identifications 1D2, ID2’
between the elementary file DAT_EF2 of said USIM card D corresponding to
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the first data file DAT_EF1 of said mobile device T and said second ghost
data file DAT_F2.

The file identification 1D2 is therefore again associated to the standard
ADN file and the file identification ID2’ to the ghost data file DAT_F2.

In step 15) illustrated in Fig. 3 TX(D, T, APDU_RES), the USIM card
D sends to the mobile device D a proactive refresh command APDU_RES
with the file identification ID2 of the elementary file DAT_EF2 to be read.

Hence, in the non-limitative given example, the proactive refresh
command APDU_RES comprises the file identification ID2 of the standard
ADN file.

Said mobile device T receives said proactive refresh command APDU-
RES in step 15’) illustrated RX(T, D, APDU_RES).

The normal ADN file will be read by the mobile device T instead of the
ghost data file DAT_F2.

In step 16) illustrated in Fig. 3 RD(T, DAT2, DAT_F2), the mobile
device T reads the data DAT2 from said elementary file DAT_EF2 of said
USIM card D.

In the non-limitative given example, it reads the records of the ADN
file, which are the abbreviated dialed numbers which are recorded in the
USIM card D.

In step 17) illustrated in Fig. 3 UPDT(T, DAT_EF1, DAT2, CM), the
mobile device T updates with the data read DAT2 the corresponding first
data file DAT_EF1 in the cache memory CM.

Hence, the previously data which have been recorded in the cache
memory CM, that is to say the data of the ghost file DAT_F2 and in particular
the result RS, are erased by the data of said elementary file, here by the
ADN records.

Hence, later, when in step 18) illustrated in Fig. 3 RX(T, U, RQ,
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DAT1, DAT_EF1), the mobile device T receives a request RQ from a user U
for reading some data DAT1, for example a selected abbreviated dialed
number, of said first data file DAT_EF1, here of the ADN file in the cache
memory CM, in step 19) illustrated in Fig. 3 GT(T, DAT_EF1, DAT1), the
mobile device T gets the requesting data DAT1 from said first data file
DAT_EF1, here, the requested abbreviated dialed number, and in step 20)
illustrated in Fig. 3 DISP(T, DAT1, DAT_EF1), the mobile device T displays
said requested data DAT1 to said user, for example on a screen.

Hence, the mobile device T is adapted to carry out a method MTH for
performing a communication with its secure element D. The mobile device T
is illustrated in Fig. 4. It comprises said secure element D, the operating
system OS and the application APP.

As above-described, the mobile device T comprises at least one first
data file DAT_EF1 in a cache memory CM and the secure element D
comprises a corresponding first data file DAT_EF1 in its own memory. Said
memory is for example a non-volatile memory such as an EEPROM. It is to
be noted that the same reference is used for the first data file DAT_EF1 in
the mobile device T and the one in the secure element D, although they are
different data files.

The operating system OS of said mobile device T is adapted to:

- update said first data file DAT_EF1 with at least one command
C1 to be executed by said secure element D (function illustrated in Fig. 4
UPDT(T, DAT_EF1, C1, CM));

- request to said secure element D to update the corresponding
first data file DAT_EF1 of said secure element D with said at least one
command C1 (function illustrated in Fig. 4 RQ_APDT(DAT_EF1, C1));

- read from said secure element D the result RS from said
second data file DAT_EF2, DAT_F2 (function illustrated in Fig. 4 RD(T, RS,
DAT_EF2));
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- re-update the corresponding first data file DAT_EF1 of said
mobile device T with the result read RS (function illustrated in Fig. 4 UPDT(T,
DAT_EF1, RS, CM));

- get the result RS of the execution of said at least one command
C1 from said re-updated first data file DAT_EF1 (function illustrated in Fig. 4
GT(T, DAT_EF1, RS));

- transmit to said application APP the results RS of the execution
of aid command C1 ((function illustrated in Fig. 4 TX(T, APP, RS)).

The secure element D of said mobile device T is adapted to:

- update the corresponding first data file DAT_EF1 of said secure
element D with said at least one command C1 (function illustrated in Fig. 4
UPDT(D, DAT_EF1, C1);

- extract the at least one command C1 within the updated first
data file DAT_EF1 of said secure element D (function illustrated in Fig. 4
EXTRCT(D, C1, DAT_EF1));

- execute the at least one command C1 (function illustrated in
Fig. 4 EXEC(D, C1));

- update a second data file DAT_EF2, DAT_F2 with a result RS
of the execution of said at least one command ADPU_C1 (function illustrated
in Fig. 4 UPDT(D, RS, DAT_EF2)).

When a smaller data file DAT_F2 (called ghost data file) is used as
the second data file, in a non-limitative embodiment, the secure element D of
said mobile device T is further adapted to:

- switch the file identifications ID2, ID2’ between an elementary
file DAT_EF2 of said secure element D and said smaller data file DAT_F2
(function illustrated in Fig. 4 SWP(D, ID2, ID2’, DAT_EF2, DAT_F2));

- switch back the file identifications ID2, ID2" between an
elementary file DAT_EF2 of said secure element D and said smaller data file
DAT_F2 (function illustrated in Fig. 4 SWP(D, ID2, ID2', DAT_EF2,
DAT_F2)).

In this case, in a non-limitative embodiment, the operating system OS
of said mobile device T is further adapted to:
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- request the switching back of said file identifications 1D2, |1D2’
between said elementary file DAT_EF2 of said secure element D and said
smaller data file DAT_F2 (function illustrated in Fig. 4 RQ_SWPB(T, ID2,
ID2’, DAT_EF2, DAT_F2));

- read from said secure element D some data DAT2 of said
elementary file DAT_EF2 (which is the ghost data file) (function illustrated in
Fig. 4 RD(T, DAT2, DAT_F2);

- update the first data file DAT_EF1 of said mobile device T with
the data read DAT2 (function illustrated in Fig. 4 UPDT(T, DAT_EF1, DAT2,
CM)).

In a non-limitative embodiment, in order to indicate the mobile device
T to read some data DAT2, RS in a second data file DAT_EF2, DAT_F2 of
said secure element D, the secure element D of said mobile device T is
further adapted to send to said mobile device T a proactive refresh command
APDU_RES comprising a file identification 1D2 of said second data file
DAT_EF2, DAT_F2 to be read (function illustrated in Fig. 4 TX(D, T,
APDU_RES)), said operating system OS of said mobile device T being
adapted to receive said proactive refresh command APDU_RES (function
illustrated in Fig. 4 TX(T, D, APDU_RES)).

In a non-limitative embodiment, the operating system OS of said
mobile device T is further adapted to

- receive a request RQ from a user U for reading some data
DAT1 of said first data file DAT_EF1 (function illustrated in Fig. 4 RX(T, U,
RQ, DAT1, DAT_EF1));

- get the requested data DAT1 (function illustrated in Fig. 4
GT(T, DAT_EF1, DAT1) );

- display said requested data DAT1 (function illustrated in Fig. 4
DISP(T, DAT1, DAT_EF1)).

In a non-limitative embodiment, the application APP of said mobile
device T is adapted to:
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- a launch of the update by said mobile device T of said first data
file DAT_EF1 of said mobile device T with at least one command C1
(function illustrated in Fig. 4 CALL_UPDT(DAT_EF1));

- a launch of the getting by said mobile device T of the result RS
of the execution of said at least one command C1 (function illustrated in Fig.
4 CALL_GT(RS));

- receive from the mobile device T the results RS of the
execution of aid command C1 ((function illustrated in Fig. 4 RX(APP, T, RS)).

It is to be understood that the present invention is not limited to the
aforementioned embodiments.

The non-limitative given example deals with the secure element D
which may be used to provide an identity service as the secure element D
stores the secret password PIN1. In a non-limitative embodiment, the secure
element D may further store a user identification.

In another non-limitative embodiment, the secure element D may be
used to provide email encryption/decryption for a mailbox on the mobile
device T.

Hence, some embodiments of the invention may comprise one or a
plurality of the following advantages:

- it permits to send some commands from the mobile device T to
the secure element D and to receive by said mobile device T a response
from said mobile device T without a complex standard of communication;

- it permits a secure element D to transfer data to an application
APP of said mobile device T;

- it permits a mobile data T to know that an elementary file of
said secure element D has been updated and to recover the data updated
and to update the image of said updated elementary file in its own memory ;

- it uses only standard data files which are common to the mobile
device T and to the secure element D to transmit/receive the command
Ci/result RS;

- thanks to the ghost file, it permits to decrease the time for:

- reading the result RS of the execution of the command C1 by
the mobile device T;
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- updating the first data file DAT_EF in the cache memory CM by
the mobile device T.

- it therefore permits to decrease the time of the response
displayed to the user or sent by the application APP to a remote server ;

5 - it provides a simple solution to exchange data between a
secure element D of a mobile device T and an application APP of said
mobile device T and this for any kind of mobile devices T, which are NFC
(“Near Filed Communication”) or not;

- after the power-on session of the mobile device T, the mobile
10 device T is able to get the latest file content of the secure element D, if those
files are updated in the secure element D, by the user of said mobile device
for example ;
- it avoids adding a supplementary implementation layer in the
secure element D and in the mobile device T as it is the case when using a
15 standard of communication such as the SIMAlliance’s standard.
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CLAIMS

1- Method for communication (MTH) between a secure
element (D) of a mobile device (T) and said mobile device (T), said secure
element (D) comprising at least a first data file (DAT_EF1) and said mobile
device (T) comprising a corresponding first data file (DAT_EF1), wherein
said method for communication (MTH) comprises :

- updating by said mobile device (T) said first data file
(DAT_EF1) of said mobile device (T) with at least one command (C1) to be
executed by said secure element (D);

- requesting by said mobile device (T) to said secure element (D)
to update the corresponding first data file (DAT_EF1) of said secure element
(D) with said at least one command (C1);

- updating by said secure element (D) the corresponding first
data file (DAT_EF1) of said secure element (D) with said at least one
command (C1);

- extracting by said secure element (D) the at least one
command (C1) within the updated first data file (DAT_EF1) of said secure
element (D);

- executing by said secure element (D) the at least one
command (C1);

- updating by said secure element (D) a second data file
(DAT_EF2, DAT_F2) with a result (RS) of the execution of said at least one
command (ADPU_C1);

- reading by said mobile device (T) from said secure element (D)
the result (RS) from said second data file (DAT_EF2, DAT_F2);

- re-updating by said mobile device (T) the corresponding first
data file (DAT_EF1) of said mobile device (T) with the result read (RS);

- getting by said mobile device (T) the result (RS) of the
execution of said at least one command (C1) from said re-updated first data
file (DAT_EF1).

2- Method for communication (MTH) according to claim 1,
wherein the command (C1) to be executed by said secure element (D) is an
APDU command.
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3- Method for communication (MTH) according to claim 1 or
claim 2, wherein the first data file (DAT_EF1) is an elementary file (EF).

4- Method for communication (MTH) according to any one
of the previous claims 1 to 3, wherein the first data file (DAT_EF1) and the
second data file (DAT_EF2) are:

- an ADN file; or

- an SMS file; or

- an ICCID file; or

- an MSISDN file; or

- an IMSI file.

5- Method for communication (MTH) according to any one
of the previous claims 1 to 4, wherein the second data file (DAT_F2) is a
data file which is smaller than the first data file (DAT_EF1).

6- Method for communication (MTH) according to the
previous claim 5, wherein said method for communication (MTH) further
comprises switching by said secure element (D) of the file identifications
(ID2, ID2’) between an elementary file (DAT_EF2) of said secure element (D)
and said smaller data file (DAT_F2).

7- Method for communication (MTH) according to claim 6,
wherein said method for communication (MTH) further comprises:

- switching back by said secure element (D) of the file
identifications (ID2, 1D2’) between an elementary file (DAT_EF2) of said
secure element (D) and said smaller data file (DAT_F2);

- reading by said mobile device (T) from said secure element (D)
some data (DAT2) of said elementary file (DAT_F2);

- updating by said mobile device (T) the first data file (DAT_EF1)
of said mobile device (T) with the data read (DAT2).
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8- Method for communication (MTH) according to any one
of the previous claims 1 to 7, wherein said method for communication (MTH)
further comprises:

- receiving by said mobile device (T) a request (RQ) from a user
(U) for reading some data (DAT1) of said first data file (DAT_EF1);

- getting by said mobile device (T) the requested data (DAT1);

- displaying by said mobile device (T) said requested data

9- Method for communication (MTH) according to any one
of the previous claims 1 to 8, wherein said secure element is a SIM card,
USIM card, an eSE, a micro-SD, an UICC, or an embedded UICC.

10- Method for communication (MTH) according to any one
of the previous claims 1 to 9, wherein said mobile device (T) is a mobile
phone.

11- Method for communication (MTH) according to any one
of the previous claims 1 to 10, wherein said mobile device (T) is an
Android™ device.

12- Method for communication (MTH) according to any one
of the previous claims 1 to 11, wherein in order to indicate the mobile device
(T) to read some data (DAT2, RS) in a second data file (DAT_EF2, DAT_F2)
of said secure element (D), said method communication (MTH) further
comprises sending by said secure element (D) to said mobile device (T) a
proactive refresh command (APDU_RES) comprising a file identification
(ID2) of said second data file (DAT_EF2, DAT_F2) to be read.

13- Method for communication (MTH) according to any one
of the previous claims 1 to 12, wherein said mobile device (T) comprises an
operating system (OS) which is adapted to perform the steps performed by
said mobile device (T).
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14- Method for communication (MTH) according to any one
of the previous claims 1 to 12, wherein said mobile device (T) further
comprises an application (APP) and said method for communication (MTH)
further comprises:

- a launch by said application (APP) of the update by said mobile
device (T) of said first data file (DAT_EF1) of said mobile device (T) with at
least one command (C1);

- alaunch by said application (APP) of the getting by said mobile
device (T) of the result (RS) of the execution of said at least one command
(C1).

15- Mobile device (T) for communicating with a secure
element (D) of said mobile device (T), said secure element (D) comprising at
least a first data file (DAT_EF1) and said mobile device (T) comprising a
corresponding first data file (DAT_EF1), wherein said mobile device (T) is
adapted to:

- update said first data file (DAT_EF1) of said mobile device (T)
with at least one command (C1) to be executed by said secure element (D);

- request to said secure element (D) to update the corresponding
first data file (DAT_EF1) of said secure element (D) with said at least one
command (C1);

- update by said secure element (D) the corresponding first data
file (DAT_EF1) of said secure element (D) with said at least one command
(C1);

- extract by said secure element (D) the at least one command
(C1) within the updated first data file (DAT_EF1) of said secure element (D);

- execute by said secure element (D) the at least one command
(C1);

- update by said secure element (D) a second data file
(DAT_EF2, DAT_F2) with a result (RS) of the execution of said at least one
command (ADPU_C1);

- read from said secure element (D) the result (RS) from said
second data file (DAT_EF2, DAT_F2);

- re-update the corresponding first data file (DAT_EF1) of said
mobile device (T) with the result read (RS);



WO 2017/167408 PCT/EP2016/068451

27

- get the result (RS) of the execution of said at least one command
(C1) from said re-updated first data file (DAT_EF1).
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