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A communication device for handling data transmission / 
reception for dual connectivity comprises a storage unit for 
storing instructions of connecting to a first base station ( BS ) 
and a second BS ; receiving a message from the first BS , 
wherein the message configures a handover to a third BS and 
a connection change to a fourth BS ; updating a first parent 
key to a first updated parent key and updating a second 
parent key to a second updated parent key based on the first 
updated parent key , in response to the message ; updating a 
first security key to a first updated security key based on the 
first updated parent key and updating a second security key 
to a second updated security key based on the second 
updated parent key , in response to the message . 
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DEVICE AND METHOD OF HANDLING is generated according to a first parent key ; communicating 
DATA TRANSMISSION / RECEPTION FOR second data with the second BS , wherein the second data is 

DUAL CONNECTIVITY encrypted according to a second security key which is 
generated according to a second parent key ; receiving a 

CROSS REFERENCE TO RELATED 5 message from the first BS , wherein the message configures 
APPLICATIONS a handover to a third BS and a connection change to a fourth 

BS ; updating the first parent key to a first updated parent key 
This application claims the benefit of U . S . Provisional and updating the second parent key to a second updated 

Application No . 62 / 261 , 318 filed on Dec . 1 , 2015 , which is parent key based on the first updated parent key , in response 
incorporated herein by reference . 10 to the message ; updating the first security key to a first 

updated security key based on the first updated parent key 
BACKGROUND OF THE INVENTION and updating the second security key to a second updated 

security key based on the second updated parent key , in 
1 . Field of the Invention response to the message ; communicating third data with the 
The present invention relates to a device and a method 15 third BS , wherein the third data is encrypted according to the 

used in a wireless communication system , and more par - first updated security key ; and communicating fourth data 
ticularly , to a device and a method of handling a data with the fourth BS , wherein the fourth data is encrypted 
transmission / reception for dual connectivity . according to the second updated security key . 

2 . Description of the Prior Art A method of handling data transmission / reception for dual 
A long - term evolution ( LTE ) system provides high data 20 connectivity for a communication device comprises con 

rate , low latency , packet optimization , and improved system necting to a first base station ( BS ) and a second BS ; 
capacity and coverage . The LTE system is evolved continu - communicating first data with the first BS , wherein the first 
ously to increase peak data rate and throughput by using data is encrypted according to a first security key which is 
advanced techniques , such as carrier aggregation ( CA ) , dual generated according to a first parent key ; communicating 
connectivity , licensed - assisted access , etc . In the LTE sys - 25 second data with the second BS , wherein the second data is 
tem , a radio access network known as an evolved universal encrypted according to a second security key which is 
terrestrial radio access network ( E - UTRAN ) includes at generated according to a second parent key ; receiving a 
least one evolved Node - B ( eNB ) for communicating with at message from the first BS , wherein the message configures 
least one user equipment ( UE ) , and for communicating with a handover to a third BS and a connection change to a fourth 
a core network . The core network may include a mobility 30 BS ; updating the first parent key to a first updated parent key 
management and a Quality of Service ( QoS ) control of the and updating the second parent key to a second updated 
at least one UE . parent key based on the first updated parent key , in response 

A UE may be configured dual connectivity , i . e . , is con - to the message ; updating the first security key to a first 
nected to a master eNB ( MeNB ) and a secondary eNB updated security key based on the first updated parent key 
( SeNB ) . The MeNB ( i . e . , source MeNB ) may initiate an 35 and updating the second security key to a second updated 
inter - MeNB handover , and a target MeNB may decide to security key based on the second updated parent key , in 
keep the SeNB . When the UE receives a handover command response to the message ; communicating third data with the 
and the handover command involving a SCG change , the UE third BS , wherein the third data is encrypted according to the 
updates a S - KNB key and a KeNB key . However , it is not first updated security key ; and communicating fourth data 
known which one of the S - KNB key and the Keng key should 40 with the fourth BS , wherein the fourth data is encrypted 
be updated first by the UE . according to the second updated security key . 

According to the prior art , when the UE receives a These and other objectives of the present invention will 
handover command and the handover command involving a no doubt become obvious to those of ordinary skill in the art 
SCG change , the UE may perform a random access proce - after reading the following detailed description of the pre 
dure to the SeNB first and then may perform a random 45 ferred embodiment that is illustrated in the various figures 
access procedure to the MeNB . Completeness of handover and drawings . 
is delayed and possibility of a handover failure is increased , 
since the UE transmits an RRCConnectionReconfiguration BRIEF DESCRIPTION OF THE DRAWINGS 
Complete to the MeNB after successfully completing the 
random access procedure to the SeNB . 50 FIG . 1 is a schematic diagram of a wireless communica 

Thus , how to handle a data transmission / reception for tion system according to an example of the present inven 
dual connectivity is an important problem to be solved . tion . 

FIG . 2 is a schematic diagram of a communication device 
SUMMARY OF THE INVENTION according to an example of the present invention . 

55 FIG . 3 is a flowchart of a process according to an example 
The present invention therefore provides a communica of the present invention . 

tion device and method for handling data transmission / 
reception for dual connectivity to solve the abovementioned DETAILED DESCRIPTION 
problem . 

A communication device for handling data transmission / 60 FIG . 1 is a schematic diagram of a wireless communica 
reception for dual connectivity comprises a storage unit for t ion system 10 according to an example of the present 
storing instructions and a processing circuit coupled to the invention . The wireless communication system 10 is briefly 
storage unit . The processing circuit is configured to execute composed of a communication device 100 , base stations 
the instructions stored in the storage unit . The instructions ( BSs ) 102 , 104 , 106 and 108 . In FIG . 1 , the communication 
comprise connecting to a first base station ( BS ) and a second 65 device 100 , the BSs 102 - 108 and are simply utilized for 
BS ; communicating first data with the first BS , wherein the illustrating the structure of the wireless communication 
first data is encrypted according to a first security key which system 10 . Practically , the BS 102 , the BS 104 , the BS 106 
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and / or the BS 108 may be evolved NB ( s ) ( eNB ( s ) ) and / or stores a program code 214 , accessed and executed by the 
relay ( s ) station in an evolved Universal Terrestrial Radio processing circuit 200 . Examples of the storage unit 210 
Access Network ( E - UTRAN ) , or may be 5G BS ( s ) which include but are not limited to read - only memory , flash 
employs orthogonal frequency - division multiplexing memory , random - access memory , hard disk , optical data 
( OFDM ) and / or non - OFDM and a transmission time interval 5 storage device , non - volatile storage unit , non - transitory 
( TTI ) shorter than 1 ms ( e . g . 100 or 200 microseconds ) . In computer - readable medium ( e . g . , tangible media ) , etc . The 
FIG . 1 , coverage areas of the BS 102 , the BS 104 , the BS communication interfacing unit 220 is preferably a trans 
106 and / or the BS 108 may be overlapped or non - over ceiver used to transmit and receive signals ( e . g . , data , 
lapped . signals , messages and / or packets ) according to processing 
As shown in FIG . 1 , the communication device 100 may 10 results of the processing circuit 200 . 

be configured to communicate with the BS 102 and the BS I n the following embodiments , a UE is used to represent 
104 at the same time according to dual connectivity . That is , a communication device in FIG . 1 , to simplify the illustra 
the communication device 100 may perform transmission tion of the embodiments . 
reception via both the BSs 102 and 104 . For example , the FIG . 3 is a flowchart of a process 30 according to an 
communication device 100 may transmit and / or receive 15 example of the present invention . The process 30 may be 
packets ( e . g . , protocol data units ( PDUS ) ) to and / or from at utilized in a UE ( e . g . , the communication device 100 ) , to 
least one cell of the BS 102 , while the communication handle data transmission / reception for dual connectivity 
device 100 may transmit and / or receive packets ( e . g . , PDUs ) with multiple BSs ( e . g . , the BSs 102 - 108 ) . The process 30 
to and / or from at least one cell of the BS 104 according to may be compiled into the program code 214 and includes the 
the dual connectivity . In addition , one of the BSs 102 and 20 following steps : 
104 may be a master BS ( MBS ) and the other BS may be a Step 300 : Communicate first data with a first BS , wherein 
secondary BS ( SBS ) . In one example , the MBS may be a the first data is encrypted according to a first security key 
master eNB ( MeNB ) and the SBS may be a secondary eNB which is generated according to a first parent key . 
( SeNB ) according to the dual connectivity defined in the 3rd Step 302 : Communicate second data with a second BS , 
Generation Partnership Project ( 3GPP ) . One of the cell ( s ) of 25 wherein the second data is encrypted according to a second 
the MBS may be a primary cell ( PCell ) for the communi - security key which is generated according to a second parent 
cation device 100 . One of the cell ( s ) of the SBS may be a key . 
primary SCell ( PSCell ) for the communication device 100 . Step 304 : Receive a message from the first BS , wherein 
Zero , one or more other cell ( s ) of the MBS and / or the SBS the message configures a handover to a third BS and a 
may be SCell ( s ) for the communication device 100 . 30 connection change to a fourth BS . 

Technical terms related to the examples in the present Step 306 : Update the first parent key to a first updated 
invention are explained as follows to simplify description of parent key and update the second parent key to a second 
successive examples . The dual connectivity may be an updated parent key based on the first updated parent key , in 
operation mode of a communication device in RRC _ CON - response to the message . 
NECTED , which is configured with a master cell group 35 Step 308 : Update the first security key to a first updated 
( MCG ) and a secondary cell group ( SCG ) to the UE . The security key based on the first updated parent key and update 
MeNB may be an eNB which terminates at least S1 - MME . the second security key to a second updated security key 
The SeNB may be an eNB which provides additional radio based on the second updated parent key , in response to the 
resources but is not a MeNB . The MCG may be one or more message . 
serving cells associated with a MeNB , which may include a 40 Step 310 : Communicate third data with the third BS , 
PCell and optionally one or more SCells . The SCG may be wherein the third data is encrypted according to the first 
one or more serving cells associated with a SeNB , which updated security key . 
may include a PSCell and optionally one or more SCells . A Step 312 : Communicate fourth data with the fourth BS , 
MCG bearer may be a radio bearer whose radio protocols are wherein the fourth data is encrypted according to the second 
only located in a MeNB to use MeNB resources only . ASCG 45 updated security key . 
bearer may be a radio bearer whose radio protocols are only According to the process 30 , the UE first connects to a 
located in a SeNB to use SeNB resources . A split bearer may first BS ( e . g . , the BS 102 ) and a second BS ( e . g . , the BS 
be a bearer whose radio protocols are located in both the 104 ) , i . e . , in dual connectivity . Then , the UE communicates 
MeNB and the SeNB to use both MeNB and SeNB ( e . g . , transmits or receives ) first data with the first BS , 
resources . 50 wherein the first data is encrypted according to a first 

The communication device 100 may be a user equipment security key which is generated according to a first parent 
( UE ) , a mobile phone , a laptop , a tablet computer , an key . The UE communicates second data with the second BS , 
electronic book , a portable computer system , a vehicle , or an wherein the second data is encrypted according to a second 
airplane . For uplink , the communication device 100 is the security key which is generated according to a second parent 
transmitter and the BS 102 and / or the BS 104 is the receiver , 55 key . After a while , the UE may receive a message from the 
and for downlink , the BS 102 and / or the BS 104 is the first BS , wherein the message configures a handover to a 
transmitter and the communication device 100 is the third BS ( e . g . , the BS 102 or the BS 106 ) and a connection 
receiver . change to a fourth BS ( e . g . , the BS 104 or the BS 108 ) . The 

FIG . 2 is a schematic diagram of a communication device UE updates the first parent key to a first updated parent key 
20 according to an example of the present invention . The 60 and update the second parent key to a second updated parent 
communication device 20 may be the communication device key based on the first updated parent key , in response to the 
100 , the BS 102 , the BS 104 , the BS 106 and / or the BS 108 message . In addition , the UE updates the first security key to 
shown in FIG . 1 , but is not limited herein . The communi a first updated security key based on the first updated parent 
cation device 20 includes a processing circuit 200 such as a key and update the second security key to a second updated 
microprocessor or Application Specific Integrated Circuit , a 65 security key based on the second updated parent key , in 
storage unit 210 and a communication interfacing unit 220 . response to the message . Thus , the UE can communicate 
The storage unit 210 may be any data storage device that third data with the third BS , wherein the third data is 
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Penc 

encrypted according to the first updated security key , and the figuration configuring a first radio bearer as a MCG bearer 
UE can communicate fourth data with the fourth BS , for communicating with the first BS , from the first BS , and 
wherein the fourth data is encrypted according to the second may include receiving a second configuration configuring a 
updated security key . That is , a procedure for handling the second radio bearer as a SCG bearer for communicating 
encryption / description of the data is provided , such that the 5 with the second BS , from one of the first BS and the second 
UE is able to communicate the data with multiple BSs ( e . g . , BS . For example , the first eNB may transmit the first 
according to dual connectivity ) properly after receiving the configuration to the UE in a first radio resource control 
handover command . Thus , the problem in the art is solved . ( RRC ) message ( e . g . , RRCConnectionReconfiguration mes 

When the first BS and the third BS are the same BS ( i . e . , sage ) . The first eNB may transmit the second configuration MBS ) , the handover is an intra - BS handover . When the first 10 to the UE in a second RRC message ( e . g . , RRCConnection BS and the third BS are different BSs , the handover is an 
inter - BS handover . When the second BS and the fourth BS Reconfiguration message ) . The second RRC message may 

include a SCG configuration , and the SCG configuration are the same BS ( i . e . , SBS ) , the connection change is an 
intra - BS SCG change . When the second BS and the fourth may include cell identity information ( e . g . , cell global 
BS are different BSs , the connection change is an inter - BS 15 identiter , physical cel identity and or BS 15 identifier , physical cell identity and / or DL carrier frequency ) 
SCG change . The inter - BS handover may be seen as a MBS for identifying a cell of the second eNB . 
change . In one example , the UE may perform a first random 

An example is illustrated according to the process 30 as access procedure to the third BS , in response to the message , 
follows . A UE is configured to connect to a first eNB and a and may perform a second random access procedure to the 
second eNB , wherein the first eNB is a MeNB of the UE and 20 fourth BS after successfully completing the first random 
the second eNB is a SeNB of the UE . The UE transmits access procedure , in response to the message . That is , a 
receives one or more first packet data convergence protocol priority of the first random access procedure is higher than 
( PDCP ) service data units ( SDUS ) ( i . e . data ) to / from the first a priority of the second random access procedure , and thus 
eNB , wherein each of the one or more first PDCP SDUs is the first random access procedure should be performed first . 
encrypted by using a first encryption key ( first K , Pene key ) 25 In one example , the UE may perform a first random 
derived from a Kone key . The UE transmits / receives one or access procedure to the third BS , in response to the message , 
more second PDCP SDUs to / from the second eNB , wherein and may perform a second random access procedure to the 
each of the one or more second PDCP SDUs is encrypted by fourth BS while performing the first random access proce 
using a second encryption key ( second Kupewe key ) derived dure . That is , the UE performs the first random access 
from a S - K NB key . After a while , the first eNB determines 30 procedure and the second random access procedure in 
to perform a handover . The first eNB transmits an RRCCo - parallel in a time period . In other words , the UE performs the 
nnectionReconfiguration message including both mobility - second random access procedure without waiting for com 
ControlInfo ( i . e . , for handover ) and mobilityControlIn - pleting the first random access procedure successfully . Thus , 
foSCG ( i . e . , for SCG change ) to the UE . When the UE the UE can finish both the handover and the SCG change as 
receives the RRCConnectionReconfiguration message , the 35 soon as possible , and the UE can communicate the data with 
UE first updates the KNB key according to the RRCCon the fourth BS earlier . 
nectionReconfiguration message , and then the UE second It should be noted that transmission timing of a random 
updates the S - K NR key according to the updated Keys key . access preamble of the first random access procedure and 
The UE updates the first Kupene key based on the updated transmission timing of a random access preamble of the 
Kone key and uses the first updated K , Pone key for encryp - 40 second random access procedure may be the same or dif 
tion / decryption of data transmitted / received to / from a third ferent . 
eNB , after handing over to the third eNB . The UE updates If the UE in dual connectivity with the MBS and the SBS 
the second Kupene key based on the updated S - K NB key , and detects that a first radio link failure ( RLF ) occurs on a radio 
uses the second updated KUPenc key for encryption / decryp - link with the SBS , the UE stops communicating with the 
tion of data transmitted / received to / from a fourth eNB , after 45 SBS and transmits a message indicating the first RLF to the 
performing the SCG change to the fourth eNB . MBS . 

In other words , when the UE receives the RRCConnec If the UE in dual connectivity with the MBS and the SBS 
tionReconfiguration message indicating the SCG change detects that a second RLF occurs on a radio link with the 
( i . e . , including the mobility ControlInfoSCG ) , the UE deter - MBS , the UE stops communicating with the MBS and the 
mines whether the RRCConnectionReconfiguration mes - 50 SBS and performs a recovery procedure ( e . g . , RRC connec 
sage indicates the handover ( i . e . , including the mobilityCon - tion reestablishment procedure ) . In the recovery procedure , 
trollnfo ) . If the RRCConnectionReconfiguration message the UE recovers the radio link with the MBS but does not 
indicating the handover , the UE updates the KNB key and recover the radio link with the SBS . In response to the 
updates the S - KNB key based on the updated K NB key . If recovery procedure , the UE updates the first parent key to a 
the RRCConnectionReconfiguration message does not indi - 55 third updated parent key and updates the first security key 
cate the handover ( i . e . , not including the mobility Con - based on the third updated parent key . However , the UE does 
trolInfo ) , the UE updates the S - KeNB key based on the KNB not update the second parent key , and does not use the 

second parent key and the second security key anymore . 
It should be noted that the third eNB may be the first eNB Those skilled in the art should readily make combina 

( i . e . , intra - MeNB handover ) or an eNB different from the 60 tions , modifications and / or alterations on the abovemen 
first eNB ( i . e . , inter - MeNB handover ) . The fourth eNB may tioned description and examples . The abovementioned 
be the second eNB or an eNB different from the second eNB . description , steps and / or processes including suggested steps 

Realization of the process 30 is not limited to the above can be realized by means that could be hardware , software , 
description . The following examples may be applied to the firmware ( known as a combination of a hardware device and 
process 30 . 65 computer instructions and data that reside as read - only 

In one example , the instruction of connecting to the first software on the hardware device ) , an electronic system , or 
BS and the second BS may include receiving a first con - combination thereof . An example of the means may be the 

key . 



US 10 , 368 , 238 B2 

communication device 20 . Any of the processes above may 
be compiled into the program code 214 . 

To sum up , the present invention provides a device and a 
method for handling encryption / description of data is pro 
vided , such that the UE is able to communicate the data with 5 
multiple BSs ( e . g . , according to dual connectivity ) properly 
after receiving the handover command . Thus , the problem in 
the art is solved . 

Those skilled in the art will readily observe that numerous 
modifications and alterations of the device and method may 10 
be made while retaining the teachings of the invention . 
Accordingly , the above disclosure should be construed as 
limited only by the metes and bounds of the appended 
claims . 

15 

2 . The communication device of claim 1 , wherein the 
instruction of connecting to the first BS and the second BS 
comprises : 

receiving a first configuration configuring a first radio 
bearer as a master cell group ( MCG ) bearer for com 
municating with the first BS , from the first BS ; and 

receiving a second configuration configuring a second 
radio bearer as a second cell group ( SCG ) bearer for 
communicating with the second BS , from one of the 
first BS and the second BS . 

3 . A method of handling data transmission / reception for 
dual connectivity for a communication device , the method 
comprising : 

connecting to a first base station ( BS ) and a second BS ; 
communicating first data with the first BS , wherein the 

first data is encrypted according to a first security key 
which is generated according to a first parent key ; 

communicating second data with the second BS , wherein 
the second data is encrypted according to a second 
security key which is generated according to a second 
parent key ; 

receiving a message from the first BS , wherein the mes 
sage configures a handover to a third BS and a con 
nection change to a fourth BS ; 

updating the first parent key to a first updated parent key 
and updating the second parent key to a second updated 
parent key based on the first updated parent key , in 
response to the message ; 

updating the first security key to a first updated security 
key based on the first updated parent key and updating 
the second security key to a second updated security 
key based on the second updated parent key , in 
response to the message ; 

performing a first random access procedure to the third 
BS , in response to the message ; 

performing a second random access procedure to the 
fourth BS , after successfully completing the first ran 
dom access procedure or while performing the first 
random access procedure , in response to the message ; 

communicating third data with the third BS , wherein the 
third data is encrypted according to the first updated 
security key ; and 

communicating fourth data with the fourth BS , wherein 
the fourth data is encrypted according to the second 
updated security key . 

4 . The method of claim 3 , further comprising : 
receiving a first configuration configuring a first radio 

bearer as a master cell group ( MCG ) bearer for com 
municating with the first BS , from the first BS ; and 

receiving a second configuration configuring a second 
radio bearer as a second cell group ( SCG ) bearer for 
communicating with the second BS , from one of the 
first BS and the second BS . 

What is claimed is : 
1 . A communication device for handling data transmis 

sion / reception for dual connectivity , comprising : 
a storage unit , for storing instructions of : 
connecting to a first base station ( BS ) and a second BS ; 20 
communicating first data with the first BS , wherein the 

first data is encrypted according to a first security key 
which is generated according to a first parent key ; 

communicating second data with the second BS , wherein 
the second data is encrypted according to a second 25 
security key which is generated according to a second 
parent key ; 

receiving a message from the first BS , wherein the mes 
sage configures a handover to a third BS and a con 
nection change to a fourth BS ; 

updating the first parent key to a first updated parent key 
and updating the second parent key to a second updated 
parent key based on the first updated parent key , in 
response to the message ; 

updating the first security key to a first updated security 35 
key based on the first updated parent key and updating 
the second security key to a second updated security 
key based on the second updated parent key , in 
response to the message ; 

performing a first random access procedure to the third 40 
BS , in response to the message ; 

performing a second random access procedure to the 
fourth BS , after successfully completing the first ran 
dom access procedure or while performing the first 
random access procedure , in response to the message ; 45 

communicating third data with the third BS , wherein the 
third data is encrypted according to the first updated 
security key ; and 

communicating fourth data with the fourth BS , wherein 
the fourth data is encrypted according to the second 50 
updated security key ; and 

a processing circuit , coupled to the storage unit , config 
ured to execute the instructions stored in the storage 
unit . 
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