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command to access the device for the device to validate , 
decrypt and execute . 
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BLOCKCHAIN JOINING FOR A LIMITED private cloud ; and deploying an access node in a public 
PROCESSING CAPABILITY DEVICE AND cloud , the access node communicatively coupled to the thin 

DEVICE ACCESS SECURITY node . 
Embodiments also comprise a machine - readable storage 

CROSS REFERENCE TO RELATED 5 device embodying instructions that , when executed by a 
APPLICATIONS machine , cause the machine to perform the methods above . 

Embodiments also comprise a system comprising one or 
This application claims priority to and incorporates by more processors of a machine ; and a memory storing 

reference U.S. provisional patent application No. 62/712 , instruction that , when executed by the one or more proces 
870 filed Jul . 31 , 2018 . sors , cause the machine to perform the method above . 10 

TECHNICAL FIELD BRIEF DESCRIPTION OF THE DRAWINGS 

25 

a 

a 

An embodiment of the present subject matter relates In the drawings , which are not necessarily drawn to scale , 
generally to blockchain and , more specifically , to devices 15 like numerals may describe similar components in different 
with limiting processing capability to join a blockchain and views . Like numerals having different letter suffixes may 
enhanced security therefore . represent different instances of similar components . Some 

embodiments are illustrated by way of example , and not 
BACKGROUND limitation , in the figures of the accompanying drawings in 

20 which : 
To support massive number of devices and blockchain FIG . 1 is a block diagram illustrating Trusted computing 

transactions , a blockchain needs to be highly scalable , high node and IoT device architecture . 
performance , secure , and support very frequent micropay- FIG . 2 is a flow chart illustrating a Trusted computing 
ments . Further , participating nodes in the blockchain must node declaration procedure . 
have a minimum processing capability . FIG . 3 is a flow chart illustrating Remote attestation 

service procedure . 
SUMMARY FIG . 4 is a flow chart illustrating a Secure channel setup 

procedure between IoT devices and the trust computing 
In an embodiment , a computer - implement method com- node . 

prises : selecting a trusted computing node via smart contract 30 FIG . 5 is a block diagram illustrating a Message based IoT 
on a blockchain ; completing remote attestation of the Security Architecture . 
selected trusted computing node ; writing secret information FIG . 6 is a flow chart illustrating a Device access proce 
to an enclave of the selected causing a thin device to dure . 
establish a private connection with the selected node without FIG . 7 is a block diagram illustrating a Data input format . 
revealing the secret information ; and causing the selected 35 FIG . 8 is a diagram illustrating a Single - node deployment 
node to act as a proxy on the blockchain for the device . method . 

The smart contract may include hardware parameters of FIG . 9 is a diagram illustrating a Multi - node deployment 
the selected computing node . The method may further method . 
comprise transmitting secret keys of the device to the FIG . 10 is diagram illustrating a Enhanced multi - node 
selected node via secure channel . The causing the selected 40 deployment method . 
node to act as a proxy may include performing a transaction FIG . 11 is a flow chart illustrating a Device binding 
on the blockchain on behalf of the device . procedure . 

In an embodiment , a computer - implemented method FIG . 12 is a flow chart illustrating a Device binding lock 
comprises : receiving a signed device access request from a or unlock procedure . 
device owner ; validating , by the verification node , the 45 FIG . 13 is a flow chart illustrating a Procedure to check 
received request ; executing , by a verification node , a smart access authorization . 
contract on a blockchain based on the received request ; and FIG . 14 is a block diagram illustrating a Node to IoT 
producing , based on the executed smart contract , an output device message format . 
command to access the device for the device to validate , FIG . 15 is a flow chart illustrating a Validator set update 
decrypt and execute . 50 method . 

The smart contract may contain binding logic between the FIG . 16 is a flow chart illustrating a Command verifica 
device and the device owner signed by the device owner tion procedure . 
using a private key of the device . The smart contract may be FIG . 17 is a block diagram illustrating a Cloud deploy 
a multi - party signature binding . The output command may ment example . 
comprise encrypted results of the executed smart contract 55 FIG . 18 is a block diagram illustrating a representative 
and a Merkle proof of the results to prove correctness of the software architecture , which may be used in conjunction 
contract execution results . with various hardware architectures herein described . 

The method may further comprise causing the device to FIG . 19 is a block diagram illustrating components of a 
validate the received output command by confirming vali- machine , according to some example embodiments , able to 
dators on device match validators that signed the output 60 read instructions from a machine - readable medium ( e.g. , a 
command . The method may further comprise causing updat- machine - readable storage medium ) and perform any one or 
ing of the validators on the device using the validators to more of the methodologies discussed herein . 
validate a new set of validators . The method may further 
comprise causing the verification node to complete block DETAILED DESCRIPTION 
generation and voting on the generated block . 

The method may further comprise storing a private key on In the following description , for purposes of explanation , 
a verification node ; deploying the verification node in a various details are set forth in order to provide a thorough 

a 

65 
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understanding of some example embodiments . It will be The owner 108 of IoT weak devices 104 , 106 ( IoT Owner ) 
apparent , however , to one skilled in the art , that the present selects a trusted computing ( e.g. SGX ) Node 118 or 120 
subject matter may be practiced without these specific based on information 122 left in the blockchain and establish 
details , or with slight alterations . connections with the node . 

Reference in the specification to “ one embodiment ” or IoT Owner 108 completes remote attestation 102 of the 
“ an embodiment ” means that a particular feature , structure selected trusted computing ( e.g. SGX ) Node 118 or 120 
or characteristic described in connection with the embodi according to the published specification and considers the 
ment is included in at least one embodiment of the present trusted computing ( e.g. SGX ) Node trustworthy , before 
subject matter . Thus , the appearances of the phrase “ in one writing secret information to enclaves 112 and / or 114 cre 
embodiment ” or “ in an embodiment ” appearing in various 10 ated on the trusted computing ( e.g. SGX ) Node . 
places throughout the specification are not necessarily all Based on secret information provided by IoT Owner 108 , 

an IoT device 104 or 106 establishes private connection with referring to the same embodiment . the trusted computing ( e.g. SGX ) Node 118 or 120 , without For purposes of explanation , specific configurations and revealing private data to the node itself . Afterwards , an details are set forth in order to provide a thorough under 15 enclave 112 or 114 within the trusted computing ( e.g. SGX ) standing of the present subject matter . However , it will be Node acts as a proxy for the IoT device for all the operations apparent to one of ordinary skill in the art that embodiments on the blockchain , including starting transactions and moni of the subject matter described may be practiced without the toring them , sending and receiving messages , storing data 
specific details presented herein , or in various combinations , etc. 
as described herein . Furthermore , well - known features may 20 FIG . 2 is a flow chart illustrating a Trusted computing 
be omitted or simplified in order not to obscure the described node declaration procedure 200. In a blockchain , trusted 
embodiments . Various examples may be given throughout computing ( e.g. SGX ) Nodes can earn profits by charging a 
this description . These are merely descriptions of specific fee for providing trusted computing services , which will be 
embodiments . The scope or meaning of the claims is not paid by IoT Owners . A trusted computing ( e.g. SGX ) Node 
limited to the examples given . 25 declares the following information on the blockchain in the 

Currently , blockchains require their participating nodes to form of a smart contract : 
meet certain requirements on resources , e.g. computing Hardware parameters , especially those regarding the CPU 

202 power , network bandwidth and storage space , which limits 
the blockchain's application in IoT . Embodiments enable Price for providing trusted computing services 204 
devices with limited processing capabilities to participate in Access information such as the trusted computing ( e.g. 
blockchain with the help of a proxy that supports trusted SGX ) Node's IP address is not part of the smart contract , 
computing which would expose surface for attack . After an IoT Owner 

has sent relevant information to the nart coi act created For example , embodiments enable a weak device to 
Start a transaction and initiate the execution of a smart 35 information will be sent by the trusted computing ( e.g. SGX ) 

206 by the trusted computing ( e.g. SGX ) Node , access 
contract Node to the IoT Owner through a private channel . Monitor the execution of transactions in the blockchain An IoT Owner can audit a trusted computing ( e.g. SGX ) 
and act based on a transaction's result . Node based on information provided in the smart contract . Integrate with the blockchain's messaging system FIG . 3 is a flow chart illustrating Remote attestation 

Store its data using cloud or decentralized storage . 40 service procedure 300. Once it has obtained necessary 
By leveraging trusted computing , embodiments enable access information about the trusted computing ( e.g. SGX ) 

IoT devices to perform necessary operations on a blockchain node , the IoT Owner starts remote attestation for the trusted 
without sacrificing its own security while keeping the computing ( e.g. SGX ) Node to ensure the trustworthiness of 
resource requirements low . Security is further enhanced by the latter . 
random selection of proxies and resource demand can be 45 IoT Owner sends a transaction with deposit 302. Next , 
further reduced by using UDP for communication and Transaction is verified to check enclaves resources 304. If 
simple symmetric encryption . the enclave exceeds resources needed 306 , the deposit is 
The communication between the server and the device is returned 308 and the method 300 ends . Otherwise , Trusted 

changed from a traditional network layer encryption scheme Computing ( e.g. SGX ) Node sends the access information to 
( VPN ) to a message encryption scheme . Each IoT device 50 the lot Owner 310 and the IoT Owner initiates remote 

attestation 312. If attestation is successful 314 , the IoT and the server use a unique key pair communicates . owner and enclave create a secure channel 316 and the By adopting blockchain technology and data encryption 
technology , core secrets such as the private keys are located method 300 ends . If not , IoT Owner provides the proof to the 

chain and gets the deposit back 318 and Trusted Computing on the private server , and the public cloud server has no core 55 ( e.g. SGX ) Node deposit is lost 320 . secret . Blockchain smart contract makes the authentication FIG . 4 is a flow chart illustrating a Secure channel setup of IoT devices programmable and extendable . procedure 400 between IoT devices and the trust computing 
FIG . 1 is a block diagram illustrating Trusted computing node . Once a secure channel is established between the IoT 

node and IoT device architecture 100. In an embodiment , Owner and a trusted computing ( e.g. SGX ) Node , the 
weak devices 104 , 106 participate in blockchain operations 60 enclave is now considered a trusted computing environment . 
via a proxy capable of trusted computing . The IoT Owner can pass an IoT device's secret keys to the 
A node 118 or 120 capable of trusted computing ( e.g. enclave via the secure channel . In the meantime , the IoT 

SGX ) node declares its own capabilities in the blockchain in device establishes a new secure channel with the enclave for 
the form of a smart contract , which includes information subsequent communication . With the IoT device's secret 
about the node’s trusted computing ( e.g. SGX ) enclave such 65 keys , the enclave can now carry out operations on the 
as hardware parameters , ways to access and price for its blockchain on behalf of the IoT device according to the 
computation . device's instructions . 
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IoT Owner sends private key to enclave 402. Next , IoT such as starting a transaction or setting up a smart contract , 
Owner sends the IOT device secret to enclave 404. IoT and those that do not , such as querying transaction and 
Owner and enclave negotiate another key for secure channel setting up event triggers . 
406. IoT Owner sends the key to IoT Device 408. IoT An enclave can initiate an operation too , which is usually 
Device sends the secret encrypted with the key 410. IoT 5 a report of an event whose trigger has been previously set up 
Device sends the secret to enclave encrypted with the key by the IoT device . 
412 . Once it has chosen an enclave as its proxy , an IoT device 
FIG . 5 is a block diagram illustrating a Message based IoT can then execute operations on the blockchain just like all 

Security Architecture 500. An IoT device can use either TCP other participating nodes , including creating smart contracts , 
or UDP or other protocols for communication with the mining , starting transactions , querying the status of a trans 
enclave . TCP requires more computing and network action etc. It can also utilize any messaging functionalities 
resources and doesn't natively support hibernation of provided by the blockchain network . It can further forward 
devices , thus is more suitable for a device that is always its generated data to the enclave so that the data can be 
online and has considerably strong computing and network permanently stored elsewhere . Operations can be initiated 
capabilities . On the other hand , the connection less UDP is by either the IoT device or the enclave . 
more suitable for weak devices with very limited resources . An IoT device can initiate an operation instructing the 

Regardless of the protocols chosen , all communications enclave to perform certain tasks , such as starting a transac 
between the IoT device and the enclave are encrypted . For tion , querying the status of a transaction , setting up a smart TCP , the embodiments can encrypt data using symmetric 20 contract etc. These operations can be further classified into encryption algorithms by specific applications , instead of the two categories : those that need the IoT device's secret key more traditional and generic Transport Layer Security such as starting a transaction or setting up a smart contract , ( TLS ) . TLS requires asymmetric encryption algorithms and those that do not , such as querying transaction and which could become a burden for resource constrained IoT setting up event triggers . devices . An enclave can initiate an operation too , which is usually The solution can use Type - Length - Value ( TLV ) encoding a report of an event whose trigger has been previously set up scheme as the message format between an IoT device and an by the IoT device . enclave . For example , System Roles : 

Internet of Things device ( hereinafter referred to as 
30 device ) : an actuator or data acquisition device at the edge of Type Length Value the network in the Internet of Things . IoT devices have the 

Type of operation characteristics of single function , limited resources ( com 
Sequence Number used in responses puting , storage , etwork , energy ) , etc. variable Length of the data payload with two most significant bits The server : The data collection unit , processing unit , representing length of this field : 00 - 1 byte , 01 - 2 bytes , 
10 - 3 bytes , 11 - reserved 35 storage unit , business logic unit , etc. in the Internet of 

variable Data payload with length indicated by the previous Things . The central server has rich resources and diversified 
field functions . The server currently has public cloud deployment 

method , public and private cloud combined hybrid deploy 
Type of Operation : ment , and complete private cloud deployment method , etc. 

The message channel between the device and the server 
( hereinafter referred to as the message channel ) is used to 

Value Initiator Description complete the device data reporting , event reporting , and 
server instructions operations , etc. The message channel Start a transaction ; transaction body in data payload 

2 IoT Device Query status of a transaction ; query statement in currently uses mature software solutions , such as HTTP 
data payload 45 messages and MQTT messages , etc. 
Monitor an event ; event triggers in data payload Blockchain access nodes ( hereinafter referred to as access 
Send a message ; message content in data payload nodes ) : Access nodes are mainly used to execute related 129 Enclave Result of starting a transaction 

130 Enclave Result of a query smart contracts , export execution result with the correspond 
131 Enclave Result of event monitoring setup ing message to the device . 
192 Enclave Confirmation of a transaction Blockchain validator nodes store the corresponding pri 
193 Enclave Return event triggered vate keys , sign the smart contracts and the results . Message destined for the IoT device Full Node : the general name of the validator node and the 

access node . The full node records all transaction informa 
Once it has chosen an enclave as its proxy , an IoT device tion , state information , etc. of the blockchain network . 

can then execute operations on the blockchain just like all 55 Super thin node : refers specifically to the device . 
other participating nodes , including creating smart contracts , Smart contract : smart contract runs on the blockchain 
mining , starting transactions , querying the status of a trans- nodes , including the access node of the blockchain and the 
action etc. It can also utilize any messaging functionalities validator nodes . The smart contract comprises input , execu 
provided by the blockchain network . It can further forward tion logic , and output . It can be implemented with deter 
its generated data to the enclave so that the data can be 60 ministic features . 
permanently stored elsewhere . Operations can be initiated Simple verification ( SPV ) is for resource - limited device 
by either the IoT device or the enclave . to verify the authenticity of the messages . 
An IoT device can initiate an operation instructing the The system mainly comprises the following components . 

enclave to perform certain tasks , such as starting a transac- Smart contract data input sources . It could come from the 
tion , querying the status of a transaction , setting up a smart 65 server 502 , or any part of the business process but the owner 
contract etc. These operations can be further classified into of the data needs to be able to sign the data to prove the 
two categories : those that need the IoT device's secret key ownership 
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Blockchain network for device management . The block- Access Node 
chain comprises full nodes 504 and thin nodes 506. The full Access node is directly connected to the device . Device 
node records the public keys of the devices and the business needs to be registered in the access node to obtain the 
logic ( smart contracts ) for managing the access of the corresponding messages . After the registration is completed , 
devices . The thin node does not record any state but the 5 the access node routes the corresponding message to the 
validator set to validate the output and results of the smart device . The blockchain network is a network with the same 
contracts . states , and the states of each access node is consistent . In the 

The output of the smart contracts . Smart contract output IoT network , it is not possible or scalable for all access and results are stored in the blockchain network ( full nodes ) . nodes to send control messages to the same device . There This method further defines what to be exported to the 10 fore , the registration mechanism is introduced . The process devices for verification . It includes the block header infor of the registration mechanism refers to decided by the device mation , the hash values of the block and its Merkle proof . 
Simple verification by the thin nodes . Due to limited side . The access node can produce a block but cannot vote 

on the consensus . resources , thin nodes cannot store all transactions and states Verification / Validator Node of the blockchain , and cannot perform smart contract execu- 15 
tion . However , thin nodes have the ability to validate the Verification / validator node is also a full node . The differ 
blocks and independently complete Merkle proof with the ence between the verification node and the access node is 
same security as the full nodes . that the verification node needs to complete the block 
FIG . 6 is a flow chart illustrating a Device access proce- generation , voting in addition to the execution of the smart 

dure 600. The accessor with access rights sends relevant 20 contract . Because the verification node needs to vote on the 
commands to the device . The access process needs to be generated block , validating the security of the node is critical 
coupled with the business logic , and the output is a message to the security of the entire network . The decentralized 
signed by the accessor ( e.g. , IoT owner ) with device access deployment of verification nodes helps to maintain system 
rights 602-606 . security even if 1/3 of the network is compromised . In order 

Device access requestor sets up accessing command 602. 25 to protect the security of the verification node , verification 
Device access requestor signs the command 604 Messages node is not directly connected to the device . 
are sent 608 to the blockchain network via the messaging In the cryptography category , the verification node can 
system . The validator in the blockchain network receives the support two forms of private key : 
message 610 and finds the corresponding smart contract The voting private key . The private key is used for the 
based on the message and sends the message to the smart 30 block generation voting . If a verification node agrees the 
contract . The smart contract records the access rights , access transactions of the block . The verification node will use the 
rules , etc. of the device . If the signature is valid 612 , the private key to vote on the hash value of the block . 
co ract runs 614 the relevant logic according to the input of The shared secret key private key : This type of private key 
the message . If access request is granted 616 and accessing is used to validate that a common decision is made between 
the device required 618 , the contract generates the corre- 35 the nodes through cryptographic cooperation . The shared 
sponding access message 620 , and stores the message to the secret key private key is a threshold private key , meaning , 
corresponding block . After the block is generated , the cor- for a certain decision , as long as the voting authority of the 
responding access node of the device generates a proprietary signed verification node meets a certain threshold ( for 
verifiable message for the device according to the output of example , 2/3 ) it is considered approved . 
the contract in the block and sends 622 the message to the 40 FIG . 8 is a diagram illustrating a Single - node deployment 
specific device through the message channel . method . The entire blockchain network has only one full 

After the device receives 624 the message , it will perform node / verification node as shown . All voting power is placed 
the following 628 : in this node , and the blockchain network degenerates into a 

use the private key for asymmetric decryption 632 of the traditional centralized authority management server . Single 
received message and exit if the decryption fails . 45 node deployment brings performance improvement with 

validate the correctness of the block header information in great security degradation . If the private key of the node is 
the output message . leaked , the entire security is compromised . 

validate the correctness of the hash result of the smart FIG . 9 is a diagram illustrating a Multi - node deployment 
contract execution result in the block header . method . Several full nodes together form a blockchain 

validate the received message and the Merkle tree , com- 50 network . Voting rights are assigned to different nodes 
plete the Merkle proof from the Merkle tree to the contract through certain rules . The security advantage of this 
execution result hash value in the block header . approach is that controlling or attacking a node does not 

After the above are completed and accepted 630 , the fully control the entire blockchain network . 
device can execute the corresponding instructions 634 . FIG . 10 is a diagram illustrating a Enhanced multi - node 
FIG . 7 is a block diagram illustrating a Data input format 55 deployment method . In an enhanced multi - node deployment 

700. The input format of the smart contract comprises the scenario , full nodes with voting rights need to store private 
owner of the message 710 , the receiver of the message 720 , key information in the form of files or in the form of 
and the command 730. In order to prove that the message is hardware storage ) and deployed in the private cloud / data 
sent by the owner of the message , the message needs to be center . Access nodes without voting authority can be 
signed 740 by the owner . The recipient of the message can 60 deployed in the public cloud . 
be a unicast address , a broadcast address , or a multicast FIG . 11 is a flow chart illustrating a Device binding 
address . procedure 1100 . 

The commands and the data carried by the commands 730 Rights management contracts can complete the binding of 
will be encrypted using the receiver's public key . devices permissions according to a variety of flexible ways , 

After the smart contract is encoded according to the above 65 such as binding according to the time window , multi 
format , the message needs to be serialized to be transmitted signature binding for multiple users , etc. The specific bind 
on the network . ing process can be implemented by the smart contract . 
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The binding relationship between the device and the Therefore , the device cannot independently validate the 
corresponding service object is completed in the binding legality of the transaction and the security of the transaction . 
smart contract . Device owner needs to use the device's The device relies on maintaining the correct set of valida 
private key to sign a binding contract to confirm the binding tors . After the device receives the command , it needs to 
relationship between the device and the service object . The 5 validate the authenticity of both the validator set and the 
binding logic for example , can be time window based i.e. is command . Verification of both is based on verification of the 
valid within a certain period of time . It can also be a received message , from the block header , to the final trans 
multi - party signature binding , that is , a device needs to be action or execution result . 
signed by multiple parties . The device may reliably store the set of validators , which 

After the binding relationship is established . The binding 10 can be updated , or deleted . The update of the validator set is 
relationship may be released . The binding release may be a chain process . The old validator set validates the new set 
initiated by the service object , confirmed by the owner of the of validators , and so on , it forms the validator set chain . 
device , or directly by the owner of the device . The binding The method 1500 comprises check the existing validator 
may also be forcibly released by the verification node set saved on the device 1500. If still valid ( 1510 ) , the IoT 
through the shared key . 15 device receives 1515 a transaction to update the validator 

Binding lock / unlock . The verification node can lock set . If the validator set is also the validator set of the received 
against the binding . In this mode , the binding relationship is transaction 1520 , then the device uses the current validator 
locked by the verification node , and the service object set to validate 1525. If not , then the device checks the last 
cannot operate on the device . The service object can only be update of the validator set with the current set of the 
used after unlocking the device binding . The binding lock 20 validators 1545. If the validator set of the transaction is the 
unlock process is performed by the verification node in the same as the current validator set 1550 , then the device uses 
form of a shared secret key . The process of binding unlock- the current validator set to validate 1525 . 
ing is shown in method 1200 ( FIG . 12 ) . After the validator If 1530 validation is successful , the device updates the 
receives the binding unlocking transaction , only the signa- validator set on the device 1535. The method 1500 then ends 
ture needs to be verified . 25 if all the validator set update transactions applied 1540 . 

In the method 1100 , the requester initiates binding request Otherwise , the method 1500 repeats . 
transaction 1102. The smart contract then verifies the request FIG . 16 is a flow chart illustrating a Command verifica 
1104. if the signature 1106 is verified , then the IoT device tion procedure 1600. When a device service object sends a 
binding smart contract is executed 1108. IoT device owner command to a device , the command is first validated through 
approves 1110 the binding request and send binding 30 the blockchain network to generate a transaction , in which 
approval transaction with signature 1112. If signature is the signature of the entire validator set is included instead of 
verified 1114 then device binding smart contract verifies the the device service object's signature . 
binding logic 1116. IF correct 1118 , then the smart contract A Device receives 1605 a message from the node . If 1610 
confirms the binding 1120 . the validator set is not the same as the block , then invoke 
FIG . 12 is a flow chart illustrating a Device binding lock 35 validator set update procedure 1645. If 1650 succeeds or 

or unlock procedure . 1200. First , Transaction is initiated for blocks are same , the validate the block base on the validator 
binding lock / unlock request 1210. Validators start validating set 1615. If 1620 validation passed , then validate the block 
the transaction 1220. Validator signs transaction with the Merkle Proof 1625. If 1630 validation passed , then validate 
shared private key 1230. If the number of the validator the Merkle Proof of the block execution result 1635. If 1640 
signatures is above the requirement 1240 , then transaction to 40 validation passed , then Validate the command to be executed 
the blockchain is published 1250 . 1655. If 1660 validation passed then the command is 
FIG . 13 is a flow chart illustrating a Procedure 1300 to executed 1665 . 

check access authorization . First , Device service object FIG . 17 is a block diagram illustrating a Cloud deploy 
issues 1310 authorization transaction . Node receives and ment example . In this embodiment , the security system runs 
verifies the transaction 1320. If 1330 the signature is valid , 45 on the public cloud and is connected into the current 
then execute the smart contract based on the binding status customer's business system as a service . 
1340. If smart contract execution is successful 1350 then the As an example , a production line device may contain data 
execution result is saved 1360. If 1370 the device is regis- of the production line status including number of products 
tered 1370 , then send the commands and proof to the IoT built or the components used . A loan approval for supply 
Device 1380 . 50 chain financing can be made with data from the production 
FIG . 14 is a block diagram illustrating a Node to IoT line . However , the owner of the factory may not want to give 

device message format 1400. The format includes : a Block up the information verbatim . Hence they can use the 3rd 
header proof 1410 that contains the hash value that makes up party trusted computing to carry out a verification code with 
the block header , the formed Merkle tree for each element in the data in the IoT device on the production line without 
the block header , the validator signature set . 55 giving up the data to the loan approver . 
An execution result 1420 of the contract includes the In a machinery example , there are sensors built into heavy 

executed command and the result data . The data of the machineries for the usage and duration of the operations et 
execution result is stored in the data in encrypted form . The al that may be helpful to predict when the machinery may 
device can decrypt the data using its own private key and need to be updated or serviced . Again the data may be trade 
operate according to the corresponding command instruc- 60 secrets for the owner of the machinery so there is a need to 
tions of the data . use this solution for the third party vendors to check and 
A Merkle proof 1430 of the result of the contract execu- validate the data with the trust computing environment 

tion to prove the correctness of the contract execution provided by this solution for one time access to the data and 
results . payment collection . 
FIG . 15 is a flow chart illustrating a Validator set update 65 There are also cases that may not involve IoT data access 

method 1500. A device does not store the state of the but to provide the business transaction among IoT devices . 
blockchain itself due to the limitations of its resources . For example , in the case of shared economy , a smart lock , 
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as an IoT device may work with the customer directly to provide such a layer . Other software architectures may 
collect payment and provide access to the key / lock . In the include additional or different layers . 
case of driverless cars , the cars , as IoT devices , may col- The operating system 2002 may manage hardware 
laborate with each other for cutting into a line or getting resources and provide common services . The operating 
priority for a busy lane . e.g. a car can pay the nearby 10 cars system 2002 may include , for example , a kernel 2022 , 
in the line to get in front of them like one will have to wave services 2024 , and drivers 2026. The kernel 2022 may act as 
and get into a busy queue of the exit today . Or the cars can an abstraction layer between the hardware and the other 
pay the IoT devices on the express line directly for express software layers . For example , the kernel 2022 may be 
lane fees instead of relying on a centralized payment system responsible for memory management , processor manage 
that an out of town car may not have been participating . ment ( e.g. , scheduling ) , component management , network 

The existing connection - oriented scheme , the security ing , security settings , and so on . The services 2024 may 
protection is weak . If one of the nodes is compromised , it provide other common services for the other software layers . 
will allow an intruder to enter the whole network and the The drivers 2026 are responsible for controlling or interfac 
entire security mechanism fails . It also requires high main- ing with the underlying hardware . For instance , the drivers 
tenance costs to maintain the state of the connection , and 2026 include display drivers , camera drivers , Bluetooth® 
cannot meet the needs of massive IoT device access . Low drivers , flash memory drivers , serial communication drivers 
power consumption is a typical requirement of IoT devices . ( e.g. , Universal Serial Bus ( USB ) drivers ) , Wi - Fi® drivers , 
Based on connection - oriented security solutions such as audio drivers , power management drivers , and so forth , 
VPN and TLS , device energy management faces challenges 20 depending on the hardware configuration . 
due to the need to maintain the connectivity . The libraries 2020 provide a common infrastructure that 

Accordingly , embodiments provide an authorization is used by the applications 2016 and / or other components 
mechanism separate from the device by introducing a vali- and / or layers . The libraries 2020 provide functionality that 
dator set , and the smart contract . smart contract - based allows other software components to perform tasks in an 
authorization mechanism , the authorization logic is com- 25 easier fashion than to interface directly with the underlying 
pleted by a smart contract . Contract implementation can be operating system 2002 functionality ( e.g. , kernel 2022 , 
fast , convenient , and easy to manage . services 2024 and / or drivers 2026 ) . The libraries 2020 may 

Embodiments for separating the authorization from the include system libraries 2044 ( e.g. , C standard library ) that 
device do not require a firmware upgrade , and can dynami- may provide functions such as memory allocation functions , 
cally change the authorization logic using a conventional 30 string manipulation functions , mathematical functions , and 
programming language . the like . In addition , the libraries 2020 may include API 

Software Architecture libraries 2046 such as media libraries ( e.g. , libraries to 
FIG . 18 is a block diagram illustrating an example soft- support presentation and manipulation of various media 

ware architecture 2006 , which may be used in conjunction format such as MPEG4 , H.264 , MP3 , AAC , AMR , JPG , 
with various hardware architectures herein described . FIG . 35 PNG ) , graphics libraries ( e.g. , an OpenGL framework that 
18 is a non - limiting example of a software architecture 2006 may be used to render 2D and 3D in a graphic content on a 
and it will be appreciated that many other architectures may display ) , database libraries ( e.g. , SQLite that may provide 
be implemented to facilitate the functionality described various relational database functions ) , web libraries ( e.g. , 
herein . The software architecture 2006 may execute on WebKit that may provide web browsing functionality ) , and 
hardware such as machine 2100 of FIG . 19 that includes , 40 the like . The libraries 2020 may also include a wide variety 
among other things , processors 2104 , memory 2114 , and of other libraries 2048 to provide many other APIs to the 
( input / output ) I / O components 2118. A representative hard- applications 2016 and other software components / modules . 
ware layer 2052 is illustrated and can represent , for example , The frameworks / middleware 2018 ( also sometimes 
the machine 2100 of FIG . 19. The representative hardware referred to as middleware ) provide a higher - level common 
layer 2052 includes a processing unit 2054 having associ- 45 infrastructure that may be used by the applications 2016 
ated executable instructions 2004. Executable instructions and / or other software components / modules . For example , 
2004 represent the executable instructions of the software the frameworks / middleware 2018 may provide various 
architecture 2006 , including implementation of the methods , graphic user interface ( GUI ) functions , high - level resource 
components , and so forth described herein . The hardware management , high - level location services , and so forth . The 
layer 2052 also includes memory and / or storage modules 50 frameworks / middleware 2018 may provide a broad spec 
memory / storage 2056 , which also have executable instruc- trum of other APIs that may be used by the applications 2016 
tions 2004. The hardware layer 2052 may also comprise and / or other software components / modules , some of which 
other hardware 2058 . may be specific to a particular operating system 2002 or 

In the example architecture of FIG . 18 , the software platform . 
architecture 2006 may be conceptualized as a stack of layers 55 The applications 2016 include built - in applications 2038 
where each layer provides particular functionality . For and / or third - party applications 540. Examples of represen 
example , the software architecture 2006 may include layers tative built - in applications 2038 may include , but are not 
such as an operating system 2002 , libraries 2020 , frame- limited to , a contacts application , a browser application , a 
works / middleware 2018 , applications 2016 , and a presenta- book reader application , a location application , a media 
tion layer 2014. Operationally , the applications 2016 and / or 60 application , a messaging application , and / or a game appli 
other components within the layers may invoke API calls cation . Third - party applications 2040 may include an appli 
2008 through the software stack and receive a response such cation developed using the ANDROIDTM or IOSTM software 
as messages 2012 in response to the API calls 2008. The development kit ( SDK ) by an entity other than the vendor of 
layers illustrated are representative in nature and not all the particular platform , and may be mobile software running 
software architectures have all layers . For example , some 65 on a mobile operating system such as IOSTM ANDROIDTM , 
mobile or special purpose operating systems may not pro WINDOWS® Phone , or other mobile operating systems . 
vide a frameworks / middleware 2018 , while others may The third - party applications 2040 may invoke the API calls 
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2008 provided by the mobile operating system ( such as The I / O components 2118 may include a wide variety of 
operating system 2002 ) to facilitate functionality described components to receive input , provide output , produce out 
herein . put , transmit information , exchange information , capture 

The applications 2016 may use built in operating system measurements , and so on . The specific I / O components 2118 
functions ( e.g. , kernel 2022 , services 2024 and / or drivers 5 that are included in a particular machine 2100 will depend 
2026 ) , libraries 2020 , and frameworks / middleware 2018 to on the type of machine . For example , portable machines 
create user interfaces to interact with users of the system . such as mobile phones will likely include a touch input Alternatively , or additionally , in some systems , interactions device or other such input mechanisms , while a headless with a user may occur through a presentation layer , such as 
presentation layer 2014. In these systems , the application / 10 device . It will be appreciated that the I / O components 2118 server machine will likely not include such a touch input 
component “ logic ” can be separated from the aspects of the many application / component that interact with a user . other components that are not shown in 
FIG . 19 is a block diagram illustrating components of a FIG . 21. The I / O components 2118 are grouped according to 

machine 2100 , according to some example embodiments , functionality merely for simplifying the following discus 
able to read instructions 2104 from a machine - readable 15 sion and the grouping is in no way limiting . In various 
medium ( e.g. , a machine - readable storage medium ) and example embodiments , the 1/0 components 2118 may 
perform any one or more of the methodologies discussed include output components 2126 and input components 
herein . Specifically , FIG . 19 shows a diagrammatic repre 2128. The output components 2126 may include visual 
sentation of the machine 2100 in the example form of a components ( e.g. , a display such as a plasma display panel 
computer system , within which instructions 2110 ( e.g. , 20 ( PDP ) , a light emitting diode ( LED ) display , a liquid crystal 
software , a program , an application , an applet , an app , or display ( LCD ) , a projector , or a cathode ray tube ( CRT ) ) , 
other executable code ) for causing the machine 2100 to acoustic components ( e.g. , speakers ) , haptic components 
perform any one or more of the methodologies discussed ( e.g. , a vibratory motor , resistance mechanisms ) , other sig 
herein may be executed . As such , the instructions 2110 may nal generators , and so forth . The input components 2128 
be used to implement modules or components described 25 may include alphanumeric input components ( e.g. , a key 
herein . The instructions 2110 transform the general , non- board , a touch screen configured to receive alphanumeric 
programmed machine 2100 into a particular machine 2100 input , a photo - optical keyboard , or other alphanumeric input 
programmed to carry out the described and illustrated func- components ) , point based input components ( e.g. , a mouse , 
tions in the manner described . In alternative embodiments , a touchpad , a trackball , a joystick , a motion sensor , or other 
the machine 2100 operates as a standalone device or may be 30 pointing instrument ) , tactile input components ( e.g. , a physi 
coupled ( e.g. , networked ) to other machines . In a networked cal button , a touch screen that provides location and / or force 
deployment , the machine 2100 may operate in the capacity of touches or touch gestures , or other tactile input compo 
of a server machine or a client machine in a server - client nents ) , audio input components ( e.g. , a microphone ) , and the 
network environment , or as a peer machine in a peer - to - peer like . 
( or distributed ) network environment . The machine 2100 35 In further example embodiments , the I / O components 
may comprise , but not be limited to , a server computer , a 2118 may include biometric components 2130 , motion com 
client computer , a personal computer ( PC ) , a tablet com- ponents 2134 , environmental components 2136 , or position 
puter , a laptop computer , a netbook , a set - top box ( STB ) , a components 2138 among a wide array of other components . 
personal digital assistant ( PDA ) , an entertainment media For example , the biometric components 2130 may include 
system , a cellular telephone , a smart phone , a mobile device , 40 components to detect expressions ( e.g. , hand expressions , 
a wearable device ( e.g. , a smart watch ) , a smart home device facial expressions , vocal expressions , body gestures , or eye 
( e.g. , a smart appliance ) , other smart devices , a web appli- tracking ) , measure biosignals ( e.g. , blood pressure , heart 
ance , a network router , a network switch , a network bridge , rate , body temperature , perspiration , or brain waves ) , iden 
or any machine 2100 capable of executing the instructions tify a person ( e.g. , voice identification , retinal identification , 
2110 , sequentially or otherwise , that specify actions to be 45 facial identification , fingerprint identification , or electroen 
taken by machine 2100. Further , while only a single machine cephalogram based identification ) , and the like . The motion 
600 is illustrated , the term “ machine ” shall also be taken to components 2134 may include acceleration sensor compo 
include a collection of machines that individually or jointly nents ( e.g. , accelerometer ) , gravitation sensor components , 
execute the instructions 2110 to perform any one or more of rotation sensor components ( e.g. , gyroscope ) , and so forth . 
the methodologies discussed herein . 50 The environmental components 2136 may include , for 

The machine 2100 may include processors 2104 , example , illumination sensor components ( e.g. , photom 
memory / storage 2106 , and I / O components 2118 , which eter ) , temperature sensor components ( e.g. , one or more 
may be configured to communicate with each other such as thermometer that detect ambient temperature ) , humidity 
via a bus 2102. The memory / storage 2106 may include a sensor components , pressure sensor components ( e.g. , 
memory 2114 , such as a main memory , or other memory 55 barometer ) , acoustic sensor components ( e.g. , one or more 
storage , and a storage unit 2116 , both accessible to the microphones that detect background noise ) , proximity sen 
processors 2104 such as via the bus 2102. The storage unit sor components ( e.g. , infrared sensors that detect nearby 
2116 and memory 2114 store the instructions 2110 embody- objects ) , gas sensors ( e.g. , gas detection sensors to detect 
ing any one or more of the methodologies or functions concentrations of hazardous gases for safety or to measure 
described herein . The instructions 2110 may also reside , 60 pollutants in the atmosphere ) , or other components that may 
completely or partially , within the memory 2114 , within the provide indications , measurements , or signals corresponding 
storage unit 2116 , within at least one of the processors 2104 to a surrounding physical environment . The position com 
( e.g. , within the processor's cache memory ) , or any suitable ponents 2038 may include location sensor components ( e.g. , 
combination thereof , during execution thereof by the a GPS receiver component ) , altitude sensor components 
machine 2100. Accordingly , the memory 2114 , the storage 65 ( e.g. , altimeters or barometers that detect air pressure from 
unit 2116 , and the memory of processors 2104 are examples which altitude may be derived ) , orientation sensor compo 
of machine - readable media . nents ( e.g. , magnetometers ) , and the like . 
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Communication may be implemented using a wide vari- networks . For example , a network 2132 or a portion of a 
ety of technologies . The I / O components 2118 may include network 2132 may include a wireless or cellular network 
communication components 2140 operable to couple the and the coupling may be a Code Division Multiple Access 
machine 2100 to a network 2132 or devices 2120 via ( CDMA ) connection , a Global System for Mobile commu 
coupling 2124 and coupling 2122 , respectively . For 5 nications ( GSM ) connection , or other type of cellular or 
example , the communication components 2140 may include wireless coupling . In this example , the coupling may imple 
a network interface component or other suitable device to ment any of a variety of types of data transfer technology , 
interface with the network 2132. In further examples , com- such as Single Carrier Radio Transmission Technology 
munication components 2140 may include wired commu- ( 1xRTT ) , Evolution - Data Optimized ( EVDO ) technology , 
nication components , wireless communication components , 10 General Packet Radio Service ( GPRS ) technology , 
cellular communication components , near field communi- Enhanced Data rates for GSM Evolution ( EDGE ) technol 
cation ( NFC ) components , Bluetooth® components ( e.g. , ogy , third Generation Partnership Project ( 3GPP ) including 
Bluetooth® Low Energy ) , Wi - Fi® components , and other 3G , fourth generation wireless ( 4G ) networks , Universal 
communication components to provide communication via Mobile Telecommunications System ( UMTS ) , High Speed 
other modalities . The devices 2120 may be another machine 15 Packet Access ( HSPA ) , Worldwide Interoperability for 
or any of a wide variety of peripheral devices ( e.g. , a Microwave Access ( WiMAX ) , Long Term Evolution ( LTE ) 
peripheral device coupled via a USB ) . standard , others defined by various standard setting organi 

Moreover , the communication components 2140 may zations , other long range protocols , or other data transfer 
detect identifiers or include components operable to detect technology 
identifiers . For example , the communication components 20 “ MACHINE - READABLE MEDIUM ” in this context 
640 may include radio frequency identification ( RFID ) tag refers to a component , device or other tangible media able 
reader components , NFC smart tag detection components , to store instructions 2110 and data temporarily or perma 
optical reader components ( e.g. , an optical sensor to detect nently and may include , but is not be limited to , random 
one - dimensional bar codes such as Universal Product Code access memory ( RAM ) , read - only memory ( ROM ) , buffer 
( UPC ) bar code , multi - dimensional bar codes such as Quick 25 memory , flash memory , optical media , magnetic media , 
Response ( QR ) code , Aztec code , Data Matrix , Dataglyph , cache memory , other types of storage ( e.g. , erasable pro 
MaxiCode , PDF417 , Ultra Code , UCC RSS - 2D bar code , grammable read - only memory ( EEPROM ) ) , and / or any suit 
and other optical codes ) , or acoustic detection components able combination thereof . The term " machine - readable 
( e.g. , microphones to identify tagged audio signals ) . In medium ” should be taken to include a single medium or 
addition , a variety of information may be derived via the 30 multiple media ( e.g. , a centralized or distributed database , or 
communication components 2140 , such as , location via associated caches and servers ) able to store instructions 
Internet Protocol ( IP ) geo - location , location via Wi - Fi® 2110. The term " machine - readable medium ” shall also be 
signal triangulation , location via detecting a NFC beacon taken to include any medium , or combination of multiple 
signal that may indicate a particular location , and so forth . media , that is capable of storing instructions 2110 ( e.g. , 

35 code ) for execution by a machine 2100 , such that the 
Glossary instructions 2110 , when executed by one or more processors 

2104 of the machine 2100 , cause the machine 2100 to 
“ CARRIER SIGNAL ” in this context refers to any intan- perform any one or more of the methodologies described 

gible medium that is capable of storing , encoding , or car- herein . Accordingly , a “ machine - readable medium ” refers to 
rying instructions 2110 for execution by the machine 2100 , 40 a single storage apparatus or device , as well as “ cloud 
and includes digital or analog communications signals or based ” storage systems or storage networks that include 
other intangible medium to facilitate communication of such multiple storage apparatus or devices . The term “ machine 
instructions 2110. Instructions 2110 may be transmitted or readable medium ” excludes signals per se . 
received over the network 2132 using a transmission “ COMPONENT ” in this context refers to a device , physi 
medium via a network interface device and using any one of 45 cal entity , or logic having boundaries defined by function or 
a number of well - known transfer protocols . subroutine calls , branch points , APIs , or other technologies 

“ CLIENT DEVICE ” in this context refers to any machine that provide for the partitioning or modularization of par 
2100 that interfaces to a communications network 2132 to ticular processing or control functions . Components may be 
obtain resources from one or more server systems or other combined via their interfaces with other components to carry 
client devices . A client device may be , but is not limited to , 50 out a machine process . A component may be a packaged 
a mobile phone , desktop computer , laptop , PDAs , smart functional hardware unit designed for use with other com 
phones , tablets , ultra books , netbooks , laptops , multi - pro- ponents and a part of a program that usually performs a 
cessor systems , microprocessor - based or programmable particular function of related functions . Components may 
consumer electronics , game consoles , STBs , or any other constitute either software components ( e.g. , code embodied 
communication device that a user may use to access a 55 on a machine - readable medium ) or hardware components . A 
network 2132 . “ hardware component ” is a tangible unit capable of per 

" COMMUNICATIONS NETWORK ” in this context forming certain operations and may be configured or 
refers to one or more portions of a network 2132 that may arranged in a certain physical manner . In various example 
be an ad hoc network , an intranet , an extranet , a virtual embodiments , one or more computer systems ( e.g. , a stand 
private network ( VPN ) , a local area network ( LAN ) , a 60 alone computer system , a client computer system , or a server 
wireless LAN ( WLAN ) , a wide area network ( WAN ) , a computer system ) or one or more hardware components of 
wireless WAN ( WWAN ) , a metropolitan area network a computer system ( e.g. , a processor or a group of processors 
( MAN ) , the Internet , a portion of the Internet , a portion of 2104 ) may be configured by software ( e.g. , an application 
the Public Switched Telephone Network ( PSTN ) , a plain old 2016 or application portion ) as a hardware component that 
telephone service ( POTS ) network , a cellular telephone 65 operates to perform certain operations as described herein . A 
network , a wireless network , a Wi - Fi® network , another hardware component may also be implemented mechani 
type of network , or a combination of two or more such cally , electronically , or any suitable combination thereof . 
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For example , a hardware component may include dedicated " processor - implemented component ” refers to a hardware 
circuitry or logic that is permanently configured to perform component implemented using one or more processors 
certain operations . A hardware component may be a special- 2104. Similarly , the methods described herein may be at 
purpose processor , such as a field - programmable gate array least partially processor - implemented , with a particular pro 
( FPGA ) or an application specific integrated circuit ( ASIC ) . 5 cessor or processors 2104 being an example of hardware . 
A hardware component may also include programmable For example , at least some of the operations of a method 
logic or circuitry that is temporarily configured by software may be performed by one or more processors 2104 or 
to perform certain operations . For example , a hardware processor - implemented components . Moreover , the one or 
component may include software executed by a general- more processors 2104 may also operate to support perfor 
purpose processor 2104 or other programmable processor 10 mance of the relevant operations in a “ cloud computing ” 
2104. Once configured by such software , hardware compo- environment or as a “ software as a service ” ( SaaS ) . For 
nents become specific machines 2100 ( or specific compo- example , at least some of the operations may be performed 
nents of a machine 2100 ) uniquely tailored to perform the by a group of computers ( as examples of machines 2100 
configured functions and are no longer general - purpose including processors 2104 ) , with these operations being 
processors 2104. It will be appreciated that the decision to 15 accessible via a network 2132 ( e.g. , the Internet ) and via one 
implement a hardware component mechanically , in dedi- or more appropriate interfaces ( e.g. , an API ) . The perfor 
cated and permanently configured circuitry , or in temporar- mance of certain of the operations may be distributed among 
ily configured circuitry ( e.g. , configured by software ) , may the processors 2104 , not only residing within a single 
be driven by cost and time considerations . Accordingly , the machine 2100 , but deployed across a number of machines 
phrase “ hardware component ” ( or “ hardware - implemented 20 2000. In some example embodiments , the processors 2104 
component ” ) should be understood to encompass a tangible or processor - implemented components may be located in a 
entity , be that an entity that is physically constructed , single geographic location ( e.g. , within a home environment , 
permanently configured ( e.g. , hardwired ) , or temporarily an office environment , or a server farm ) . In other example 
configured ( e.g. , programmed ) to operate in a certain manner embodiments , the processors 2104 or processor - imple 
or to perform certain operations described herein . Consid- 25 mented components may be distributed across a number of 
ering embodiments in which hardware components are geographic locations . 
temporarily configured ( e.g. , programmed ) , each of the “ PROCESSOR ” in this context refers to any circuit or 
hardware components need not be configured or instantiated virtual circuit ( a physical circuit emulated by logic executing 
at any one instance in time . For example , where a hardware on an actual processor ) that manipulates data values accord 
component comprises a general - purpose processor 2104 30 ing to control signals ( e.g. , " commands , " " op codes , ” 
configured by software to become a special - purpose proces- “ machine code , " etc. ) and which produces corresponding 
sor , the general - purpose processor 2104 may be configured output signals that are applied to operate a machine 2100. A 
as respectively different special - purpose processors ( e.g. , processor 2104 may be , for example , a central processing 
comprising different hardware components ) at different unit ( CPU ) , a reduced instruction set computing ( RISC ) 
times . Software accordingly configures a particular proces- 35 processor , a complex instruction set computing ( CISC ) 
sor or processors 2104 , for example , to constitute a particu- processor , a graphics processing unit ( GPU ) , a digital signal 
lar hardware component at one instance of time and to processor ( DSP ) , an ASIC , a radio - frequency integrated 
constitute a different hardware component at a different circuit ( RFIC ) or any combination thereof . A processor may 
instance of time . Hardware components can provide infor- further be a multi - core processor having two or more 
mation to , and receive information from , other hardware 40 independent processors 2104 ( sometimes referred to as 
components . Accordingly , the described hardware compo- " cores ” ) that may execute instructions 2110 contemporane 
nents may be regarded as being communicatively coupled . ously . 
Where multiple hardware components exist contemporane- What is claimed is : 
ously , communications may be achieved through signal 1. A computer - implemented method , comprising : 
transmission ( e.g. , over appropriate circuits and buses 2102 ) 45 receiving a signed super thin node access request from a 
between or among two or more of the hardware components . device owner ; 
In embodiments in which multiple hardware components are validating , by a verification full node , the received 
configured or instantiated at different times , communica request ; 
tions between such hardware components may be achieved , executing , by the verification full node , a smart contract 
for example , through the storage and retrieval of information 50 on a blockchain based on the received request ; 
in memory structures to which the multiple hardware com- producing , based on the executed smart contract , an 
ponents have access . For example , one hardware component output command to access the super thin node to 
may perform an operation and store the output of that configure the super thin node to validate , decrypt and 
operation in a memory device to which it is communica execute super thin node's part of the smart contract ; 
tively coupled . A further hardware component may then , at 55 wherein the output command comprises encrypted results 
a later time , access the memory device to retrieve and of the executed smart contract and a Merkle proof of 
process the stored output . Hardware components may also the results to prove correctness of the contract execu 
initiate communications with input or output devices , and tion results ; 
can operate on a resource ( e.g. , a collection of information ) . causing the super thin node to validate the received output 
The various operations of example methods described herein 60 command by confirming validators on the super thin 
may be performed , at least partially , by one or more pro- node match validators that signed the output command , 
cessors 2104 that are temporarily configured ( e.g. , by soft- the validators including validation sets that are pro 
ware ) or permanently configured to perform the relevant duced by the verification full node in the blockchain 
operations . Whether temporarily or permanently configured , after authenticating the request from the super thin 
such processors 2104 may constitute processor - imple- 65 node ; and 
mented components that operate to perform one or more causing updating of the validators on the super thin node 
operations or functions described herein . As used herein , using the validators to validate a new set of validators . 
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2. The method of claim 1 , wherein the smart contract 8. The system of claim 6 , wherein the smart contract is 
contains binding logic that maps a device identifier and executable logic and rules between the device identifier and 
device owner identifier , wherein the smart contract is signed the device owner identifier . 
by the device owner using a private key of the device owner . 9. The system of claim 6 , wherein the operations further 

3. The method of claim 1 , wherein the smart contract is 5 comprise causing the verification full node to complete block generation and voting on the generated block . executable logic and rules between the device identifier and 10. A non - transitory computer - readable medium having the device owner identifier . stored thereon instructions to cause a computer to execute a 
4. The method of claim 1 , further comprising causing the method , the method comprising : 

verification full node to complete block generation and receiving a signed super thin node access request from a 
voting on the generated block . device owner ; 

5. The method of claim 1 , further comprising validating , by a verification full node , the received 
storing a private key on the verification full node ; request ; 
deploying the verification full node in a private cloud ; and executing , by the verification full node , a smart contract 
deploying an access node in a public cloud , the access on a blockchain based on the received request ; 

node communicatively coupled to the super thin node . producing , based on the executed smart contract , an 
output command to access the super thin node to 6. A system , comprising : configure the super thin node to validate , decrypt and one or more processors of a machine ; execute super thin node's part of the smart contract ; a memory storing instruction that , when executed by the wherein the output command comprises encrypted results 

one or more processors , cause the machine to perform 20 of the executed smart contract and a Merkle proof of 
operations comprising : the results to prove correctness of the contract execu 

receiving a signed super thin node access request from a tion results ; 
device owner ; causing the super thin node to validate the received output 

validating , by a verification full node , the received command by confirming validators on the super thin 
request ; node match validators that signed the output command , 

the validators including validation sets that are pro executing , by the verification full node , a smart contract 
on a blockchain based on the received request ; and duced by the verification full node in the blockchain 

producing , based on the executed smart contract , an after authenticating the request from the super thin 
output command to access the super thin node to node ; and 
configure the super thin node to validate , decrypt and 30 causing updating of the validators on the super thin node 

using the validators to validate a new set of validators . execute thin node's part of the smart contract ; super 
11. The medium of claim 10 , wherein the smart contract wherein the output command comprises encrypted results 

of the executed smart contract and a Merkle proof of contains binding logic that maps a device identifier and 
the results to prove correctness of the contract execu device owner identifier , wherein the smart contract is signed 
tion results , 35 by the device owner using a private key of the device owner . 

causing the super thin node to validate the received output 12. The medium of claim 10 , wherein the smart contract 
command by confirming validators on the super thin is executable logic and rules between the device identifier 
node match validators that signed the output command , and the device owner identifier . 
the validators including validation sets that are pro 13. The medium of claim 10 , wherein the method further 
duced by the verification full node in the blockchain 40 comprises causing the verification node to complete block 
after authenticating the request from the super thin generation and voting on the generated block . 

14. The medium of claim 10 , wherein the method further node ; and 
causing updating of the validators on the super thin node comprises : 

using the validators to validate a new set of validators . storing a private key on the verification full node ; 
7. The system of claim 6 , wherein the smart contract 45 deploying the verification node in a private cloud ; and 

contains binding logic that maps a device identifier and deploying an access node in a public cloud , the access 
device owner identifier , wherein the smart contract is signed node communicatively coupled to the super thin node . 
by the device owner using a private key of the device owner . 
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