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(57) Abstract: In a method for conducting a transaction using a transaction card, communication between the card's data processor
and a transaction terminal is established and the data processor receives from the terminal first transaction information for a financial
transaction, the information including a transaction type and a monetary value. The data processor transmits to a user device a cryp-
tocurrency transaction processing request including identification of an amount of cryptocurrency stored in the card's memory that
has a value equal to the transaction monetary value. At least a portion of the request is encrypted using private and public encryption
keys. The request is configured for retransmission by the user device to a cryptocurrency exchange processor. The card's data processor
transmits to the transaction terminal second transaction information usable by the transaction terminal to complete the transaction and
updates a cryptocurrency balance stored in the card's memory.
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SYSTEM AND METHOD FOR PROCESSING A CRYPTOCURRENCY
TRANSACTION USING A SMART TRANSACTION CARD

CROSS-REFERENCE TO RELATED APPLICATIONS

[0001] This application claims priority to U.S. Patent Application No. 16/828,066 filed March

24,2020, the disclosure of which is incorporated herein by reference in its entirety.

FIELD OF THE INVENTION

[0002] This disclosure relates generally to systems and methods for processing financial
transactions involving a transaction card, and more specifically, to a system and method for

processing transactions using a transaction card as a cryptocurrency wallet.

BACKGROUND OF THE INVENTION

[0003] Financial transaction cards have become the primary means of carrying out in-person
transactions in today’s society and the technology associated with and embedded into these cards
has increased dramatically. At the same time, there has been a movement toward the use of
cryptocurrency for various account transactions. This latter movement, however, has not
extended to everyday purchase and transfer transactions such as occur at merchant
establishments. As a result, transaction terminals at such establishments (and financial
transaction cards used at such terminals) are able to conduct transactions only in ordinary (i.e.,
non-crypto) currencies. There is, as a result, a desire to enable the use of cryptocurrency at

merchant and other establishments where such transaction terminals are used.

SUMMARY OF THE INVENTION

[0004] An illustrative aspect of the invention provides a misthod for conducting a transaction

using a transaciion card having a data processor, a card memory, a first communication interface
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configured for contact or contactless communication with a transaction terminal, and a second
conununication interface configured for wireless communication with a user device. The
method comprises establishing, via the first communication interface, communication between
the data processor and a transaction terminal and receiving, by the data processor from the
transaction terminal via the first communication interface, first transaction information for a
financial transaction. The transaction informanon inchudes a transaction type and a transacuon
monetary value, The method further comprises transmntiing, by the data processor to the user
device via the second communication interface, a cryptocurrency transaction processing request
comprising transaction request information. The request includes identification of a transaction
amount of oryptocurrency stored in the card memory. The trapsaction amount of Crypiocurrency
has a value that 13 equal to the transaction monetary value, At least a portion of the request i3
encrypted using private and public encryption keys stored in the card memory, The request is
configured for retransmission by the user device to a crypiocurrency exchange processor. The
method still further comprises transmitting, by the data processor 1o the fransaction terminal via
the first comrpunication interface, second transaction information nchuding transacton account
wnformation for an account associated with the transaction card. The second transaction
information is usable by the transaction terminal 1o complete the transaction. The method also

comprises updating, by the data processor, a eryptocurrency balance stored in the card memory.

[0005] Another aspect of the invention provides a transaction card comprising a data processor, a
first cormmumeation interface configured for contact or contactiess communication with a
transaction terminal, a second communication interface configured for wireless communication
with a user device, and a card memory. The card memaory has a private card encryption key and

a public card encryption key stored therein and a cryptocurrency data block contigured for
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storing cryptocurrency. The card memory also bas a cryptocurrency transaction application
stored therein. The cryptocurrency transaction applicafion comprises mnstructions for the data
processor (o establish, via the first communication interface, comrounication between the data
processor and a transaction terminal, The application further comprises instructions 10 receive,
from the transaction terminal, first transacticn information for a financial transaction. The
transaction information includes a transaciion type and a transaction monetary value. The
apphication still further comprises instructions o retrieve from the cryptocurrency data block a
transaction amount of cryptocurrency having a value equal to the transaction monetary value and
transmit, 1o a user device via the second communication interface, a cryplocWTency ansaction
processing request. The transaction processing request comprises transaction reguest
wnforration and the transacton amount of cryptocurrency. The request 13 configured for
retransmission by the user device to a cryptocurrency exchange processor. The eryvplocurrency
transaction application also comprises instructions o transmit, {o the transaction terminal via the
first communication interface, second transaction information including fransaction account
information for an account associated with the transaction card. The second transaction

information 18 usable by the transaction terminal to complete the transaction.

[0006] Another aspect of the invention provides 2 cryptocurrency transaction processing aysiem
comprising a transaction card and a user processing device. The transaction card comprises a
termunal communication interface, a card hmuted range wireless communication interface, a card
data processor in comroundcation with the terminal cormmumeation interface and the card lunited
range wirgless communication tnterface, and a card memory accessible by the card data
processor. ‘The card memory has stored therein a private card encryption key and a public card

encryption key, a cryptocurrency data block having oryptocurrency stored therein, and a
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cryptocurrency transaction application. The crypiocurrency transaction application comprises
instructions for the data processor to establish, via the terminal communication mterface,
communication between the card data processor and s transaction terminal. The application
further comprises tnstructions (o receive, from the transaction terminal, first transaction
information for a financial fransaction. The transaction information includes a transaction type
and a transaction monetary value. The application stull further comprises instructions o retrieve
from the cryplocurrency data block a transacthion amount of oryptocurency having a value equal
to the iransaction monetary value and transmit, via the card limited range wireless
communication interface, & cryptocurrency ransaction processing request comprising ransaction
request information and the transaction amount of cryptocurrency. The application also
COMPSEs 1nstruchions (o transiut, to the transaction terminal via the ternunal comumunication
interface, second transaction information including iransaction account information for an
account asscciated with the transaction card. The second transaction information is usabie by the
transaction terminal to complete the financial transaction. The user processing device has g user
interface wehuding a display and a user woput device, a user device lmited range wireless
communication interface, a wireless network communication interface configured for
communication with 3 wireless communication network, a user device data processor in
conumunication with the user device limited range wireless communicanon interface and the
wireless network communication interface, and a user device memory accessible by the user
device data processor. The user device memory has a user device iransaction application stored
therein. The user device transaction application comprises instructions for the user device data
PIOCEessor o recgive the Cryptocurrency fransaction processing request from the card data

processor via the user device hmited range wireless commumceation interface, and transmit the
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cryprocurrency ransaction processing request {o a cryptocurrency exchange processor via the

wircless network communication interface and the wireless communication network.

BRIEF DESCRIPTION OF THE DRAWINGS

[0007] The invention can be more fully understood by reading the following detailed description
together with the accompanying drawings, in which like reference indicators are used to

designate like elements, and in which:

[0008] Figure 1 is a schematic representation of a transaction card processing system according

to an embodiment of the invention,;

[0009] Figure 2 is a schematic representation of a user device usable in embodiments of the

invention;

[0010] Figure 3 is a block diagram of a microprocessor chip of a transaction card according to an

embodiment of the invention; and

[0011] Figure 4 is a flow chart of actions in a method of conducting a transaction using a smart

transaction card according to an embodiment of the invention.

DETAILED DESCRIPTION OF THE INVENTION

[0012] While the invention will be described in connection with particular embodiments and
network environments, it will be understood that the invention is not limited to these
embodiments and environments. On the contrary, it is contemplated that various alternatives,
modifications and equivalents are included within the spirit and scope of the invention as

described.
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[0013] As used herein, the term “transaction card” refers to any identification or payment card
associated with a user or user account. This may include, in particular, a credit card, debit card,

or gift card, any of which may be issued by a service provider.

[0014] As used herein, the term “cryptocurrency” refers to a digital or virtual currency that uses
cryptography for security and can be transferred to others or exchanged with others for goods
and services. While most cryptocurrencies (e.g., Bitcoin and Ethereum) are tracked and
processed using distributed network systems, the term, as used herein, is not limited to such
currencies.

2% LC

[0015] The terms “ordinary currency”, “non-cryptocurrency”’, and “fiat” or “fiat currency” may
be used herein to refer to any government-backed non-digital currency of a country, region, or

other globally-recognized governmental entity.

[0016] The present invention provides a transaction card capable of functioning as a
cryptocurrency wallet from which cryptocurrency can be used for, or converted for use in,
carrying out purchase and other transactions in conjunction with conventional fiat currency
transaction terminals. This may be accomplished by enabling the card to communicate with a
transaction terminal (e.g., via direct electrical communication or via near field communication
(NFC)) and to communicate with a cryptocurrency exchange processor via the cardholder’s
mobile device. The cryptocurrency exchange processor may be part of or in communication
with a distributed consensus network to maintain transaction information. In some
embodiments, a cryptocurrency conversion may be carried out by the card or the exchange
processor and a corresponding conventional currency amount placed in an account associated
with the transaction card. Payment information relating to this account may be communicated

by the transaction card to the transaction terminal for completing the transaction. The use of
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cryptocurrency and the conversion to a conventional currency may be entirely transparent to the

transaction terminal.

[0017] Figure 1 illustrates a transaction card processing system 100 according to an illustrative
embodiment of the invention. The system 100 includes one or more user devices 110, one or
more transaction cards 120, a communication network 130, one or more merchant transaction
processing devices 140, a cryptocurrency exchange processing system 150, and a card account

processing system 160.

[0018] In the example embodiments presented herein, an account holder may be any individual
or entity that desires to conduct a transaction (which may be, but is not limited to a financial
transaction) with a merchant using a transaction account. An account holder user device 110
may be a mobile device or other processor that an account holder uses to carry out a transaction.
An account may be held by any place, location, object, entity, or other mechanism for holding
money or performing transactions in any form, including, without limitation, electronic form.

An account may be, for example, a credit card account, a prepaid card account, stored value card
account, debit card account, check card account, payroll card account, gift card account, prepaid
credit card account, charge card account, checking account, rewards account, line of credit
account, credit account, mobile device account, or mobile commerce account. In some instances,
the account holder may be a transaction processing entity such as a financial institution, credit
card provider, or other entity that offers accounts to customers. An account may or may not have
an associated card, such as, for example, a credit card for a credit account or a debit card for a
debit account. The account card may be associated or affiliated with a merchant or one or more

social networking sites, such as a co-branded credit card.
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[0019] As referred to herein, a network-enabled computer system and/or device may include, but
is not limited to any computer device, or communications device including, a server, a network
appliance, a personal computer (PC), a workstation, and a mobile processing device such as a
smart phone, smart pad, handheld PC, or personal digital assistant (PDA). Mobile processing
devices may include Near Field Communication (NFC) capabilities, which may allow for
communication with other devices by touching them together or bringing them into close
proximity. Mobile devices may also include other range-limited communication capabilities
such as Bluetooth.

[0020] The network-enabled computer systems used to carry out the transactions contemplated
in the embodiments may execute one or more software applications to, for example, receive data
as input from an entity accessing the network-enabled computer system, process received data,
transmit data over a network, and receive data over a network. The one or more network-
enabled computer systems may also include one or more software applications to notify an
account holder based on transaction information. It will be understood that the depiction in
Figure 1 is an example only, and the functions and processes described herein may be performed
by any number of network-enabled computers. It will also be understood that where the
illustrated system 100 may have only a single instance of certain components, multiple instances
of these components may be used. The system 100 may also include other devices not depicted
in Figure 1.

[0021] The network 130 may be any form of communication network capable of enabling
communication between the transaction entities and the card processing system 100. For
example, the network 130 may be one or more of a wireless network, a wired network or any

combination of wireless network and wired network. The network 130 may be or include one or
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more of a fiber optics network, a passive optical network, a cable network, an Internet network, a
satellite network, a wireless LAN, a Global System for Mobile Communication (“GSM”), a
Personal Communication Service (“PCS”), a Personal Area Network (“PAN”), Wireless
Application Protocol (WAP), Multimedia Messaging Service (MMS), Enhanced Messaging
Service (EMS), Short Message Service (SMS), Time Division Multiplexing (TDM) based
systems, Code Division Multiple Access (CDMA) based systems, D-AMPS, Wi-Fi, Fixed
Wireless Data, IEEE 802.11b, 802.15.1, 802.11n and 802.11g or any other wired or wireless
network for transmitting and receiving a data signal. The network 130 may utilize one or more
protocols of one or more network elements to which it is communicatively coupled. The
network 130 may translate to or from other protocols to one or more protocols of network
devices. Although the network 130 is depicted as a single network, it will be appreciated that it
may comprise a plurality of interconnected networks, such as, for example, the Internet, a service

rovider’s network, a cable television network, corporate networks, and home networks.
2 2 2

[0022] The transaction cards 120 used in methods of the invention may include chip-carrying
transaction cards (“smart” cards) having electrical and/or near field or other short range
communication capabilities. As illustrated in Figures 1 and 3, a typical transaction card 120 that
is usable in various embodiments of the invention is a smart card with a microprocessor chip
121. The microprocessor chip 121includes processing circuitry for storing and processing
information, including a microprocessor 122 and a memory 126. It will be understood that the
processing circuitry may contain additional components, including processors, memories, error
and parity/CRC checkers, data encoders, anticollision algorithms, controllers, command
decoders, security primitives and tamper-proofing hardware, as necessary to perform the

functions described herein.



WO 2021/195022 PCT/US2021/023588

[0023] The transaction card 120 is configured for communication with transaction terminals and
other device via a first communication interface 124. The interface 124 and the microprocessor
122 may, in particular, be configured for establishing communication with merchant transaction
processing devices 140 for carrying out purchase and other transactions. The communication
interface 124 may be configured to provide for contact-based communication, in which case the
interface 124 may have electrical circuitry and contact pads on the surface of the card 120 for
establishing direct electrical communication between the microprocessor 122 and the processing
circuitry of a transaction terminal 140. Alternatively or in addition, the first communication
interface 124 may be configured for contactless communication with the transaction terminals
140. In such embodiments, the communication interface 124 may be or include an NFC
communication interface configured for communication with other NFC communication devices
when the card 120 is within a predetermined NFC range. The communication interface 124 and
the microprocessor 122 may also be configured for establishing NFC communication with the
user device 110. In some embodiments, the microprocessor chip 121 may include a second
communication interface 128 configured for establishing short range communication with the
user device 110 via Bluetooth, or other short range communication methodology. In such
embodiments, the transaction card 120 may have a short range communication antenna 129 that

is included in or connected to the short range communication interface 128.

[0024] In particular embodiments, the transaction card 120 may be Bluetooth enabled using the
microprocessor chip 121, the second communication interface 128 and the antenna 129. A
Bluetooth-enabled transaction card may support Bluetooth Low Energy (BLE) and may be
paired to the user device 110. In some embodiments, pairing and communications may be

established between the transaction card 120 and other interfacing devices, such as a terminal

10
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(not shown), a merchant transaction processor 140, and the like. A Bluetooth-enabled device
may include the capabilities to establish a link between a card and the device (or pair the
devices) using device settings (e.g., 10S or Android settings that manage Bluetooth connections)
and/or mobile application(s) associated with the card issuer that can cooperate with the device

controls to manage a Bluetooth connection with the card 120.

[0025] The memory 126 may be a read-only memory, write-once read-multiple memory or
read/write memory, e.g., RAM, ROM, and EEPROM, and the chip 121 may include one or more
of these memories. The memory 126 may have stored therein information associated with a
transaction card account. In some embodiments, the memory 126 may have permanently stored
therein a unique alphanumeric identifier associated with the account. It may also have
permanently stored public and private card encryption keys. In some embodiments, the private

and public encryption keys may be permanently hard-wired 1oto the card memory.

[0026] The memory 126 may be configured to store one or more software applications for
execution by the microprocessor 122. In various embodiments, the memory 126 may have
stored therein instructions for generating encrypted information and transmitting it to a receiving
device (e.g., the user device 110) via the first communication interface 124 (e.g., via NFC) or the
short-range communication interface 128. Such encrypted information may be or include an
encrypted verification block or signature that may be used to authenticate and verify the presence
of the transaction card 110 during transaction processing. In embodiments of the invention, the
card memory 126 may include an application including instructions configured for operation of
the transaction card 120 as a cryptocurrency wallet. In conjunction, the memory 126 may have
stored therein information associated with the cryptocurrency wallet, including public and

private encryption keys usable for conducting cryptocurrency transactions. The cryptocurrency

11
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wallet application may include instructions for storing and maintaining crypiocusrency

transaction information in a cryptocurrency data block in the memory 126.

[0027] In particular embodiments, the card memory 126 has stored therein a cryptocurrency
transaction processing application configured for carrying out a financial transaction at a
merchant terminal 140 using the transaction card 120. The application includes instructions for
the microprocessor 122 to establish communication with the transaction terminal 140 upon
introduction of the transaction card 120 to the transaction terminal 140 (e.g., by insertion of the
card 120 for electrical contact, bringing the card 120 within NFC communication range of the
transaction terminal 140, or tapping the transaction card 120 to the transaction terminal 140).
The application instructions may be configured to cause the microprocessor to receive via the
first communication interface 124 information relating fo the financial fransaction from the
transaction terminal 140, Such transaction tnformation ray include the type of ransaction {e.g.,
purchase, refund, transfer, account payment, etc.} and a monetary value, The transaction
information could also include information about the terminal 140 and/or the entity managing the
terrainal 140, Such information could include, for example, & terminal or merchant identitior

and/or location information.

[0028] The crypiocurrency transaction application yoay include instructions for the
microprocessor 122 1o determine a currency type in which the iransaction is to be conducted.
This may be based on the expression of the monetary amount and could inchude a determination
as to whether the transaction 15 to be conducted in cryptocurrency. If a determination 1s made
that the terminal 140 13 capable of conducting the transaction 1o eryptocurrency, the ransaction
may move forward solely as a cryptocurrency transfer. I, however, a delermination that the

terminal 140 is incapable of transacting in cryptocurrency or if the transaction information

12



WO 2021/195022 PCT/US2021/023588

indicates that the fransaction should be conducted in ordinary currency, the application procesds
accordingly. In some emabodirments, the application may inchude, in either case, instructons to
transroit to the user device 110 a request to venidy that the account holder wishes to use the
crypiocurrency wallet to carry out the transaction. This request may tnchude some or all of the
transaction information and may be transmitted 1o the user device 110 via the short range
communication interface 128, The application may be further configured 1o receive a response
from the user device 110 indicating whether to use the cryptocurrency wallet or other account

transaciion functionality to complete the fransaction.

[0029] Upon a determination that the cryptocurrency wallet is to be used for the transaction, the
application may, in some embodiments, cause the microprocessor 122 to retrieve from the
cryptocurrency data block a fransaction amourt of crymocurrency having a value equal to the
ransaction monetary value, The microprocessor may then transmit to the user device via the
short range communication interface, a cryptocurrency iransaction processing request configured
for relay by the user device 110 1o the cryptocurrency exchange processing system 130, Some or
all of this request may be encrypted using public and private keys associated with the
cryptocutrency wallet. This may include, Tor example, hardware and/or software sigoatures
assoctated with the transaction card 120, The request may include information such as the
amount of cryptocurrency to be exchanged and identification information for the transaction card

120 or the transaction card account.

[0030] In some embodiments, the transaction card 120 may include a power management system

125, which may include a power source {e.g, a battery, capacitor, photovoliaie cell, kinetic or

piezoelectric power scavenger, etc } and circuliry for managing and distributing power to the

components of the chip 121

13
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[0031] The cryptocurrency exchange processing sysfens 150 may be or comprise one or more
network-enabled processing systems and may, in some embodiments, be configured to be part of
or in communication with a distributed consensus network 200. The cryptocurrency exchange
processing systern 150 1s configured to facilitate the exchange of cryptocurrency. In particular,
the cryptocurrency exchange processing system 150 may be configured to conduct an exchange
transaction to exchange amount of cryptocurrency in the request for a corresponding amount of
ordinary fiat currency. Upon completion of the exchange, the ciryptocurrency exchange
processing system 150 may process a transaction to deposit the fiat currency o the account
associated with the transaction card. As part of this transaction, the cryptocurrency exchangs
processing system 1530 may communicate with the card account processar 160 via the network
130 or other network. In some embodiments, the cryptocurtency exchange processor 150 may,
upon completion of the cryptocurrency exchange or upon completion of the deposit transaction,
transmit a completion notification to the user device 110, This notification may be configured
for display 1o the user by the user device 110, In addition or instead, the completion notfication
may be configured to be retransmitted by the user device 110 1o the transaction card 120, In
some embodiments, the completion notification may be or inchude informaticn encrypied using
the public and private keys associated with the transaction card wallet. Notification information

may include information to be stored in the eryptocurrency data block of the memory 126,

[0032] In some embodiments, the processing system 150 may be provided with the public and
private encryption keys associated with the transaction card cryptocurrency wallet and may be

configured to decrypt encrypted transaction information and/or card-specific signatures.

[0033] The crypiocurrency exchange proceasing systen 150 may be configured to initiate and/or

add to a blockchain associated with the transaction card cryptocurrency wallet. The blockchain

14
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may be tracked in a blockchain database 210 maintained in the system nodes 201 of the
consensus network. This may be accomplished by the cryptocurrency exchange processing
system 150 by transmitting some or all of the encrypted transaction information (which may
incorporate unique hardware and software signatures associated with the transaction card 120) to
one or more of computing system nodes 201. The cryptocurrency exchange processing system
150 may be configured to communicate with the processing system nodes 201 of the consensus

computing network 200 via a consensus system communication network 230.

[0034] Returning now o the eryplocurrency transaction application, the application way further
inchide instructions for the microprocessor 122 to transmit to the transaction terminal 140 via the
first communication interface 124 information required by the terminal 140 o complete the
transaction. This information may include identification of the transaction account associated
with the transaction card. Tn sowe embodiments, trausmission of the transaction completion
information may be withheld until the microprocessor 122 has recetved the completion
notification relayed to the transaction card 120 by the user device 110, In other embodiments,
however, the transaction completion wformation mway be transmitted without the completion
notification having been recetved. In some embodiments, the transaction completion
information may be transmitted immediately upon determination that the cryptocurrency wallet

ia 1o be used for the fransaction.

[0035] in embodiments of the invention, the cryptocurrency wallet application or the
cryprocurrensy transaction application may mclude instructions to update wallet information in
the card meroory 126, This may wncinde, for exarople, updating a balance of cryptocurrency in

the wallet,

15
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[0036] The user device 110 may be any computer device or communications device including a
server, a network appliance, a personal computer (PC), a workstation, and a mobile interface
device such as a smart phone, smart pad, handheld PC, or personal digital assistant (PDA). The
user device 110 includes an on-board data processor 111 in communication with a memory
module 113, a user interface 114, a network communication interface 112, an NFC interface 116,
and a short-range wireless communication interface 117. The user device 110 may optionally
include an image capturing device 115 (e.g., a digital camera). The data processor 111 may
include a microprocessor and associated processing circuitry, and can contain additional
components, including processors, memories, error and parity/CRC checkers, data encoders,
anticollision algorithms, controllers, command decoders, security primitives and tamper-proofing
hardware, as necessary to perform the functions described herein. The memory 113 can be a
read-only memory, write-once read-multiple memory or read/write memory, e.g., RAM, ROM

and EEPROM, and the user device 110 can include one or more of these memories.

[0037] The user interface 114 of the device 110 includes a user input mechanism, which can be
any device for entering information and instructions into the user device 110, such as a touch-
screen, keyboard, mouse, cursor-control device, microphone, stylus, or digital camera. The user
interface 114 may also include a display, which can be any type of device for presenting visual
information such as a computer monitor, a flat panel display, and a mobile device screen,
including liquid crystal displays, light-emitting diode displays, plasma panels, and cathode ray

tube displays.

[0038] The network communication interface 112 is configured to establish and support wired or
wireless data communication capability for connecting the device 110 to the network 130 or

other communication network. The NFC interface 116 is configured for establishing near field

16
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communication with other NFC-enabled devices. In some embodiments, the NFC interface 116
may be used to establish communication with a merchant transaction terminal 140 or the data
processing chip 121 on board the transaction card 120. The short range communication interface
117 is configured for establishing communication with other devices via Bluetooth, or other
short range communication methodology and may incorporate an on-board antenna for use in
transmission and reception. The short range communication interface 117 may, in particular, be
configured for receiving information transmitted by the data processing chip 121 of the
transaction card via the card’s short range communication interface 124. In embodiments where
the transaction card 120 is a Bluetooth enabled device, the card 120 may be paired to the user

device 110.

[0039] In embodiments of the invention, the memory 113 may have stored therein one or more
applications usable by the data processor 111 to conduct and/or monitor transactions and
communications between the user device 110, the transaction card 120, the merchant transaction
processing devices 140, the cryptocurrency exchange processor 150, and the card account
processor 160 over the network 130. These applications may include instructions usable by the
data processor 111 to identify transaction events, store event data in the memory 113, and
communicate event data to various systems. Some applications may also include instructions

relating to receiving and interpreting instructions from other systems.

[0040] In various embodiments, the memory 113 may include a transaction card account
application configured for facilitating transactions using the transaction card 120. This
application may include instructions for transmitting and receiving account information to and
from the card account processor 160. The application may further include instructions for

displaying information to the account holder/user and receiving input or instructions from the
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account holder/user. The transaction application may include instructions for communicating
directly with a merchant terminal 140 or the card account processor 160 for conducting

transactions.

[0041] In particular embodiments, the user device transaction applications may include
instructions for facilitating a cryptocurrency transaction initiated by the transaction card 120.
This may include instructions for the data processor 111 to receive from the card microprocessor
122 via the short-range communication interface 117 a cryptocurrency transaction processing
request. The data processor 11 may then be imstrucied to retransmoit the request to the
crypiocurrency exchange processor 150 via the network communication interface 112 and the
actwork 130, In some embodiments, the application may be configured to inclhude information
about the user device 110 and/or the account holder with the retransnutted crypiocurrency
transaction processing request. The application mway further tuclude tustructions to receive a
cryptocurrency transaction completion notifieation from the cryptocurrency exchange processor
154 via the network communication interface 112 and the network 136, In certain embaodiments,

information from the transaction completion notification may be displaved to the user via the
user interface 114 The application may further be configured to instruct the data processor 111

to transmd some or all of the transaction completion notification to the transaction card 120 via

the short range communication interface 116,

[0042] in saine embaodiments, the transaction card account application may include instructions
o receive from the transaction card 120 via the short range comumunication interface 117 g
request 1o venfy that the account holder wishes to use the eryplocurrency wallet to carry out a
ransaction. Further instructions may cause the data processor 111 o display some or alf of the

verification request to the account holder/user via the user interface 114 and 1o receive response
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information from the account holder/user via the user interface 114, This could include an
indication that the user wants to proceed with the transaction using the cryptocurrency waliet,
that the user wanis to proceed with the transaction using avother transaction processiug mode, of
that the user does not wish o procesd with the transaction. The application may be further
configured to use the response information o construct a verification response and o fransnit

the response to the transgction card vig the short range communication wterface 117

[0043] The mierchant transaction processing devices 140 may be any network enabled processors
configured for processing a transaction involving the transaction card 120. As used herein, a
merchant is any entity with which an account holder carries out a transaction. This may include
without limitation any retailer, wholesaler, or bartering entity. A merchant may have one or
more physical locations or may be an online retailer. The merchant transaction processing
device 140 may be any network enabled device (e.g., cash register or other POS terminal or an
on-line transaction server) that is capable of communicating with the transaction card 140 (e.g.,
by contact-based electrical communication or by NFC communication) or otherwise receiving
transaction card information for carrying out a transaction and is capable of communicating with

the card account processor 160 via the network 130.

[0044] Aspects of the transaction card processing system 100 and, in particular, the transaction
card 120, can be used to carry out any of various methods of processing cryptocurrency
transactions according to embodiments of the invention. Figure 4 illustrates a basic method
M100 of conducting a transaction using a smart transaction card having a card data processor, a
card memory, a first communication interface configured for contact or contactless
communication with a merchant processing device/terminal, and a second communication

interface configured for wired or wireless communication with any of various user devices. The

19



WO 2021/195022 PCT/US2021/023588

transaction itself may be any transaction associated with a financial account associated with the
transaction card, but will typically be a purchase, payment, or other monetary transfer

transaction.

[0045] At S110 of the method M 100, communication is established between the data processor
of the transaction card and a transaction terminal for the purpose of conducting or completing a
financial transaction. Depending on the type of card, such communication will typically be
initiated by inserting the card into a slot in the transaction terminal (thereby establishing
communication via contacts on the card surface) or by tapping the transaction card to the
transaction terminal or otherwise bringing the transaction card within NFC range of the
transaction terminal. Upon establishing communication, the card data processor receives
transaction information from the transaction terminal via the card’s terminal communication
interface at S120. The transaction information may include information about the financial
transaction including the amount to be transferred. The information may also include
information about the transaction terminal such as its location and managing entity. In particular
embodiments, the information may include one or both of a terminal identifier and a merchant
identifier. In some embodiments, the transaction information may specify a currency type (e.g.,

cryptocurrency or a particular fiat currency).

[0046] At S130, the card data processor uses the transaction information to construct and
transmit a cryptocurrency transaction request to a user device of the card account holder. This
user device may be any device of the account holder that has been previously associated with the
transaction card. Typically, the user device will be a mobile device such as a smart phone, tablet
computer, smart wearable device, portable laptop computer, or voice command device. In

typical embodiments, the card data processor will transmit the request via a second card
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communication interface. This second interface may be configured for short range wireless
transmission (e.g., via Bluetooth technology). The request may include some or all of the
transaction information received from the transaction terminal. In some embodiments, the
request may include specification of cryptocurrency information retrieved from the transaction
card’s memory and may request that the specified cryptocurrency be converted for use in
completing the transaction. In typical embodiments, the value of the specified cryptocurrency in
fiat currency is greater than or equal to the transaction amount. The cryptocurrency transaction
request may be constructed for relay by the user device to a cryptocurrency exchange processor.
This may mean that some or all of the information in the request is encrypted using at least a
private encryption key that is not available to the user device, but is available for decryption by
the cryptocurrency exchange processor. Accordingly, in some embodiments, at feasi a poriion of

the request is encrypted using private and public encryption keys stored 1n the card memory.

[0047] The cryptocurrency transaction request provides a sufficient information for the
cryptocurrency exchange processor to exchange the specified cryptocurrency for a corresponding
amount of fiat currency and to conduct a deposit transaction to deposit the amount into the
transaction card account. The request may also include sufficient information and, in some
embodiments, appropriately encrypted signatures or other information for the exchange

processor to communicate the transaction to a distributed consensus network.

[0048] In some embodiments, the action S130 may be conditioned on receiving verification from
the account holder/user that the cryptocurrency wallet functionality of the transaction card is to
be used for the transaction. In such embodiments, the method M100 may include the action of
transmitting a verification request to the user device, This request may include some or all of the

transaction information and may be transmitted 1o the user device via the second communication
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interface. The user device may display some or all of this information to the account holder/user
and request instructions from the sccount holder/user. The user may respond that the
cryptocutrency functionality 15 1o be used, whereupouo the user device transnuts a postive
verification response 1o the transaction card. The method MI0GU may alse include the action of
receiving, by the transaction card frony the user device, the response indicating that the
cryptocurrency wallet functionality is 1o be used to complete the ransaction. Any contrary
response may be result in termination of the transaction or use of an alternative corrency
payment approach.

[0049] At S140, the transaction card receives a cryptocurrency processing response. This may
be in the form of a transaction completion notification. The response may be received from the
cryptocurrency exchange processor via the user device. As previously discussed, the user device
may receive the response/completion notification from the exchange processor via a broad
network connection and then retransmit some or all of it to the transaction card via the short
range communication interface. in some embodiments, the response/completion notification
may be or include information encrypted using the public and private kevs associated with the
transaction card wallet Motification information rway include information to be stored in the

crypiocurrency data block of the memory.

[0050] At S150, the transaction card transmits a second set of transaction information to the
transaction terminal via the terminal communication interface. This transaction information may
include identification of the transaction account associated with the transaction card and/or other
wnforration requited by the transaction terroinal for completion of the transaction. In some
embodiments, the action at S150 may be withheld until after reception of 3 completion

notification as part of the action at 8140, In other embodiments, however, the action at 8150
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may be taken at any time after the action at 8120, In some embodiments, however, the action at
S150 may be conditioned on recelving & positive UsSr response 10 a transaction verification

request.

[0051] At S160, the transaction card microprocessor may update cryptocurrency information
stored in the card’s memory. This may include, in particular, updating the balance of

cryptocurrency in the card memory.

[0052] The methods and systems of the present invention provide a significant improvement to
the use of transaction cards for cryptocurrency transactions by using the card itself as a
cryptocurrency wallet. The card is usable at merchant terminals that do not support or are not
configured to use cryptocurrency. Because the card is capable of communicating with both the
merchant transaction terminal and, via the cardholder’s mobile device, a cryptocurrency
exchange, the card can exchange cryptocurrency for use in the transaction in a manner that is

completely transparent to the merchant terminal.

[0053] It will be readily understood by those persons skilled in the art that the present invention
is susceptible to broad utility and application. Many embodiments and adaptations of the present
invention other than those herein described, as well as many variations, modifications and
equivalent arrangements, will be apparent from or reasonably suggested by the present invention
and foregoing description thereof, without departing from the substance or scope of the

invention.
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CLAIMS

What is claimed is:
1. A method for conducting a transaction using a fransaction card having a data processaor, a card
memory, g first communication interface configured for contact or condactiess comrurication
with a transaction termunal, and a second comumunication inderface configured for wireless
communication with a user device!
establishing, via the first communication interface, commumication between the data
processar and the transaction ternunal;
recoiving, by the dais processor from the transaction ternunal via the st comypunication
interface, first transaction information for a financial ransaciion, the iransachon
information including a transaction type and a transaction monetary value;
transmutting, by the data processor to the user device via the second communication
interface, 8 CryptocuITency fransaction processing request comprising transaciion
request informaton, said request including identification of a transaction amount
of cryptocurrency stored in the card memory, the iransaction amount of
cryprocurrency having a value that 1s egual 1o the transaction monetary value, at
feast a portion of saird request being encrypied using private and public encryption
keys stored in the card memwory, and sard request betng configured for
retransmission by the user device 1o a cryplocusrency exchangs processor,;
transnutting, by the data processor to the transaction terminal via the first communication
interface, second transaction information including transaction account

tatormation for an account associated with the iransaciion card, the second
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transaction information being usable by the transaction terminal to complets the
transaction; and
updating, by the data processor, a cryptocurrency balance stored 1o the card memory,
2. A method according to claim 1 further comprising:
receiving, by the data processor from the user device via the second communication
interface, a cryptocurrency processing response generated by the eryptocurrency
exchange processor, at least a portion of said response being encrypied using the
private and public encryption keys.
3. A method according to claim 2 whergin the cryptocurrency processing response inchudes af
igast a portion of the transaction accournt information and the crvploourrenoy processing response
3 received before the action of transmitting second fransaction information.
4. A method according to claim 1 further comprising:
transmitting, by the data processor o the user device via the second communication
interface, a cryptocurrency fransaction verification request coraprising at least a
portion of the fransaction reguest information; and
receiving, by the data processor from the user device via the second communication
interface, a verification response.
5 A method according to olaim 4 wherein the actions of transnutting a Cryptocurensy
transaciion processing request, ransnuiting second transaction wformation, and updating a
crypiocurrency balance stored in the card memory are carried out only upon receiving a postiive

verification response.
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6. A method according to claim 1 whersin the {ransaction termvinal is a merchant terminal and
the transaction type s a purchase and the action of updating includes subtracting the transaction
amount of cryptocurrency from the crvplocurrency balance.
7. A method according to claim 1 whersin
the transaction monstary value is expressed in a non-cryptocurrency denomination, and
the cryptocurrency transaction processing request includes a request to exchange the
trapsaciion amount of cryptocurrency for an equivalent aroount of the non-
crypiocurrency denomination and to deposit said equivalent amount o the
account associated with the trapsaction card.
8 A method according to olaim | wherein the private and public encryption kevs are
permanenily bard-wired 1 the card memory.
9. A trapsaction card comprising
a data processor;
z first comumunication interface configured for contact or contactless communication with
a transaction terminal;
a second communication interface configured for wireless communication with a user
device; and
& card memory having
a private card encrypiion key and a public card encryption key stored therein,
a cryptocurrency data block configured tor storing cryptocurrency,
a cryptocurrency fransaction application stored therein, the cryplocurrency

transaction application comprising instructions for the data processor 1o
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establish, via the first communication interface, communication hetween
the data processor and a transaction terminal,
receive, from the transaction terminal, first transaction wformation for a
financial travsaction, the transaction information including a
transaction type and a fransaction monetary value,
retrigve from the cryptocurrency data block a transaction amount of
cryptocutrency having a value equal to the travsaction roonetary
value,
transmit, to the user device via the second comnrunication interface, a
cryptocurrency ransaction processing request comprising transaction
request information and the transaction amount of cryptocurrency,
said request being configured for retrapsmission by the user device 1o
a cryptocurrency exchange processor, and
fransiit, to the ransaction terminal via the first communication interface,
second transaction wformation including transaction account
information for an account associated with the transaciion card, the
second transaciion information being usable by the transaction
termunal to compiete the ransaction.
10, A transaction card according 1o claim 9 wherein the coyptocurrency transaction application
further comprises wnstructions for the dats processor 1o
encrypd at feast a portion of the cryptocurrency fransaction processing request using the

private and public card encryption keys.
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13, A transaction card according to claim 9 wherein the cryptocurrency fransaction application
further comprises instructions tor the data processor to
receive from the user device via the second comyounication interface, a cryplocurrency
processing response generated by the erypiocurrency exchange processor, at least
a portion of said response being encrypted using the private and public card
encryption keys.
12, A ransaction card according to claim H wherein
the cryptocurrency fransaction application further comprises instructions for the data
processor to decrypt the cryptocurrency processing response using the private and
public card encryphon keys,
the cryptocurrency processing response includes at least a portion of the fransaction
account information, and
the cryptocurrency processing response is received before the action of transmitting
second transaction information.
13, A pansaction card according to claim 12 wherein the oryptocurrency transaction application
further comprises instructions for the data processor to
transmit, to the user device via the second communication interface, a cryptocurrency
transaction verification request comprising at least a portion of the transaction
request information, and
receive, from the user device via the second communication interface, a verification
FESPOnse.
t4. A transaction card according to claim 13 wherein the cryptocurrency transaction application

is configured to cause the data processor 1o carry out the actons to transmil a cryplocurrency
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transaction processing request and transmit second transaction information only upon receiving a
positive verification response.
1S, Atransaction card sccording 1o claim 9 wherein the cryptocurrency transaction application
further comprises wnstructions for the dats processor 1o
determing whether the transaction monetary value is expressed in a non-crypiocurrency
denominaiion, and
responsive 10 a determination that the ransaction mounetary value s expressed 1o a nou-
crypiocurrency denomination, inchude in the cryptocurrency transaction
processing request a request to exchange the transaction amount of
cryptocurrency for an eguivalent araount of the non-cryptocurrency denomination
and o deposit said equnvalent sroount in the account associated with the
transaciion card.
16, A cryptocurrency {ransaction processing system comprising:
2 transaction card comprising
a terminal commumceation interface,
a card Huited range wireless communication interface,
a card data processor in comnrunication with the terminal communication interface
and the card limited range wirgless communication interface, and
a card memory accessible by the card data processor and having stored therein
a private card encryption key and a public card encryption key stored therein,
a cryptocurrency data block having cryptocurrency stored therein,
a cryptocurrency transaction apphication comprising instrucuons for the data

DIOCessony to
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establish, via the terminal communication inferface,
communication between the card data processor and a
fransgction terminal,

recetve, from the iransaction terminal, {irst transaction information
tor a financial transaction, the iransaction information
including g transaction type and a transaction monetary value,

retrieve from the cryptocurrency data block a trassaction amount
of cryptocurrency having a value equal to the fransaction
moneiary value,

transnut, via the card Lmited range wireless conununication
interface, a cryptocurrency transaction progessing request
comprising transaction request information and the transaction
ampunt of cryptocurrency, and

transiuit, to the transaction terminal via the terminal
communication nterface, second transaction information
including transaction account information for an account
associated with the transaction card, the second transaction
informanion being usable by the transacton terminal to

complete the financial fransaction; and

& user processing device having

a user interface inchuding a display and a user input device,

a user device imited range wireless communication intertace,
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a wireless network communication interface configured for communication with a
wireless commurication network,
auser device data processor 1 commumeation with the user device hmited range
wireless communication interface and the wireless network communication
interface,
and a user device memory accessible by the user device data processor and having a
user device transaction application stored therein, the user device transaction
application comprising instructions for the user device data processor to
receive the crypiocurrency transaction processing request from the card
data processor via the user device limited range wireless
cofrununicalion wnterface,
transnii the cryptocurrency transaction processing request 1o a
cryptocurrency exchange processor via the wireless network
conumunication interface and the wirgless comrunication network.
17, A crypiocurrency transaction processing system according to claim 10 wherein
the user device transaction application further comprises instructions for the user device
data processor to
FRCEIVE @ CIYPIODUITenCy processing response from the erypiocurrency exchange
processor via the wireless network communication interface and the wireless
communication network, and
transmit the cryptocurrency processing response to the card data processor via the

user device hmited range wireless communicanon interface, and
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the cryptocurrency transaction application further comprises instructions for the card data
PEOLESS0T (0
receive the cryptocurtency processing response from the user device via the card
limited range wireless communication interface.
I8, A eryptocurrency transaction processing system according to claim 16 wherein
the cryptocurrency transaction application further comprises nstructions for the card data
PYOCEssor 1o
transmit, o the user device via the card limited range wireless communication
interface, a crypiocurrency transaciion verification request comprising at least
& portion of the transaction request information,
receive, from the user device via the second wireless communication interface, a
verifieation response, and
carry out the actions to retrieve a transaction amount of cryptocurrency, transmit a
cryptocurrency transaction processing request, and transmit second
transaction information only upon receiving a posiiive response vertficstion,
and
the user device fransaction application further comprises instructions for the user device
data processor 1o
receive the cryptocurtency transaction venfication reguest from the card data
processor via the user device lunited range wireless communication interface,
determine the verification response for the financial transaction, and
transmit the venification response to the card data processor via the user device

hmited range wireless communication interface.

32



WO 2021/195022 PCT/US2021/023588

19. A cryptocurrency transaction processing system according 1o claim |8 wherein the action {o
determing the vernfication response includes displaying the at least a portion of the transaction
request informaton 10 a user via the display and receiving verification response input from the
user via the user tnput device.
20, A cryptocurrency transaction processing system according to claim 16 wherein the
cryptocurrency transaction application further comprises nstructions for the data processor 1o
deternune whether the transaction monetary value s expressed 1o 8 nov-cryptocurrency
denomination, and
responsive to a determination that the fransaction monetary value is expressed tnn a non-
cryptocurrency denomination, inchude 1n the crypiocurrency transaction
Processing request a request 1o exchange the fransaction amount of
cryptocurrency for an equivalent amount of the nos-cryptocurrency denomination
and 1o deposit said equivalent amount in the account associated with the

transaction card.
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