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dlolgjro] el A 27] 1P F2 HFORFH AAD HEAAS 531, HEAL A9 i
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A2 S =AE =W

T 5 B odbgol AAAd] uE ESAQ HEYIAA EZEA FA HHO WA S2009] AE-ZQ 3
S =N =9

T 62 o] dAA e w2 EFAQ UEY A AL EZZA] AL A|AHIS] FAF SEO|QES] EXE
A z2AF AL =4 =d
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AR HIESR] HES AN EE2A0 BUEY HHS dE 50 =A =4,

=2
o, ARE EW Fxse] ¥ wgo] Haki JERopld T4 A4 s Ak B @ gels A
AE 5 QRS v AAdS A5 AWt e, X g vdAd AxdE s APl
glol, Wiy ¥4 /1% wE PAC U@ FAG APl ¥ wge 88 Buesl 59 4 Aoty w9
= 9 4§ sh Pio] el =W A

of gl AW ohel, 1 Fgl e AR Aol Fau A = ASE
I EW, o PALAT CEF @uh: e, 5us s A g @ 02 FHAE A
gk Aol ol e PHLAE U REE 5 dvks AL ouay

= B EHe] ddA e

ftoH

%A (unstructured) =4
ZA¢l Bg A »=Z=(Bridge node)(100),

(topology analysis server)(300)Z 3¥3}s}

2 o
>

i ro

24 B4 Au7} exelel EERA Rag QuoEdond, BRA0 YEADY) EERAS
Asta, ol ol BEA vEA 4e Brhen Anys wode ol k. @
=9} soj w2 £guo] AgE & Atk s, B 1% Frstel ¥

QL VEAZNNY EFRA 2AL A2BE FASHE 2 PRkl tetel AAE 4

Ao

B> 2 X o N
M = N oo
>
>

e
%
o

A~

18+

= (personalized node)d 9&& =
h =y

ZAE EEOlAE(200)E, EFA] F =ro] 9o FEEY, E2AQ UENT ¢ 4 =5 HAg 4 9]
oh. AR SEOIAE(200)E, EEAQ P2P MEYFY EAS F5F ¢ Jrt. HU FAIHoRn, AL
OJAE(200)E, EE2A¢ UEYT 2 RE @A =2 A, folgrl E£3E ZF = ths] HLdS z
Aste], EZAQ MEYAZRE I dolHE 23sts A Jde BEZ2A] B4 A8 (300)0] A=2E 5

ok,

EZZ2A B4 AHE0)E, 54 oo g dd A4 oFE 44T = o B FAHRE EEEXA
¥4 AW (300)E, Tl xggE doje et dlojEHlo]jxe] A EZAA UELF ol EEZEX &

weol vlolgE Huste], oxeel EE2A RS guol=d 4 ).

T 2% 2 atyol daAA e w2 EZAQA UELINAY] EZEA] A WHe 3ES E=AG ZWolt
T 20 ZAE mHpel o], B ubwo] daA|do] mE EZA< YEYIM e EERX] XAl WHE HTFX
2 B2A¢ PP VMEYIAS 95, E=2A< YEYINAY EZEA A WHoRA  2AF S0l E(200)
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7F EEFAQ BElA] ==(100)25EH AN 84S AErtE WA (S100), A IR E(200)7F EFAA vE

4 BE 4 w=E Adsta, dolgrt x38E 7F sl did 9dS #AsE @A(S200), 2AF FE
= 9A(S300), B EZ2R EA A1 (300)7}
1 VMIE TS ozl EEEA] REe] flo]
A S4oo)vE— aghste] FdE ).

32 Ao dAA el mE ESAR EAAAAN Y EEEA] IAF AlAE B g
W, FEEEA @ PP 2 E5A19 PP HIES A EERA] RAE 9

EZEA TA ZERAAE Theh e wEo] FWEta A% 7ES JhedtA @

& 3& Fxsto]l & 2w ddAfde] e E5AQ vES M B2 AL U

ﬁ
4 =
s

foir TL
©
¢

A S100914 =, =591 & =E=(full node)®] 9ol F@AH = A Sl E(200)7F, =5
D0 EFH A e A4S Adds 4 v, HEgA ==(1000+, £ 394 “Out node” =

HeEx] =E(100)7F 2AF SEolAE(200)0] HaAME AAHES] Ad 84S dEdd 4+ dvk(E 39
“1.7 ).

L
a

v
X,
&
S
S
=2,
X
BN
>~
>,
fly

glo] A E(200)7}, BE2A9 YEYT 2 BE i = |
7 owemol Yl A AHT S A F, 2A ZeeldE@0E, MENT 2w
AMet], MAE 7 wsol @ sde] AR  ATHE 39 2.7,

O_L4

OAE(200)7F, BEAN MEHIRTE AL HoHE Tgdti
@ R AN EEZA LA NGO LT - A, F, B S20094
WAE Belo] BEEmA) w4 AN (3000 ATE 4 ATHCE 39 3.7 ).

>

=

iy

oL ;‘i

A S4000 4 =, EEZEA A AW (300)7F, A Thdol] E3E dlojy e} HolEHo] 2ol A EEA
A HMEYTY ezl EEZA] Hde] Eﬂo]‘ﬂg Hluske], el EERX] RES JuoET 4 i},
=, HolEHo]zolE el EEEA] Edo] xAEo] Q& & Jud, EEXEA 4 AW (300)=, T
520001]*1 ZAE Zeho]AE(200) 0 o3l A 2helH(live) HIEFR] WEYJARTH <& dHolHE 2xeidl
EEZRA 2y Hugowy doly AYE & & Y= 39 “4.7)

F/HHo R, BEEZA B4 AHG0)E, ZHE BAS Fd 89 EF(digest lists), BEEZA] AlZtst 2d
(topology visualization model), B 7IEF A% HolHE AAstd], A SgolAdE(200)e] AFE + ot
(& 39 “5.7).

oltoll A=, = 1 WA = 3edA Ad & o] AddAdd w2 BEFAQ UEYIqA] BEEZA] ZA}F Al
28l o] AAH TS HHoR, o] AE(200) B EFZX A AW (300)9] AFAA T4

o

L o4e B odde] A g mE EFAQI UEYINA Y EEZA AL A=Y AP S8t AE(200) 9]
oy A& Z=AIg Edoltt. T 4o ZAlE upe} o], 2 e AN ] of ME EFAQ UEH A
o] EERA] ZAF Al2HO AL FEOIAE(200)E, =5 HFo|X Al&ste], B50) 7} = g TP A4
S AZFeta, ddk 719) WAIA] (generic join—in message) (PING/PONG) < ELH , GETADD/ADD W|A|A]E 7]HEo
2 dgd =29 JF HFeHE AAT 4 . AR 3HE =t 559 —rﬂﬂ”ﬂ ZAF FEFol A E(20
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[0076]

[0077]

[0078]

[0079]

[0080]

[0081]

[0082]

[0083]
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L be B e dAxde] wE ESAY UEYACdAMY EZeA A W @A 52009 AlF-AHRl 5E
= EAIEE mdel | T 62 g o] A e E5AQ UEH AN EERA A AJAFE] AL
FEOIRE(200) 0] EERA A S EAIG =Holt

T 5 9 % 60 =AE ukep o], B uwo] AduAde] mE BRI UEIA ] EEZRA] AL W
A S20001 M=, Z2AA ©AI(S210), MIEY T A2 @A (S220) 2 Fo] A GA(S230) 8 Sad oz A8
g Atk =, A FEolAE(200)E, A S210014 ZEAA *iﬂ‘fe, Al S22000 4 WEY T M
E, A S230004 I A /\iﬂ S 47 Aoz, EFARQ UEYA @ BRE &4 =&
o oFblME, E 4 WA & 68 FFsbe], WA 52009 Aﬂ ARl s Eoll thate] s Amst

A S21001 4=, AF EHOIAE(200)7F Z2AMA 2AHEE AP 5 Jui(E 49 “1.7 FHx). o7]A,
IZ2AY 2AHEs, dolguo)ze AFE 27 IP T4 H5o2REH AAT EHYIE 53, UEY
3 Aol QB A(instance)E AT = drt. =, BE APH ZHE DNS A E(seeds)] 7] [P F4& B2
o Feg
= N - .

A S220e0 A=, A SEFOIAE(200)7F MEY A A 234 ES AT 4 Jh(E 49 “2.7 #H=x).
714, VEHZ AN 239E+, =289 Ut =2 7FsAd(reachability) & &<13st7] S, drt 71 dA]
A (generic join-in message)(PING/PONG)S HWo 2  TCP =S F3hg 4 U},

Gl 823004, 2AF STl E(20007F o] A AAHES APD 4 dvk(E 49 8.7 Fx).
o714, o] AN 2AYEE, B2 7Hed REES B4 w22 FY2HE FoRM, k= AHE 15
At E5AQ d=4olA(handshake) HAS FAT 5 ok, T, do] A 2AHEE & 7hed ==
o] 1P YAEE #5351, AL Fete]dE(200)= g53 IP g2ES AT F Aok, Bo FAdew, I
o] A4 ~AYEE, GETADD/ADD wA[A] 7|Wko.= [P F4 555 g53517] 93 &4 o0& A4 5 ot
A STholAE(200) 0 o3 LHE [P Fa= dHolE o]zl AFTH(E 49 4.7 FE).

i, 2AF SEHOldE(200)=, ZRAY 2AHE, UEQAD A4 239E, 3 o] J4 AaHES FAb4
o7 AT F Jdvh. By FAHeRE, & 60 R=AE Hkeh o], ZRAY AAYES= UESA HA9 <l
2~H A (instances)E AA3EaL, o]& THA] Fo e J/\H/\E AAdste], TR GA(S210), MESLA
A EA(S220), o] AN o 1(5230)01 Aoz Agd ¢ vk ogk e WA ew AFE AR Yol
A& S 4ud ol

T 432 % 6o BAE uke} o], AL FHolJAE(200), HAgolE 2 Al FE 27 == 55E& spHn
A ZFEA R, A Zke]l Aol whek & Wo] Hi gE wfod @43 ® RE HESS =58 IHSE A

T 72 B2 ddo dAAdd mE EFAQ1 UEINA Y EZEA] AL A AE9 Eiix] A1 A (300)
o B4 HAGE g EHo|th. E 7o E=AlE wpel o], EZEA] A AW (300)E, 7] wdd AH
(initially discovered points)& TASE ¥ EEZZA RS FASH, 228 EEZX Hdo] B
E EEAQ =28 XSS 7} A} dHE(discovery iteration)?] HIOJEE A dte] HulolEET 4= Qlu}.
EZ27 24 AW (300)E, 24 IP 559 24 AEF FHo EXZZXE XAleHA "k, Tgh, EZEA E
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[0085]

[0086]

[0087]

[0088]

[0089]
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A AW (3000, == A% Frhet

=

de delHE Aed 4 3o,

F SgolAdE(200) N4 -3 dlolHE HTstn, A4S AP, JdZ28 = 555 #Es
3, HF exe]l EZEA BAS FAdstar, AP Sl E(200)0] AYE FEE 9 ZAF Setolad
E(200)%= 7] A" (initial points)9 #2 EEFS A, ol8ldt (HE FAHOE HESA EEEZAE

=
o7 WASLo ZHN  Peer ii, Peer iii, Peer

=, “Our node” )7} Peer 1S 273}a, Iojo o= 3]

iiii & © B2 Jo7bx] dasva ¢ k. o9 o], AP SEolJAE(200), 7] IP F4 HEORF

B, dojo] Hojg dA&H o wHste] VEYT EZEZAE A F Aok, o9 B FAF WHE FAL A

e Folal AL BRE Y Jbed wEd dig EEEA O XE FARRE O =] @ ¢ Q. @9, E

Z2x B4 A(300)=, EZ2A BA ~AgHPEES &EHog Wi Aoz, oTEe EZ
(e}

=1 %EE =1
22 =g %A dulel sk, YESA BE2Ad g RUEYe] Jeans @ & glr),

& @rheta vESR]l MEL A 7Nk AladE A
€ oldsh= dastt. dE 5o, 9 2HZE ATEd
= A v R, HESY HEYRAY] F2E

= = —% =
olgfstyl AFd + v ==t FY de =28 AT F e dudSFs AT 7 ATk

it

¢

0] EEXZAE A3t B4 93, olE HEzS VEYA(live bitcoin network)olAl HolEE
AT, 7] B2 23S 98 R EFQ 39 7]E dlolE (Bitcoin Core historical data) X A
ZF dlole] A W (Real-time data retrieval methods)S EF AFE3lom | Satoshi FElo]AEZE A}E-3}o]
DNS Al=(seeds)®=5-H GETADDR IAAIE AR&sto] o4&zl RE dolE Zodte] A Jof Hx5g 5
S ADDR wlAlAle] b =4 P-IPE TCP 2SS Akl VERSION wWAIAE BulA =dd 5 gl

(reachable) oIF-E &JE 4 vy, =9 7Fset A9 P-1P= &A4o= XY, I t&, ¢48d P 55
9 (querying)stel AatE Al&bslal, Mz Al | g3te] A AP 5 Q. B Wgof A

L FERACR YEAAY b Frine il dges

AT

to r|r nlo

= £ S 2 T

22 HEFR] WEYIAA EEZEZA Y EUHY WS dF £ A Wt = 9% HEIRQ] UE
Yas Az Y93t 29ake] 24, AZAA A% (Degree of Connectivity)ES WEMNEH, “Our node” =
FAHoE FHY »EEY o= ALR dAZdso] JeEAE AAAHSR A o ¢ vt & 102 HEFQ
HEYIE AAssl7] fgk MEA dolHEA HERQ] HEHIAA AMHEE XEES ZAENT. & 11
S HEF HEAY XS #HUEHr] e, nERS =9 EfE JES LAF Edo|td, H oukwo)
A e e EFAA UE TN BEEZA FAF Al~F 9 o] w2y, HEZIY e EFAQ
HE A9 EZRZAE A&Hoz HUEHT F glon, EEZX B4 AW (300)7F 22l EZEX



[0090]

[0091]

[0092]
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9 9 % 100] EAIE vle} o] WEZ dESAY] EEex
®oolie}, % 116 wAE wish Po] 1 %S Prlew o wst

o} o], ¥ o] wEw, BEAQ VESZNA A el E (20007 AAF BEA MEAD ¥ B
HE duwel EE2A B4 AN(300)7 exele) BEERA R9e uol=gons, BEA
_]

= y =
EZRAE AHFAHORE Al olE 3 EFA] UEHASY des Brheta Adada B

oA} A B oalbgo W oulmo] &3 y|Lrioko A EAY 1“% 7hz1 Aol o)dte] thekdt W o} §go
7hest, B odtgel w2 )& A Alde] W oo EF A HA st HajAok & Aoltt,

Feol Hd

100: HA wX

2000 ZA} SEfoldE

300: EEZZA A A8

S100: FAF FEo|dEVF EEA HeEx] w2 RE A 248 Agis dA

$200: A} EEfoldEVF A9 YEYS @ RE FA =22 GAsta, dolgrt £3d 7 ks fid

golg sk B

$210: Z 2 wA

$220: MEYA AN A

S5230: ¥o] AA thA

$300: FAF SEtelAETL A3 s EERA] 4] Auo] ddste= T

S400: EERA BA Azl Age nde] 3R doleish deleuol e AFE BEAA EADLY o
xelel BERA ROl dolEE vuste] oxelel EERA UL ujolEse v

k1
[N

1
(g
~

EEZX ZA AIAE!

Bl & 100

AN 2e0lHE ~—200

EEZX 24 AH 300
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k1
g
[\

2HOIEDI 220 22X
|2 ae neuE oy 5100
ZA 22H0IMET 2=HO HEYT 2
Qs & tD, GIOIEJ 28 & 5200
2O Oiol MYS RAGHE S
ZN2 NS YU
EE2X Hests o 5300
EE2X 24 NI} e o Zats
GIOIEISH BIOIEIHIOIA N HES 2=/ HEYA
QU0 EERX @ NEEEInE] 5400
Quplol EEEX 2 HOIESHE &)
=13
Bicoin network oftine model o Live etk

.| Listof
blocked
)

Topology
analysis
server

Inactive peer
Active peer
New joined peer

Blocked peer

Discovery
client
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k1
u)
N

Network

Bitcoin
Network

1. Process the
network in DB

Peers list

1
g
[§)]

$200

2. Ping scan to
each peer

Discovery
client

List of active
nodes

. GETADD scan to
each active peer

4, Update DB
(link each peer
with its IP-list)

T2AA S

——5210

h 4

=T 24 B

—~—S5220

——S230
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k1
N2
()Y

(not yet time to scan) /‘L (time to scan)
s g

Get network to be scan

Activate scans

e

IZ A& EAHI(S210)

(not an active peer)

Update scan time
Scan network for
active peers
Update Peers info

HEST 2M ©3(S220)

(an active peer)

Perform peer scan

(peer could not be scanned) 2 (peer could be scanned)

ST 0 2444 SHH|(S230)

Get peer IP-list
Update and store the
new data
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k1
N
N

connect to DB

[ Get set of peers to be discovered ]

|

For eat peer in a set, get get to discover the
IP list of known peers

l

No For each IP add, check if it still active |22

No »
End | [Are still any peer left to be process’]d—
Yes l

N Yes
Is the IP add previously known ?

Can the peer be identified by
using the discovery Algo ?

Map the discovered

New peer
peer to the known

discovered, try to get
peer info

peer into the DB

Investigate which changes have occurred:
- New/changed peer
(by comparing the new data to the existing
one in the DB)

Add the discovered / remove the
inactive peers to the change log in
> the DB

l

Make the discovered peers as
processed in the discovery DB

( ]

k1
N2
(')

Peer iii
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EHH9
5 i
B o
EHI0
Ports Number  Usage %
port 8333 14763 97%
port 8433 128 1%
port 8334 15 0.1%
port 8885 18 0.1%
port 11080 2 0.1%
other ports 188 1%
EHII

~Download —Upload
5

Current

traffic last go minutes, KB/s

924 Bfs  455B/s

2.1KB/s  1.1KB/s
41KB/s  1.8KB/s
7.9MB 2.9MB
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