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(57) Abstract: A method, system, and computer-readable storage device for detecting conflicts in a hybrid network device is de-
scribed herein. A hybrid network device may receive a local controller command from a network management device (e.g., a laptop,
operated by a network administrator, executing a command line interface). The hybrid network device may convert the local control -
ler command to a software defined command format. The hybrid network device may detect a lack of conflict between the converted
local controller command and active flows represented in an active flow repository. Based on the detected lack of contflict, the hybrid
network device may update a traffic forwarding table of the hybrid network device in accordance to the local controller command.
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CONFLICT DETECTION IN A HYBRID NETWORK DEVICE

BACKGROUND

[0001] Software defined networks are computer-based systems used in
communication networks. Software defined networks allow network administrators
to manage network services through abstraction of lower level functionality. This is
done by decoupling the system that makes decisions about where traffic is sent
(the so called "control plane") from the underlying systems that forward traffic to the

selected destination (the so called "data plane").
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BRIEF DESCRIPTION OF DRAWINGS

[0002] Examples are described in detail in the following description with
reference to implementations shown in the following figures:

[0003] FIG. 1is a system diagram that illustrates an example of a hybrid
networking system configured to detect and report conflicts between local controller
commands and remote controller commands received by a hybrid network device;
[0004] FIG. 2is a block diagram illustrating modules of a hybrid network device,
according to an example;

[0005] FIG. 3 is a flowchart illustrating a method of detecting a conflict between
a local controller command and an active flow, according to an example;

[0006] FIG. 4 is a flowchart illustrating a method of detecting and reporting a
conflict between a remote controller command and an active feature, according to
an example; and

[0007] FIG. 5is a block diagram of a computing device capable of detecting and
reporting conflicts between local controller commands and remote controller

commands, according to one example.
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DETAILED DESCRIPTION

[0008] This disclosure discusses, among other things, methods, systems, and
computer-readable storage devices that may detect a conflict between a local
controller command and a remote controller command in a hybrid network device.
A local controller command, as used herein, may refer to a command sent to a
coupled network device that affects the layer 2/layer 3 processing, or any other
network feature or protocol that may be supported on a network device, for that
coupled network device. As used herein, a coupled network device is a network
device that includes both a control plane (also referred to as a local controller) and
a data plane. In some cases, the local controller command may (de)activate a
layer 2 / layer 3 feature (otherwise simply referred to as a “feature”) supported by
the network device, such as initiating a protocol, specifying an access control list
(“ACL"), specifying a quality of service (“QoS”), or any other suitable feature that
manages a resource of the network device. In a coupled network device, the
features may be managed by the local controller operating on the coupled network
device.

[0009] In comparison, a remote controller command may refer to a command
that a remote controller sends to a decoupled network device. A decoupled
network device, as used herein, is a network device executing a data plane that
operates under the direction of a control plane executed by a separate device (e.g.,
the remote controller). An example of a system that includes a remote controller
and a decoupled network device is a software defined network system. Further,
OpenFlow is an example of a protocol used by a remote controller and a decoupled
network device to communicate remote controller commands. In some cases, the
remote controller command may affect the data plane of a network device using
match-action pairs programmed in hardware tables of the network device. In an
example, properties of incoming traffic are compared against match primitives of
the match-action pairs and, if the properties of the incoming traffic match a match
primitive, the decoupled network device may forward the incoming traffic according
to the action primitive that corresponds to the matching match primitive. A match-
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action pair used to forward traffic in a decoupled network device may be referred to
as an active flow.

[0010] In some cases, a network device may be configured to receive both local
controller commands and remote controller commands. Such a network device
that can process both local controller commands and remote controller commands
is referred to herein as a hybrid network device. A hybrid network device may be
capable of exchanging data between portions of a network that deploy a software
defined network model and portions of a network that deploy a layer 2/layer 3
network model.

[0011] In some cases, a local controller command may conflict with a remote
controller command. A conflict may exist between a local controller command and
a remote controller command when those commands conflict in functionality,
resource sharing, and the like. For example, a local controller command may
instruct the data plane to forward packets with a given destination address to the
switch stack operating on the hybrid network device. Additionally, a remote
controller command may instruct the data plane to forward packets with the given
destination address to the remote controller that manages the data plane of the
hybrid network device. Because both the local controller command and the remote
controller command instruct the data plane of the hybrid network device to send
packets with the given destination address to different locations (e.g., a switch
stack operating on the hybrid network device versus a remote control plane), the
behavior of the hybrid network device would be unclear. As such, this situation is
an example of a conflict that can occur within a hybrid network device. Other types
of conflicts are possible.

[0012] According to an example, a hybrid network device may receive a local
controller command from a network management device (e.g., a laptop, operated
by a network administrator, executing a command line interface). The hybrid
network device may convert the local controller command to a software defined
command format. The hybrid network device may detect a lack of conflict between

the converted local controller command and active flows represented in an active
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flow repository. Based on the detected lack of conflict, the hybrid network device
may update a traffic forwarding table of the hybrid network device in accordance to
the local controller command.

[0013] According to another example, a hybrid network device may receive a
remote controller command from a remote controller. The hybrid network device
may detect a lack of conflict between the remote controller command and an active
feature represented in a normalized command repository. Based on the detected
lack of conflict, the hybrid network device may update a traffic forwarding table of
the hybrid network device in accordance to the software defined command.

[0014] These and other examples are now described in greater detail.

[0015] FIG. 1is a system diagram that illustrates an example of a hybrid
networking system 100 configured to detect and report conflicts between local
controller commands and remote controller commands received by a hybrid
network device. The hybrid networking system 100, as shown in FIG. 1, includes
network management devices 102a-c, a remote controller 104, and a network 110.
[0016] The network management devices 102a-c may be computer devices
(e.g., laptops, tablets, remote desktops, mobile phones, or the like) configured to
send local controller commands to a coupled network device. To clarify, a local
controller command is not initiated by a local controller but is instead directed to a
local controller operating on coupled network device. As described above, a
coupled network device may be a network device that includes both a control plane
and a data plane. In some cases, a network administrator may manage a coupled
network device by physically or wirelessly connecting, directly or indirectly, a
network management device to the coupled network device that is being updated.
The network management devices 102a-c may interface with a coupled network
device using a command line interface, simple network management protocol
("SNMP"), secure shell ("SSH"), proprietary protocols, or the like.

[0017] The remote controller 104 may be a computer device configured to
manage flow control within the network 110 (or portions therein) to enable

intelligent networking. A remote controller may use protocols, such as OpenFlow,
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to tell network devices such as switches where to send packets. That s, in some
cases, the remote controller 104 may use OpenFlow to configure network devices
and choose the network path for application traffic. As discussed above, the
decoupled network device may store remote controller commands in the form of
match-action pairs in a hardware table. The decoupled network device may then
manage the flow of incoming traffic according to the match action pairs.

[0018] The network 110 may be a communication system configured to
exchange data between interconnected computer devices. The network 110 may
be any communication system utilizing any one of a number of transfer protocols
(e.g., hypertext transfer protocol (“HTTP”)). Examples of communication systems
include a local area network (“LAN”"), a wide area network (“WAN”), the Internet,
mobile telephone networks, Plain Old Telephone (“POTS”) networks, wireless data
networks (e.g., Wi-Fi® and WiMax® networks), and so on.

[0019] As shown in FIG. 1, the network 110 may include local controller-based
network paths 110a and remote controller managed network paths 110b. The local
controller-based network paths 110a may be formed by interconnections between
network devices 106, 112, 114. The network devices 106, 112, 114 may be
coupled network devices. As discussed above, a coupled network device may be
a network device that includes both a data plane and a control plane. The control
plane of a coupled network device is populated by routing protocols (such as, for
example, open shortest path first ("OSPF"), intermediate system to intermediate
system ("ISIS"), border gateway protocol ("BGP"), and others) or by static routes
configured by an administrator. Routes detected by one coupled network device
are advertised to neighboring coupled network devices. This information is in turn
sent down to the forwarding table (“FIB”) of the data plane in every such network
device. In this way, some examples of a control plane (standardized networking
protocols) can add forwarding state to the data plane of network devices.

[0020] The remote controller managed network paths 110b may be formed by
interconnections between network devices 106, 108, 110. In some cases, the
remote controller 104 may use OpenFlow to specify the path of network packets
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through network devices 106, 108, 110. OpenFlow allows remote administration of
a network device’s packet forwarding tables, by adding, modifying and removing
packet matching rules and actions. This way, routing decisions can be made
periodically or ad hoc by the remote controller and translated into rules and actions
with a configurable lifespan, which are then deployed to a network device’s flow
table, leaving the actual forwarding of matched packets to the network device at
wire speed for the duration of those rules. Packets which are unmatched by the
network device can be forwarded to the remote controller 104. The remote
controller 104 can then decide to modify existing flow table rules on one or more
network devices or to deploy new rules, to prevent a structural flow of traffic
between network devices and controller. Other examples of actions that can be
taken if the packets are unmatched include, but are not limited to, dropping the
packets, send the packets to the switch software stack, or forward the packet out of
a port.

[0021] As the network device 106 is part of both the local control-based network
paths 110a and the remote controller managed network paths 110b, this network
device 106 may be referred to as a hybrid network device.

[0022] FIG. 2 is a block diagram illustrating the modules of the hybrid network
device 106, according to an example. The hybrid network device 106 may include
a local controller command handler 202, a conflict detector 204, a remote controller
command handler 206, and a traffic forwarding table 208. The local controller
command handler 202 may be a computer-implemented module configured to
update the traffic forwarding table 208 according to the local controller commands
received from the network management devices 102a-c. Similarly, the remote
controller command handler 206 may be a computer-implemented module
configured to update the traffic forwarding table 208 according to remote controller
commands received from the software defined controller 104.

[0023] The conflict detector 204 may be a computer implemented module
configured to compare commands received from one of the network management

devices 102a-c or the remote controller 104 with active features or flows to detect
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whether the command conflicts with any of the active features or flow. Thus, in one
case, the conflict detector 204 may be configured to detect whether a remote
controller command will conflict with active features or, additionally or alternatively,
a local controller command conflicts with active flows.

[0024] As FIG. 2 shows, the conflict detector 204 may access a number of data
stores, such as a normalized command repository 210 and an active flow
repository 212. The normalized command repository 210 and the active flow
repository 212 may each be a computer-implemented module or logic that stores
active features enabled through the local controller of the hybrid network device
106 and active flows enable via the remote controller 104, respectively. In some
cases, the normalized command repository 210 may represent an active feature
using a format used by remote controller commands. For example, the normalized
command repository 210 may represent local controller commands that have
subsequently been converted into match-action pairs.

[0025] The traffic forwarding table 208 may be a computer-implemented module
or logic (e.g., application specific integrated circuit (“ASIC”) table) that is configured
to forward packets from one device to another device. As the network device 106
is a hybrid network device, the traffic forwarding table 208 may be configured to
exchange packets via a layer 2/layer 3 approach (e.g., using a FIB, LFIB, MAC-
address-table, and the like) or an OpenFlow approach (e.g., using a table of match
and action primitives).

[0026] The operation of the components and modules shown in FIGS. 1 and 2
are now described in greater detail. FIG. 3 is a flowchart illustrating a method 300
of detecting a conflict between a local controller command and an active flow,
according to an example. The method 300 may be performed by the modules,
logic, components, or systems shown in FIGS. 1 and 2 and, accordingly, is
described herein merely by way of reference thereto. It will be appreciated that the
method 300 may, however, be performed on any suitable hardware.

[0027] At operation 302, the local controller command handler 202 of the hybrid

network device 106 may receive a local controller command from the network
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management device 102a. By way of example and not limitation, the local
controller command may be a command to the hybrid network device 106 to
execute a given protocol, enable a quality of service (“Qo0S”) feature, update an
access control list (“ACL"), or any other suitable layer 2 / layer 3 feature.

[0028] At operation 304, the conflict detector 204 may convert the local
controller command to a remote controller command format, such as a match-
action pair, as may be used by OpenFlow, for example. By way of example and
not limitation, the conflict detector 204 may receive a local controller command that
specifies an ACL on a port with implicit deny. An example syntax for such a local

controller command may be:

permit ip 10.0.0.1/23 any
deny ip any any

[0029] The above local controller command may apply the ACL to a port
interface, say 23, of the hybrid network device 106, where packets with a source |IP
address of 10.0.0.1 is allowed (as designated by the ‘permit’ keyword) through port
23 but any other source IP address will be denied (as designated by the ‘deny’
keyword) through port 23. The conflict detector 204 may convert the above local

controller command syntax to the following match primitives:

a. {IN PORT == 23, ETHERTYPE == 0x0800 (IP), SOURCE IP ==
10.0.0.1}
b. {IN PORT == 23, ETHERTYPE == 0x0800}

[0030] The match primitive in Rule a above will match all packets that come in
to the network device via port number 23 (IN_PORT == 23). This primitive will only
match |IP protocol packets which is signified by the Ethertype being 0x0800 that
stands for the |IP protocol. Further this primitive will match all packets that come in
with the source IP address as 10.0.0.1. The match primitive in Rule b above will
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match IP protocol packets that come in via port 23. Note that in this case
illustrated, Rule a has a higher priority than Rule b (i.e., packets coming into the
switch will be considered for a match with Rule a first and then Rule b.

[0031] In addition to converting the local controller command to a corresponding
match primitive (or match primitives), the conflict detector 204 may convert the

above local controller command syntax to the following action primitives:

a. NORMAL
b. DROP

[0032] Where the ‘NORMAL’ action primitive allows the IP protocol traffic that
came in via port 23 having a source |IP address of 10.0.0.1, to pass through
unaffected and the ‘DROP’ action primitive causes the network device to drop all
other IP traffic (except that having a source IP address of 10.0.0.1) coming in via
port 23. In operation, match primitive a. corresponds to action primitive a. Thus, if
properties of incoming traffic matches the match primitive a., the hybrid network
device 106 may execute the action primitive a. because action primitive a.
corresponds to match primitive a. The same may be true for the match primitive b.
and the action primitive b.

[0033] Additional examples of conversions between local controller commands
and remote controller commands are described in greater detail below. For the
purpose of illustration, and not limitation, the discussion of the method 300 of FIG.
3 continues with reference to the above example local controller command syntax,
match primitives, and action primitives. At decision 306, the conflict detector 204
determines whether a match primitive of the match-action pair overlaps with an
active flow. For example, the conflict detector 204 may compare the match
primitives of the converted local controller command against the active flows stored
in the active flow repository 212. The match primitives of two rules can either be
an exact match — both rules have the match primitive to be match on source IP

address being 10.0.0.1. It could be that the match primitives of two rules could
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overlap on some fields — consider one rule having a match primitive of in_port
being 23 and source IP address of 10.0.0.1 and the other rule just having a match
primitive of source |IP address being 10.0.0.1. Using the above ACL example, if the
active flow repository 212 includes the following match primitive for an active flow
“{IN_PORT == 23, ETHERTYPE == 0x0800 (IP), SOURCE IP ==10.0.0.1}” then the
match primitive of the converted local controller command would match a match
primitive stored in the active flow repository 212.

[0034] If a match primitive of the converted local controller command does not
overlap with an active flow stored in the active flow repository 212, the conflict
detector 204 may signal to the local controller command handler 202 that no
conflict exists, and, at operation 308, the local controller command handler 202
may update the traffic forwarding table 208 (and a local controller) to include the
feature represented in the local controller command. Further, the conflict detector
204 may add the match primitives and action primitives of the converted local
controller command to the normalized command repository 210.

[0035] If the conflict detector 204, instead, does determine that a match
primitive of the converted local controller command overlaps with an active flow
stored in the active flow repository 212, the conflict detector 204 then determines,
at decision 310, whether an action primitive of the converted local controller
command conflicts with an active flow in the active flow repository 212. For
example, consider the match primitives of two rules, rule a and rule b to overlap.
Their actions would be in conflict if say the action primitive of rule a were to specify
a drop whereas the action primitive of rule b were to specify sending the packets
that matched to the remote controller. By way of example and not limitation, if the
match primitive of the active flow matches match primitive a. (e.g. {IN PORT == 23,
ETHERTYPE == 0x0800 (IP), SOURCE IP ==10.0.0.1}), a conflict does not exist
when the action primitive of the active flow is NORMAL because the action
primitive of the converted local controller command is also NORMAL. As another
example, again, if the match primitive of the active flow matches match primitive a.
(e.g. {IN_PORT == 23, ETHERTYPE == 0x0800 (IP), SOURCE IP ==10.0.0.1}), a
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conflict does exist when the action primitive of the active flow is DROP because the
action primitive of the converted local controller command is NORMAL.

[0036] If the conflict detector 204 determines that an action primitive of the
converted local controller command does not conflict with an active flow in the
active flow repository 212, the conflict detector 204 may signal to the local
controller command handler 202 that no conflict exists and, at operation 308, the
local controller command handler 202 may update the traffic forwarding table 208
to include the feature represented in the local controller command. Further, the
conflict detector 204 may add the match primitives and action primitives of the
converted local controller command to the normalized command repository 210.
[0037] However, if the conflict detector 204 does determine that an action
primitive of the converted local controller command does conflict with an active flow
stored in the active flow repository 212, the conflict detector 204 may report the
conflict. A number of techniques may be used to report a conflict. For example, in
some cases, a conflict may be reported by the conflict detector 204 using SNMP
(Simple Network Management Protocol), Syslog, OpenFlow error messages,
OpenFlow Notifications Framework, or any other suitable reporting mechanism.
The conflict can be reported to the network management device 102a, the remote
controller 104, or both.

[0038] Accordingly, the method 300 may be used in some cases to detect and
report a conflict between a local controller command and active flows being
managed by a hybrid networking device. Additionally or alternatively, in some
cases, a remote controller command may conflict with an active feature that is
enabled within a hybrid network device. FIG. 4 is a flowchart illustrating a method
400 for detecting and reporting a conflict between a remote controller command
and an active feature.

[0039] The method 400 may begin at operation 402 when the remote controller
command handler 206 receives a remote controller command from, for example,
the remote controller 104. In comparison to the method 300, the remote controller

command handler 206 may leave the remote controller command unconverted



WO 2016/011376 PCT/US2015/040946

13

because the native format for a remote controller command may be a match-action
pair. For example, the remote controller command may include the following

match-action pairs in rules sent down by it to the network device:

MATCH PRIMITIVE ACTION PRIMITIVE
{IN_PORT == 23, ETHERTYPE == 0x0800 (IP), NORMAL
SOURCE IP == 10.0.0.1}
{IN_PORT == 23, ETHERTYPE == 0x0800} DROP

[0040] At decision 404, the conflict detector 204 may determine whether the
match primitive of the remote controller command matches any of the normalized
local controller commands stored, for example, in the normalized command
repository 210. If the conflict detector 204 determines that the match primitive of
the remote controller command does not match one of the normalized local
controller commands stored in the normalized command repository 210, the conflict
detector 204 may then update the traffic forwarding table 208 to reflect an
additional flow represented by the remote controller command. Further, the conflict
detector 204 may add the remote controller command to the active flow repository
212.

[0041] If the conflict detector 204 determines that the match primitive of the
remote controller command does not match one or the normalized local controller
commands stored in the normalized command repository 210, the conflict detector
204 may then update the traffic forwarding table 208 to reflect an additional flow
represented by the remote controller command. Further, the conflict detector 204
may add the remote controller command to the active flow repository 212.

[0042] If the conflict detector 204 determines that the match primitive of the
remote controller command matches one or the normalized local controller
commands stored in the normalized command repository 210, the conflict detector

204 may then, at decision 408, determine whether a conflict exists between the
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remote controller command and one of the active features represented in the
normalized command repository 210. If the conflict detector 204 determines that a
conflict does not exist between the remote controller command and one of the
active features represented in the normalized command repository 210, the conflict
detector 204 may then update the traffic forwarding table 208 to reflect an
additional flow represented by the remote controller command. Further, the conflict
detector 204 may add the remote controller command to the active flow repository
212.

[0043] If the conflict detector 204 determines that a conflict does exist between
the remote controller command and one of the active features represented in the
normalized command repository 210, the conflict detector 204 may, at operation
410, report the conflict. As described above, a number of techniques may be used
to report a conflict. For example, in some cases, a conflict may be reported by the
conflict detector 204 using SNMP, Syslog, OpenFlow error messages, OpenFlow
Notifications Framework, or any other suitable reporting mechanism. The conflict
can be reported to any one of the network management devices 102a-c, the
remote controller 104, or some combination thereof.

[0044] As discussed above, the conflict detector 204 may report a conflict if one
is detected. In some cases, the conflict detector 204 may distinguish between
different levels of conflicts. A lower severity conflict (referred herein to as a conflict
warning) may be used to signal a conflict that results in actions that vary by degree.
For example, consider a case where an active flow includes a match-action
primitive for rate limiting packets communicated from a given address. If local
controller command is received that also rate limits the same address, but at a
different level, the conflict detector 204 may designate such a conflict as a warning.
However, if the case is such that an active flow includes a match-action primitive
for denying packets received on a given port from a given address and if a local
controller command is received that allows packets on that port from that given
address, the conflict detector 204 may designate such a conflict as an error.
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[0045] Additional sample conversions between local controller commands and
remote controller commands are now presented. The following local controller

command may specify an ACL for a virtual LAN:

permit tcp any any
deny udp any any
deny ip any any

[0046] The conflict detector 204 may convert the above local controller

command to the following match-action pairs:

MATCH PRIMITIVE ACTION PRIMITIVE
{IN. VLAN == 10, Ethertype == 0x0800 (IP), NORMAL
NW_PROTO==6 (TCP)}
{IN. VLAN == 10, Ethertype == 0x0800 (IP), DROP

NW PROTO==17 (UDP)}

{IN VLAN == 10, Ethertype = 0x0800} DROP

[0047] As another example, the following specify a QoS that rate limits an

action:
match ip 1.2.3.4
apply “100 kbps rate-limit”

[0048] The conflict detector 204 may convert the above local controller

command to the following match-action pairs:

MATCH PRIMITIVE ACTION PRIMITIVE
{IN_PORT == 1, Ethertype == 0x0800 (IP), Meter — 100 kbps
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SOURCE IP ==1.2.3.4}

[0049] FIG. 5is a block diagram of a computing device 500 capable of detecting
and reporting conflicts between local controller commands and remote controller
commands, according to one example. The computing device 500 includes, for
example, a processor 510, and a computer-readable storage device 520 including
instructions 522, 524, 526. The computing device 500 may be, for example, a
security appliance, a computer, a workstation, a server, a notebook computer, or
any other suitable computing device capable of providing the functionality
described herein.

[0050] The processor 510 may be, at least one central processing unit (CPU),at
least one semiconductor-based microprocessor, at least one graphics processing
unit (GPU), other hardware devices suitable for retrieval and execution of
instructions stored in computer-readable storage device 520, or combinations
thereof. For example, the processor 510 may include multiple cores on a chip,
include multiple cores across multiple chips, multiple cores across multiple devices,
or combinations thereof. The processor 510 may fetch, decode, and execute one
or more of the instructions 522, 524, 526 to implement methods and operations
discussed above, with reference to FIGS. 1-4. As an alternative or in addition to
retrieving and executing instructions, processor 510 may include at least one
integrated circuit (IC), other control logic, other electronic circuits, or combinations
thereof that include a number of electronic components for performing the
functionality of instructions 522, 524, 526.

[0051] Computer-readable storage device 520 may be any electronic, magnetic,
optical, or other physical storage device that contains or stores executable
instructions. Thus, computer-readable storage device may be, for example,
Random Access Memory (RAM), an Electrically Erasable Programmable Read-
Only Memory (EEPROM), a storage drive, a Compact Disc Read Only Memory
(CD-ROM), and the like. As such, the machine- readable storage device can be

non-transitory. As described in detail herein, computer-readable storage device
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520 may be encoded with a series of executable instructions for detecting and/or
reporting conflicts in a hybrid network device.
[0052] As used herein, the term “computer system” may refer to one or more

computer devices, such as the computer device 500 shown in FIG. 5. Further, the

terms “couple,” “couples,” “communicatively couple,” or “communicatively coupled”
is intended to mean either an indirect or direct connection. Thus, if a first device,
module, or engine couples to a second device, module, or engine, that connection
may be through a direct connection, or through an indirect connection via other
devices, modules, or engines and connections. In the case of electrical
connections, such coupling may be direct, indirect, through an optical connection,

or through a wireless electrical connection.
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CLAIMS

What is claimed is:

1. A method comprising:

receiving, by a hybrid network device, a local controller command

from a network management device;

converting, by the hybrid network device, the local controller

command to a software defined command format;

detecting a lack of conflict between the converted local controller

command and existing flows represented in an active flow repository; and

based on the detected lack of conflict, updating a traffic forwarding
table of the hybrid network device according to the local controller command.

2. The method of claim 1, wherein the converted local controller
command includes a match-action pair derived from data in the local controller

command, the match-action pair including a match primitive and an action primitive.

3. The method of claim 2, wherein detecting the lack of conflict between
the converted local controller command and the existing flows represented in the

active flow repository comprises:

comparing the match primitive against match primitives of the existing

flows represented in the active flow repository; and

determining, based on the comparing, that the match primitive does

not overlap with the existing flows.
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4. The method of claim 2, wherein detecting the lack of conflict between
the converted local controller command and the existing flows represented in the

active flow repository comprises:

comparing the action primitive against action primitives of the existing

flows represented in the active flow repository; and

determining, based on the comparing, that the action primitive does

not conflict with the existing flows.

5. The method of claim 1, further comprising:

receiving, by a hybrid network device, an additional local controller

command from the network management device;

converting, by the hybrid network device, the additional local

controller command to the software defined command format;

detecting a conflict between the converted additional local controller

command and the existing flows represented in the active flow repository; and

based on detecting the conflict, reporting the conflict to a remote

controller communicatively coupled to the hybrid network device.

6. The method of claim 5, wherein detecting the conflict between the
converted additional local controller command and the existing flows represented in
the active flow repository comprises determining a conflict level of the conflict, and
wherein reporting the conflict to the remote controller includes reporting the conflict

level.

7. The method of claim 6, further comprising:
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responsive to the conflict level being a warning, updating the traffic
forwarding table of the hybrid network device according to the additional local

controller command.

8. The method of claim 1, further comprising:

receiving, by a hybrid network device, an additional local controller

command from the network management device;

converting, by the hybrid network device, the additional local

controller command to the software defined command format;

detecting a conflict between the converted additional local controller

command and the existing flows represented in the active flow repository; and

based on detecting the conflict, reporting the conflict to the network

management device.

9. The method of claim 1, further comprising:

based on the detected lack of conflict, storing the local controller

command in a normalized command repository.

10. The method of claim 1, wherein the local controller command relates
to at least one of: a quality of service command, an access control list command, or

a routing protocol command.
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11. A hybrid network device, comprising:
a traffic forwarding table to store active flows;

a normalized command repository to store match primitives and
action primitives converted from local controller commands that correspond to

active features;

a remote controller command handler to receive a remote controller

command; and
a conflict detector to:

detect a lack of conflict between the remote controller

command and the match primitives and the action primitives, and

based on the detected lack of conflict, updating the traffic

forwarding table according to the remote controller command.

12. The hybrid network device, wherein the remote controller command

includes a match-action pair.

13. The hybrid network device, wherein the conflict detector further to:

store the remote controller command in a remote controller

command repository.

14. The hybrid network device, wherein the remote controller command
relates to at least one of: a quality of service command, an access control list

command, or a routing protocol command.
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15. A computer-readable storage device comprising instructions that,

when executed, cause a processor of a computer device to:

receive, by the computer device, a local controller command from a

network management device;

convert, by the computer device, the local controller command to a

software defined command format;

determine whether there is a conflict between the converted local

controller command and existing flows represented in an active flow repository; and

based on a determined lack of conflict, update a traffic forwarding

table of the computer device according to the local controller command.
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