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HOST CARDINALITY MEASURING FOR NETWORK ANOMALY DETECTION

TECHNICAL FIELD

[0001] Various example embodiments relate to host cardinality measuring

for network anomaly detection.

BACKGROUND

[0002] This section illustrates useful background information without
admission of any technique described herein representative of the state of the art.

[0003] Accurately and timely network traffic measuring assists network
security. Such a measuring may be crucial for anomaly detection and defense,
attack attribution, and network information forensics, among others. Among these
applications, monitoring host cardinality is one useful method in network traffic
measurement. The cardinality of a host represents the number of distinct peers it
communicates with. In this document, Destination Cardinality (DC) refers to a
number of distinct destination IP addresses that a host is connected to, Destination
Port Cardinality (DPC) refers to a number of distinct destination ports that a hostis
connected to, and Source Cardinality (SC) refers to a number of distinct source
addresses that a host is connected with. DC and DPC can be used to identify
attacking hosts while SC can be used to detect a victim in attack detection and
defense.

[0004] A host with high DC or DPC, known as super
source/spreader/point or high SC known as a super destination, is a kind of host
which relates to many network anomalies. For example, during host scanning such
as horizontal scan and vertical scan in worm propagation, a compromised host
may try to connect to as many as possible different destination IP addresses or
ports in a short time. In spam distributing, a malicious host sends same content to
many distinct destination IP addresses. Both of these hosts are super points.
Distributed Denial of Service (DDoS) flooding attacks are launched by employed
massive hosts that have installed malware programs to flood a victim for the
purpose of occupying its resources. Currently, in order to avoid being detected,

attackers often use a large number of source IP addresses each to send few packets
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to the victim. In this case, the destination IP address with high SC is a candidate for
a victim. Thus, identifying the host with high DC/DPC/SC may help detecting and
defending some typical network attacks.

[0005] A naive and accurate method for measuring host cardinality would
be to maintain a table to track all distinct hosts with which a host communicates.
However, this method would cause excessive memory consumption and content
access due to large amount of networking traffic data, especially in high-speed

and/or large networks.

SUMMARY

[0006] Various aspects of examples of the invention are set out in the
claims.

[0007] According to a first example aspect of the present invention, there
is provided a method of measuring host cardinality, comprising:

[0008] applying a multi-dimensional reversible data structure to detect
abnormal hosts in a network; and

[0009] wherein the host cardinality is divided into destination cardinality,
destination port cardinality and source cardinality.

[0010] Various abnormal network events of hosts may be detected from
high cardinality. The abnormal network events may include any one or more of:

[0011] conducting worm propagation, conducting spam distribution and
being exposed to a distributed denial of service flooding attack.

[0012] The multi-dimensional reversible data structure may be a
probabilistic data structure configured for counting distinct communications
among hosts. The probabilistic data structure may use three dimensions to
separately record traffic information about a source IP address, a destination 1P
address and a destination port.

[0013] The method may comprise performing an update operation. In the
update operation, when a new packet arrives, the probabilistic data structure may
be updated by setting a bit of a corresponding buckets where the packet locates.
This operation may be realized by using data-oriented hash functions. The data-

oriented hash functions may be based on Chinese remainder theory. The updating
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may be performed in a packet data network to monitor network traffic at real-time.

[0014] The method may further comprise a point estimation operation. In
the point estimation operation, for a given source or destination IP address,
respective source or destination cardinality may be queried using a probabilistic
counting with a given level of accuracy. This operation may allow locating
abnormal hosts with high cardinality.

[0015] The method may further comprise a combination operation. In the
combination operation, a plurality of the multi-dimensional reversible data
structures with same parameters may be combined into a single one using bitwise-
OR operator. This operation may be used to support a distributed collection of
network traffic and subsequent centralized analysis.

[0016] The method may further comprise reversible calculation operation.
The reversible calculation operation may be performed on detecting abnormal
hosts with high cardinality. The reversible calculation operation may attempt
reversibly reconstructing original IP addresses. This may avoid completing an
exhaustive exploration of all possible addresses.

[0017] The method may comprise network anomaly detection. The
network anomaly detection may comprise any one or more of the following:

[0018] 1) performing the update operation to record traffic information
about source IP addresses, destination IP addresses and ports;

[0019] 2) performing an adaptive high cardinality host identification
algorithm based on the traffic data recorded in the multi-dimensional reversible
data structure;

[0020] 3) Reversibly calculating with the multi-dimensional reversible
data structures to reconstruct original IP addresses of abnormal hosts that hold
high cardinality;

[0021] 4) performing anomaly attribution to classify anomaly types for
selecting one or more suitable anomaly defense or mitigation mechanisms.

[0022] The multi-dimensional reversible data structure may be a
SuperSketch.

[0023] The network security measurement method may be used to

measure an aggregate security level of a network.
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[0024] According to a second example aspect of the present invention,
there is provided an apparatus comprising a memory and a processor that are
configured to cause the apparatus to perform the method of the first example
aspect.

[0025] According to a third example aspect of the present invention, there
is provided a computer program comprising computer executable program code
configured to execute any method of the first example aspect.

[0026] The computer program may be stored in a computer readable
memory medium.

[0027] Any foregoing memory medium may comprise a digital data
storage such as a data disc or diskette, optical storage, magnetic storage,
holographic storage, opto-magnetic storage, phase-change memory, resistive
random access memory, magnetic random access memory, solid-electrolyte
memory, ferroelectric random access memory, organic memory or polymer
memory. The memory medium may be formed into a device without other
substantial functions than storing memory or it may be formed as part of a device
with other functions, including but not limited to a memory of a computer, a chip
set, and a sub assembly of an electronic device.

[0028] Different non-binding example aspects and embodiments of the
present invention have been illustrated in the foregoing. The embodiments in the
foregoing are used merely to explain selected aspects or steps that may be utilized
in implementations of the present invention. Some embodiments may be
presented only with reference to certain example aspects of the invention. It
should be appreciated that corresponding embodiments may apply to other

example aspects as well.

BRIEF DESCRIPTION OF THE DRAWINGS

[0029] For a more complete understanding of example embodiments of
the present invention, reference is now made to the following descriptions taken in
connection with the accompanying drawings in which:

[0030] Fig. 1 shows an architectural drawing of a system of an example

embodiment;
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[0031] Fig. 2 shows a flow chart of a process of an example embodiment;

[0032] Fig. 3 shows a block diagram of an apparatus of an example
embodiment;

[0033] Fig. 4 presents a diagram of a Sketch;

[0034] Fig. 5 presents the structure of SuperSketch;

[0035] Fig. 6 presents update operation of SuperSketch;

[0036] Fig. 7 presents point estimation process for destination cardinality
and destination port cardinality; and

[0037] Fig. 8 presents point estimation process for Source Cardinality.

DETAILED DESCRIPTON OF THE DRAWINGS

[0038] An example embodiment of the present invention and its potential
advantages are understood by referring to Figs. 1 through 8 of the drawings. In this
document, like reference signs denote like parts or steps.

[0039] Various example embodiments are next described.

[0040] Fig. 1 shows an architectural drawing of a system 100 of an
example embodiment. The system 100 comprises a plurality of hosts 110, each of
which may be either or both sending or receiving hosts. Fig. 1 further shows a
plurality of routers 120, the Internet 130 to which the routers 120 connect the
hosts 110, and a detection unit 140. The detection unit 140 is drawn as a single box
illustrating a functionality, although in some embodiments the detection unit 140
is distributed to two or more separate units or implemented using virtual or cloud
computing.

[0041] In an example embodiment, the detection unit 140 is implemented
in a firewall or a router. In an example embodiment, the detection unit 140 is
implemented in a serving gateway (SGW). In an example embodiment, the
detection unit 140 is implemented in an evolved packet data gateway (ePDG). In an
example embodiment, the detection unit 140 is implemented in a packet data
network gateway (PGW) of an LTE core network. In an example embodiment, the
detection unit 140 is implemented in an access and mobility function (AMF). In an
example embodiment, the detection unit 140 is implemented in a non-3GPP

interworking function (N3IWF) of a 5G core network.
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[0042] Fig. 2 shows a flow chart of a process of an example embodiment
illustrating a method of measuring host cardinality, comprising:

[0043] 200. applying a multi-dimensional reversible data structure to
detect abnormal hosts in a network; wherein the host cardinality is divided into
destination cardinality, destination port cardinality and source cardinality.

[0044] 205. detecting various abnormal network events of hosts from
abnormal cardinality.

[0045] 210. performing an update operation in which, when a new packet
arrives, the probabilistic data structure is updated by setting a bit of a
corresponding buckets where the packet locates, using data-oriented hash
functions that are based on Chinese remainder theory.

[0046] 215. Performing a point estimation operation for a given source or
destination IP address, wherein respective source or destination cardinality is
queried using a probabilistic counting with a given level of accuracy.

[0047] 220. performing a combination operation, wherein a plurality of
the multi-dimensional reversible data structures with same parameters are
combined into a single one using bitwise-OR operator, e.g, to support a distributed
collection of network traffic and subsequent centralized analysis.

[0048] 225. performing reversible calculation operation on detecting
abnormal hosts with high cardinality, which reversible calculation operation
attempts reversibly reconstructing original IP addresses.

[0049] 230. performing network anomaly detection comprising any one
or more of the following: 1) performing the update operation to record traffic
information about source IP addresses, destination IP addresses and ports; 2)
performing an adaptive high cardinality host identification algorithm based on the
traffic data recorded in the multi-dimensional reversible data structure; 3)
Reversibly calculating with the multi-dimensional reversible data structures to
reconstruct original IP addresses of abnormal hosts that hold high cardinality; 4)
performing anomaly attribution to classify anomaly types for selecting one or
more suitable anomaly defense or mitigation mechanisms.

[0050] 235. using a SuperSketch as the multi-dimensional reversible data

structure.
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[0051] 240. Measuring an aggregate security level of a network.

[0052] Fig. 3 shows a block diagram of an apparatus 300 of an example
embodiment, such as the detection unit 140. The apparatus 300 comprises an
input/output function, a processing function 320, an optional user interface 330, a
memory 340 and computer program code 350 stored in the memory 340. The
processor 320 is configured to control the operation of the apparatus 300 based on
the computer program code 350 when executing the program code 350.

[0053] The input/output function 310 310 comprises, for example, a local
area network (LAN) port such as a base 100/base 1000 Ethernet port; a data bus; a
wireless local area network (WLAN) unit; cellular data communication unit; or
satellite data communication unit. The processing function 320 comprises, for
example, any one or more of: a master control unit (MCU); a microprocessor; a
digital signal processor (DSP); an application specific integrated circuit (ASIC); a
field programmable gate array; a microcontroller; a portion of one or more
virtualized or cloud computing processing cores.

[0054] An example embodiment is based data summarization technique
called Sketch. The Sketch is a probabilistic data summarization technique
composed of H hash tables of size M, as shown in Fig. 4. Incoming network traffic is
modeled as pairwise items encompassing a key and an associated value, where the
key can be one or more fields in packet headers, and the value can be any
accumulative feature, such as the size of a packet, the number of packets, etc. Each
row i is associated with an independent hash function h:that maps an incoming key
into a hashing space of (0, 1, 2, ..., M- 1). The data whose keys are hashed to the
same values will be putin the same bucket and the values will be added up. Usually,

H hash functions in a sketch are chosen from the family of k-universal hash functions

.

e
fay= E{ai\‘rg + &y mod rmod M
defined in Equation (1), e=D (1)

where ris an arbitrary prime (e.g., Mersenne prime numbers are chosen for fast
implementation), a:(#0) and b:are randomly selected from the set of (0, 1, ..., r-1),
M is the width of sketch. Using k-universal hash functions, the probability that two

keys are aggregated in the same bucket over H hash tablesis (1/M)kH
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[0055] A SuperSketch is described as §§ = (SS;, SS2, ..., SSy), as shown in
Fig. 5. Each SS.is a bit cube (three- dimensional bit arrays) with the size of p;X p;x
u;, where 1 < i < N, p;and u;are integers. Multiple bit cubes (or, more typically
rectangular cuboids) with different sizes used here aim to accurately collect as
much traffic information as possible and reversibly recover abnormal keys. The
height, length and width of SS; are represented as L;, Lzand Ls, respectively. In SS;,
SSi[j1[']1[-] represents j —th row in Li;, SSi[-][k][‘] represents k -th column in L.,
SSi[-]1[-]1[{] denotes [ -th column in Lzand SSi[j][k][!] denotes bit value recorded in (j,
k, I) bucket, whereie{1,2,..,N},j€{0,1,2,..,pi—1},k€{0,1, 2, ..., p;— 1}, and
le{0,1,2 .., u— 1}

[0056] With SuperSketch, we select the key as Source IP address in Lj,
Destination IP address in L;, and Destination port in Ls;. The space of source 1P
addresses is the same as the space of destination IP addresses. Therefore, L:and L:
of §S;are associated with the same hash functions, hi(x) = (ax + b) mod r mod p,
where i € {1, 2, ..., N}, r is an arbitrary prime number, a (# 0) and b are randomly
selected from the set of (0, 1, ..., r — 1), p1, p2, ps, ..., pnare selected as pair-wise
coprime numbers around an integer P to guarantee the probability of hash
collision in a certain range and they satisfy p; > p2> p3... > pn. In an embodiment,
descending order of py, p2, ps, ..., pn is used to improve the accuracy of recording and
reversely recovering because the larger the p,is, the less probability of two
different keys hashed into the same bucket. L; of SS; is associated with the
following hash functions, h'i(x) = (a’x + b") mod u, where u;is a prime number
near an integer U. That the prime number is near an integer is in an example
embodiment a difference not greater than 1, 5, 10 or 20 %, or not greater than 1, 5,
10, 20, 50, or 100.

[0057] In an example embodiment, hi(x) of L: and L: and A'i(x) of L are
data-oriented hash functions configured to obtain the location index using
randomly hashing. In an example embodiment, weseta=a'=1,b=b"'=0and ris
a large arbitrary prime number but less than the greatest one of p;, p2, ps, ..., pn.

[0058] In an example embodiment, hash functions associated with L;, L

and Ls are:
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(Lrandlghig = omadp i € {1,300}
[ Ri{xy = ymodu, £ € {12, ... N} 2)
[0059] In an example embodiment, following four basic operations are
applied in SuperSketch:
[0060] (1) Update Operation
5 [0061] Update operation of SuperSketch is used to collect traffic
information. Initially, all bits in SuperSketch are set to zero. When a new packet (Si,
Di, D,) arrives, each SSi(1 < i < N) is updated by setting the bit to the
corresponding bucket where the packet locates. The update formula is described
as follows:
10 SS[h(Sip)][L(Dip)][Ai(Dp)] = 1,1 <i <N 3
[0062] The update process of SuperSketch is described in Algorithm 1 and
shown in Fig. 6 (the marked bucket is updated). Notably, the packets come from a
specified source IP address are hashed into the same row in L; in §5;(1 < i < N) but
may be hashed into different buckets due to the different destination IP address or
15 portnumber.
[0063] The aforementioned algorithm 1 for SuperSketch update is
implemented in an example embodiment as follows:

1. Initialize S5 = (85,55, ... 55 ¥
20 IS U =0,ie {12, N Jand b €0, 2 ,p, — 141 E
6, L2, o, b — 18
Update:
New arriving packet (S, Dy, Ol
fori = 1io N do

fsight = {5}

fength = /(D)

wigthy = B0}

38 height Hengthllwidth =1
0. end for

e R

-y

[0064] Update time: for each SS, it needs to take four times of calculation
20  to update a bucket (from line 6 to 9 in Algorithm 1). The total times of calculation
for §S is thus only 4 X N.
[0065] (2) Point Estimation Operation
[0066] In an example embodiment, point estimation operation of

SuperSketch is used to return an approximate estimation of host cardinality for an
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IP addresses. Given a specified source IP address e, e € E and a destination 1P
address q, q € Q, where E and Q denote the set of all available IP addresses in the
network.

[0067] There are two point estimation operations for e, namely (e)
and (e).Both of them are the estimation results over §§ = (S5, SSz, ..., SSn).

[0068] We take the example of the point estimation process of DCi(e) and
DPCi(e) in SS;(1 <i < N ), as shown in Fig. 7. The estimation process is described
in Algorithm 2. First, we calculate hi(e) to locate the row on L:where the packets
come from e are hashed into. After that, a two dimensional bit array that records
host cardinality information is obtained (Ls is a row, L: is a column). For estimating
DCi(e), as shown in Step 3 (a), a bitwise-OR operation is conducted on the two
dimensional bit array from the first row to the last row. At last, we obtain a bit
array of size pyused to estimate DCi(e). We use v to denote the number of zero bit
buckets in estimation bit array. The estimation bit array can be viewed as a bitmap.
A famous probabilistic counting algorithm operated on bitmap can be applied to

calculate DCi(e):

. &
BCey = —pdn (\—}

i @
[0069] DC(e) is the mean value of set {DC,(e), DCz(e), .., DCy(e)}:
S8 B e
IO e auf=i 3 .
D HESH —N (5)

[0070] Estimation bit array (Ls is a row, L: is a column) of size u; of DPCi(e)
is obtained by taking the bitwise-OR operation from the first column to the last
column, as shown Step 3 (b) in Fig. 7. Based on the same method, DPC(e) is

estimated as follows:

N o §
Yy —ugdn {—j
‘ 1.

N (6)
[0071] There is only one point estimation operation for g, namely (q). Fig.

DRC(e) =

8 shows the estimation process of SCi(q). The process is similar to the estimation
process of DC;(e), which we omit here.

[0072] Algorithm 2: Point Estimation Process of SuperSketch

1. Input:

10
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2. SuperSketch that records traffic information = (AR, Aly, ..., PIRN)

3. A source IP address

4. Output: (&)

5. Begin:

6. Point estimation of (2):

7. for2=1to A do

8. calculate /(@) to locate a row on L;

9. conductslice to get a two dimensional bit array (L3 is arow, Lzis a

column)

10. conducta bitwise OR operation from a first row to a last row

11. calculate a number of zero bit buckets

12, AR(R) =-B; BE(R /B

13. end for

14, DC{E) = EL DOLe)/N

15.End

[0073] (3) Combination Operation

[0074] Multiple SuperSketchs, namely ssl — (11, SSzl, -, SSNl),
§§2 = (AR S5% ..., SSX), ... SST = (@@, 57 ..., SS\) with the same parameters
can be combined into a single one $§ = (551, §52, ..., SSn) through conducting a
combination operation. The combination process is described as follows:

SSUIKIY = SSi[1kIA@SST [k @ - @ SSi [][k][1] (7
where SSi [j][k][]] (1 <t < T) denotes the bit value of the corresponding bucket in
SSt1<i<N,je{0,1,2, ..,pp— 1L, k€{0,1,2,...,p,—1},1€{0, 1,2, .., 5— 1},
and @ is a bitwise-OR operator.

[0075] The combination operation of SuperSketch allows us to conduct a
distributed collection of network traffic using SuperSketch and then carry out a
centralized analysis. The combined SuperSketch has global network traffic
information as if all the network traffic passes through the samerouter.

[0076] (4) Reversible Calculation Operation

[0077] The reversible calculation operation aims to reversely recovering a

set of keys that exhibit abnormal. Taking an example of reversibly calculating Si,

11



10

15

20

25

WO 2020/215342 PCT/CN2019/084693

we first discuss the simplest scenario that assumes one Srexhibits abnormal in L;
in $Si(1 < i < N). There are only N marked abnormal rows over S§, denoted as c;,
2, ..., Cn. We get the following simultaneous congruence:
h1(Sip) = c1 mod p1; hz (Sip) = camod py; ....; Ain(S1p) = oy mod pN )
[0078] Based on Chinese Reminder Theory, Srcan be determined with the

following expression:

o = }: 02.0c, mad p {9}

where p = 20 - Py, & = pp: arzd G =1modp, i ={1L2, .. N}

[0079] The solution of formula (9) is unique in the case of p is greater than
or equal to the size of E. However, under the general situation, assume w (w > 1)
source IP addresses exhibit abnormal. It means that there are w marked abnormal
rows in L; of SS;. If we use similar recover principle used in the simplest scenario,
we will get wNdifferent possible combinations of abnormal rows selected from
S$Si(1 <i < N). This not only leads to heavy computational burden of reversibly
calculating but also increases false positive rate.

[0080] In order to solve this problem, we employ the notion of modular
coefficient notation in number theory to record the remainders for further row
number combination. For an Sy, its modular coefficient notation is (h(Sip),
h2(Sip), - - An(S1p)), i = 1, 2, ... ., N. That is to say, modular coefficient notation
records the row number in L;that Silocates in S;(1 < i < N). We append a flag to
the row SSi[hi(Sw)][-][] to record the modular information (row number) of S,
obtained from modular coefficient notation, namely flag = hi1(Sw), i=1,2, ..., N
— 1. Each row in L; of S; is represented as SSi[h(Sw)1[-]1[-]1(flag) (1< i< N —1).

[0081] Therefore, when there are many marked abnormal rows in
SSi(1<i< N ), we match the modular information (row number) recorded by the
flag from SS; to SSy with precalculated modular coefficient notation of the keys that
have been hashed into the SuperSketch. After obtaining matched combinations of
abnormal rows, we can accurately recover the abnormal keys using CRT based on

the matched modular coefficient notation. The calculation process is same as the

12
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calculation process of the simplest scenario. The rationality of this design is that if
Sris malicious, it will exhibit abnormal in §5;, S5, ..., SSy.

[0082] Network Traffic Measurement Based on SuperSketch

[0083] High Cardinality Host Identification and Recovery

[0084] For detecting super sources (or super destinations), we need to
first locate super rows in L; (or super columns in L:) in §S;, SS3, ..., SSywhich caused
by highly possible super sources (or super destinations). We take the example of
identifying super source. For identifying super destination, the process is similar,
which we omit here. In $S;(1 < i < N), for any row SS;[j][']['] (0 <j<p— 1 a
source IP address are hashed into), its DC and DPC are calculated by the point

estimation process and followingfunctions:

{ ¥ ne
DESINEED = —pon (= €} (10)
b
PPGESFIED = i ( = } {11)
[ T

i

where vy and vpp; denotes the number of zero-bit buckets in estimation bit array
(defined in subsection 5.2). We define the total number of destination cardinality
as F1,and the total number of destination port cardinality as F2; in L: of S§;, which

are computed as follows:

Fi Z BCASS LI (12)

F2 3 DPCS LD (13)

[0085] SS:[/1['][:] is considered as a super row when it satisfies at least
one of the following conditions:

{53*53’5{35¢-E§E R It

3= ; .
.
lope,Gss,INLD 2 eF2, (14)

where 0 < Pl < 1is a tunable percentage threshold.

[0086] After super rows are detected in each SSi(1 < i < N), we get N lists
that stored abnormal row number. Thus, original addresses of malicious host are
obtained after using reversible calculation operation of SuperSketch.

[0087] Anomaly Attribution
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[0088] After detecting anomaly with high cardinality (super sources or
super destinations), we need to attribute anomaly types to select proper defense
mechanism, for example, determining the host whether is suffering from DDoS
flooding attacks or conducting worm scanning (horizontal scan and vertical scan).
Descriptions of these anomalies are introduced in the following Table I.

Table I. Anomaly Descriptions

Anomaly types Description

DDoS flooding attacks Many Sies send attack packets
to a Dipon a specific port

Horizontal scan A Sipsends scan packets to
many Dirs on a specific port
Vertical scan A Sipsends scan packets to a

Dipon many ports

[0089] For a given super source se (se € E), the attribution rules are
described as follows:

[0090] If (se)/(se) > 10, then se conducts horizontal scan. The reason is
that under the horizontal scan, the se contacts with as many as distinct destination
IP addresses on a specific portas possible, which leads to high (se) but low (se).

[0091] If (se)/(se) > 10, then se conducts vertical scan. The reason is that
under the vertical scan, the se contacts with various ports of a target host, which
leads to low (se) but high (se).

[0092] For a given super destination, it is being attacked by DDoS flooding
attacks with high probability due to the basic characteristic of DDoS flooding
attacks that overwhelm a victim using numerous infected hosts.

[0093] In summary, we describe the process of using SuperSketch to
measure host cardinality for network anomaly detection in Algorithm 3.

[0094] Algorithm 3: Network Anomaly Detection with SuperSketch

1.  Use update operation of SuperSketch (BB = (RA#,, BA,, .., BAA)) to record
traffic information.
2. For each AR, (1 < @ < @) in SuperSketch, locate abnormal rows (columns) in

L (L2) using high cardinality identification method.

3. Call reversible calculation operation (9) of SuperSketch to compute
abnormal source addresses (or destination addresses).

4.  For each abnormal source address (destination address), conduct anomaly
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attribution to identify anomaly types.

5.  Take defense mechanisms according to anomaly types.
6. Returntostep1

[0095] Network Security Measurement

[0096] For measuring the whole security level of a network, we need to
calculate the proportion of the abnormal source addresses (destination addresses)
in total source addresses (destination addresses) over a period of time. The larger
the proportion is, the worse security status of a network. We take the example of
calculating the proportion of the abnormal source addresses in total source
addresses, denoted as pro.. The calculation process of the proportion of the
abnormal destination addresses in total destination addresses (denoted as proJ) is
the same as the calculation process of pro;, which we omithere.

[0097] High pros means that there is a large number of malicious traffic
entered the network. We define the number of abnormal source addresses is
Num_as and the number of distinct source addresses is Num_s in a time interval
Num_as can be obtained in high cardinality host identification and recovery step.
Initially, all flags in §S;, SS>, ..., SSy1 are set as Null. When a packet with new source
address arrives, the flag of the row where this packet locates in L; will be set to an
integer. Therefore, Num_s can be approximatively estimated by employing the
similar idea of probabilistic counting algorithm. The algorithm of calculating prosis
described as below:

[0098] Algorithm 4: Calculation process of the proportion of abnormal

addresses in total addresses

. Input:
. SuperSketch that records traffic information $§ = (55, SS2, ..., SSy)

. Num_as obtained in high cardinality host identification and recovery step

. Begin:

1
2
3
4. Output: pro;
5
6.fori=1toN—1do
7

count the number of flags in L; that are Null, denoted as vnull

8. the number of distinct source addresses estimated by SSi is
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bi
10. end for
N-1
> Num_s;
=1
10. Num_s =

11. pros = Num_as/Num_s
12.End

[0099] After obtaining pros and proq, we get the following abnormal
degree of source addresses (denoted as degrees) and abnormal degree of
destination addresses (denoted as degreeq):

5 High if pro, » 8
degree, = < Medium, i &, S pro, <&
Low, if O S prog <8,

High if prog =9
degree, = ¢ Mediom, i ¢, < prog < @
LLGM{. 0= prog < @y

[0100] where [, Bl2, Bl; and Bl are preset measurement thresholds. These
thresholds and corresponding judgement criteria are set per implementation such
that desired level of abnormal event judgementis attained.

[0101] Therefore, the whole security level of the network can be
determined based on the following judgements:

Table I1. Judgements for network security measurement

degreey
degrees High Medium Low
High Very serious Serious Serious
Medium Serious Low serious Low serious
Low Serious Low serious Moderate

[0102] A network administrator can select a suitable defense mechanisms
based on the result of the measurement method. For a large scale heterogeneous
network, its security level can be measured by aggregating the security levels of its
sub-networks as calculated based on the above method.

[0103]

application of the claims appearing below, a technical effect of one or more of the

Without in any way limiting the scope, interpretation, or
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example embodiments disclosed herein is ability to perform real-time and
distributed network traffic collection also in a high-speed network environment to
collect network traffic at real-time thanks the use of data-oriented hash functions.

[0104] Another technical effect of one or more of the example
embodiments disclosed herein is that the efficient combination operation of enables
distributed network traffic collection. Distributed network traffic collection covers
more traffic information, and outperforms single point measurement methods in
measuring host cardinality.

[0105] Another technical effect of one or more of the example
embodiments disclosed herein is enabling finding abnormal host addresses and
further enabling network administrator to take proper mitigation actions.

[0106] Another technical effect of one or more of the example
embodiments disclosed herein is enabling identifying of super sources and super
destinations simultaneously instead of building various sketches with different
keys. Another technical effect of one or more of the example embodiments
disclosed herein is enabling detection of high-rate and low-rate DDoS flooding
attacks.

[0107] Another technical effect of one or more of the example
embodiments disclosed herein is versatility as three dimensions can be used to
separately record traffic information about source IP address, destination IP
address and destination port. It is further possible to apply three point estimation
operations on recorded traffic, namely Destination Cardinality, Destination Port
Cardinality and Source Cardinality.

[0108] Another technical effect of one or more of the example
embodiments disclosed herein is that the sketch data structure can be extended to
conduct more network functions. First, it not only supports to collect packet-level
(except the content in packet payload) data and flow-level traffic data but also has
the ability of collecting connection-level traffic data. Second, it can involve more
traffic features to detect other network anomalies that exhibit obervious
abnormalities at network/transport layer.

[0109] Another technical effect of one or more of the example

embodiments disclosed herein is providing a general data structure that supports
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detecting attackers that need to conduct a lot of communications with others. The
key can be selected as any source identifier in Li, any destination identifier in L
and any other identifiers in Lz. Thus, it can be deployed in many network
environments to collect data and then perform anomaly detection, such as using
SuperSketch in the Internet to constrain worm propagation and bot
communications, in Long Term Evolution (LTE) network to eliminate spam
distribution, in Wireless Sensor Network (WSN) to prevent fake information
spread. For a heterogeneous network, the network administrator can fuse the
measurement results obtained from each sub-network to measure the whole
security level of the heterogeneous network.

[0110] Embodiments of the present invention may be implemented in
software, hardware, application logic or a combination of software, hardware and
application logic. In an example embodiment, the application logic, software or an
instruction set is maintained on any one of various conventional computer-
readable media. In the context of this document, a “computer-readable medium”
may be any non-transitory media or means that can contain, store, communicate,
propagate or transport the instructions for use by or in connection with an
instruction execution system, apparatus, or device, such as a computer, with one
example of a computer described and depicted in Fig. 3. A computer-readable
medium may comprise a computer-readable storage medium that may be any
media or means that can contain or store the instructions for use by or in
connection with an instruction execution system, apparatus, or device, such as a
computer.

[0111] If desired, the different functions discussed herein may be
performed in a different order and/or concurrently with each other. Furthermore,
if desired, one or more of the before-described functions may be optional or may
be combined.

[0112] Although various aspects of the invention are set out in the
independent claims, other aspects of the invention comprise other combinations of
features from the described embodiments and/or the dependent claims with the
features of the independent claims, and not solely the combinations explicitly set

outin the claims.
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[0113] It is also noted herein that while the foregoing describes example
embodiments of the invention, these descriptions should not be viewed in a
limiting sense. Rather, there are several variations and modifications which may be
made without departing from the scope of the present invention as defined in the

appended claims.
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WHAT IS CLAIMED IS:

1. A method of measuring host cardinality, comprising:
applying a multi-dimensional reversible data structure to detect abnormal
hosts in a network;
wherein the host cardinality is divided into destination cardinality,

destination port cardinality and source cardinality.

2. The method of claim 1, wherein the multi-dimensional reversible data
structure is a probabilistic data structure configured for counting distinct

communications among hosts.

3. The method of claim 1 or 2, wherein the probabilistic data structure uses
three dimensions to separately record traffic information about a source IP

address, a destination IP address and a destination port.

4. The method of any one of preceding claims, wherein various abnormal

network events of hosts are detected from abnormal cardinality.

5.  The method of claim 4, wherein the abnormal network events include any
one or more of:
conducting worm propagation;
conducting spam distribution;

being exposed to a distributed denial of service flooding attack.

6. The method of any one of preceding claims, wherein the multi-
dimensional reversible data structure is a probabilistic data structure configured

for counting distinct communications among hosts.
7. The method of any one of preceding claims, wherein the probabilistic data

structure uses three dimensions to separately record traffic information about a

source IP address; a destination IP address; and a destination port.

20



10

15

20

25

30

WO 2020/215342 PCT/CN2019/084693

8. The method of any one of preceding claims, wherein the method further

comprises performing an update operation.

9. The method of claim 8, wherein the update operation, when a new packet
arrives, the probabilistic data structure is updated by setting a bit of a

corresponding buckets where the packet locates.

10. The method of claim 9, wherein the probabilistic data structure is updated
by setting a bit of a corresponding buckets where the packet locates by using data-

oriented hash functions.

11. The method of claim 10, wherein the data-oriented hash functions are

based on Chinese remainder theory.

12. The method of any one of claims 8 to 11, wherein the updating is

performed in a packet data network to monitor network traffic at real-time.

13. The method of any one of preceding claims, wherein the method further

comprises a point estimation operation.

14. The method of claim 13, wherein in the point estimation operation, for a
given source or destination IP address, respective source or destination cardinality

is queried using a probabilistic counting with a given level of accuracy.

15. The method of any one of preceding claims, wherein the method further

comprises a combination operation.

16. The method of claim 15, wherein in the combination operation, a plurality
of the multi-dimensional reversible data structures with same parameters are

combined into a single one using bitwise-OR operator.

17. The method of any one of preceding claims, wherein the method further

comprises a reversible calculation operation.
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18. The method of claim 17, wherein the reversible calculation operation is

performed for detecting abnormal hosts with abnormal cardinality.

19. The method of claim 17 or 18, wherein the reversible calculation

operation attempts reversibly reconstructing original IP addresses.

20. The method of any one of preceding claims, wherein the method further

comprises a network anomaly detection.

21. The method of claim 20, wherein the network anomaly detection

comprises any one or more of the following:

performing the update operation to record traffic information about
source IP addresses, destination IP addresses and ports;

performing an adaptive high cardinality host identification algorithm
based on the traffic data recorded in the multi-dimensional reversible data
structure;

reversibly calculating with the multi-dimensional reversible data
structures to reconstruct original IP addresses of abnormal hosts that hold high
cardinality;

performing anomaly attribution to classify anomaly types for selecting one

or more suitable anomaly defense or mitigation mechanisms.

22. The method of any one of preceding claims, wherein the multi-

dimensional reversible data structure is a SuperSketch.
23. The method of any one of preceding claims, further comprising using the
network security measurement method to measure an aggregated security level of

a network.

24. An apparatus comprising a memory and a processor that are configured to

cause the apparatus to perform the method of any one of preceding claims.

25. A computer program comprising computer executable program code
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configured to execute any method of any one of claims 1 to 23.

26. A computer readable memory medium comprising the computer program

of claim 25.
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Fig. 2

applying multi-dimensional reversible data structure to detectabnormal [pgg
hosts in network; wherein the host cardinality is divided into destination f/
cardinality, destination port cardinality and source cardinality
v
detecting various abnormal network events of hosts from abnormal 205
cardinality //
v
performing update operation in which, when new packet arrives, 210
probabilistic data structure is updated by setting bits of corresponding
buckets where packet locates, using data-oriented hash functions that are
based on Chinese remainder theory
v
performing point estimation operation for given source or destination IP [215

address, wherein respective source or destination cardinality is queried
using probabilistic counting with given level of accuracy

v

performing combination operation, wherein plural multi-dimensional
reversible data structures with same parameters are combined into single
one using bitwise-OR operator, e.g., to support distributed collection of
network traffic and subsequent centralized analysis

220

y/

v

performing reversible calculation operation on detecting abnormal hosts
with high cardinality, which reversible calculation operation attempts
reversibly reconstructing original IP addresses

225

v

performing network anomaly detection comprising any one or more of the
following: 1) performing the update operation to record traffic information
about source IP addresses, destination [P addresses and ports; 2)
performing adaptive high cardinality host identification algorithm based on
traffic data recorded in multi-dimensional reversible data structure; 3)
reversibly calculating with multi-dimensional reversible data structures to
reconstruct original [P addresses of abnormal hosts that hold high
cardinality; 4) performing anomaly attribution to classify anomaly types for
selecting one or more suitable anomaly defense or mitigation mechanisms.

230

y/

y

35

using SuperSketch as the multi-dimensional reversible data structure

y

measuring an aggregate security level of a network
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