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Description

Method for operating a network element and according device

as well as communication system comprising such device

The invention relates to a method for operating a network
element and an according device as well as a communication

system comprising such a device.

IPTV (Internet Protocol Television) is a system where a digi-
tal television service is delivered using the Internet Proto-
col over a network infrastructure, which may include delivery

by a broadband connection.

For residential users, IPTV is often provided in conjunction
with Video on Demand and may be bundled with Internet ser-

vices such as Web access and VolIP.

IPTV is typically supplied by a broadband operator using a
closed network infrastructure. This closed network approach
is in competition with the delivery of TV content over the
public Internet. This type of delivery is widely called TV

over Internet or Internet Television.

In businesses, IPTV may be used to deliver television content
over corporate LANs and business networks. Another definition
of IPTV may be related to television content that, instead of
being delivered through traditional formats and cabling, is

received by the viewer through the technologies used for com-

puter networks.

The Internet Group Management Protocol (IGMP) is a communica-—
tions protocol used to manage the membership of Internet Pro-
tocol multicast groups. Preferably, IGMP is used by IP hosts
and adjacent multicast routers to establish multicast group
memberships. IGMP may be used for online video and gaming,
and allows an efficient use of resources regarding these ap-

plications.
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With regard to IPTV the following service characteristics are

of importance:

— low delay;
— low jitter;

— very low packet loss.

These service characteristics require a stable as well as a

resilient network.

There are several approaches that distribute Multicast traf-

fic:

a)

b)

C)

IP Multicast Distribution

This method involves layer 3 routing protocols such as
OSPF (Open Shortest Path First) or IS-IS with a IP Mul-
ticast routing protocol like PIM (Protocol Independent

Multicast) thereupon.

The overall resiliency performance is problematic. After
any topology change, both protocols must reconvene be-
fore the service will be active again. In most cases,
the convergence time is about three seconds, which is
too long for a service provider and hence not accept-
able.

Flood Multicast Distribution

This approach requires a considerable amount of band-
width and thus is not very popular when it comes to mod-

ern IPTV services.

Regarding resiliency, the performance is not sufficient,
because the approach depends on layer 2 convergence and

an IGMP topology awareness.

MPLS Multicast Distribution
With regard to MPLS Multicast Distribution, there exist

two main options, Multicast over VPLS (Virtual Private

LAN Service) and Multicast over point-to-multipoint
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RSVP-TE (Resource Reservation Setup Protocol - Traffic
Engineering) tunnels. These options do not provide re-

siliency mechanisms as needed.

The object to be solved is to overcome the disadvantages as
stated before and to provide an approach that allows a low

recovery time after a change in topology of a network.

This problem is solved according to the features of the inde-
pendent claims. Further embodiments result from the depending

claims.

In order to overcome this problem a method is provided for
operating a network element, wherein the network element is
part of a first network and wherein the network element is
connected directly or via at least one additional network
element to a serving network element, said method comprising
the step:

— due to a change in the first network, the network

element sends a message of the serving network ele-

ment to network elements of the first network.

As the network element becomes aware of a change in the first
network, the network element can react and act on behalf of

the serving network element thereby sending a message of the
serving network element to participants of the first network.
Advantageously, this enables those participants of the first
network to adjust themselves according to the change in the

first network and be further operative to receiving informa-

tion from the serving network element.

An embodiment is that the message of the serving network ele-
ment leads to or results in a port change of at least one

network element of the first network.

This allows the at least one network element of the first
network to receive information provided by the serving net-

work element by an alternative port that is set according to
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the message initiated by the network element of the first

network.

It is another embodiment that the serving network element
comprises at least one of the following entities:

— a multimedia server;

— a multimedia router;

— an IGMP server;

— an IGMP router.

Preferably, each such entity is equipped such that it may
provide downstream data, e.g., video, radio, (user) data or
the like.

In yet another embodiment, the change in the first network is

initiated by a failure of a link within the first network.

It is a further embodiment that a ring protection protocol,
in particular a Ethernet Ring Protection (ERP) protocol, is

run within the first network.

Preferably, the first network may comprise a ring topology. A
failure of a link in the ring thus may lead to unblocking a
secondary port at a redundancy manager, which is a managing
node within the first network. This allows that all network
elements of the ring topology can be reached via a primary

port and the secondary port (both active) of the redundancy

manager.

As an alternative embodiment, the change in the first network
is conveyed (throughout the first network) via a control
VLAN.

Furthermore, the network element may be a network element of
the first network (located) next to the serving network ele-
ment. In particular, the network element can be chosen to be

the nearest network element to the serving network element.
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It is also an embodiment that the network element is con-
nected via (at least) a second network to the serving network
element. This second network may also comprise a ring topol-
ogy that may further - at least partially - be independent
from the topology of the first network.

In yet a further embodiment, the message of the serving net-

work element is a general query message.

A particular embodiment is that the message of the serving

network element is forwarded towards subscribers.

Such subscribers may be users and/or customers or a streaming

video/audio and/or data service distributed by a provider.

In another embodiment, each network element may be of the
following type:

— a switch;

— a router;

— a gateway.

As an alternative embodiment, the method provided herein may
be used for streaming services, in particular for IPTV ser-—

vices.

The problem is also solved by a device comprising a processor
unit that is arranged and/or equipped such that the method as

described herein can be run or executed on said device.

The device may in particular be a communication device, e.g.

a network element or component.

As an embodiment, the device may be of the following type:
— a switch;
— a router;

— a gateway.
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Further, the problem is solved by a communication system com-

prising at least one device as described in this approach.

Embodiments of the invention are shown and illustrated in the

following figures:

Fig.l shows a diagram comprising network elements and a re-
dundancy manager performing an ERP protocol in normal

operation;

Fig.Z2 shows the diagram of Fig.l with a link failure be-

tween two network elements;

Fig.3 shows the diagram of Fig.2 with the redundancy man-
ager opening the secondary port to allow operation of

the ring;

Fig.4 shows a diagram with a ring topology and an IGMP
Router attached to the ring thereby providing an ex-

ample of ERP and IGMP interaction;

Fig.5 shows a diagram of two rings and an IGMP Router at-
tached to the first ring, wherein the rings are

stacked to one another;
Next is a brief description of an Ethernet Ring Protection
(ERP) protocol and an Internet Group Management Protocol

(IGMP) protocol.

ERP - Ethernet Ring Protection

ERP refers to a ring technology preferably used in the field
of Ethernet. The ERP protocol ensures that a ring comprising
several network elements does not contain any loop. This is
achieved by the ERP protocol disabling one segment of the
ring, preferably by deactivating a particular port of a cer-

tain network element.
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In an ERP ring one particular node is selected to be a Redun-

dancy Manager (RM), the remaining nodes are equal.

Fig.l shows the ERP protocol in normal operation. Network
Elements 101, 102, 103 and a Redundancy Manager RM are

grouped together in a ring network topology.

In particular during normal operation, the Redundancy Manager
RM assures that the loop is open. The Redundancy Manager RM
has a primary port P and a secondary port S. In normal opera-
tion, the secondary port S is blocked, no user traffic is

transmitted via this secondary port S.

The Redundancy Manager RM sends test messages over the ring.
These test messages are also received at the Redundancy Man-

ager RM thereby allowing to check the integrity of the ring.

According to Fig.2, a link failure LF occurs on the link be-
tween the Network Element 101 and the Network Element 102.
The Redundancy Manager RM is informed about the link failure
LF by Link Down messages sent by the Network Element 101 and
by the Network Element 102. Alternatively, the Redundancy
Manager RM may recognize the link failure LF pursuant to test

packets that are no longer circulating through the ring.

In either case, due to the link failure LF the Redundancy
Manager RM unblocks its secondary port S in order to provide
an alternative path for user traffic to the Network Element
102 (see Fig.3).

A control VLAN is used to convey protocol information between

the nodes participating at the ERP protocol.

The ERP mechanism extends the common VLAN concept, adding an
additional level of ingress and egress VLAN filtering rules

on the ERP ring ports for VLANs belonging to the ERP domain.
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ERP further removes entries from the forwarding data base
(FDB) as well as temporarily disables a learning process in

order to guarantee correct FDBs at the nodes of the ring.

IGMP (Internet Group Membership Protocol)

The Internet Group management protocol (IGMP) is used by IP
hosts to report their host group memberships to any adjacent
multicast router. IGMP messages are encapsulated in IP data-
grams, with an IP protocol number of IGMP, e.g., according to
the versions of IGMP, i.e., IGMP vl1l, v2 or v3.

Interaction between ERP and IGMP

The approach presented herewith deals with an interaction of
two protocols and allows improved interworking thereby pro-

viding a higher resiliency of the overall system.

IGMP is used within a broadband network as, e.g., a mechanism

changing channels (zapping) provided by an IPTV service.

The application of IPTV is sensitive and critical as any op-
erator of such service needs to ensure continuous availabil-
ity and hence tries to avoid any kind of interruption due to
network failures that might be perceived by a customer or

subscriber of such service.

Fig.4 shows an example of a ERP-IGMP interaction. A ring com-
prises network elements or nodes A, B, C and D, to each of
the nodes A, B and C a subscriber (or customer) H is at-
tached. Each of the nodes A, B, C and D has two ports. Fur-—-
thermore, a control VLAN is shown as a dashed line indicating

that control messages can be sent through the ring network.

During normal operation, the node B - acting as Redundancy
Manager RM - blocks its secondary port 401. A primary port
402 of node B is active thereby defining the ring network as

follows:
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B <> C <-> D <-> A.

After a link failure LF at the link between node B and node
C, node B activates its secondary port 401 thereby defining a

new ring topology:

B <> A <-> D <> C.

According to this topology change, the subscriber H of node B
can no longer be reached by the IGMP services as the port as-
sociated to the IGMP router at node A did not point to node B
during normal operation (node B then was reached via node C

only) .

Hence, due to the link failure LF between nodes B and C, the
port associated to IGMP traffic at node A has to be switched
to port 403 thereby allowing IGMP router information to be

transferred to node B via node A.

However, such router port at a node is changed due to a so-
called general query-message that is usually sent by the IGMP
router each, e.g., 125 seconds. In most networks, operators
deliberately maintain such a long general gquery interval in
order to reduce an overall amount of IGMP queries sent

throughout the network.

If such long general query interval has to pass before a port
of a node within the ring could be updated, this will likely
lead to service interruptions perceivable by subscribers H of

the services associated with IGMP.

Such interruption, however, is unacceptable in an, e.g.,

video streaming application like IPTV.

As the IGMP Router does not know anything about an adjacent
or far-off network topology, this IGMP Router is not at all

aware of any link failure LF within a ring topology as shown
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in Fig.4, in particular because its layer 3 does not run a

layer 2 protocol of handling ring disturbances.

In this approach, after the ring topology changed, node D
that 1s connected to the IGMP Router sends the General Query
on behalf of the IGMP Router.

The General Query will be send to both interfaces of node D
and the rest of the nodes of the ring network will forward

the General Query towards the associated subscribers H.

The last subscriber will respond with the IGMP Join Message

indicating a multicast group or channel it wants to watch.

This time, the network element (e.g., node A) obtains a
marked IGMP router port as a result of the General Query sent
by Node D.

After the general query interval expires again, the IGMP
Router will send another IGMP General Query and the network

is back to its routine.

The Node sending the General Query message after a topology
change is also referred to as "Snooping Querier". In the em-
bodiment according to Fig.4, node D is configured as the IGMP

Snooping Querier.

An advantage of this approach is that the IGMP Snooping Que-
rier significantly improves network resiliency in cases of

topology changes.

This allows tremendously improved recovery time of the net-
work in case of, e.g., link failure LF. This is essential to

the acceptance of a customer subscribing to an IPTV service.

Fig.5 shows another example with stacked ring networks. A
first ring comprises nodes 501, 502, 503 and 504, wherein

node 503 is a Redundancy Manager RM of this first ring. A
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second ring comprises nodes 503, 505, 506 and 507, wherein
node 506 is a Redundancy Manager RM of this second ring. Sub-
scribers H are attached to nodes 502, 504, 505, 506 and 507.

In the example according to Fig.5 a link failure LF occurs in
the second ring on the link between node 503 and node 505.
Node 501 acting a Snooping Querier as explained above is not
aware of a link failure LF in the second ring, thus no Gen-
eral Query message is initiated by node 501. With regard to
the second ring, node 503 is the node closest to the IGMP
Router and will generate the General Query message to be sent
via the second ring after the topology of the second ring has
changed due to the link failure LF. Accordingly, the node 503

is pre-configured as Snooping Querier for the second ring.
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Claims:

Method for operating a network element

— wherein the network element is part of a first net-
work; and

— wherein the network element is connected directly or
via at least one additional network element to a
serving network element

comprising the step:

— due to a change in the first network, the network
element sends a message of the serving network ele-

ment to network elements of the first network.

The method of claim 1, wherein the message of the serv-
ing network element leads to a port change of at least

one network element of the first network.

The method according to any of the preceding claims,
wherein the serving network element comprises at least
one of the following:

— a multimedia server;

— a multimedia router;

— an IGMP server;

— an IGMP router.

The method according to any of the preceding claims,
wherein the first network changes due to a failure of a

link within the first network.

The method according to claim 4, wherein a ring protec-

tion protocol is run within the first network.

The method according to claim 5, wherein the ring pro-
tection protocol is an Ethernet ring protection proto-

col.
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The method according to any of the

PCT/EP2008/054556

preceding claims,

wherein the change in the first network is conveyed via

a control VLAN.

The method according to any of the

preceding claims,

wherein the network element is a network element of the

first network next to the serving network element.

The method according to any of the

preceding claims,

wherein the network element is connected via a second

network to the serving network element.

The method according to any of the
wherein the message of the serving

general query.

The method according to any of the
wherein the message of the serving

towards subscribers.

The method according to any of the
wherein each network element is of
— a switch;
— a router;

— a gateway.

The method according to any of the

preceding claims,

network element is a

preceding claims,

network is forwarded

preceding claims,

the following type:

preceding claims used

for streaming services, 1in particular for IPTV services.

A device comprising a processor unit that is arranged

such that the method according of any of the preceding

claims is executable on said processor.

The device according to claim 14,

wherein said device is

a communication device, 1in particular a network element.

The device according to any of claims 14 or 15, wherein

the device is of the following type:
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14
— a switch;
— a router;
— a gateway.
17. Communication system comprising the device according to

any of claims 14 to 16.



WO 2008/125675

PCT/EP2008/054556

1/4
FIG 1
Network Element Network Element
(Node) {Node)
3 3
101 102
Network Element 5 Rﬁ;ﬁfg‘gfy S
(Node) oM @
3
103
FIG 2

< Link Down

Network Element

Link Down >

| Network Element

3 (Ngﬁe> ......... (Nﬁde) R
C 3
101 102
Network Element 5 Rﬁ;gfggﬁfy ) —
" (Node) RM @
3

103



WO 2008/125675

PCT/EP2008/054556

) Network Element

FIG 3
Network Element »
(Node)
\
101

(Node)

(Node)

)
102

Redundancy

Network Element »

)
103

= Pl Manager |5

RM

<ii:RNIUﬂkDQWH

RMEjﬂkDGW{::>




WO 2008/125675 PCT/EP2008/054556

3/4
FIG 4
GVP
:ﬁ,flﬁ\
¢+ Control
/" Contr




WO 2008/125675 PCT/EP2008/054556

4/4

FIG 5

IGMP
Router

L~ 501

504 /< T\ 502

L Gontrol ‘\ /
H VLAN ¥

‘x 503 i’
/

s

O %
\ ’! C nir 0;
H VLAN v

‘\ 506 7
Nl /
KM

—TH




INTERNATIONAL SEARCH REPORT

Internationat application No

PCT/EP2008/054556

A.
INV.

CLASSIFICATION OF SUBJECT MATTER

‘H04L29/06 H04L12/56

According to International Patent Classification (IPC) or 1o both national classification and IPC

B. FIELDS SEARCHED

HO4L

Minimum documentation searched (classification system followed by classification symbols)

Documentation searched other than minimum documentation to the extent that such documents are included in the fields searched

Electronic data base consulted during the international search (name of data base and, where practical, search terms used)

EPO-Internal, WPI Data, PAJ

C. DOCUMENTS CONSIDERED TO-BE RELEVANT .

column 2, Tine 54 - column' 3, line 40
column 3, line 60 - column 4, line 37

————— -/-=

Category* | Citation of document, with indication, where appropriate, of the relevani passages Relevant to claim No.
X WO 2006/077001 A (SIEMENS AG [DE]; RAMALHO 1-17
RIBEIRO DOS SANTOS J0S [PT]; DE FRIAS
REBELO) 27 July 2006 (2006 07- 27)
abstract
page 1, line 5 - line 14
page 2, line 5 - line 18
page 3, 1line 9 - line 16 :
page 4, line 12 - page 8, line 4
X ‘US 6 430 151 Bl (GLAS KARL [DE] ET AL) 1,14,17
6 August 2002 (2002- 08 06)
A abstract 2-13,15,
16

m Further documents are listed in the continuation of Box C.

IE See patent family annex. .

* Special categories of cited documents :

*A" document defining the general state of the art which is not ‘
considered to be of particular relevance

citation or other special reason (as specified)

"O* document referring 1o an oral disclosure, use, -exhibition or
other means

invention
*E* earlier document but published on or after the international - e
filing date )
*L." "document which may throw doubts on priotity claim(s) or
which is cited 1o establish the publication dale of another rye

*T* later document published after the international filing dale
or priority date and not in conflict with the application but
cited to understand the principle or lheory underlying the

document of particular relevance; the claimed mvennon
cannot be considered novel or cannot be considered to
involve an inventive step when the document is taken alone

document of particular relevance; the claimed invention
cannot be considered (o involve an inventive step when the
document is combined with one or more other such docu—
ments, such combination being obvious to a person skilled

*P* document published prior to the international filing date but in the art.
later than the priority date claimed *&" document member of the same patent famity
Date of the actual completion of the international search Date of mailing of the intemational search report
22 May 2008 29/05/2008
Name and mailing address of the ISA/ ) Authorized officer
European Patent Office, P.B. 5818.Patentlaan 2
NL - 2280 HV Rijswilk T 651
Tel. (+31-70) 340-2040, Tx. 31 eponl, . s z
Fax: (+31-70) 340-3016 : Sterg1ou,.Chr1stos

Form PCT/ISA/210 (sacond sheet) (April 2005)




INTERNATIONAL SEARCH REPORT

International application No

C(Continuation). DOCUMENTS CONSIDERED TO BE RELEVANT

PCT/EP2008/054556

Category”

Citation of document, with indication, where appropriate, of the relevant passages

Relevant to claim No.

A .

US 2006/146823 Al (DING DA-HAI [US])

6 July 2006 (2006-07-06)

abstract

paragraph [0039] - paragraph [0051]
paragraph [0059] - paragraph [0064]
'MICHAEL TAKEFMAN ET AL: "Resilient packet
ring (RPR) access method and phys1ca1
layer specifications"

IEEE STD 802.17-2004, IEEE, NEW YORK, NY,
US, 24 September 2004 (2004-09-24), page
comp]ete XP002367735

abstract

page 599, paragraph F.1.1 - page 617, line
2

1-17

- 1-17

" Form PCT/ISA/210 (continuation of second sheet) (April 2005)




INTERNATIONAL SEARCH REPORT

International application No

Information on patent tamily mgmbers PCT/E P2008/054556
Patent document Publication Patent family Publication
. Cited in search report _ date member(s) ~date ‘
WO 2006077001 A 27-07-2006 CN 101120548 A 06-02-2008
EP 1842342 Al - 10-10-2007
KR 20070107051 A 06-11-2007
US 6430151 Bl 06-08-2002 AT 248476 T 15-09-2003
CA 2323429 Al 16-09-1999
CN 1292193 A 18-04-2001
DE 19810587 Al 16-09-1999
DK 1062787 T3 22-12-2003
WO 9946908 Al -16-09-1999-
EP 1062787 Al 27-12-2000
ES 2207180 T3 16-05-2004
NO 20004478 A 10-11-2000
US 2006146823 Al 06-07-2006  NONE

Form PCT/ISA/210 (patent tamity annex) (Aprii 2005)




	Page 1 - front-page
	Page 2 - front-page
	Page 3 - description
	Page 4 - description
	Page 5 - description
	Page 6 - description
	Page 7 - description
	Page 8 - description
	Page 9 - description
	Page 10 - description
	Page 11 - description
	Page 12 - description
	Page 13 - description
	Page 14 - claims
	Page 15 - claims
	Page 16 - claims
	Page 17 - drawings
	Page 18 - drawings
	Page 19 - drawings
	Page 20 - drawings
	Page 21 - wo-search-report
	Page 22 - wo-search-report
	Page 23 - wo-search-report

