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VM-TO-VM TRAFFIC ESTIMATION IN MULTI-TENANT DATA CENTERS

RELATED APPLICATION INFORMATION
[0001] This application claims priority to U.S. Provisional Application No.

62/246,867 filed on October 27, 2013, incorporated herein by reference in its entirety.

BACKGROUND
Technical Field
[0002] The present invention relates to data center management and, more

particularly, to estimating traffic along virtual flows in a multi-tenant data center.

Description of the Related Art

[0003] Modern data centers may serve multiple clients with a single device using,
for example, virtual machines to host the multiple workloads as if they were on separate
hardware. In addition, software defined networking provides network administrators
with the ability to dynamically reorganize network resources, creating and reorganizing
virtual local area networks (VLANSs) and virtual extensible local area networks
(VXLANS) on the fly.

[0004] However, when multiple different workflows may be transmitted along a
single shared physical link, it can be difficult to obtain flow-level information. In a
multi-tenant data center, where a single device with a single physical link can host
multiple virtual machines and multiple virtual links, it is difficult to break down the
utilization of that physical link into the usage of the multiple virtual links.

[0005] Existing attempts to find flow-level information focus on three points:
improving the collection of performance counters from distributed network devices

(e.g., switches and middleboxes) in data centers, scalable data collection systems, and
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instrumenting virtualization platforms. For example, some solutions make use of
additional instrumentation at the hypervisor level to perform packet-level inspection.
Such inspection offers accuracy in determining information about the flows on a link,
but generally involves significant increases in the cost and complexity of network

monitoring.

SUMMARY

[0006] A method for network management include performing path regression to
determine an end-to-end path across physical links for each data flow in a network. A
per-flow utilization of each physical link in the network is estimated based on the
determined end-to-end paths. A management action is performed in the network based
on the estimated per-flow utilization.

[0007] A method for network management includes performing path regression to
determine an end-to-end path across physical links for each data flow in a network by
determining a portion of an end-to-end path based on forwarding table information and
determining a remainder of the end-to-end path based on one or more inference rules.
A number of flows is reduced by filtering the flows according to one or more rules and
clustering the filtered flows into flow groups. Per-flow utilization of each physical link
in the network is estimated based on the determined end-to-end paths. A management
action is performed in the network based on the estimated per-flow utilization.

[0008] A system for network management includes a path regression module having
a processor configured to determine an end-to-end path across physical links for each
data flow in a network. A flow utilization estimation module is configured to estimate

per-flow utilization of each physical link in the network based on the determined end-
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to-end paths. A network management module is configured to perform a management
action in the network based on the @Stimated per-flow utilization.

[0009] These and other features and advantages will become apparent from the
following detailed description of illustrative embodiments thereof, which is to be read

in connection with the accompanying drawings.

BRIEF DESCRIPTION OF DRAWINGS

[0010] The disclosure will provide details in the following description of preferred
embodiments with reference to the following figures wherein:

[0011] FIG. 1 is a block diagram of a multi-tenant data center network in accordance
with the present principles;

[0012] FIG. 2 is a block/flow diagram of a method/system for estimating flow
utilization in accordance with the present principles;

[0013] FIG. 3 is a block/flow diagram of a method for estimating flow utilization in
accordance with the present principles;

[0014] FIG. 4 is a block diagram of a system for estimating flow utilization in
accordance with the present principles; and

[0015] FIG. 5 is a block diagram of a processing system in accordance with the

present principles.

DETAILED DESCRIPTION OF PREFERRED EMBODIMENTS

[0016] Embodiments of the present principles provide flow-level traffic analysis in
multi-tenant data centers based on existing performance counters and readily available
network forwarding table information. The present embodiments employ path

regression to recreate a flow map when forwarding table information has expired.
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Filtering and clustering of flows is used to reduce the number of variables in play,
making a matrix representation of which flows are active on which links. The
reconstructed flow information is then used to generate a set of expected link
performance measurements which can be compared to actual link performance
measurements to determine a degree of error in the flow traffic output.

f0017] Referring now to FIG. 1, a generalized diagram of a data center network 100
is shown. Multiple virtual machines (VMs) 102 may be implemented on a single
physical server 104. The server 104 has a link to a switch 106 which may be connected
to other servers 104, other switches 106, and a router 108. This represents the physical
network with physical links, but the communications may additionally have a logical
layer on top of the physical network layer that forms virtual networks (e.g., virtual local
area networks (VLANSs) and virtual extensible local area networks (VXLANS)).
[0018] From the perspective of a single VM 102 in the data center network 100, other
VMs 102 may appear to be local or may be in separate virtual network segments, with
communication mediated by VLAN or VXLAN gateways (which may be implemented
as distinct servers 102 within the network and which need not be situated within the
most direct physical routing path between two VMSs 102). As such, the path a given
flow takes through the physical network 100 can be non-trivial, with traffic from a given
VM 102 visiting multiple locations before reaching its destination.

[0019] These arrangements are particularly useful for cloud computing
environments, where many clients may be served by a single server 104. The
virtualization described above allows VMs 102 to act in a simple, easy-to-provision
manner without any awareness of the actual network structure. However, when multiple

flows exist on a single physical link (and indeed, when those flows sometimes double
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back on a given link), it is challenging to identify, for example, what flows are the cause
of a local network hotspot.

[0020] The devices in the network 100 can maintain certain information regarding
the network’s traffic. For example, the simple network management protocol (SNMP)
may be implemented in switches 106 and routers 108 to track, for example, forwarding
tables, performance counters for physical links, VLAN and VXLAN configurations,
etc. Additionally, edge devices may keep information such as VM locations (i.e., the
physical server 104 on which a given VM 102 resfdes), VLAN and VXLAN allocations
to clients, etc. It should be noted that this information is collected as a matter of standard
practice and that no additional instrumentation need be introduced to determine these
points.

[0021] Some of the information, however, may be unreliable. For example, in the
case of forwarding tables, the tables may suffer from the expiration of entries. As a
result, this information provides only partial visibility for a given source/destination
pair.

[0022] Referring now to FIG. 2, a system 200 for flow-level traffic analysis is shown.
Block 202 collects data within a network 100. As noted above, a significant amount of
data may be tracked as a matter of standard operation within the data center network
100, and this information may be made available in block 202. It should be noted that
this data collection may be performed with zero instrumentation or any other kind of
alteration to the existing data collection mechanisms within a data structure. While the
log format may vary from one virtualization platform to the next, the availability of the
data is generally present.

[0023] As noted above, some of the data from the forwarding tables may be

incomplete. Block 204 uses the available data to perform path regression to determine
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the end-to-end paths of VM pairwise flows. Domain knowledge may be employed to
help construct a coarse-grained path. For example, it may be known that the end-to-end
path includes intermediate hops such as host servers 104, VXLAN gateways, and
switches 106. The forwarding tables collected by block 202 are used to determine the
exact intermediate hops—e.g., which VXLAN in particular serves the communication,
followed by filling in the hops between known intermediate hops. After all hops in a
flow path are filled in, a complete end-to-end path for the given source and destination
pair is computed. Thus path regression block 204 generates a many-to-many mapping
from flows to physical links (e.g., switch ports, service ports, VM ports, etc.) that may
be represented in the form of a matrix.

[0024] To address the problem of forwarding table expiration, rules may be used to
infer forwarding behavior. One such rule notes that MAC addresses in a same VLAN
are likely to share a same path. In addition, forwarding possibilities are narrowed based
on network graph properties and the search space for forwarding is reduced based on
the network configuration. Another rule is that, if a particular MAC address fails to
appear in a large number of forwarding table snapshots, it implies that the flows
originating from that MAC address are negligible.

[0025]  In addition to the particular difficulty of accessing complete forwarding table
information, performance counters acquired by data collection block 202 may be
introduced with noise, time misalignments, conflicts, etc. These cause inaccuracies in
the flow traffic analysis but, as described below, feedback based on an error analysis is
generated to compensate for the inaccuracies.

[0026] For each physical link, which may include switch ports, server ports,
middlebox ports, etc., the total utilization of flows carried by the link can be expressed

as an equation to express the performance counter of that interface. It should be
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recognized that this representation is likely to include some inaccuracies if some
forwarding table information was unavailable. The flows can be represented as a matrix

as shown in Table 1 below:

Flow 1 Flow 2 Flow 3 Flow N
Link 1 0 0 0 0
Link 2 | 0 | 1
Link 3 0 1 0 i
Link M 0 1 1 |
Table 1

[0027] In this representation, each row may be considered an equation, with the
values in each column representing values for the variables of the equation. Looking at
the rows another way, each row identifies which flows are traveling on the respective
link. The columns, meanwhile, represent the links that a given flow traverses. However,
this system will be difficult to solve in this form, because the number of variables
dwarfs the number of equations. As such, block 206 performs filtering and clustering
to reduce the number of variables by eliminating flows that are unlikely to be active.
Exemplary filters that may be used include:

[0028] 1. Link counter based filters—if the traffic counter of a link is below a
threshold, all the virtual links traversing through the link can be expected to be inactive;
[0029] 2. Temporal domain-based filters—if the history of a flow follows certain
inactive patterns, the flow can be expected to be inactive in the short term; and

[0030] 3. Spatial domain-based filters—some flows’ activity may be dependent on
other flows and thus, if certain flows are known to be inactive, the other flows

depending on them will also be inactive.
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[0031] It should be recognized that these filters are included for the purpose of
description only and should not be construed as limiting. After filtering, the number of
flows being considered should approximately match the number of links in the data
center network 100 to make the system of equations solvable. If filtering does not
reduce the number of flows sufficiently, the remaining flows may be clustered to further
reduce their effective number. Clustering may be performed if, for example, two flows
have the same vertical vector in the flow matrix.

[0032] The solution of the system of equations can be expressed as P X F = L, where
P is the matrix as described above, F is a column vector of flow performance, and L is
a column vector of respective link counters collected from block 202 using, e.g., SNMP
data. The flow performance is unknown, but the inferred P matrix and the known L
vector permit the calculation of an inferred flow performance vector F’. One exemplary
measurement of flow performance may be the size of a flow in terms of a number of
bytes.

[0033] Block 208 can then provide data verification based on the inferred flow
performance vector F’. The P matrix and the F’ vector are used to calculate an expected
link counter vector I.>. The difference between the expected L.’ and the known L
reflects the quality of the data set. If the performance counters are significantly affected
by, e.g., noise or time alignment issues, the error vector L’ - L will be significant. A
classification of errors is possible as follows:

[0034] 1. Iferrors have locality behavior (i.e., if physical lengths close to one another
have high errors), there may be some data collection misconfiguration;

[0035] 2. Ifthe error is close to the averaged error, then the link does not significantly

affect data quality; and
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[0036] 3. If the error of a link shows some up-and-down behavior over time, it is
likely due to a time alignment issue.

[0037] Depending on the error type, data validation block 208 feeds information back
to data collection block 202 to improve future data collection.

[0038] After the matrix P and inferred flow performance vector F’ have been
calculated, block 210 uses this information to estimate flow utilization.

[0039] Referring now to FIG. 3, a method for flow-level traffic analysis is shown.
Block 302 collects data from network devices (e.g., servers 104, switches 106, and
routers 108) relating to link and flow performance. This info-rmation can be collected
using existing SNMP and software defined networking protocols without introducing
any new instrumentation in the network device. Block 304 performs path regression
based on the collected information to determine an end-to-end path through the network
100 for each flow. As discussed above, the information collected by block 302 may not
be sufficient to completely determine complete paths for every flow. As such, block
302 may perform inferences based on rules and other information to fill any gaps in the
flow paths.

[0040] Because the number of flows may be much greater than the number of
physical links in the network 100, block 306 may filter the flows based on criteria such
as those discussed above or any other appropriate rules determined by statistics or
domain knowledge. In particular, block 306 filters out flows that can be predicted to
have very little activity. If the filtering of block 306 is insufficient to reduce the number
of flows being considered to or below the number of physical links, block 308 performs
clustering to group flows together to further reduce the number of flow groups being

considered.
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[0041] Block 310 uses the measured link counters from block 302 and the end-to-
end flow paths from block 304 to generate an inferred flow performance vector F’ as
described above. The inferred flow performance vector F’ is then used with the flow
path matrix P to generate an expected link counter vector L’, which block 310 compares
to the measured link counter information to determine an error vector. Based on the
error vector, block 312 adjusts the flow path matrix P to account for the errors.

[0042] Block 314 estimates the flow utilization using the inferred flow performance
vector F’. This information reflects which flows use each physical link in the network
100 and their respective contributions to the traffic on those links. Based on the flow
utilization estimate, block 316 performs a network management function. For example,
in the case of high utilization on a particular link that causes a bottleneck, block 316
may trigger rerouting one or more flows from the overloaded physical link to another
path in the network 100. Other network management actions may include prioritizing
traffic from particular flows, restricting bandwidth available to particular flows,
changing the network topology, changing settings at servers 104, switches 106, or
routers 108, or any other network management action within the ability of those having
ordinary skill in the art.

[0043] Embodiments described herein may be entirely hardware, entirely software
or including both hardware and software elements. In a preferred embodiment, the
present invention is implemented in software, which includes but is not limited to
firmware, resident software, microcode, etc.

[0044] Embodiments may include a computer program product accessible from a
computer-usable or computer-readable medium providing program code for use by or
in connection with a computer or any instruction execution system. A computer-usable

or computer readable medium may include any apparatus that stores, communicates,
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propagates, or transports the program for use by or in connection with the instruction
execution system, apparatus, or device. The medium can be magnetic, optical,
electronic, electromagnetic, infrared, or semiconductor system (or apparatus or device)
or a propagation medium. The medium may include a computer-readable storage
medium such as a semiconductor or solid state memory, magnetic tape, a removable
computer diskette, a random access memory (RAM), a read-only memory (ROM), a
rigid magnetic disk and an optical disk, etc.

[0045] Each computer program may be tangibly stored in a machine-readable storage
media or device (e.g., program memory or magnetic disk) readable by a general or
special purpose programmable computer, for configuring and controlling operation of
a computer when the storage media or device is read by the computer to perform the
procedures described herein. The inventive system may also be considered to be
embodied in a computer-readable storage medium, configured with a computer
progfam, where the storage medium so configured causes a computer to operate in a
specific and predefined manner to perform the functions described herein.

[0046] A data processing system suitable for storing and/or executing program code
may include at least one processor coupled directly or indirectly to memory elements
through a system bus. The memory elements can include local memory employed
during actual execution of the program code, bulk storage, and cache memories which
provide temporary storage of at least some program code to reduce the number of times
code is retrieved from bulk storage during execution. Input/output or I/O devices
(including but not limited to keyboards, displays, pointing devices, etc.) may be coupled
to the system either directly or through intervening I/O controllers.

[0047] Network adapters may also be coupled to the system to enable the data

processing system to become coupled to other data processing systems or remote
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printers or storage devices through intervening private or public networks. Modems,
cable modem and Ethernet cards are just a few of the currently available types of
network adapters.

[0048] Referring now to FIG. 4, a network management system 400 is shown. The
system 400 includes a hardware processor 402 and a memory 404. The system 400 may
further include one or more physical network interfaces 405 that the system 400 uses
to communicate with other devices on a network 100. The system also includes one or
more functional modules. In one embodiment, the functional modules may be
implemented as software that is stored in memory 404 and is executed by processor
402. In an alternative embodiment, some or all of the functional modules may be
implemented as one or more discrete hardware components in the form of, e.g.,
application specific integrated chips or field programmable gate arrays.

[0049] A data collection module 406 accesses the other devices on the network 100
to acquire available information regarding the devices and physical links in the network
100. A path regression module 408 performs path regression using the collected data to
fill out end-to-end paths for each flow and data validation module 410 performs data
validation to make corrections to the path regression. Flow utilization estimation
module 412 determines how the various flows use the physical links in the network
100. If there are too many flows to perform the flow utilization estimation,
filtering/clustering module 409 filters out and clusters flows as needed to reduce that
number. Network managing module 414 uses the flow L'ltilization estimates to perform
network management operations within the network 100 to improve the performance
of the network.

[0050] Referring now to FIG. 5, an exemplary processing system 500 is shown

which may represent the network management system 400. The processing system
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500 includes at least one processor (CPU) 504 operatively coupled to other
components via a system bus 502. A cache 506, a Read Only Memory (ROM) 508, a
Random Access Memory (RAM) 510, an input/output (I/O) adapter 520, a sound
adapter 530, a network adapter 540, a user interface adapter 550, and a display
adapter 560, are operatively coupled to the system bus 502.

[0051] A first storage device 522 and a second storage device 524 are operatively
coupled to system bus 502 by the I/O adapter 520. The storage devices 522 and 524
can be any of a disk storage device (e.g., a magnetic or optical disk storage device), a
solid state magnetic device, and so forth. The storage devices 522 and 524 can be the
same type of storage device or different types of storage devices.

[0052] A speaker 532 is operatively coupled to system bus 502 by the sound
adapter 530. A transceiver 542 is operatively coupled to system bus 502 by network
adapter 540. A display device 562 is operatively coupled to system bus 502 by display
adapter 560.

[0053] A first user input device 552, a second user input device 554, and a third
user input device 556 are operatively coupled to system bus 502 by user interface
adapter 550. The user input devices 552, 554, and 556 can be any of a keyboard, a
mouse, a keypad, an image capture device, a motion sensing device, a microphone, a
device incorporating the functionality of at least two of the preceding devices, and so
forth. Of course, other types of input devices can also be used, while maintaining the
spirit of the present principles. The user input devices 552, 554, and 556 can be the
same type of user input device or different types of user input devices. The user input
devices 552, 554, and 556 are used to input and output information to and from

system 500.
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[0054] Of course, the processing system 500 may also include other elements (not
shown), as readily contemplated by one of skill in the art, as well as omit certain
elements. For example, various other input devices and/or output devices can be
included in processing system 500, depending upon the particular implementation of
the same, as readily understood by one of ordinary skill in the art. For example,
various types of wireless and/or wired input and/or output devices can be used.
Moreover, additional processors, controllers, memories, and so forth, in various
configurations can also be utilized as readily appreciated by one of ordinary skill in
the art. These and other variations of the processing system 500 are readily
contemplated by one of ordinary skill in the art given the teachings of the present
principles provided herein.

{00551 The foregoing is to be understood as being in every respect illustrative and
exemplary, but not restrictive, and the scope of the invention disclosed herein is not to
be determined from the Detailed Description, but rather from the claims as interpreted
according to the full breadth permitted by the patent laws. It is to be understood that
the embodiments shown and described herein are only illustrative of the principles of
the present invention and that those skilled in the art may implement various
modifications without departing from the scope and spirit of the invention. Those
skilled in the art could implement various other feature combinations without departing
from the scope and spirit of the invention. Having thus described aspects of the
invention, with the details and particularity required by the patent laws, what is claimed

and desired protected by Letters Patent is set forth in the appended claims.
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WHAT IS CLAIMED IS:

1. A method for network management, comprising:

performing path regression (304) to determine an end-to-end path across
physical links for each data flow in a network;

estimating per-flow utilization (314) of each physical link in the network
based on the determined end-to-end paths; and

performing a management action (316) in the network based on the estimated

per-flow utilization.

2. The method of claim 1, wherein performing path regression comprises
determining a portion of an end-to-end path based on forwarding table information
and determining a remainder of the end-to-end path based on one or more inference

rules.

3. The method of claim 1, further comprising:

calculating expected link counts based on the determined end-to-end paths;

comparing the expected link counts to measured link counts to generate an
error measurement; and

adjusting the determined end-to-end paths based on the error measurement.

4. The method of claim 3, wherein calculating the expected link counts
comprises:
representing the end-to-end paths as a path matrix;

representing the measured link counts as a measured link count vector;
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‘determining an inferred flow performance vector based on the path matrix and
the measured link count vector; and
determining an expected link count vector based on the path matrix and the

inferred flow performance vector.

5. The method of claim 1, further comprising reducing a number of flows

by filtering the flows according to one or more rules.

6. The method of claim 1, further comprising clustering the flows into

tlow groups.

7. The method of claim 1, wherein performing the network management
function comprises one or more of rerouting a flow, changing a topology of the

network, and changing a setting of a device on the network.

8. A method for network management, comprising:

performing path regression (304) to determine an end-to-end path across
physical links for each data flow in a network by determining a portion of an end-to-
end path based on forwarding table information and determining a remainder of the
end-to-end path based on one or more inference rules;

reducing a number of flows by filtering (306) the flows according to one or
more rules and clustering the filtered flows (308) into flow groups;

estimating per-flow utilization (314) of each physical link in the network

based on the determined end-to-end paths; and
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performing a management action (316) in the network based on the estimated

per-flow utilization.

9. The method of claim 8, further comprising:
calculating expected link counts based on the determined end-to-end
paths;
comparing the expected link counts to measured link counts to
generate an error measurement; and
adjusting the determined end-to-end paths based on the error

measurement.

10. The method of claim 9, wherein calculating the expected link counts
comprises:

representing the end-to-end paths as a path matrix;

representing the measured link counts as a measured link count vector;

determining an inferred flow performance vector based on the path matrix and
the measured link count vector; and

determining an expected link count vector based on the path matrix and the

inferred flow performance vector.

11. The method of claim 8, wherein performing the network management

function comprises one or more of rerouting a flow, changing a topology of the

network, and changing a setting of a device on the network.

12. A system for network management, comprising:
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a path regression module (408) comprising a processor configured to
determine an end-to-end path across physical links for each data flow in a network;

a flow utilization estimation module (412) configured to estimate per-flow
utilization of each physical link in the network based on the determined end-to-end
paths; and

a network management module (414) configured to perform a management

action in the network based on the estimated per-flow utilization.

13. The system of claim 12, wherein the path regression module is further
configured to determine a portion of an end-to-end path based on forwarding table
information and to determine a remainder of the end-to-end path based on one or

more inference rules.

14, The system of claim 12, further comprising a data validation module
configured to calculate expected link counts based on the determined end-to-end
paths, to compare the expected link counts to measured link counts to generate an
error measurement, and to adjust the determined end-to-end paths based on the error

measurement.

15. The system of claim 14, wherein the data validation module is further
configured to represent the end-to-end paths as a path matrix, to represent the
measured link counts as a measured link count vector, to determine an inferred flow
performance vector based on the path matrix and the measured link count vector, and
to determine an expected link count vector based on the path matrix and the inferred

flow performance vector.
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16. The system of claim 12, further comprising a filtering module
configured to reduce a number of flows by filtering the flows according to one or

more rules.

17. The system of claim 12, further comprising a clustering module

configured to cluster the flows into flow groups.

18. The system of claim 12, wherein the network management function

comprises one or more of rerouting a flow, changing a topology of the network, and

changing a setting of a device on the network.
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