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Title

Out-of-box services cascading

Field of the invention

The invention relates to the cascading of out-of-box

services.

Background of the invention

It is known that routers, commonly used for layer 3
routing, can offer the opportunity to intermediately route
packets to an out-of-box service, in order for the out-of-
box service to perform some higher layer or advanced
sexrvice like e.g. data compression, before routing the
packets to their intended destination. As illustrated in
figure 1, this type of out-of-box routing is provided in
two directions, from A to B and back from B to A. For each
direction, an opposite flow through out-of-box interfaces X
and Y is configured. In this way an inverse service can be
applied to each direction, such as compression in the
direction from A to B and decompression in the direction
from B to A.

From WO 2006/000629 it is known that packets can be
subjected to more then one out-of-box services on more than
one out-of-box servers by intermediately re-routing packets
through an observation point and a number of action points,
thereby passing an out-of-box interface more then one time.
Thus a number of intermediate re-routing actions are
performed, out and into the router, which number is equal

to the number of out-of-box services to be performed.

Problem definition

The prior art is not able to process packets in an

efficient manner, when the packets need to be subjected to

CONFIRMATION COPY
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more than one out-of-box services via more then one out-of-
box servers.

The system known from WO 2006/000629 is very resource
consuming in terms of processor load, memory usage and

interface load.

Aim of the invention

The aim of the invention is to discloses a more
efficient approach to intermediately re-route packets, when
the packets need to be subjected to more than one out-of-

box services via more then one out-of-box servers.

Summary of the invention

The invention provides a system in which a packet
router is connected to more then one out-of-box servers
through one or more out-of-box interfaces.

According to an aspect of the invention, the
communication between the out-of-box servers is based on
one or more VLANs.

According to another aspect of the invention each VLAN
is assigned a specific VLAN ID and a specific by-
directional packet flow through the out-of-box servers.

According to yet a further aspect of the invention,
packets are subjected to a specific number and order of
out-of-box services by sending the packets to a specific
VLAN ID via the out-of-box-interface.

According to another aspect of the invention, a single
intermediate re-routing action by the router results in
more then one out-of-box services performed on the packets
by more then one out-of-box servers. This is most
beneficial compared to the prior art and alternative
approach as disclosed in WO 2006/000629, because more than

one out-of-box services can be applied to intermediately
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routed packets, while resource consumption with respect to
out-of-box interfaces, observation points and action points

is largely decreased.

Brief description of the drawings

The invention will be explained in greater detail by
reference to exemplary embodiments shown in the drawings,
in which:

Fig. 1 shows a schematic view of a router supporting an
out-of-box service according to the prior art.

Fig. 2 shows a schematic view of a packet flow being
subjected to multiple out-of-box services according to WO
2006/000629.

Fig. 3 shows a schematic view of an exemplary

embodiment according to the invention.

Detailed description of the invention

For the purpose of teaching of the invention,
preferred embodiments of the method and system of the
invention are described in the sequel. It will be apparent
to the person skilled in the art that other alternative and
equivalent embodiments of the invention can be conceived
and reduced to practice without departing from the true
spirit of the invention, the scope of the invention being

only limited by the claims as finally granted.

The invention provides a system in which a packet
router is connected to more then one out-of-box servers
through one or more out-of-box interfaces. An exemplary
embodiment in figure 3 illustrates a Router, connected to
out-of-box server 1 through out-of-box interface X and to
out-of-box server 3 through out-of-box interface Y. The

communication between the out-of-box servers is based on



10

15

20

25

30

WO 2007/128405 4 PCT/EP2007/003587

one or more Virtual LANs (VLANs). In general, VLANs enable
a group of servers on different physical LAN segments to
communicate with each other as if they were all on the same
physical LAN segment, by broadcasting information at layer
2. Different broadcast domains (VLANs) can be configured to
define server groups and improve communication efficiency.
Each broadcast domain can be given a specific VLAN ID.
According to the invention, a number of VLANs with a
specific VLAN ID are configured. Each VLAN comprises a
number of specific out-of-box servers, performing one or
more specific out-of-box services on a packet flow. Each
out-of-box server comprises a forwarding table, which
specifies to which out-of box server or out-of-box
interface the packets are to be forwarded after performing
the one or more out-of-box services on the packet flow. In
the exemplary embodiment shown in figure 3, VLAN X e.g.
comprises out-of-box servers 1, 2 and 3, the out-of-box
services being performed by said out-of-box servers being
e.g. spam blocking, virus checking and data compression.
The packets processed by out-of-box server 1 are forwarded
to out-of-box server 2, as specified in the forwarding
table of out-of-box server 1. The packets processed by out-
of-box server 2 are forwarded to out-of-box server 3, as
specified in the forwarding table of out-of-box server 2.
The packets processed by out-of-box server 3 are forwarded
to out-of-box interface Y, as specified in the forwarding
table of out-of-box server 3. In this way a number of out-
of-box services on a number of out-of-box servers can be
performéd in a very efficient way. In contrast to the prior
art solution illustrated in figure 2, only one
observation/action point needs to be invoked according to
the present invention and in each direction (in and out of

the router) only one out-of-box interface is passed.
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It will be clear to a person skilled in the art that
the same applies to the inverse communication path from B
to A. In this case the packets are sent through out-of-box
interface Y to out-of-box server 3. Out-of-box server 3
performs the inverse operation of data compression, i.e.
data decompression and sends the processed packets to out-
of-box server 2, as specified in the forwarding table. Out-
of-box servers 2 and out-of-box server 1 perform the
inverse operations of virus checking and spam blocking
respectively and send the processed packets to the
destination specified in their respective forwarding
tables. This results in the packets from B being send back
to the router via out-of-box interface X and from the
router to A.

According to the invention, a number of VLANs can be
configured, each VLAN comprising a specific number of out-
of-box servers. Each out-of-box server receives packets
with a specific VLAN ID, performs its one or more out-of-
box services and sends the packets to the destination
specified in the forwarding tables of the specific VLAN. In
this way for each VLAN ID, a specific number and order of
out-of-box services can be invoked by the router, by
addressing the appropriate VLAN with its corresponding VLAN
ID. In terms of services, the invention will be most
beneficial to implement different bundles of value-added
services to different customer groups. A specific customer
group can be recognized by the router on e.g. basic IP
information, such as the 5-tupple in the IP packet header
(Destination address, Source address, Protocol, Destination
port, Source port). According to the invention the router
is able to send the packets of a recognized customer group

to the appropriate VLAN, thereby triggering the out-of-box
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services matching the services defined for a specific
customer group.

It will be clear to a person skilled in the art that
the apblication of the invention is most beneficial
compared to the prior art and alternative approach as
disclosed in WO 2006/000629, because more than one out-of-
box services can be applied to intermediately routed
packets by a single re-routing action in the router and
thus resource consumption with respect to out-of-box
interfaces, observation points and action points is largely
decreased.

Furthermore, it will be clear that routing can mean
routing at layer 3, but also switching at layer 2 or 4. A
packet can be a packet such as an IP packet, but also a
frame such as a Frame Relay frame or a cell such as an ATM

cell.
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Claims

1. System comprising a packet router with out-of-box
interfaces connected to more then one out-~of-box servers
performing out-of-box services on a packet flow,

characterized in that said packet flow comprises an

identifier that defines the order of out-of-box services.

2. System according to claim 1, in which the communication
between the out-of-box servers is based on one or more

VLANs and each VLAN is assigned a specific VLAN ID.

3. System according to claim 2 in which the identifier

defining the order of out-of-box servers is a VLAN ID.

4. Method comprising the intermediately re-routing of
packets by a router to out-of-box services on more than one

out~of-box servers via out-of-box interfaces, characterized

in that the order in which the out-of-box services are
performed is based on an identifier comprised in said

packets.

5. Method according to claim 4 comprising

- a communication method between the out-of-box servers,
said communication method being based on VLAN;

- one or more VLANs being used for the communication
between the out-of-box servers:;

- each VLAN being assigned a specific VLAN ID.

6. Method according to claim 5 comprising the subjection to
a specific order of out-of-box services by means of the
sending of the packets to a specific VLAN ID via the out-

of-box interface.
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