20167141884 A1 1IN 000 OO0 OO0 0

<

W

(43) International Publication Date
15 September 2016 (15.09.2016)

(12) INTERNATIONAL APPLICATION PUBLISHED UNDER THE PATENT COOPERATION TREATY (PCT)

(19) World Intellectual Property Ny
Organization é
International Bureau -,

=

\

WIPOIPCT

(10) International Publication Number

WO 2016/141884 A1l

(51

eay)

(22)

(25)
(26)
(30)

1

(72

31

International Patent Classification:
HO4L 29/06 (2006.01)

International Application Number:
PCT/CN2016/076085

International Filing Date:
10 March 2016 (10.03.2016)

English
English

Filing Language:
Publication Language:

Priority Data:
14/643,883 10 March 2015 (10.03.2015) Us
14/690,035 17 April 2015 (17.04.2015) Us

Applicant: HUAWEI TECHNOLOGIES CO., LTD.
[CN/CN]; Huawei Administration Building, Bantian,Long-
gang District, Shenzhen, Guangdong 518129 (CN).

Inventors: LI, Xu; 309 Lecanto Terrace, Nepean, Ontario
K2J 0M4 (CA). ZHANG, Hang; 24 Gardengate Way,
Nepean, Ontario K2G 5Z1 (CA).

Designated States (unless otherwise indicated, for every
kind of national protection available). AE, AG, AL, AM,
AO, AT, AU, AZ, BA, BB, BG, BH, BN, BR, BW, BY,
BZ, CA, CH, CL, CN, CO, CR, CU, CZ, DE, DK, DM,

(84)

DO, DZ, EC, EE, EG, ES, FI, GB, GD, GE, GH, GM, GT,
HN, HR, HU, ID, IL, IN, IR, IS, JP, KE, KG, KN, KP, KR,
KZ, LA, LC, LK, LR, LS, LU, LY, MA, MD, ME, MG,
MK, MN, MW, MX, MY, MZ, NA, NG, NI, NO, NZ, OM,
PA, PE, PG, PH, PL, PT, QA, RO, RS, RU, RW, SA, SC,
SD, SE, SG, SK, SL, SM, ST, SV, SY, TH, TJ, TM, TN,
TR, TT, TZ, UA, UG, US, UZ, VC, VN, ZA, ZM, ZW.

Designated States (uniess otherwise indicated, for every
kind of regional protection available): ARIPO (BW, GH,
GM, KE, LR, LS, MW, MZ, NA, RW, SD, SL, ST, SZ,
TZ, UG, ZM, ZW), Eurasian (AM, AZ, BY, KG, KZ, RU,
TJ, TM), European (AL, AT, BE, BG, CH, CY, CZ, DE,
DK, EE, ES, FI, FR, GB, GR, HR, HU, IE, IS, IT, LT, LU,
LV, MC, MK, MT, NL, NO, PL, PT, RO, RS, SE, SI, SK,
SM, TR), OAPI (BF, BJ, CF, CG, CI, CM, GA, GN, GQ,
GW, KM, ML, MR, NE, SN, TD, TG).

Declarations under Rule 4.17:

as to applicant'’s entitlement to apply for and be granted a
patent (Rule 4.17(i1))

Published:

with international search report (Art. 21(3))

(54) Title: SOFTWARE DEFINED NETWORK (SDN) CONTROL SIGNALING FOR TRAFFIC ENGINEERING TO ENABLE
MULTI-TYPE TRANSPORT IN DATA PLANE

600

Y

610 ~

RECEIVE A CONTROL
SIGNALING INSTRUCTION

v

620 \+ RECEIVE A TRAFFIC FLOW

630

SPLIT TRAFFIC FLOW OVER
TWO OR MORE EGRESS
PATHWAYS IN ACCORDANCE
WITH CONTROL
SIGNALING INSTRUCTION

FIG. 6

(57) Abstract: Aspects of this disclosure provide techniques for dynamically configuring flow splitting via software defined network
(SDN) signaling instructions. An SDN controller may instruct an ingress network node to split a traffic flow between two or more
egress paths, and instruct the ingress network node, and perhaps downstream network nodes, to transport portions of the traffic flow
in accordance with a forwarding protocol. In one example, the SDN controller instructs the network nodes to transport portions of
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SOFTWARE DEFINED NETWORK (SDN) CONTROL SIGNALING FOR TRAFFIC
ENGINEERING TO ENABLE MULTI-TYPE TRANSPORT IN DATA PLANE

CROSS-REFERENCE TO RELATED APPLICATIONS

[0001] The present application claims benefit for U.S. Non-provisional Application No.
14/643,883, filed on March 10, 2015, entitled “Traffic Engineering Feeder for Packet Switched
Networks” and U.S. Non-provisional Application No. 14/690,035, filed on April 17, 20135,
entitled “Software Defined Network (SDN) Control Signaling for Traffic Engineering to Enable
Multi-type Transport in a Data Plane”, which applications are hereby incorporated herein by
references.

TECHNICAL FIELD

[0002] The present invention relates generally to software defined networks, and in
particular embodiments, to techniques and mechanisms for software defined network (SDN)
control signaling for traffic engineering to enable multi-type transport in a data plane.
BACKGROUND

[0003] Different packet transport networks use different schemes to route traffic over the
data plane. For example, some packet transport networks use source routing protocols that allow
a sender of a packet to partially or completely specify the pathway over which the packet is
transported through the network. Other packet transport networks use non-source routing
protocols to switch packets on a link-by-link basis such that en-route nodes are responsible for
determining at least a portion of the pathway over which the packet is transported through the
network. Different routing schemes may offer different advantages and disadvantages for
different network scenarios. For example, source routing protocols may offer low complexity,

while non-source routing protocols may provide better overall network performance.
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SUMMARY OF THE INVENTION

[0004] Technical advantages are generally achieved, by embodiments of this disclosure
which describe software defined network (SDN) control signaling for traffic engineering to
enable multi-type transport in a data plane.

[0005] In accordance with an embodiment, a method for implementing flow splitting in
software defined networking (SDN) topologies is provided. In this example, the method includes
receiving a control signaling instruction from a controller. The control signaling instruction
comprises routing information indicating at least one egress next-hop or egress pathway and at
least one of a link-based flow transport protocol, a path-based flow transport protocol, and a
source-based flow transport protocol. The at least one egress next-hop or egress pathway
corresponds to one of the flow transport protocols. If the control signaling instruction indicates a
path-based or source-based flow transport protocol, then the control signaling instruction may
include at least one egress pathway associated with the path-based or source-based flow transport
protocol. If the control signaling instruction indicates a link-based flow transport protocol, then
the control signaling instruction may include at least one egress next-hop associated with the
link-based flow transport protocol. The method further includes receiving a traffic flow or a
traffic flow portion over an ingress link, and transmitting the traffic flow or the traffic flow
portion to next hop network nodes over the at least one egress next-hop or egress pathway. An
apparatus for performing this method is also provided.

[0006] In accordance with another embodiment, another method for implementing flow
splitting in software defined networking (SDN) topologies is provided. In this example, the
method comprises communicating a control signaling instruction to a network node of a packet
switched domain. The control signaling instruction comprises routing information indicating at
least one egress next-hop or egress pathway and at least one of a link-based flow transport
protocol, a path-based flow transport protocol, and a source-based flow transport protocol. The at
least one egress next-hop or egress pathway corresponds to one of the flow transport protocols.
The routing information prompts the network node to forward a traffic flow or traffic flow
portion over the at least one egress next-hop or egress pathway of the packet switched domain in
accordance with a forwarding protocol indicated by the control signaling instruction. An
apparatus for performing this method is also provided.

BRIEF DESCRIPTION OF THE DRAWINGS
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[0007] For a more complete understanding of the present disclosure, and the advantages
thereof, reference is now made to the following descriptions taken in conjunction with the
accompanying drawings, in which:

[0008] FIG. 1 illustrates a diagram of a network adapted to perform flow splitting;

[0009] FIGS. 2A-2C illustrate diagrams of an embodiment network adapted to dynamically
configure and utilize path-based or source-based flow splitting protocols;

[0010] FIGS. 3A-3D illustrate diagrams of an embodiment network adapted to dynamically
configure and utilize link-based flow splitting protocols;

[0011] FIG. 4 illustrates a diagram of another embodiment network adapted to utilize a link-
based flow splitting protocol in a packet switched domain;

[0012] FIG. 5 illustrates a diagram of an embodiment network adapted to utilize multiple
different flow splitting protocols simultaneously;

[0013] FIG. 6 illustrates a flowchart of an embodiment method for performing flow splitting
in accordance with a dynamically configured flow splitting protocol;

[0014] FIG. 7 illustrates a diagram of embodiment network architecture for configuring
different transport protocols nodes over different path-segments of an end-to-end path;

[0015] FIG. § illustrates a diagram of an embodiment computing platform; and

[0016] FIG. 9 illustrates a diagram of an embodiment communications device.

[0017] Corresponding numerals and symbols in the different figures generally refer to
corresponding parts unless otherwise indicated. The figures are drawn to clearly illustrate the

relevant aspects of the embodiments and are not necessarily drawn to scale.
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DETAILED DESCRIPTION OF ILLUSTRATIVE EMBODIMENTS

[0018] The making and using of embodiments of this disclosure are discussed in detail
below. It should be appreciated, however, that the concepts disclosed herein can be embodied in
a wide variety of specific contexts, and that the specific embodiments discussed herein are
merely illustrative and do not serve to limit the scope of the claims. Further, it should be
understood that various changes, substitutions and alterations can be made herein without
departing from the spirit and scope of this disclosure as defined by the appended claims.

[0019] In some situations, it is advantageous to split a traffic flow between multiple
pathways of a network domain such that different portions of the traffic flow are transported over
the respective pathways. For example, flow splitting may be beneficial for large volume traffic
flows, as well as for network domains having relatively low bandwidth links and/or paths. In
conventional networks, flow splitting is statically configured at the ingress network nodes. For
example, ingress network nodes may be configured to split traffic flows destined for a
downstream node (e.g., an egress node) over two or more pre-defined pathways. Statically
configuring flow-splitting protocols may be unable to adapt to changing conditions in next
generation packet transport networks, which may experience substantial fluctuations in traffic
loading, as well as periodic or occasional changes to their network topology, e.g., network nodes
are added/removed from the network, etc. Accordingly, flexible techniques for dynamically
configuring different flow splitting protocols in network domains are desired to fully leverage
the benefits of flow splitting in next generation packet transport networks.

[0020] Aspects of this disclosure provide techniques for dynamically configuring flow
splitting via software defined network (SDN) signaling instructions. More specifically, an SDN
controller instructs an ingress network node to split a traffic flow between two or more egress
paths, and instructs the ingress network node, and perhaps downstream network nodes, to
transport portions of the traffic flow in accordance with a forwarding protocol. The SDN
controller may select the forwarding protocol based on characteristics of the corresponding
network domain (e.g., loading level, etc.) and/or capabilities of the nodes. In one embodiment,
the SDN controller instructs the network nodes to transport portions of the traffic flow in
accordance with a link-based forwarding protocol. In such an embodiment, the controller
directly notifies the network nodes of next-hops along one or more egress pathways via control

signaling. This allows the network nodes to forward the packets along the paths without
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referencing local routing tables. In another embodiment, the SDN controller instructs the
network nodes to transport portions of the traffic flow in accordance with a path-based transport
protocol. In such an embodiment, the controller sends a control signaling instruction to the
ingress node to notify the ingress node of a path ID to append to the packets prior to forwarding
the packets over their respective pathway(s). The controller also sends signaling instructions to
nodes along the path to update their forward information base (FIB) tables to associate the path
ID with the appropriate next-hop along the path. In another embodiment, the SDN controller
instructs the network nodes to transport portions of the traffic flow in accordance with a source
based transport protocol. In such an embodiment, the controller sends a control signaling
instruction to the ingress node to notify the ingress node of a list of next-hop identifiers (e.g., a
multiprotocol label switching (MPLS) label) to append to the packets. Notably, the path
identifier used during path based transport may reduce the amount of data-plane overhead in the
traffic flow, while the list of next-hop identifiers used during the source based transport may
reduce the processing burden on downstream nodes, e.g., downstream nodes do not have to
maintain large FIB table associating path identifiers with next-hop address, etc. In some
embodiments, respective portions of a traffic flow communicated over different egress pathways
are at least partially redundant. In such embodiments, the SDN controller may specify a
maximum redundancy threshold that constrains the amount of redundancy between portions of
the traffic flow split over the two or more egress pathways. In other embodiments, the respective
portions may exhibit no redundancy, e.g., they may carry mutually exclusive subsets of packets.
These and other aspects are explained in greater detail below.

[0021] Splitting traffic flows over different pathways may allow for higher throughput rates
in network domains having relatively low bandwidth links/paths. FIG. 1 illustrates a network 100
adapted to split traffic flows over different pathways. As shown, a traffic flow 190 is received by
an ingress node 110 of a packet switched domain 101. The ingress node 110 splits different
portions of the respective traffic flow 190 over the respective pathways 170, 180 extending to an
egress node 150 of the packet switched domain 101. Upon reception, the egress node 150 re-
combines the split portions to re-construct the traffic flow 190, which is forwarded to an entity
located outside of the packet switched domain 101.

[0022] Different forwarding protocols can be used to forward portions of a traffic flow over

paths. In some embodiments, the forwarding protocols are dynamically configured via software
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defined network (SDN) signaling. Notably, source-based forwarding protocols can be configured
via SDN signaling. FIGS. 2A-2C illustrate an embodiment network 200 for dynamically
configuring a flow splitting in a packet switched domain 201. The packet switched domain 201
includes an ingress node 210, a plurality of intermediate nodes 212-246, and an egress node 250.
As shown in FIG. 2A, a controller 260 communicates a signaling instruction 261 to the ingress
node 210 that instructs the ingress node to split traffic over egress paths. The controller 260 may
be any type of control-plane entity, e.g., traffic engineering (TE) controller, software defined
networking (SDN) controller, etc. The signaling instruction 261 may have a variety of different
formats. For example, the signaling instruction 261 may include a forward information base (FIB)
signaling instruction. As shown in FIG. 2B, a traffic flow 290 is then received at the ingress node
210, at which time the ingress node 210 determines that that the traffic flow 290 should be split
based on the signaling instruction 261.

[0023] The ingress node 210 then forwards subsets of packets in the traffic flow 290 over
two or more egress pathways specified by the signaling instruction 261. In this example, the
signaling instruction 261 specifies a pathway 270 and a pathway 280 over which to forward
respective portions of the traffic flow 290. As shown by FIG. 2C, the pathway 270 extends
through the intermediate nodes 212, 214, 216 to the egress node 250, while the pathway 280
extends through the intermediate nodes 232, 234, 236 to the egress node 250. In some
embodiments, the subsets of packets forwarded over the respective pathways 270, 280 are
mutually exclusive such that there is zero-redundancy between portions of traffic communicated
over the respective pathways 270, 280. In other embodiments, the subsets of packets forwarded
over the respective pathways 270, 280 share at least some common packets such there is some
redundancy between portions of traffic communicated over the respective pathways 270, 280. In
such embodiments, the signaling instruction 261 may specify a maximum redundancy
threshold/parameter between the respective pathways 270, 280 in order to constrain the amount
(or ratio) of redundant packets communicated over the packet switched domain. A minimum
redundancy threshold/parameter may be specified by the signaling instruction 261 in addition to,
or instead of, the maximum redundancy threshold/parameter in some implementations.

[0024] In some embodiments, the signaling instruction 261 specifies a flow splitting rule.
For example, the flow splitting rule may specify a splitting ratio (in terms of mean rate (and rate

variance), mean packet count (and count variance), or time). As Another example, the flow
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splitting rule may specify a path (or next hop) use policy. Such a policy can be priority-based,
namely, one path (or next hop) has higher priority over another to be used unless its resource is
used up. A high-priority path may have less traffic variation statistically. A path use policy can
also be arbitrary, for example, to use multiple paths in a round-robin fashion, or to use them at
random choice.

[0025] The signaling instruction 261 may further instruct the ingress node 210 to forward
the corresponding portions of the traffic flow 290 over the respective pathways 270, 280 in
accordance with a source-based forwarding algorithm. The signaling instruction 261 may further
specify a list of next-hop addresses on the respective pathways. For example, the signaling
instruction 261 may specify a list of next-hop addresses that includes addresses of the
intermediate node 212, the intermediate node 214, the intermediate node 216, and the egress
node 250 for packets forwarded over the pathway 270. Likewise, the signaling instruction 261
may specify a list of next-hop addresses that includes addresses of the intermediate node 232, the
intermediate node 234, the intermediate node 236, and the egress node 250 for packets forwarded
over the pathway 280.

[0026] In some embodiment, the signaling indicates a combination of source-based forwarding
and path-based forward. More specifically, an egress pathway is segmented by a sequence of
intermediate destination nodes, and an egress pathway segment is identified by a path ID
corresponding to the pathway between two successive intermediate destination nodes. The
signaling instruction indicates the egress path segments by the list of respective path IDs. The
intermediate destination nodes follow the source routing procedure to route packets toward the
next intermediate destination node. The network nodes that belong to an egress path segment

apply path-based forwarding according to the respective path ID.

[0027] Link-based and path-based forwarding protocols may also be dynamically
configured via SDN signaling. FIGS. 3A-3C illustrate an embodiment network 300 for
dynamically configuring nodes to perform link-based or path-based forwarding protocols in a
packet switched domain 301. The packet switched domain 301 includes an ingress node 310, a
plurality of intermediate nodes 312-346, and an egress node 350. As shown in FIG. 3A, the
controller 360 sends a signaling instruction 361 to the ingress node 310, and a signaling
instruction 362 to at least some of the intermediate nodes 312-346. The signaling instruction 361

instructs the ingress node 310 to split a traffic flow over two paths, and to forward respective
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portions of the traffic flow in accordance with either a link-based and path-based forwarding
protocol.

[0028] In one example, the signaling instruction 361 instructs the ingress node 310 to
forward respective portions of the traffic flow in accordance with a path-based forwarding
protocol. In such an example, the signaling instruction 361 specifies a path identifier associated
with the respective pathway 370, 380 shown in FIG. 3C, and the signaling instructions 362
include FIB instructions to associate the corresponding path identifiers with next-hop addresses
along the corresponding pathway. More specifically, the signaling instruction 361 may
associated a first path identifier (Pip;) with the pathway 370, and a second path identifier (Pip;)
with the pathway 380. Likewise, the signaling instructions 362 may associate the first path
identifier (Pip;) with a corresponding next-hop address on the pathways 370, 380, and may be
used to update FIB tables in the intermediate nodes. For example, the signaling instructions 362
may: prompt the intermediate node 312 to update its FIB table to associate the first path
identifier (Pyp1) with the next-hop address of the intermediate node 324; prompt the intermediate
node 314 to update its FIB table to associate the first path identifier (Pip1) with the next-hop
address of the intermediate node 316; and prompt the intermediate node 316 to update its FIB
table to associate the first path identifier (Pip;) with the next-hop address of the egress node 350.
Likewise, the signaling instructions 362 may: prompt the intermediate node 332 to update its FIB
table to associate the second path identifier (Prp,) with the next-hop address of the intermediate
node 334; prompt the intermediate node 334 to update its FIB table to associate the second path
identifier (Pipy) with the next-hop address of the intermediate node 346; and prompt the
intermediate node 346 to update its FIB table to associate the second path identifier (Pip2) with
the next-hop address of the egress node 350. Thereafter, portions of the traffic flow 390 can be
forwarded along their respective pathways 370, 380 in accordance with the path-based
forwarding protocol. This may allow the respective en-route nodes to forward the packets based
on the corresponding path identifier, thereby reducing overhead when compared to source-based
forwarding. Upon receiving the respective portions of the traffic flow 390 over the pathways 370,
380, the egress node 350 may reconstruct the traffic flow 390, and then forward the
reconstructed traffic flow 390 to a destination (or next-hop) outside of the packet switched

domain 301.
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[0029] In another example, the signaling instruction 361 instructs the ingress node 310 to
forward respective portions of the traffic flow in accordance with a link-based forwarding
protocol. In such an example, the signaling instruction 361 directly instructs the ingress node to
forward a first portion of the traffic flow 390 over the link 371, and a second portion of the
traffic flow 390 over the link 381. Likewise, the signaling instructions 362 directly instruct the
intermediate nodes 312, 324, and 316 to forward the first portion of the traffic flow 390 over the
links 372, 373, and 374 (respectively) of the pathway 370. Similarly, the signaling instructions
362 directly instruct the intermediate nodes 332, 334, and 346 to forward the second portion of
the traffic flow 390 over the links 382, 383, and 384 (respectively) of the pathway 380.

[0030] In some embodiments, downstream nodes to further split portions of a traffic flow
over different intermediate pathways. FIG. 4 illustrates an embodiment network 400 for splitting
a traffic in a packet switched domain 401. In this example, a traffic flow 490 is split in-between
the pathways 470, 480 at the ingress node 410. Subsequently, the portion of the traffic flow
forwarded over the pathway 480 is further split in-between the pathways 485, 486 at the
intermediate node 434.

[0031] In some embodiments, different routing/splitting protocols are used over different
pathways. FIG. 5 illustrates an embodiment network 500 for forwarding different portions of a
traffic flow over different pathways in accordance with different routing protocols. In this
example, the ingress node 510 splits a traffic flow 590 over three pathways 560, 570, 580 of a
packet switched domain 501. The portion of the traffic flow 590 is forwarded over the pathway
560 in accordance with a path-based routing protocol, the portion of the traffic flow 590 is
forwarded over the pathway 570 in accordance with a source-based routing protocol, and the
portion of the traffic flow 590 is forwarded over the pathway 580 in accordance with a link-
based routing protocol. Notably, the portion of the traffic flow 590 forwarded over the pathway
580 is further split over the pathways 585, 586 at the intermediate node 534.

[0032] Aspects of this disclosure provide methods for splitting traffic flows in accordance
with flow splitting protocols configured by SDN signaling. FIG. 6 illustrates a method 600 for
splitting traffic flows in accordance with SDN signaling, as might be performed by a network
node. As shown, the method 600 begins with step 610, where the network node receives a
control signaling instruction instructing the network node to split a traffic flow. The control

signaling instruction may further instruct the network node to forward portions of the traffic flow
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over different paths using one or more forwarding protocols. For example, the FIB control
signaling instruction may indicate one, or a combination, of a source-based forwarding protocol,
a path-based forwarding protocol, and a link-based forwarding protocol. Next, the method 600
proceeds to step 620, where the network node receives a traffic flow. Thereafter, the method 600
proceeds to step 630, where the network node splits the traffic flow over two or more egress
pathways in accordance with the control signaling instruction.

[0033] One type of source-based transport protocol is the multi-protocol-label-switching
(MPLS) protocol. One type of path-based transport protocol comprises the open-shortest-path-
first (OSPF) protocol. One type of link-based transport protocol is the greedy-face-greedy (GFG)
protocol. The GFG protocol is discussed in the Journal Article “Routing with Guaranteed
Delivery in Ad Hoc Wireless Networks” Wireless Networks, vol. 7, no.6, pp. 609-616 (2001),
which is incorporated by reference herein as if reproduced in its entirety. These are only a few
examples of link-based, source-based, and path-based transport protocols.

[0034] Aspects of this disclosure provide FIB mechanisms for source-based transport
protocols. In one example, an FIB entry specifies <flow ID, complete route, [flow splitting
info,] ...>. In another example, one FIB entry specifies <flow 1D, path 1D, [flow splitting

info,] ...>, and then another FIB entry separately specifies <path ID, complete path info, ...>.
FIB tables may be maintained at ingress nodes (e.g., source nodes), and updated by SDN
controllers. An entry may be updated whenever a corresponding TE decision changes. Entries of
terminated/inactive flows may be deleted.

[0035] A flow ID may be expressed as one of, or a combination of some of the following
information: virtual network 1D (or network slice 1D), service ID (or network slice instance 1D),
logical link ID, and local flow ID (or session ID). Virtual network ID is the identifier of a virtual
network (or a network slice) offered by the network operator, which comprises network
functions and resources. Service ID is the identifier of a network service (or a network slice
instance) that is carried over the virtual network. Logical link ID is the identifier of a logical link
in the virtual network, which a virtual connection between two network nodes. Local flow ID is

the identifier of a traffic flow (or a session) of the service.

[0036] In some embodiment, a traffic flow may have multiple source nodes. In other words, the

traffic originated from different nodes may be assigned the same flow ID. This is the case, for

10
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example, where traffic is provisioned on a per logical link basis, a per service basis, or per virtual

network basis rather on a per individual flow basis.

[0037] In some embodiment, a traffic flow may be associated with multiple alternative
destinations. A packet of the flow is considered delivered as long as it reaches any one of these

alternative destinations.

[0038] Aspects of this disclosure provide FIB mechanisms for path-based transport. In an
embodiment, an FIB entry specifies <path ID, next hop (link ID), [destination ID,] ...>. FIB
tables for path-based transport may be maintained at individual nodes and populated upfront for
potential destinations.

[0039] Aspects of this disclosure provide FIB mechanisms for link-based transportt. . In an
embodiment, an FIB entry specifies <link ID, flow 1D, [flow splitting info,] [destination ID,] ...>.
FIB tables for link-based transport may be maintained at individual nodes and updated by the
SDN controller. An entry may be updated whenever the corresponding TE decisions change.
Entries of terminated/inactive flows may be deleted. Multi-type FIBs may co-exist separately or
be unified into a single FIB.

[0040] Aspects of this disclosure provide TE control signaling for supporting multi-type
transport protocols. In an embodiment, an SDN controller updates FIB at network nodes via
update signaling. An FIB update signal may carry traffic engineering (TE) decision items
associated with a transport type field as follows: <(TYPE, decision item 1); (TYPE, decision
item 2); ...>, where the TYPE indicates what transport mechanism the decision is associated
with, and where a TE decision item includes information for updating existing entries or adding
new entries in an FIB table. TE decision content may be different for different TYPE values. FIB
update signals may be sent to traffic sources, route segment starting points (local sources), and/or
individual en-route nodes.

[0041] Aspects of this disclosure provide routing header structures for supporting various
transport mechanisms. An embodiment routing header may have the following structure: <flow
ID, TYPE ,[routing information] , ...>. The TYPE field may indicate which transport mechanism
is being used, e.g., source-based, path-based, link-based, etc. The routing information field

content may include a format and/or content that is associated with the TYPE value. For source-
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based transport, the routing information field may include a complete route, e.g., MPLS label
stack, etc. For path-/link based transport, the routing information field may either include a
destination/path 1D or otherwise be empty. A packet’s routing header may be updated along the
routing path as different transport mechanisms are alternated. En-route nodes may check their
FIB tables to find out which transport mechanism to use, and update the TYPE field and the
routing information field accordingly. The flow ID field may generally remain unchanged.
[0042] Aspects of this disclosure allow different transport mechanisms to be configured for
different segments of an end-to-end path. FIG. 7 illustrates an embodiment network architecture
for configuring different nodes on an end-to-end path to use different transport protocols through
SDN signaling. In this example, the SDN controller may dynamically configure TE policies by
sending control signals to en-route nodes. The control signals may instruct the en-route nodes to
update their FIB tables prior to receiving the traffic flow.

[0043] In some embodiment, the signaling indicates a network node to changes the flow ID field
in the packet header before forwarding the packet to allow the packet to subsequently receive
different treatment (e.g. forwarding method, prioritization, QoS handling) that is defined based

on flow ID in different segments of the egress path way.

[0044] When the flow ID field is not constant, a mapping between the original flow ID and the
new flow ID may be maintained either by the SDN controller or in place inside the packet header.
In the former case, the network node that changes the flow ID field notifies the SDN controller;
the SDN controller in turn notifies the destination(s) so that the later may recover the original
flow 1D of the received traffic. In the latter case, a separate field may be used to store the original
flow 1D, and the destination node(s) may simply identify the original flow that the packet

belongs to by checking that field.

[0045] FIG. § illustrates a block diagram of a processing system that may be used for
implementing the devices and methods disclosed herein. Specific devices may utilize all of the
components shown, or only a subset of the components, and levels of integration may vary from
device to device. Furthermore, a device may contain multiple instances of a component, such as
multiple processing units, processors, memories, transmitters, receivers, etc. The processing
system may comprise a processing unit equipped with one or more input/output devices, such as

a speaker, microphone, mouse, touchscreen, keypad, keyboard, printer, display, and the like. The
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processing unit may include a central processing unit (CPU), memory, a mass storage device, a
video adapter, and an I/O interface connected to a bus.

[0046] The bus may be one or more of any type of several bus architectures including a
memory bus or memory controller, a peripheral bus, video bus, or the like. The CPU may
comprise any type of electronic data processor. The memory may comprise any type of system
memory such as static random access memory (SRAM), dynamic random access memory
(DRAM), synchronous DRAM (SDRAM), read-only memory (ROM), a combination thereof, or
the like. In an embodiment, the memory may include ROM for use at boot-up, and DRAM for
program and data storage for use while executing programs.

[0047] The mass storage device may comprise any type of storage device configured to
store data, programs, and other information and to make the data, programs, and other
information accessible via the bus. The mass storage device may comprise, for example, one or
more of a solid state drive, hard disk drive, a magnetic disk drive, an optical disk drive, or the
like.

[0048] The video adapter and the 1/0 interface provide interfaces to couple external input
and output devices to the processing unit. As illustrated, examples of input and output devices
include the display coupled to the video adapter and the mouse/keyboard/printer coupled to the
I/0O interface. Other devices may be coupled to the processing unit, and additional or fewer
interface cards may be utilized. For example, a serial interface such as Universal Serial Bus
(USB) (not shown) may be used to provide an interface for a printer.

[0049] The processing unit also includes one or more network interfaces, which may
comprise wired links, such as an Ethernet cable or the like, and/or wireless links to access nodes
or different networks. The network interface allows the processing unit to communicate with
remote units via the networks. For example, the network interface may provide wireless
communication via one or more transmitters/transmit antennas and one or more receivers/receive
antennas. In an embodiment, the processing unit is coupled to a local-area network or a wide-
area network for data processing and communications with remote devices, such as other
processing units, the Internet, remote storage facilities, or the like.

[0050] FIG. 9 illustrates a block diagram of an embodiment of a communications device
900, which may be equivalent to one or more devices (e.g., network node, controller, etc.)

discussed above. The communications device 900 may include a processor 904, a memory 906,
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and a plurality of interfaces 910, a supplemental interface 912, and a backhaul interface 914,
which may (or may not) be arranged as shown in FIG. 9. The processor 904 may be any
component capable of performing computations and/or other processing related tasks, and the
memory 906 may be any component capable of storing programming and/or instructions for the
processor 904. The interfaces 910, 912, 914 may be any component or collection of components
that allows the communications device 900 to communicate with other devices.

[0051] Although the description has been described in detail, it should be understood that
various changes, substitutions and alterations can be made without departing from the spirit and
scope of this disclosure as defined by the appended claims. Moreover, the scope of the disclosure
is not intended to be limited to the particular embodiments described herein, as one of ordinary
skill in the art will readily appreciate from this disclosure that processes, machines, manufacture,
compositions of matter, means, methods, or steps, presently existing or later to be developed,
may perform substantially the same function or achieve substantially the same result as the
corresponding embodiments described herein. Accordingly, the appended claims are intended to
include within their scope such processes, machines, manufacture, compositions of matter,

means, methods, or steps.
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What is Claimed:
L. A method comprising:

receiving, by a network node in a packet switched domain, a control signaling instruction
from a controller, wherein the control signaling instruction comprises routing information, the
routing information indicating at least one egress next-hop or egress pathway and at least one of
a link-based flow transport protocol, a path-based flow transport protocol, and a source-based
flow transport protocol, and wherein the at least one egress next-hop or egress pathway
corresponds to one of the flow transport protocols;

receiving, by the network node, a traffic flow or a traffic flow portion over an ingress
link; and

transmitting, by the network node, the traffic flow or the traffic flow portion to next hop
network nodes over the at least one egress next-hop or egress pathway.
2. The method of claim 1, wherein routing information further comprise a protocol type
field, and the protocol type field indicates at least one protocol type of a link-based flow
ransport protocol, a path-based flow transport protocol, and a source-based flow transport
protocol.
3. The method of claim 1, wherein the control signaling instruction indicates the path-based
transport protocol or the source-based transport protocol, and wherein transmitting the traffic
flow or the traffic flow portion to next hop network nodes over the at least one egress next-hop
or egress pathway comprises:

appending path information to packets in the respective portions of the traffic flow prior
to forwarding respective portions of the traffic flow over the at least one egress next-hop or
egress pathway.
4. The method of claim 3, wherein the path information includes a path identifier when the
control signaling instruction indicates the path-based transport protocol, and

wherein the path information includes a list of next-hop identifiers when the control
signaling instruction indicates the source-based transport protocol, the list of next-hop identifiers
defining next-hop network nodes along the corresponding egress pathway.
3. The method of claim 4, wherein the list of next-hop identifiers is excluded from packets
in the respective portions of the traffic flow when the control signaling instruction indicates the

path-based transport protocol.

15



WO 2016/141884 PCT/CN2016/076085

6. The method of claim 1, wherein before the transmitting step, the method further
comprises:

splitting, by the by the network node, the traffic flow or the traffic flow portion into at
least two sub traffic flows based on a splitting rule carried in the control signaling instruction.
7. The method of claim 6, wherein splitting the traffic flow or the traffic flow portion into at
least two sub traffic flows based on the splitting rule carried in the control signaling instruction
comprises:

communicating a first portion of the traffic flow over a first egress pathway; and

communicating a second portion of the traffic flow over a second egress pathway.
8. The method of claim 6, wherein a first subset of packets in the first portion of the traffic
flow are excluded from the second portion of the traffic flow.
9. The method of claim 8, wherein a second subset of packets in the first portion of the
traffic flow are included in the second portion of the traffic flow such that the second portion of
the traffic flow is partially redundant with the first portion of the traffic flow.
10. The method of claim 9, wherein the flow splitting information specifies a maximum
redundancy threshold between the first portion of the traffic flow and the second portion of the
traffic flow, the maximum redundancy threshold constraining the amount of redundancy between

portions of the traffic flow split over the two or more egress pathways.

I1. The method of claim 6, wherein the second egress pathway diverges from the first egress
pathway.
12. A network node in a packet switched domain, the network node comprising:

a processor; and

a computer readable storage medium storing programming for execution by the processor,
the programming including instructions to:

receive a control signaling instruction from a controller, wherein the control

signaling instruction comprises routing information, the routing information indicating at

least one egress next-hop or egress pathway and at least one of a link-based flow

transport protocol, a path-based flow transport protocol, and a source-based flow

transport protocol, and wherein the at least one egress next-hop or egress pathway

corresponds to one of the flow transport protocols;

receive a traffic flow or a traffic flow portion over an ingress link; and
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transmit the traffic flow or the traffic flow portion to next hop network nodes over
the at least one egress next-hop or egress pathway.
13. A method for implementing flow splitting in software defined networking (SDN)

topologies, the method comprising:

communicating, by a controller, a control signaling instruction to a network node of a
packet switched domain, wherein the control signaling instruction comprises routing information,
the routing information indicating at least one egress next-hop or egress pathway and at least one
of a link-based flow transport protocol, a path-based flow transport protocol, and a source-based
flow transport protocol, and wherein the at least one egress next-hop or egress pathway
corresponds to one of the flow transport protocols, and

wherein the routing information prompts the network node to forward a traffic flow or
traffic flow portion over the at least one egress next-hop or egress pathway of the packet
switched domain in accordance with a forwarding protocol indicated by the control signaling
instruction.
14. The method of claim 13, wherein the control signaling instruction includes a splitting rule
instructing the network node split the traffic flow or the traffic flow portion into at least two sub
traffic flows.
15. The method of claim 14, wherein there is at least some redundancy between the at least
two sub traffic flows.
16. The method of claim 14, wherein the control signaling instruction indicates the path-
based transport protocol or the source-based transport protocol, and wherein splitting the traffic
flow over two or more egress pathways comprises:

appending path information to packets in the respective portions of the traffic flow prior
to forwarding respective portions of the traffic flow over the two or more egress pathways.
17. The method of claim 16, wherein the path information includes a path identifier when the
control signaling instruction indicates the path-based transport protocol, and

wherein the path information includes a list of next-hop identifiers when the control
signaling instruction indicates the source-based transport protocol, the list of next-hop identifiers
defining next-hop network nodes along the corresponding egress pathway.
18. The method of claim 13, wherein the control signaling instruction indicates the link-

based transport protocol, and wherein the method further comprises:
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sending, by the network node, additional control signaling instructions to downstream
nodes, wherein the additional control signaling instructions directly instruct the downstream
nodes to forward portions of the traffic flow over next-hops along one or more pathways.
19. A controller comprising:

a processor; and

a computer readable storage medium storing programming for execution by the processor,
the programming including instructions to:

communicate a control signaling instruction to a network node of a packet switched
domain, wherein the control signaling instruction comprises routing information, the routing
information indicating at least one egress next-hop or egress pathway and at least one of a link-
based flow transport protocol, a path-based flow transport protocol, and a source-based flow
transport protocol, and wherein the at least one egress next-hop or egress pathway corresponds to
one of the flow transport protocols, and

wherein the routing information prompts the network node to forward a traffic flow or
traffic flow portion over the at least one egress next-hop or egress pathway of the packet
switched domain in accordance with a forwarding protocol indicated by the control signaling

instruction.
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