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MOBILE TRANSACTION DEVICE SECURITY
SYSTEM

CROSS-REFERENCE TO RELATED
APPLICATIONS

[0001] This application is a continuation application of and
claims priority to copending U.S. patent application Ser. No.
13/017,823 filed on Jan. 31, 2011 entitled “Mobile Transac-
tion Device Security System” in the name of DAVID M.
GRIGG, etal., which is incorporated by reference hereininits
entirety.

BACKGROUND

[0002] Peopledesire convenience and speed when conduct-
ing financial transactions but are also concerned about the
security of the transactions. Many people conduct transac-
tions at a variety of merchants, such as coffee shops and
grocery stores, and would like both convenience and control
over their transaction security. Currently, people use debit
cards, credit cards, checks, or cash when paying for goods and
services. These current forms of payment can be inconvenient
to use and lack effective customizable security measures.
[0003] When using a debit card or credit card to conduct a
financial transaction, the user is often required to enter a
personal identification number (PIN) into a point-of-sale
(POS) terminal, provide a signature, and/or show a separate
form of picture identification (ID). Checks also require sepa-
rate identification and must be written out, taking up valuable
time. Paying for transactions with cash requires that the per-
son carry the cash with them, wait while change is counted
out, and risk losing the cash.

[0004] There are also efforts to create a “mobile wallet”
system where people use their mobile phones or similar
mobile devices to engage in financial transactions. In such
systems, a person’s mobile phone communicates payment
information to the POS terminal and the POS terminal then
uses this payment information to approve the transaction.
These mobile wallet systems also often require the user to
take one or more steps to authenticate the user’s identity, such
as the steps of having to enter a PIN, show a picture ID,
provide a signature, etc.

[0005] All of these inconveniences can add up to wasted
time, effort, and worry for people as they conduct transac-
tions. Furthermore, while some people may think that the
security procedures required to use a certain payment device
are too onerous and inconvenient, other people may think that
the required security procedures are not tough enough for the
user to overcome.

[0006] Thus, there is a need for improved systems and
methods for managing mobile transaction device security ina
way that is both convenient and effective for the interested
parties.

BRIEF SUMMARY

[0007] Embodiments of the present invention address the
above needs and/or achieve other advantages by providing an
apparatus (e.g., a system, computer program product, and/or
other device) and method allowing a user to customize pay-
ment procedures and authentication protocols for a mobile
payment device, such as a mobile wallet. In some embodi-
ments of the invention the user can provide instructions that
control the authentication procedures based on details of a
transaction or of the user.
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[0008] For example, some embodiments of the present
invention provide a security management module for manag-
ing the security protocols of an electronic wallet in accor-
dance with the preferences of the user of the electronic wallet.
As used herein, an “electronic wallet,” also referred to herein
as a “mobile wallet,” refers to an electronic mobile device
(e.g., a cell phone, personal data assistant, mp3 player, hand-
held computer, etc.) that is configured to be used as a payment
device (such as a credit or debit card). The electronic wallet
stores payment information in its memory that can be used to
identify one or more financial accounts. The electronic wallet
is further equipped with a wireless communication interface
configured to communicate payment information to a pay-
ment terminal.

[0009] For example, some embodiments of the invention
provide a mobile transaction device security system that
defines a security protocol for performing a transaction using
the mobile payment device, such as a cell phone. The security
protocol includes a permission module, which determines
whether the user does not need to authenticate his identity to
perform the transaction, and an authentication module, which
authenticates the identity of the user. If user does not need to
authenticate his identity or if the user successfully identifies
himself, the financial transaction security system allows the
transaction. In some embodiments, allowing the transaction
includes transmitting financial account information to a
point-of-sale device. The financial account information can
be data associated with a checking account, a credit account,
a money market account, a rewards account, a prepaid
account, or any other type of account used to pay for goods or
services.

[0010] In some embodiments, the user provides instruc-
tions relating to when the user does not need to authenticate
his identity to perform a transaction. In some embodiments,
the instructions relate to details of the transaction, including
the amount of the transaction, the time of the transaction, the
identity of the merchant, the category of the expense, and the
location of the transaction. For example, the user may not
require authentication for transactions of less than five dol-
lars. In some embodiments, the instructions relate to the
financial account of the user, such as the balance in the finan-
cial account or previous purchases by the user from the
account. For example, the user may not require authentication
when the balance on the account is greater than two hundred
dollars. In further embodiments, the instructions relate to
both the transaction and the user. For example, the user can
provide instructions in the permission module to not require
authentication if the user has made a purchase at the merchant
in the previous thirty days. In some embodiments, transac-
tions at specific merchants selected by the user do not require
authentication. In other embodiments, merchants are catego-
rized and the user selects categories that do not require
authentication. For example, merchants can be categorized as
grocery stores, gas stations, coffee shops, restaurants, or user-
defined categories. In this example, the user may not require
authentication for transactions at gas stations. In some
embodiments, merchants are categorized into more than one
category. In an embodiment, the user selects default instruc-
tions provided by a bank. In a further embodiment, the
instructions are customized by the user.

[0011] In another embodiment, the user provides security
features to the financial transaction security system, which
are then available to the mobile device. For example, the user
may establish a user name and password or provide a voice



US 2012/0221475 Al

recording. In some embodiments, the user provides input to
authenticate his identity in order to allow the transaction. In
various embodiments, the input is in the form of a user name
and/or password, a voice sample, a facial scan, a fingerprint
scan, an iris scan, a response to a challenge question, or any
other form of input capable of validating the user’s identity.
The authentication module compares the input with the secu-
rity feature to authenticate the identity of the user. In some
embodiments, the user’s financial account information is
transmitted to the point-of-sale device at the merchant if the
user successfully authenticates his identity.

[0012] Inanembodiment, the user can manage the financial
transaction security system from an application on the mobile
device, through software on a personal computer, or via a
webpage. In some embodiments, managing the financial
transaction security system allows the user to view account
settings and recent transactions. Further embodiments, the
user is able to edit, update, and/or add additional users and
accounts to the financial transaction security system. In still
further embodiments, the user is able to provide instructions
for allowing a transaction without requiring authentication of
the user’s identity. In some embodiments, the user provides
security features and is able to add, edit, or update saved
security features. The financial transaction security system
provides numerous opportunities for the user to customize
security protocols relating to financial transactions conducted
through mobile devices.

[0013] In some embodiments, as explained herein the
mobile device is a mobile wallet, such as but not limited to a
smartphone or PDA that allows a user to enter into transac-
tions using the smartphone or PDA. The mobile device allows
the user to make a purchase at a store or over the internet by
transmitting through a wired or wireless connection between
the mobile device and the systems used to make the transac-
tion. However, it is to be understood that the mobile device
can be another type of mobile device, which can be scanned,
transmit a wireless signal, be entered manually into a system,
etc. in order to make payments using the mobile payment
device, as will be described in further detail later.

[0014] One embodiment of the invention is an application
on a smartphone that stores the user’s security protocol, deter-
mines that the user is conducting a transaction at a point-of-
sale device, and compares the transaction with the instruc-
tions provided by the user. If, based on the instructions, the
transaction can occur without authentication of the user’s
identity then the user’s financial account information is trans-
mitted to the point-of-sale device. If, however, authentication
of'the user’s identity is required based on the instructions then
the user provides input, such as providing a voice sample, and
the application compares the input to saved security features.
If the application authenticates the user’s identity based on
the comparison, the user’s financial account information is
transmitted to the point-of-sale device.

[0015] The features, functions, and advantages that have
been discussed may be achieved independently in various
embodiments of the present invention or may be combined in
yet other embodiments, further details of which can be seen
with reference to the following description and drawings.

BRIEF DESCRIPTION OF THE SEVERAL
VIEWS OF THE DRAWINGS

[0016] Having thus described embodiments of the inven-
tion in general terms, reference will now be made to the
accompanying drawings, wherein:
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[0017] FIG. 1 provides ahigh level process flow illustrating
a financial transaction security system, in accordance with
one embodiment of the present invention;

[0018] FIG. 2 provides a flow chart of a financial transac-
tion security system wherein the system determines if authen-
tication is not necessary, in accordance with one embodiment
of the present invention;

[0019] FIG. 3 provides a flow chart of a financial transac-
tion security system wherein the user authenticates the user’s
identity, in accordance with one embodiment of the present
invention;

[0020] FIG. 4 provides a block schematic of a financial
transaction security system, in accordance with one embodi-
ment of the present invention;

[0021] FIG. 5provides an interface for setting up a financial
transaction security system, in accordance with one embodi-
ment of the present invention;

[0022] FIG. 6 provides an interface for viewing and editing
user information in a financial transaction security system, in
accordance with one embodiment of the present invention;
[0023] FIG. 7 provides an interface for viewing and editing
financial account information in a financial transaction secu-
rity system, in accordance with one embodiment of the
present invention;

[0024] FIG. 8 provides an interface for viewing and editing
instructions for allowing a transaction without requiring
authentication, in accordance with one embodiment of the
present invention; and

[0025] FIG. 9 provides an interface for viewing and editing
security features capable of authenticating a user’s identity in
a financial transaction security system, in accordance with
one embodiment of the present invention.

DETAILED DESCRIPTION OF EMBODIMENTS
OF THE INVENTION

[0026] Embodiments of the present invention now will be
described more fully hereinafter with reference to the accom-
panying drawings, in which some, but not all, embodiments
of the invention are shown. Indeed, the invention may be
embodied in many different forms and should not be con-
strued as limited to the embodiments set forth herein; rather,
these embodiments are provided so that this disclosure will
satisfy applicable legal requirements. Like numbers refer to
like elements throughout.

[0027] It should be understood that terms like “bank,”
“financial institution,” and ““institution” are used herein in
their broadest sense. Institutions, organizations, or even indi-
viduals that process financial transactions are widely varied in
their organization and structure. Terms like “financial insti-
tution” are intended to encompass all such possibilities,
including but not limited to banks, finance companies, stock
brokerages, credit unions, savings and loans, mortgage com-
panies, insurance companies, and/or the like. Additionally,
disclosed embodiments may suggest or illustrate the use of
agencies or contractors external to the financial institution to
perform some of the calculations, data delivery services, and/
or authentication services. These illustrations are examples
only, and an institution or business can implement the entire
invention on their own computer systems or even a single
work station if appropriate databases are present and can be
accessed.

[0028] FIG. 1 provides ahigh level process flow illustrating
a mobile transaction device security system 100, in accor-
dance with one embodiment of the present invention. The
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high level process flow will be discussed in greater detail in
FIGS. 2 and 3. At a high-level, the financial transaction secu-
rity system 100 receives a security protocol from a user 102.
In some embodiments, the user enters the security protocol
into an interface on a mobile device application, a software
program, or a webpage. For example, the user may initiate an
application on a mobile phone and then enter details relating
to the security protocol into the application. In some embodi-
ments, the security protocol is a default level of security
provided by a bank. In other embodiments, the security pro-
tocol is customizable by the user. The user may change the
security protocol in the same manner or in a different manner
from which the protocol was initially established.

[0029] In some embodiments, the security protocol
includes a permission module and an authentication module.
As will be discussed in greater detail in FIGS. 2 and 3, the
permission module and the authentication module aggregate
steps in the method of providing a financial transaction secu-
rity system. The permission module includes the instructions
relating to when the user does not need to authenticate his
identity as well as any hardware and/or software used to
implement those instructions. The authentication module
includes the security features provided by the user as well as
any hardware and/or software used to compare an input from
the user to those security features. The permission module
and the authentication module can be hosted completely on
the mobile device, completely on a remote server, or partially
on both the mobile device and the remote server.

[0030] In an embodiment, the system 100 is configured to
determine that the user is conducting a transaction 104. For
example, the system may determine that the user is attempt-
ing to purchase a product at a merchant using the mobile
device. In some embodiments, the system determines that the
user is conducting a transaction by detecting a signal from a
point-of-sale device. In other embodiments, the system deter-
mines that the user is conducting a transaction by receiving an
input from the user. For example, the mobile device may have
a hotkey, a software application, or a speech recognition
program that the user activates in order to indicate that he is
conducting a transaction. In an embodiment, the transaction
is a purchase of a good or service from a merchant. In other
embodiments, however, the transaction is a transfer of funds,
a deposit, a loan, etc. The transaction can be to a merchant,
another user, a bank, an internet retailer, or an ATM. As is
well-known, a wide variety of types of financial transactions
are possible. The system 100 provides a customizable set of
security protocols for the wide variety of financial transac-
tions.

[0031] Insomeembodiments, the system 100 compares the
transaction with the permission module 106. By comparing
details of the transaction with the instructions provided by the
user on when authentication is not necessary, the system 100
can determine whether the user does not need to authenticate
his identity before allowing a transaction 108. For example,
the instructions in the permission module may not require
authentication for transaction amounts less than five dollars.
In some embodiments, if the user does not need to authenti-
cate his identity the transaction is automatically allowed 110.
In other embodiments, even if the user does not need to
authenticate his identity based on the comparison further
input from the user, such as confirmation of the transaction
merchant or amount, may be necessary. In an embodiment, if
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the comparison of the transaction with the permission module
indicates that authentication is necessary the system 100 con-
tinues on to block 112.

[0032] Inblock112,thesystem 100 requests authentication
of the user’s identity. For example, the system 100 can pro-
vide a prompt on a display screen of a mobile device request-
ing entry of a user name and password. The request can be
visual or audible. The request can prepare the mobile device
for receiving input from the user. For example, when a request
for identification is made the system 100 may activate the
microphone and camera on the mobile device in order to
capture voice commands or facial scans. The system 100
receives the input from the user in response to the request for
authentication of the user’s identity.

[0033] Insomeembodiments, the system 100 compares the
input from the user with the authentication module 114. The
system 100 compares the voice command or the facial scan,
for example, with security features saved by the user as part of
the authentication module.

[0034] Based on the comparison between the input and the
authentication module, the system 100 determines whether
the user is authorized 116. For example, software associated
with the authentication module compares the input with the
saved security feature to determine whether the identity ofthe
user is authenticated. If the identity of the user is authenti-
cated, the system 100 allows the transaction 118. If, however,
theuser is not authorized based on the comparison of the input
with the authentication module the system 100 does not allow
the transaction 120.

[0035] The high level process flow of FIG. 1 illustrates
general principles and embodiments of the system and
method of providing a financial transaction security system.
The examples included above are not limiting and as will be
discussed in greater detail later additional steps and or fea-
tures may be included in the systems and methods.

[0036] Turning now to FIG. 2, a flow chart 200 of a financial
transaction security system wherein the system determines if
authentication is not required is provided, in accordance with
one embodiment of the present invention. In block 202, the
system receives the security protocol from the user, wherein
the security protocol includes instructions from the user
regarding when the user does not need to authenticate the
user’s identity to allow a transaction. In some embodiments,
the system also receives at least one security feature from the
user, which will be discussed in greater detail in FIG. 3. The
system can receive the security protocol from the user in a
variety of ways, such as through a software application,
through a webpage, in the form of in person instructions at a
bank, as written instructions, or in any other form in which the
user can provide instructions.

[0037] Insome embodiments, the instructions relate to the
transaction that the user is conducting. For example, the
instructions can relate to the transaction amount, the transac-
tion location, the transaction time, the transaction category, or
the transaction merchant. In other embodiments, the instruc-
tions relate to the user, such as the balance in the user’s
financial account, the amount recently spent by the user, or
the number of transactions recently performed by the user.
[0038] Insome embodiments, the instructions relate to the
transaction amount. For example, in some embodiments the
user instructs the system to allow a transaction without
authentication when the transaction amount is less than a
predetermined amount. The predetermined amount can be an
amount provided by the bank, a default amount, or a custom
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amount. In some embodiments, multiple amounts are pro-
vided. For example, the bank can provide default instructions
relating to multiple amounts. In one embodiment, the default
instructions require tiered levels of security such as no
authentication for less than $20, a user name and password for
amounts between $20 and $100, and a biometric scan for
amounts greater than $100. The users may also determine that
different transaction amounts require different types of
authentication or lack thereof. For example, a couple may
decide that for transaction amounts greater than $200 authen-
tication by both individuals is required. The couple may also
decide that for transaction amounts less than $10 no authen-
tication is required and that for amounts between $10 and
$200 authentication by at least one individual is required. In
other embodiments, the user instructs the system to allow a
transaction without authentication for amounts greater than a
predetermined level, within a predetermined range, at an
exact amount, or any other relationship between the transac-
tion amount and permission to conduct transactions.

[0039] Insome embodiments, the instructions relate to the
transaction location. For example, the user may provide
instructions that authentication is not required for transac-
tions performed within twenty miles of the user’s home. In
some embodiments, the system determines the user’s location
when the user is conducting a transaction by means of a
positioning system, such as a GPS or software that determines
the user’s location based on proximity to cell towers. In an
embodiment, the user provides instructions relating to dis-
tance from a predetermined location, such as the user’s resi-
dence or billing address. For example, a user may not want to
authenticate transactions within five miles of a work address
so that transactions can be performed quickly. In another
embodiment, the user provides instructions relating to politi-
cal boundaries, such as city, county, and state. When the
system determines the user’s location, that location can be
cross-referenced to maps and/or coordinates. In this manner,
the political entities in which the user is located can be deter-
mined. For example, the GPS on a user’s cell phone can
determine the user’s latitude and longitude. The system can
compare that latitude and longitude to maps and determine
which city, county, and state the user is currently located
within. The user may desire to allow transactions without
authentication for convenience or security.

[0040] In some embodiments, the instructions relate to the
transaction time. For example, the user’s mobile device may
include a clock or timer which determines the time at which
the user is attempting to conduct the transaction. In an
embodiment, the user provides instructions that allow trans-
actions without authentication during predetermined time
windows. For example, the user may allow transactions with-
out authentication between 8 AM and 5 PM so that the user
can quickly and easily conduct transactions during work
hours. In another embodiment, the user provides instructions
that do not require authentication if the user has authenticated
his identity within a predetermined time period. For example,
the user can provide instructions that allow transactions with-
out authentication if the user has authenticated his identity
within the previous two hours. When the user attempts to
conduct a transaction, the system determines the time and
determines whether the previous authentication is within the
past hour. If the user has authenticated his identity within the
previous two hours, the system does not require authentica-
tion. Again, by allowing customization of when the user does
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not need to authenticate his identity the system provides
convenience along with customized security for financial
transactions.

[0041] In some embodiments, the user provides instruc-
tions that allow transactions without authentication when the
transaction is within a specific category. For example, the user
may instruct the system to allow transactions at gas stations
without authentication. Other examples of transaction cat-
egories include grocery stores, coffee shops, restaurants,
home goods stores, clothing stores, or other known or custom
categories of stores. Certain stores may be included in more
than one category. For example, some stores include both
groceries and a pharmacy and may be included in the grocery
store category and the drug store category. In some embodi-
ments, the categories are defined by the bank. In other
embodiments, the categories are defined by, edited, or modi-
fied by the user. In some embodiments, the user determines
that authentication is not needed in general categories. In
other embodiments, the user sets different levels of security
required in different categories. For example, gas stations
may require no authentication so that transactions are quick
and easy but restaurants may require a higher level of security.

[0042] In a still further embodiment, the user provides
instructions to allow transactions without authentication
based on the transaction merchant. For example, the user may
allow transactions without authentication at predetermined
specific merchants. The users can select the merchants from a
list provided by the bank, the user can input specific mer-
chants, the user can select merchants from previous transac-
tions, the user can provide an indication during a transaction
that transactions at the merchant do not need authentication in
the future, or the user can select merchants in any other way
in which they are able to provide details regarding specific
merchants. In another embodiment, the user provides instruc-
tions to allow transactions without authentication at mer-
chants where the user has previously performed a transaction.
For example, the user may allow transactions without authen-
tication at merchants that the user has purchased from within
the past month, or at merchants the user has purchased from
more than ten times in the past year, or at merchants where the
user has at any time performed a transaction. In some embodi-
ments the user can select a chain store merchant and allow
transactions without authentication at any one of the chain
stores. In other embodiments, the user selects a specific chain
store and does not expand the permission to include all other
stores within the same chain.

[0043] In some embodiments, the instructions relate to the
user at the time of the transaction. For example, the instruc-
tions can relate to the user’s financial account information. In
an embodiment, the instructions allow transactions without
authentication so long as there is a minimum balance in the
user’s financial account. If the transaction would bring the
account below a predetermined amount, the user will have to
authenticate his identity in order to allow the transaction. In
another embodiment, the instructions allow transaction with-
out authentication if the user has not performed a predeter-
mined number of transactions recently. For example, the
instructions may allow transactions without authentication if
the user has performed fewer than twenty transactions in the
current month. Both the number of transactions and the time
period are customizable by the user. In a still further embodi-
ment, the instructions allow transactions without authentica-
tion until the user spends a certain amount in the predeter-
mined period of time. For example, the user may be able to
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conduct transactions without authentication if the user has not
spent above $400 in a month; all transactions after reaching
$400 in purchases may require authentication. By adjusting
the security levels based on user information, the user is able
to customize the security levels, assist in budgeting, and gain
greater control over expenses.

[0044] In a still further embodiment, the instructions are
combined in a variety of ways. For example, the user can
provide instructions that combine the number of recent trans-
actions with the transaction categories. For example, a user
may provide instructions allowing transactions without
authentication for purchases at restaurants until the user has
made more than six purchases at restaurants in the current
month. Users can, for example, customize their instructions
based on combinations of the transaction amount, transaction
location, transaction time, transaction category, transaction
merchant, account balance, number of transactions, and/or
total expenses. The instructions provided by the user allow
each user to customize a security protocol for conducting
financial transactions with ease, security, and speed.

[0045] Turning now to block 204, in some embodiments the
security protocol is saved in a mobile device of the user. For
example, the security protocol can be saved in mobile device
memory 206. The memory can be a removable card, such as
an SD-card, or an embedded hard drive. Other types of
memory are also possible, as is known. In an embodiment, the
mobile device is a cell phone or Personal Digital Assistant
(PDA). In another embodiment, the mobile device is specifi-
cally designed for conducting financial transactions with the
financial transaction security system, such as a keychain
dongle. The form factor of the security system can vary
widely if the method and functions associated with the system
can be configured to operate on the form factor. For example,
the financial transaction security system could be incorpo-
rated into a watch or other electronic device. In other embodi-
ments, the security protocol is saved on a server and accessed
via a network when the user attempts to conduct a transaction.
In still further embodiments, parts of the security protocol are
saved in the mobile device and other parts of the security
protocol are saved on a server accessed via the network. In
another embodiment, the mobile device and/or mobile device
memory is encrypted so that the instructions and security
features are protected if the mobile device is lost or stolen.

[0046] In block 208, the system receives financial account
information for the user. In some embodiments, the system
only receives the account number from a financial institution
database 210. In other embodiments, however, the system
receives the account number and other related information,
such as previous transactions, balances, addresses and con-
tact information associated with the account, other accounts
associated with the user, and other account information avail-
able from the financial institution database 210. The system
can receive the financial account information wirelessly or
through a wired connection. In some embodiments, the sys-
tem updates the account information, such as on a regular
schedule, intermittently, when the system is able to connect to
the financial institution, or when prompted to do so by the
user. The system also saves the financial account information
for access by the mobile device 212. In some embodiments,
the financial account information is saved in the mobile
device memory 206. As with the security protocol, the finan-
cial account information may be encrypted and/or hosted in
whole or in part on a server and accessed when needed.
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[0047] Inblock 214, the system determines that the user is
conducting a transaction. In some embodiments, the system
determines that the user is conducting a transaction by detect-
ing or receiving a signal from a point-of-sale device. The
system can activate in response to receiving the signal from
the point-of-sale device. In other embodiments, the system
determines that the user is conducting a transaction by receiv-
ing an input from the user. For example, the mobile device
may have a hotkey, a software application, or a speech rec-
ognition program that the user activates in order to indicate
that he is conducting a transaction.

[0048] In some embodiments of the invention, as depicted
in block 216, the system receives details of the transaction. In
an embodiment, the system receives details of the transaction
from the merchant, such as when the merchant provides a
signal that the user is conducting a transaction. In other
embodiments, the system receives details of the transaction
from the user, such as input from the user into the mobile
device. In a still further embodiment, the system receives
details of the transaction from the user’s financial institution,
alone or in combination with either of the merchant or the
user. In an exemplary embodiment, the system receives
details of the transaction wirelessly from a point-of-sale
device.

[0049] Details of the transaction that may be received by
the system include the amount of the transaction, the time of
the transaction, the identity of the merchant, the location of
the transaction, the category of the transaction, or any other
features associated with a transaction that can be provided by
the user, the mobile device, the merchant, or the financial
institution. For example, the system can receive details from
the merchant about the identity of the merchant and from the
user’s financial institution regarding the number of times the
user has frequented that merchant in the past year. In another
example the system receives details regarding the amount of
the transaction from the merchant and the category of the
transaction from the user. The system may prompt the user to
select or input a category for the expense. In yet another
example the system receives the time of the transaction from
a clock or timer associated with the mobile device. Similarly,
the system can receive the location of the transaction from a
GPS unit, through triangulation based on cell phone signals,
from the merchant, from a financial institution, or from the
user.

[0050] Inblock 218, insomeembodiments the system com-
pares the details of the transaction with the instructions
regarding when the user must authenticate his identity. The
system provides software capable of comparing the details of
the transaction with the instructions to determine when the
user must authenticate his identity. In an embodiment, the
system compares the details with the instructions using soft-
ware embedded on the user’s mobile device. In another
embodiment, the system compares the details with the
instructions using software on a server that is remotely
accessed. An example of comparing the details to the instruc-
tions is comparing the amount of the transaction with the
instructions allowing transactions without authentication
when the transaction amount is below a predetermined level.
Another example is when the identity of the merchant is
compared to instructions allowing transactions without
authentication at predetermined merchants. A further
example is when the details of the transaction include the
location of the transaction and the location is compared to
instructions that allow the user to perform transactions with-
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out authentication within a specified city. A still further
example is when the time of the transaction is determined
based on the mobile device clock and the system compares
the length of time since the previous user authentication to
instructions allowing transactions without authentication
before a predetermined period of time has elapsed, for
example authentication may not be required if the user has
authenticated his identity within the previous four hours. As
discussed previously, a multitude of instructions relating to
transactions and/or the user are possible. Similarly, a multi-
tude of details regarding transactions can be received by the
system from the user, the mobile device, the financial insti-
tution, and/or the merchant. By combining and comparing the
details with the instructions, the system provides a customi-
zable security system for financial transactions.

[0051] In block 220, the system determines whether the
user must authenticate the user’s identity based on the com-
parison of the details of the transaction with the instructions.
In some embodiments, if the user does not have to authenti-
cate his identity based on the comparison, the system trans-
fers the user’s financial account information to allow the
transaction 222. In an embodiment, the system wirelessly
transfers the user’s financial account information to a point-
of-sale device. In this embodiment, the point-of-sale device
can then complete the transaction through standard methods
of completing transactions, such as with credit or debit cards.
Ifthe user does need to authenticate his identity based on the
comparison the system moves from the permission module to
the authentication module, as indicated at 224 and depicted in
FIG. 3.

[0052] FIG. 3 depicts a flow chart of a financial transaction
security system wherein the user authenticates the user’s
identity 300, in accordance with one embodiment of the
present invention. The flowchart corresponds to the authen-
tication module ofthe financial transaction security system. If
the system determines that the user must authenticate his
identity 302, the system will request authentication of the
user’s identity 304.

[0053] Requesting authentication of the user’s identity 304
can occur in a variety of ways. In an embodiment, the user’s
mobile device prompts the user to authenticate his identity.
The request can be visual or audible. In an embodiment, the
request allows a user to authenticate his identity in any man-
ner. For example the user may be able to authenticate his
identity using a username and password, a facial scan, or a
voice scan. In this embodiment, the system would request
authentication using any of these methods. In another
embodiment, the system requests authentication in a specific
manner. For example, the system may specifically request a
facial scan. Determination of the method for authentication
can be based on the transaction, instructions from the finan-
cial institution, instructions from the user, instructions from
the merchant, or randomly. For example, the user’s bank may
require authentication based on one of the biometric scans for
transaction amounts greater than $1000. As discussed in a
previously described example, the user may set different tiers
of authentication depending on the transaction amount. The
user may allow a transaction without authentication for trans-
action amounts less than $5, require authentication by a user-
name and password for transaction amounts between $5 and
$100, and require a biometric scan for transactions greater
than $100.

[0054] Inblock306, the system receives input from the user
in an embodiment. The input may be, for example, a user-
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name or password, a facial scan, a voice sample, an iris scan,
a fingerprint scan, a response to a challenge question, etc. In
an embodiment, the system receives the input from a com-
munication device associated with the user’s mobile device.
For example, the system may receive the input from the
keyboard, a touch screen, a microphone, and/or a camera
associated with the user’s mobile device.

[0055] In some embodiments, the input provided by the
user is in the form of a hotkey, application, voice command, or
movement of the mobile device. In these embodiments, the
input automatically indicates that the transaction is autho-
rized without needing to authenticate the user’s identity fur-
ther. U.S. patent application Ser. No. 13/017,835 to Grigg et
al., entitled “Transaction Authorization System for a Mobile
Commerce Device,” describes such a device, system, and
method in greater detail and is hereby incorporated by refer-
ence in its entirety.

[0056] The system receives security features for use with
the authentication module, in some embodiments. For
example, the security feature may be a username and pass-
word provided by the user and stored in the mobile device
memory or on a server. Other examples of security features
include facial images for use with facial recognition software,
voice recordings for use with voice recognition software, iris
images for use with iris scanning software, a bank of chal-
lenge questions and answers, a scanned fingerprint for use
with fingerprint scanning software, or other features that are
capable of authenticating the user’s identity in conjunction
with input from the user.

[0057] In an embodiment, the system compares the input
with the security feature for the user 308. For example, the
system can compare the username and password entered by
the user with a username and password previously stored by
the user in the system to determine if the system is able to
authenticate the user’s identity. Similarly, the system could
compare the facial scan with the saved image of the user’s
face, the voice sample with the saved voice recording, the
response to the challenge question with the bank of challenge
questions and answers previously saved by the user, the iris
scan with the previously stored image of the user’s iris, the
fingerprint scan with the previously stored image of the user’s
fingerprint, or any other security feature capable of authenti-
cating the user’s identity.

[0058] In some embodiments, the system determines
whether the user’s identity is authenticated based on the com-
parison 310. For example, if the input username and password
match the saved username and password then the user’s iden-
tity is authenticated. If, however, the user’s identity is not
authenticated based on the comparison of the input with the
security feature the system can determine whether the user
should have another opportunity to authenticate his identity
312. For example, the user may have incorrectly entered the
password and desire another opportunity to enter it correctly.
The user and/or the financial institution can set a predeter-
mined number of times that the user is able to attempt authen-
tication of his identity, such as three times. If the user exceeds
that predetermined number of times then the system can end
and not allow the transaction 314. This provides greater secu-
rity in case the mobile device is lost or stolen. If the user has
not exceeded the predetermined number of times then the
system can again request authentication of the user’s identity,
as depicted in block 304. In another embodiment, the system
requests authentication of the user’s identity using a different
method than previously attempted by the user. For example, if
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the user unsuccessfully attempted to authenticate his identity
using a facial scan the first time, the system may next prompt
the user to authenticate his identity using a voice scan.
[0059] If the user has successfully authenticated his iden-
tity, in some embodiments the system transfers the user’s
financial account information 316. In an embodiment, the
system wirelessly transfers the user’s financial account infor-
mation to the point-of-sale device so that the merchant may
complete the transaction through standard means. In other
embodiments, the system wirelessly transfers the user’s
financial account information to another user, an ATM, or to
an online retailer to complete a transaction.

[0060] FIG. 4 is a schematic block diagram of a financial
transaction security system 400, in accordance with an
embodiment of the invention. In some embodiments, the sys-
tem 400 includes a computer system such as a mobile phone,
PDA, keychain fobs, watch, computer, server, electronic
device, etc. In an exemplary embodiment, the financial trans-
action security system is a mobile phone including a memory
device 402, a communication device 404, and a processing
device 406. In some embodiments, the system interacts with
the user 408, the financial institution 410, and the merchant
412 over a network 414. The system may additionally include
a network interface device 416, such as a Near Field Com-
munication (NFC) device, a Bluetooth device, a Radio Fre-
quency Identification (RFID) device, or other device capable
of interacting with the network 414.

[0061] The network 414 may be a global area network
(GAN), such as the Internet, a wide area network (WAN), a
local area network (LAN), a wifi network, a 3G network or
any other type of network or combination of networks. The
network 414 may provide for wireline, wireless, or a combi-
nation of wireline and wireless communication between
devices on the network.

[0062] As used herein, the term “processing device” gen-
erally includes circuitry used for implementing the commu-
nication and/or logic functions of a particular system. For
example, a processing device 406 may include a digital signal
processor device, a microprocessor device, and various ana-
log-to-digital converters, digital-to-analog converters, and
other support circuits and/or combinations of the foregoing.
Control and signal processing functions of the system are
allocated between these processing devices according to their
respective capabilities. The processing device 406 may
include functionality to operate one or more software pro-
grams based on computer-readable instructions thereof,
which may be stored in the memory device 402.

[0063] The processing device 406 is operatively coupled to
the communication device 404 and the memory device 402.
The processing device 406 uses the communication device
404 to communicate with the user 408. Additionally the pro-
cessing device uses the network interface 416 to communi-
cate with the network 414 and other devices on the network
414, such as, but not limited to, the financial institution data-
base 410 and the merchant 412.

[0064] As further illustrated in FIG. 4, the financial trans-
action security system includes computer-readable instruc-
tions 420 stored in a file system, which in one embodiment
includes the computer-readable instructions 420 of a security
protocol application 418.

[0065] In the embodiment illustrated in FIG. 4 and
described throughout much of this specification, the security
protocol application 418 allows for communication between
a communication module 422, a transaction module 424, a
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permission module 426, and an authentication module 428 to
send, receive, and store information related to the financial
transaction security system, determine details relating to a
transaction, determine whether user authentication is not nec-
essary, and authenticate the user’s identity.

[0066] Specifically, the communication module 422 facili-
tates communication between the security system and the
user 408. In some embodiments, the communication module
422 controls the communication devices associated with the
system. For example, the communication module 422 can
control a camera 430, a display 432, a microphone and/or
speaker 434, and 1/O devices such as keyboards, touchpads,
etc. 436. In some embodiments, the communication module
422 also controls the network interface 416 for facilitating
communication with the user’s financial institution 410, other
users, and the merchant 412.

[0067] In some embodiments, the transaction module 424
determines that the user is conducting a transaction and deter-
mines the details of the transaction. In an embodiment, the
transaction module 424 interacts with the communication
module 422 to receive a signal from a point-of-sale device at
a merchant 412 to determine that the user is conducting the
transaction, establishes a connection with the point-of-sale
device, receives details of the transaction, and completes the
transaction.

[0068] In some embodiments, the permission module 426
determines whether a user must authenticate his identity
before allowing a transaction. In some embodiments, the
permission module includes at least one of an executable to
save instructions 438, an executable to compare the transac-
tion to the instructions 440, an executable to determine if
authentication is needed 442, and an executable to allow the
transaction 444. The executables can be subroutines available
to the security protocol application and called up when input
is received or output is needed.

[0069] In some embodiments, the executable to save
instructions 438 receives instructions from the user 408 and
saves them to the memory device 402. The executable to save
instructions 438 interacts with the communication module
422 and the communication devices 404 to receive the
instructions regarding when the user does not need to authen-
ticate his identity. In an embodiment, the executable to save
instructions 438 provides default instructions that are
selected by the user. In another embodiment, the executable to
save instructions guides 438 the user through a process of
providing instructions.

[0070] In some embodiments, the executable to compare
the transaction to the instructions 440 compares details of the
transaction with the instructions. For example, the executable
440 may compare the transaction amount received from the
transaction module 424 with the instructions regarding the
amount below which authentication is not needed. The
executable 440 interacts with the transaction module 424 and
the memory device 402 to receive the data used to make the
comparison.

[0071] In some embodiments, the executable to determine
if authentication is needed 442 evaluates the output of the
comparison provided by executable 440 and determines
whether the instructions indicate that the user need not
authenticate his identity. If the executable to determine if
authentication is needed 442 determines that authentication is
not needed, in some embodiments the executable to allow
transactions 444 transfers the user’s financial account infor-
mation. The executable to allow transactions 444 interacts
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with the transaction module 424 and the network interface
416 to transfer the user’s financial account information to a
point-of-sale device at the merchant 412, for example.

[0072] In some embodiments, the authentication module
428 includes at least one of an executable to save security
features 446, an executable to compare user input to security
features 448, an executable to determine if the user is authen-
ticated 450, and an executable to allow the transaction 452.

[0073] The executable to save security features 446
receives security features from the user 408 and saves them in
the memory device 402, in some embodiments. For example,
the user can provide a username and password as security
features, which the executable to save security features 446
would receive through the communication module 422. The
executable to save security features 446 can prompt the user
to update and/or enter new security features after a period of
time or a number of failures to authenticate the user. For
example, the voice recording saved may be of poor quality
and after five times of being unable to authenticate the user
using the voice recording, the executable to save security
features 446 could delete the saved recording and prompt the
user to record a new one.

[0074] In some embodiments, the executable to compare
the user input to the security features 448 evaluates input from
the user 408 received through communication devices 404 to
saved security features stored in the memory device 402. For
example, the executable to compare the input to the security
features 448 may include voice recognition software to com-
pare the voice sample to a saved voice recording. In another
example, the executable 448 includes software to compare an
answer to a challenge question to a saved answer previously
provided by the user. The executable 448 interacts with the
communication module 422 and the memory device 402 to
receive the data used to make the comparison, in some
embodiments.

[0075] Inanembodiment, the executable to determine if the
user is authenticated 450 evaluates the results of the compari-
son from the executable to compare the user input to the
security features 448. In some embodiments, the executable
450 determines that the user is authenticated if the compari-
son indicates the input is identical to the security feature. In
another embodiment, the input must merely be similar to the
security feature, such as with a facial scan, voice scan, iris
scan, and fingerprint scan. The system is configured to con-
sider the limitations of the communication devices 404 and
determine that the user is authenticated if the input is close
enough to the security feature to allow the transaction. In
some embodiments, the user is able to select the level of
similarity that must be present before the system determines
that the user’s identity is authenticated. In other embodi-
ments, the financial institution determines the level of simi-
larity that must be present before the user’s identity is authen-
ticated. For example, the financial institution may determine
that a fingerprint scan must have 90% similarity with a saved
fingerprint before authenticating the user’s identity.

[0076] In some embodiments, the executable to allow
transactions 452 transfers the user’s financial account infor-
mation if the user’s identity is authenticated. In an embodi-
ment, the executable to allow transactions 452 wirelessly
transfers the user’s financial information to a point-of-sale
device at a merchant 412 when the user’s identity is authen-
ticated. In some embodiments, the executable to allow trans-
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actions 452 interacts with the transaction module 424 and the
network interface 416 to securely transfer the user’s account
information.

[0077] The security protocol application 418 also includes
Graphical User Interfaces (GUI’s) 454, in some embodi-
ments. The GUI’s 454 assist in communication between the
user 408 and the system. Multiple GUI’s 454 can be available
for the communication module 422, the transaction module
424, the permission module 426, and the authentication mod-
ule 428. GUI’s 454 can also be provided that assist the user in
utilizing the communication devices 404, or any other feature
of the financial transaction security system 400.

[0078] In some embodiments, the system also includes a
positioning system 456, a power source 458, and a clock or
timer 460. In an embodiment, the positioning system 456 is a
Global Positioning System (GPS). In another embodiment,
the positioning system is an accelerometer. In some embodi-
ments, the power source 458 is a battery, such as a battery
coupled to the mobile device. In other embodiments, the
power source 458 is a receiver for receiving power from a
remote source. For example, the power source may be
receiver that receives power from a point-of-sale device
through Near Field Communication devices. In some
embodiments, the system operates without onboard power if
the power source 458 is configured to receive power from the
point-of-sale device.

[0079] It is understood that the servers, systems, and
devices described herein illustrate one embodiment of the
invention. It is further understood that one or more of the
servers, systems, and devices can be combined in other
embodiments and still function in the same or similar way as
the embodiments described herein.

[0080] FIG. 5 illustrates an interface 500 for setting up a
financial transaction security system, in accordance with one
embodiment of the present invention. The interface 500 can
include a variety of tabs 502 for viewing and editing infor-
mation related to the financial transaction security system.
One of the tabs can be a home tab 503 that provides general
information related to the security system. For example, the
home tab 503 can include information related to the current
user 504, the account information 506, the permitted transac-
tions 508, the types of user authentication available to the user
510, and recent transactions 512 that have occurred through
the security system.

[0081] In an embodiment, information relating to the cur-
rent user 504 is available because more than one user may
share a mobile device and desire to log in to the security
system so that personal instructions and security features are
available. In an embodiment (not illustrated), more than one
user is listed at 504 and instructions, accounts, and security
features for each user may be concurrently available through
the mobile device. In some embodiments, the account infor-
mation 506 is provided on a home page so that the user
quickly and easily knows which accounts can be drawn from
during a transaction. In the example illustrated in FIG. 5, the
user’s checking and credit accounts are active. In some
embodiments, general descriptions of the permitted transac-
tions 508 are provided on the home page. For example, the
general descriptions may include descriptions of the instruc-
tions for allowing transactions without authentication. In the
example depicted in FIG. 5, the instructions permit transac-
tions without authentication based on the transaction amount,
the transaction merchant, and the transaction category. This
allows the user to quickly know that a transaction will not be
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allowed without authentication based on geographic location.
In a still further embodiment, the home page includes infor-
mation related to user authentication 510. For example, FI1G.
5 depicts that the security system includes security features
related to a username, a facial scan, and a voice scan. This
information allows the user to quickly determine whether
providing a facial scan could authenticate the user’s identity if
needed.

[0082] FIG. 5 also includes an interface describing recent
transactions 512, in accordance with an embodiment of the
invention. In some embodiments, the interface describing
recent transaction 512 includes the payee name 514, the trans-
action amount 516, the date of the transaction 518, and the
type of security applied to the transaction 520. For example,
the security applied to the transaction 520 can be automatic
payment based on a comparison of the details of the transac-
tion with the instructions 522 or it can be based on a com-
parison of the user input with the security features 524. In
general, the home tab 503 provides overview information so
thata user is kept up-to-date regarding recent transactions and
the status of the financial transaction security system.
[0083] Turning now to FIG. 6, an interface for viewing and
editing user information in a financial transaction security
system is presented 600, in accordance with one embodiment
of the present invention. The interface includes the tabs 502
that allow the user to switch between multiple interfaces. In
an embodiment, one tab provides content relating to user
information 602. In some embodiments, the user information
interface 600 includes content related to the current user 602,
the current user’s contact information 606, and the ability to
add a user 612. In an embodiment, the identity of the current
user 604 is provided so that the person viewing the financial
transaction security system on the mobile device will know
whether his identity is active in the system. For example, if
more than one person uses a cell phone each person may want
to have a different security protocol on the cell phone and
hence would need to change users as the phone changed
hands. An edit button 608 allows the users to be changed for
the financial transaction security system, in some embodi-
ments. Contact information 606 may also be provided for the
user. In an embodiment, this contact information is used for
both information purposes and in conjunction with instruc-
tions relating to when authentication is not required. For
example, the mailing address can be used in conjunction with
instructions relating to the user’s location. In some embodi-
ments, if the user is located within ten miles of the user’s
mailing address when the user is conducting a transaction, the
user does not need to authenticate his identity. The contact
information may also be updated and/or added to by the edit
button 608, for example by adding a business address. The
current user 604 is also able to log out 610 of the financial
transaction security system.

[0084] Insome embodiments, the user information tab 602
includes the ability to add a user 612 to the financial transac-
tion security system. The additional user can be added to the
current security protocol 614 or can create a customized
security protocol 616. User information can be provided for
the additional user 612. In some embodiments, the ability to
add an additional user allows a single mobile device to serve
as a transaction device for multiple people. Further, the trans-
action device can be personalized for each user.

[0085] InFIG.7,aninterface for viewing and editing finan-
cial account information in a financial transaction security
system is provided 700, in accordance with one embodiment
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of'the present invention. In some embodiments, the interface
700 includes tabs 502 for switching between different con-
tent-providing interfaces. In an embodiment, an Accounts tab
702 provides content related to the user’s accounts, including
display and editing of the financial account information. For
example, in some embodiments the Accounts tab 702
includes information related to the active accounts 704 in the
financial transaction security system. For each account, the
type of account and at least a portion of the account number
are displayed 706. Information 708 pertaining to each
account, such as the credit limit and account balance is pro-
vided. In some embodiments, additional information pertain-
ing to the instructions for allowing transaction without
authentication is also included. For example, in an embodi-
ment different accounts are linked to different transaction
categories. In the example disclosed in FIG. 7, the credit
account 706 is associated with transactions occurring at gas
stations 710 while the checking account 711 is associated
with transaction occurring at grocery stores and restaurants
713. By linking accounts to transaction categories, users are
able to direct transactions through specific accounts based on
categories. In other embodiments, the user is able to link
specific accounts to transaction amounts, transaction loca-
tion, transaction merchants, or other details of the transaction
or user account information. This allows greater control over
transactions and budgeting from multiple accounts for the
user.

[0086] In an embodiment, the Accounts tab 702 includes
the ability to add accounts 716 to the financial transaction
security system. In some embodiments, the accounts include
checking accounts, savings accounts, money market
accounts, credit accounts, rewards accounts, or other types of
financial accounts. The user can add the account number 718,
the billing address 720 or other account information (e.g., the
credit limit), and indicate the transaction categories 722 for
which the account is active. In an embodiment (not shown),
the user is able to also indicate other characteristics of the
transaction or user account information for which the account
is active. For example, the user can indicate that a new
account should be used for all transactions less than $5. In
another example, the user can indicate that a new account
should be used until the balance in the account is below $100
or within $500 of the credit limit.

[0087] In some embodiments, as depicted in FIG. 8 the
system provides an interface for viewing and editing instruc-
tions for allowing a transaction without requiring authentica-
tion 800, in accordance with one embodiment of the present
invention. In an embodiment, the tabs 502 include a Permitted
Transactions tab 802 that provides content and editing related
to the instructions for allowing a transaction without authen-
ticating the user’s identity 804. In some embodiments, the
most common types of instructions are displayed on the inter-
face so that the user can easily and quickly view the instruc-
tions that control when a user can conduct a transaction with-
out authentication. For example, the interface can display the
transaction amount below which the user does not need to
authenticate his identity 806, the time since the previous
authentication before authentication is necessary 808, the
distance from the billing address before requiring authenti-
cation 810, merchants that do not require authentication 812,
transaction categories that do not require authentication 818,
low balances before requiring authentication 820, or custom
instructions 822. In an embodiment, the specific instruction is
displayed 824, for example the transaction amount below
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which authentication is not required is $5 in FIG. 8. In another
embodiment, the interface indicates that instructions are not
selected or provided 826, for example for time since previous
authentication and distance from billing address in FIG. 8. In
a still further embodiment, instructions related to merchant
identity may be subdivided into instructions that relate to
merchants the user has frequented recently 828, chain mer-
chants 830 such that the user can conduct transactions at any
of the chain merchant stores, or specific merchants 832
defined by a location. In another embodiment, the transaction
categories for which authentication is not needed 834 are also
provided for ease of reference by the user. The interface can
provide alevel of content regarding the instructions so that the
user can easily review and edit 836 the instructions if needed.

[0088] Turning now to FIG. 9, an interface for viewing and
editing security features capable of authenticating a user’s
identity in a financial transaction security system is provided
900, in accordance with one embodiment of the present
invention. In some embodiments, the interface 900 includes
tabs 502, such as a User Authentication tab 902. The User
Authentication tab 902 may include the identity of the current
user 904 and the types of security features 906 that are
uploaded to the financial transaction security system for that
user. In the example displayed in FIG. 9, the user’s username
and password 908, the user’s facial scan 910, and the user’s
voice scan 912 are available to the financial transaction secu-
rity system. In an embodiment, the user is able to edit 914 the
stored features using the mobile device. The interface may
also indicate which security features are not available to the
user because they have not been provided to the system yet.
For example, in FIG. 9 challenge questions 916 and finger-
print scans 918 have not been saved to the financial transac-
tion security system yet. In an embodiment, the interface
allows the user to add 920 these security features using the
mobile device. In a still further embodiment, the interface
also indicates security features which the financial transac-
tion security system is capable of evaluating but which the
mobile device does not support 928. For example, in FIG. 9
the mobile device does not support iris scanning 922 and has
no custom device security features 924 available to the user.
For example, the camera on a mobile phone may be unable to
scan the user’s iris with sufficient accuracy to be able to
authenticate the user’s identity, while another mobile phone
may have a camera with high enough resolution to perform
the scan (in which case the iris scan would be supported). In
a still further embodiment, the interface allows the user to
change 926 the current user 904 so that custom security
features are saved for multiple users associated with the
mobile device.

[0089] As will be appreciated by one of skill in the art, the
present invention may be embodied as a method (including,
for example, a computer-implemented process, a business
process, and/or any other process), apparatus (including, for
example, a system, machine, device, computer program prod-
uct, and/or the like), or a combination of the foregoing.
Accordingly, embodiments of the present invention may take
the form of an entirely hardware embodiment, an entirely
software embodiment (including firmware, resident software,
micro-code, etc.), or an embodiment combining software and
hardware aspects that may generally be referred to herein as
a “system.” For example, various embodiments may take the
form of web-implemented computer software. Furthermore,
embodiments of the present invention may take the form of a
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computer program product on a computer-readable medium
having computer-executable program code embodied in the
medium.

[0090] It will be understood that any suitable computer-
readable medium may be utilized. The computer-readable
medium may include, but is not limited to, a non-transitory
computer-readable medium, such as a tangible electronic,
magnetic, optical, electromagnetic, infrared, and/or semicon-
ductor system, device, and/or other apparatus. For example,
in some embodiments, the non-transitory computer-readable
medium includes a tangible medium such as a portable com-
puter diskette, a hard disk, a random access memory (RAM),
aread-only memory (ROM), an erasable programmable read-
only memory (EPROM or Flash memory), a compact disc
read-only memory (CD-ROM), and/or some other tangible
optical and/or magnetic storage device. In other embodiments
of the present invention, however, the computer-readable
medium may be transitory, such as, for example, a propaga-
tion signal including computer-executable program code por-
tions embodied therein.

[0091] One or more computer-executable program code
portions for carrying out operations of the present invention
may include object-oriented, scripted, and/or unscripted pro-
gramming languages, such as, for example, Java, Perl, Small-
talk, C++, SAS, SQL, Python, Objective C, and/or the like. In
some embodiments, the one or more computer-executable
program code portions for carrying out operations of embodi-
ments of the present invention are written in conventional
procedural programming languages, such as the “C” pro-
gramming languages and/or similar programming languages.
The computer program code may alternatively or additionally
be written in one or more multi-paradigm programming lan-
guages, such as, for example, F#.

[0092] Some embodiments of the present invention are
described herein with reference to flowchart illustrations and/
or block diagrams of apparatuses and/or methods. It will be
understood that each block included in the flowchart illustra-
tions and/or block diagrams, and/or combinations of blocks
included in the flowchart illustrations and/or block diagrams,
may be implemented by one or more computer-executable
program code portions. These one or more computer-execut-
able program code portions may be provided to a processor of
a general purpose computer, special purpose computer, and/
or some other programmable data processing apparatus in
order to produce a particular machine, such that the one or
more computer-executable program code portions, which
execute via the processor of the computer and/or other pro-
grammable data processing apparatus, create mechanisms for
implementing the steps and/or functions represented by the
flowchart(s) and/or block diagram block(s).

[0093] The one or more computer-executable program
code portions may be stored in a transitory and/or non-tran-
sitory computer-readable medium (e.g., a memory, etc.) that
can direct, instruct, and/or cause a computer and/or other
programmable data processing apparatus to function in a
particular manner, such that the computer-executable pro-
gram code portions stored in the computer-readable medium
produce an article of manufacture including instruction
mechanisms which implement the steps and/or functions
specified in the flowchart(s) and/or block diagram block(s).
[0094] The one or more computer-executable program
code portions may also be loaded onto a computer and/or
other programmable data processing apparatus to cause a
series of operational steps to be performed on the computer
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and/or other programmable apparatus. In some embodiments,
this produces a computer-implemented process such that the
one or more computer-executable program code portions
which execute on the computer and/or other programmable
apparatus provide operational steps to implement the steps
specified in the flowchart(s) and/or the functions specified in
the block diagram block(s). Alternatively, computer-imple-
mented steps may be combined with, and/or replaced with,
operator- and/or human-implemented steps in order to carry
out an embodiment of the present invention.

[0095] As used herein, a processor/computer, which may
include one or more processors/computers, may be “config-
ured to” perform a stated function in a variety of ways, includ-
ing, for example, by having one or more general-purpose
circuits perform the stated function by executing one or more
computer-executable program code portions embodied in a
computer-readable medium, and/or by having one or more
application-specific circuits perform the stated function.
[0096] While certain exemplary embodiments have been
described and shown in the accompanying drawings, it is to
be understood that such embodiments are merely illustrative
of, and not restrictive on, the broad invention, and that this
invention not be limited to the specific constructions and
arrangements shown and described, since various other
changes, combinations, omissions, modifications and substi-
tutions, in addition to those set forth in the above paragraphs,
are possible. Those skilled in the art will appreciate that
various adaptations, modifications, and combinations of the
just described embodiments may be configured without
departing from the scope and spirit of the invention. There-
fore, it is to be understood that, within the scope of the
appended claims, the invention may be practiced other than as
specifically described herein.

What is claimed is:
1. A mobile transaction device security system comprising:
a memory device;
a communication device; and
a processing device coupled to the memory device,
wherein the processing device is configured to:
receive a security protocol from a user, the security
protocol comprising a permission module and an
authentication module, wherein the permission mod-
ule comprises instructions on when the user must
authenticate an identity of the user to perform a trans-
action, wherein the instructions are provided by the
user and stored in a database;
identify at least one financial account of the user;
determine that the user is conducting the transaction
using the financial account;
compare at least one characteristic of the financial
account or the transaction with the instructions pro-
vided by the user; and
determine if the user must authenticate the user’s iden-
tity based on the comparison of the characteristic with
the instructions provided by the user;
allow the transaction when the user is not required to
authenticate the user’s identity based on the compari-
son; and
require authentication of the user through the authenti-
cation module when the comparison of the character-
istic to the instructions provided by the user indicates
that the transaction cannot proceed without authenti-
cation.
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2. The system of claim 1, wherein the authentication mod-
ule comprises at least one security feature.

3. The system of claim 2, wherein the at least one security
feature is customizable by the user.

4. The system of claim 2, wherein the security feature
consists of at least one of a username, a password, a challenge
question, a voice recognition test, a facial recognition test, a
fingerprint identification test, and an iris scan.

5. The system of claim 1, wherein the characteristic of the
financial account is having sufficient funds to meet a mini-
mum balance prior to the transaction.

6. The system of claim 1, wherein the characteristic of the
financial account is selected from the group consisting of a
total transaction balance for a statement period, a total num-
ber of pending transactions, and a location of a previous
transaction.

7. A computer-implemented method of providing financial
transaction security, the method comprising:

receiving a security protocol from a user, the security pro-

tocol comprising a permission module and an authenti-
cation module, wherein the permission module com-
prises instructions on when the user must authenticate an
identity of the user to perform a transaction, wherein the
instructions are provided by the user and stored in a
database;

identifying at least one financial account of the user;

determining that the user is conducting the transaction

using the financial account;

comparing at least one characteristic of the financial

account or the transaction with the instructions provided
by the user;

determining if the user must authenticate the user’s identity

based on the comparison of the characteristic with the
instructions provided by the user;

allowing the transaction when the user does not need to

authenticate the user’s identity based on the comparison;
and

requiring authentication of the user through the authenti-

cation module when the comparison of the characteristic
to the instructions provided by the user indicates that the
transaction cannot proceed without authentication.

8. The method of claim 7, wherein receiving the security
protocol from the user comprises receiving security features
for authenticating the user’s identity.

9. The method of claim 7, wherein determining that the
user is conducting a transaction comprises receiving a signal
from a point-of-sale device indicating that the user is attempt-
ing to conduct a transaction.

10. The method of claim 7, wherein the characteristic of the
financial account is having sufficient funds to meet a mini-
mum balance prior to the transaction.

11. The method of claim 7, wherein the characteristic of the
financial account is selected from the group consisting of a
total transaction balance for a statement period, a total num-
ber of pending transactions, and a location of a previous
transaction.

12. A computer program product for providing a financial
transaction security product, the computer program product
comprising:

a non-transitory computer-readable medium comprising:

an executable portion for causing a computer to receive
a security protocol from a user, the security protocol
comprising a permission module and an authentica-
tion module, wherein the permission module com-
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prises instructions on when the user must authenticate
an identity of the user to perform a transaction,
wherein the instructions are provided by the user and
stored in a database;

an executable portion for causing a computer to identify
a financial account of the user;

an executable portion for causing a computer to deter-
mine that the user is conducting the transaction using
the financial account;

an executable portion for causing a computer to compare
at least one characteristic of the financial account or
the transaction with the instructions provided by the
user;

an executable portion for causing a computer to deter-
mine if the user must authenticate the user’s identity
based on the comparison of the characteristic with the
instructions provided by the user;

an executable portion for causing a computer to allow
the transaction when the user does not need to authen-
ticate the user’s identity based on the comparison; and

an executable portion for requiring authentication of the
user through the authentication module when the
comparison of the characteristic to the instructions
provided by the user indicates that the transaction
cannot proceed without authentication.

13. The computer program product of claim 12, further
comprising an executable portion for causing a computer to
determine a location of the user when the user is conducting
the transaction.

14. The computer program product of claim 12, wherein
the financial account comprises information associated with
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atleast one of a checking account, a savings account, a money
market account, a credit account, an investment account, and
a rewards points account.

15. The computer program product of claim 12, wherein
the characteristic of the financial account is having sufficient
funds to meet a minimum balance prior to the transaction.

16. The computer program product of claim 12, wherein
the characteristic of the financial account is selected from the
group consisting of a total transaction balance for a statement
period, a total number of pending transactions, and a location
of a previous transaction.

17. The computer program product of claim 16, wherein
the permission module requires the user to authenticate the
user’s identity when the total transaction balance for a state-
ment period is greater than a predetermined amount.

18. The computer program product of claim 16, wherein
the permission module requires the user to authenticate the
user’s identity when the total number of pending transactions
in the financial account is greater than a predetermined
amount.

19. The computer program product of claim 16, wherein
the permission module requires the user to authenticate the
user’s identity when the location of the previous transaction is
a predetermined distance from a current location of the user.

20. The computer program product of claim 12, wherein
the permission module requires the user to authenticate the
user’s identity if a transaction amount would lower a balance
in the financial account below a predetermined level.
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