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DH-Authentication—Info, WH] LASEIR UAC B AE LB N (R4S 25 1) A 1 SREAE 200 iy
N A LS DH-Authentication—Info B 50AF 5 M, HAE UAC FlI UAS 5% Proxy [R]Ed &
T i E AL A DH-Authentication—Info, U] UAC T] LAIA K3 2 HEA s (K IR 45 2o 30 T 7
B AT BLE PR 48 IR 55345 o

[0068]  7F FIAYEREFEA, HAEWIAE I E b 2 oAl AT 46 25 88 K, 16 LA A
FEFP AL S 2 K, X0 T B 2 I E T & F2-F4 48 A 88 9142 K, 1 F6-F8 {3 ]
(M2 A2 Kso BT Ki HHEL—, BrEAn] DA 0B 1k Plain Text A MM,

[0069] " IHITFAH Ui FH A B ¥y STP Sk )4 e S 4 SR 11 STP Sk,

[0070] & $& A A B A 2 %0 iE, fE RFC3261 H E X T WA Sk B, 2 5k
WWW—Authenticate, Proxy—Authenticate, Authorization, Proxy—Authorization, A~ % Bf
B AR AR b, 3 i DY A K 250 2 5830 DH-Digest A iiE.

[0071] AU B b SCHISRER T

[0072] 1.WWW-Authenticate =" WWW-Authenticate” HCOLON challenge

[0073] 2.Proxy-Authenticate =" Proxy—-Authenticate” HCOLON challenge
[0074] H.H7, challenge = (” Digest” |LWS digest—cln*(COMMA digest—cln))
[0075] dh—-challenge/other—challenge

[0076] dh—challenge = (” DH-Digest” | LWS digest—cln*(COMMA digest—cln))
[0077] other—challenge = auth—scheme LWS auth—param#* (COMMA auth—param)
[0078] digest—cln = realm/domain/nonce/opaque/stale/algorithm

[0079] /qop—options/dh-b/dh-response—auth/auth—-param
[0080] realm =" realm” EQUAL realm-value

[0081] realm—value = quoted-string

[0082] domain =" domain” EQUAL LDQUOT URI* (1%SP URI)RDQUOT
[0083] URI = absoluteURI/abs—path

[0084] nonce =" nonce” EQUAL nonce-value

[0085] nonce-value = quoted-string

[0086] opaque =" opaque” EQUAL quoted-string

[0087] stale =" stale” EQUAL(” true” /" false” )

[0088] algorithm =" algorithm” EQUAL(” MD5” /" MD5-sess” /token)
[0089] qgop—options =" qop” EQUAL LDQUOT gop-value

[0090] *(” , " qop-value)RDQUOT

[0091] gop—-value =" auth” /” auth-int” /token

[0092] dh-b =" DH-B” EQUAL dh-b-value

[0093] dh-b-value = quoted-string

[0094] dh-response—auth =" DH-Rspauth” EQUAL dh-response—digest

[0095] dh-response—digest = LDQUOT 32LHEX RDQUOT

[o096] A, 47 ™ RIZ 4 Ky K h T G 24

[0097] X} IR WWW-Authenticate F Proxy—Authenticate ki I SEe LT R -
[0098]  realm :realm-value WAZ0e —AN4 Ry ME— )77 8, I B4 ] BoR 77741
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e, R 22 P, ¥87n P S AN P 4 BCsns .

[0099]  Domain : {51540 & H)— P ELE A URL 3K, K BIEIXLE domain I, ] LLAE H]
FIFERIAE E B o %S5 Proxy—Authenticate Sk E X,

[0100]  Nonce :nonce s H server 2L —H LL 16 3% base64 F 78 HIBEHL 47 5 .
[0101]  Opaque :opaque 5&H server $&ff— i UL 16 @51 base64 K FIBENL 1T H
% P i NAEAEATIOAE, 3R 145 servers

[0102]  Stale :i%ZHU&—Mhri&, A TRUE 1 FALSE P5AME, H KRR AT — MK, H T
nonce I HAM S EUAAIERM . & 7 um B/ 401/407 H, i S HU{E N TRUE B, H 75
FHT nonce, BHTHE —IREGE R, AT AE SR A AN P 4 SO . A server
R request H nonce s2 I HIHY, (HA2 1% B nonce XTI EERIN (2 Ui
1T 2B ), A %S0 E N TRUE,

[0103]  Algorithm : | T-Fa/m il tH B E RE, JEH LS HUN, §48 h MD5 8%
[0104]  gop-options: A T 3 %F RFC2069 11 5] N W 1L & & %, H T 8 7~ server
B B8 S FF 1 7 quality of protection ", W UL iF £ A~ {8, H A1 A W 4 W
fi :” auth” . " auth-int” (HUEARTEMZESE FHAEAR) . BAEEH %SG
(L0 T

[0105]  dh—b : 24 T SEHR DH Digest MHEM =TI AR —AZ4L, /0K T UAS 8(# Proxy [#) DH
ATHRAEL IR RS EL, UAC W] LTSR35

[0106] 4 scheme & DH-Digest, 1ff H. WWW—Authentication F1 Proxy—Authentication
ANELE I dh-b B, IECREE UAS 8 Proxy CL4¥S db—b 7ELLRTHITH S R I%45 UAC T, 4
BIRXUCGAIE ] LA E R 280, AT 2R 62 (a0 UAC A3 %,
WA g, ] DAE FRIEE 25 BT IAIE ) o 244 5 dh—b I, W37 UAS B Proxy A
B ER RO — IR PR

[0107]  dh-response—auth : 24 T B 11 % B RS2 A AL 119 401 835 407 Wi, UAC 75 BEXf
UAS 83 Proxy KR 401 BL# 407 W VAT IAIE. UAS 853 Proxy 7E&KIX 401 Bi# 407
Wi SIS, 020K TG 258 (24 dh-b ZEFEAEN ) B R L ZHH CUALFLE dh-b 2
BN ) BTG

[0108]  auth-param :iZZHUEN T RKY RETIART,

[0109] 3. Proxy-Authorization =" Proxy-Authorization” HCOLON credentials
[0110] 4. Authorization =" Authorization” HCOLON credentials

[0111] ., credentials = (” Digest” LWS digest—response)

[0112] dh—-digest-response/other—-response

[0113] digest-response = dig—resp* (COMMA dig-resp)
[0114] dh-digest—response = dig—resp* (COMMA dig-resp)

[0115] dig-resp = username/realm/nonce/digest—uri

[0116] /dresponse/algorithm/cnonce

[0117] /opaque/message—qop

[0118] /nonce—count/dh-a/auth-param
[0119]  username =" username” EQUAL username-value
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[0120] username-value = quoted-string
[0121] digest—uri =" uri” EQUAL LDQUOT digest-uri-value RDQUOT

[0122] digest-uri-value = rquest-uri ;Equal to request—-uri as specified

[0123] by HTTP/1.1
[0124] message—qop =" qop” EQUAL qop-value
[0125] cnonce =" cnonce” EQUAL cnonce-value

[0126] cnonce—value = nonce-value

[0127]  nonce—count =" nc” EQUAL nc-value
[0128] nc-value = S8LHEX
[0129] dresponse =" response” EQUAL request—digest

[0130] request—digest = LDQUOT 32LHEX RDQUOT
[0131] dh-a =" DH-A" EQUAL dh—a-value
[0132] dh—a-value = quoted-string

[0133] auth-param = auth—param—name EQUAL (token/quoted—string)

[0134] auth—-param—name = token

[0135] other—-response = auth—scheme LWS auth—param#* (COMMA auth—param)

[0136] auth—scheme = token

[0137] o, 47 F RIZER 7 0 Sk B i 1 248

[0138] X} I'iA Authorization Fl Proxy—Authorization Sk P IS EiBH T -

[0139]  response :—> 128 EUAFIY, HH 32 > 16 U HIECR /R =47 8, B2 a2 X
TR

[0140]  username :7EF5 & 1) realm i Fl NI 4 o

[0141] digest-uri : 5 &I Request—-Line ] Request—-URI #H[A], 2 At A B A8 H 15
SKIH B ) Request-URT, 52 KA HHTHI#) proxy FI BE4 & Request-URL,

[0142]  message—qop : A T % RFC2069 1M 5| AT S H, I T 3878 % 7 i BT BESC R I
“quality of protection (fR¥FFIE )7, Huei— M, HAREZ server IK¥ qop H1iK)
—ME . BRI E A . WWW—-Authenticate BY Proxy—Authenticate S i
HE T qop B3, IALE Authorization B{ Proxy—Authorization Sk P A5 S5,
[0143]  cnonce : W15 WWW—-Authenticate B¢ Proxy—Authenticate Sk 45 T qop 40, I
2 AE Authorization 8% Proxy—Authorization Sk A A b S50, B WA FEH LS5
SN E P s, H T#faplain text By $2fit message integrity protection.PA
MU B FIAGIE

[0144] cnonce—count : 11 5 WWW-Authenticate B Proxy—Authenticate ki J 47 T qop
ZH, I AALE Authorization BX Proxy—Authorization Sk DAy 240, 5 WA T B 47
WS ZSEUE A 16 FEHIRTH &2, 1 T80 P um & AL nonce BIE K EA
o B, XT server 457E A nonce, 27 I A H ISR —MMERIE E Z SO “ne =
000000017, server 2 RAF H CHI—4) nc # V1, IXFE server BEXS %) i A 1 K K% S 40K
55 B CORAFRERET LB, IR LLAIWT R 5323 T replay Xiili.

[0145]  dh-a : 4y T SEBADH Digest Mgl 51 AMI—A 24, A3 T UAC i) DH AT # 4L s ilid
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HZ4Y, UAS 83 Proxy n] LLA R AL =541

[0146] 24 Authorization FH Proxy-Authorization SkB{H [ scheme & “DH-Digest”, itk
ISR S P B T dh—a 225 WIS AT R R DA IE 2 A5 FH A4 35 B AT s 16, G AN
Challenge (WWW—Authentication Fl Proxy—Authentication) HE B S T dh-b =%, #
I AZAT W46 2 A dh—a IETVEEATIE (CIXFPE &0 ] B8 &k AETE UAC T8 Ji , RIEHT 1
K, {H & UAS B# Proxy FFANKNTE UAC EJF T, M{/h2R 45 22 UAC 1 L =28 R B- AT BRI,
IR UAC AT AW UAS B Proxy iy B ik & 52 B ok n 25 0 13 K, i a6 3 B ok 5
PUEGAE ) s ARAEE dh-a 250, WRWAE 7 LLATIITE S P UAC 284 dh—a KR4S UAS 8L
F Proxy T, AT HIIE R IAE 2 AT FH AL S 25 5 N5 1

[0147]  HR¥E Authentication—Info [f] ABNF 52 MUANREY R S5, AT AAEA & B A I B 4
T —A ki DH-Authentication—Info.

[0148] 5.DH-Authentication-Info = " DH-Authentication—-Info ” HCOLON
dh—ainfo* (COMMA dh-ainfo)

[o149]  Jrp,

[0150] dh—ainfo = nextnonce/message—qop/response—auth

[0151] /cnonce/nonce—count/dh-a

[0152] nextnonce =" nextnonce” EQUAL nonce-value
" rspauth” EQUAL response—digest

[0154] response—digest = LDQUOT*LHEX RDQUOT

[0155] X EikBrié ki DH-Authentication—Info FF S H BN -

[0156]  UAS 8 Proxy wJ LA %K1 -

[0157] AP nonce, 25 /7 3t I )77 nextnonce ZHUAIZ IR T, WHIR %2R IE T — i
3K, WA AL BT IS nonce BEAT V5, 15 I SR %25 7 i 4T3 45 I 22 f9) nonce TR L, server 2%
FESREHAE, 37 B s a7 TRUE ] stale 4. W AT EAE dh-a 4.

[0158]  B.UAS 5 Proxy [n] UAC WAilE H 8, 75 224577 response-digest Z4 ;LI W iR AL &
T dh-a 24, Wk response—digest 42K W42 AT MZ 1) s i R E A A dh-a =
£, W response—digest 42K H L2 BHUEAT A5 1

[0159]  Nextnonce :iZZSHUE server ¢4 IR P im F— IR R IR TE K B HH nonce
[0160]  message—qop 1A SN 5 % P i KK qop U R R, F5 7R server 1H5
response B H]” quality of protection” .

[o161]1 & T Bii ik replay Moy, A & 8 7 v% # € 78 b & Sk B WWW-Authenticate,
Proxy—Authenticate, Authorization, Proxy—Authorization i H J AN qop 5.
[0162] IR SHP iy R B INE BRI

[0163] 1.dh-response—digest (DH MV 4% 2 ) BIBEEWT -

[0164] [ h{F WiW-Authenticate fll Proxy—Authenticate H[¥] qop & — &M, 1] LAY,
& auth B0 auth—int ZFZFLESE. JrLAEMRGEIE , qop-value K UEH] auth,

[0165] dh-response—digest = <" ><MD5 (MD5 (A1), unqg (nonce—value)

[0166] "+ unq(qop-value)

[0167] " " MD5(A2)

[0153] response—auth =
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[0168] )< >
[o169]  Firb, A1 FIBVEMTE -
[0170] ﬁu%” algorithm” #8777 MD5" BNV AH W iZZSE, 7 HINA dh-b 2L WA 1 =

7 2

ung (username—value) ” : ” unq(realm-value)” : ” shared-key
[0171]  HH, shared-key = <shared key calculated by dh-a and dh-b>
[0172] ﬁﬂ%” algorithm” ¥g78” MD5” ¥ H W iS4, 3 H A dh-b 4 W Al = un

q(username-value) ” : ” ung(realm-value)” : " passwd” : ” unqg(dh-b)

[0173] Hr, passwd = <user’ s password>

[0174] dh-b = <dh-b-value>

[01751 WH" algorithm” 577" MD5-sess” , 3f H¥& A dh-b %,

[0176] A 1 = MD5(unq(username-value)” :” unqg(realm—value)” :” shared-key)” :

" ung (nonce—-value))

[0177]  #13” algorithm” $878" MD5" BUAH 1% S%, IF HA dh-b 2%, W A1 = MD
: passwd” : " unq(dh-b))

2

5 (unq (username-value) ” ung (realm-value) ”

[0178] A2 (EEWT -

[0179] A2 = Method ” : " digest—uri-value

[0180]  2.request—digest (IERIE ) KHIEMT -

[0181] W " qop” /A" auth” B{” auth-int” , N

[0182] request-digest = <” ><MD5(MD5 (A1), unq(nonce—-value)

[0183] " ¢+ nc-value

[0184] "+ "7 unqg(cnonce-value)
[0185] "+ unqg(qop-value)
[0186] 7" MD5(A2)

[0187] <"

[o188] M, Al [UEVEINT -
[0189] W " algorithm” 57" MD5" BRI AW i1%Z S, 7 %A dh-a %, ) Al =

17 1

ung (username-value) ” : ” unq(realm-value)” shared—key
[0190] Hr1, shared-key = <shared key calculated by dh—a and dh-b>
[0191] ZZD%” algorithm” ¥§78” MD5" &AW 1ZS4, 7 HA dh-a 2%, W Al = un

q(username—-value)” : ” unq(realm-value)” : " passwd” :” dh-a

[0192]  Hr, passwd = <user’ s password>

[0193] dh-a = <{dh—a-value>

[0194] WH" algorithm” 571" MD5-sess” , 3f H¥& A dh—a &3, N

[0195] Al = MD5 (unq(username—value)” : ” unq(realm—value)

[0196] " .7 shared-key)” :” ung(nonce-value)” : ” ung(cnonce-value)
[o197] " algorithm” $E75” MD5" BRRA W i%ZEL, I HA dh-a 24, W

[0198] Al = MD5 (ung(username—-value)” : ” unq(realm-value)

[0199] " " passwd” :” dh-a)” :” ung(nonce-value)” :” unqg(cnonce-valu
e)
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[0200] A2 (EVEMNTE -

[0201] WHR" qop” F87”" auth” , N A2 = Method” : " digest—-uri-value

[0202] WIH" qop” #8787 auth—int” , ] A2 = Method " : 7 digest-uri-value
"+ 7 MD5(entity-body)

[0203] 11 3 STP 9 B A K 4%, WILE REC2617 H15E LI A2 FPAE I 9 H(entity—body) %
MU S iE X s

[0204] H(entity-body) =MD5(" " ) =" d41d8cd98f00b204e9800998ecf8427¢"”
[0205]  3.response—digest (WP HHE ) HIH I .

[0206] response-digest & VLRI request—digest HiEAHLL, X AAET A2 9
o

[0207] W% Authorization 1 Proxy—Authorization Sk H )" qop” 877" auth” ,

M A2 =" " digest—uri-value
[0208] 41 B Authorization I Proxy—Authorization 3k 3 T H 7 qop 7 38
R auth—int” , W] A2 =" : " digest—-uri-value” : " MD5(entity—body)

[0200] 1R STP {3 B A 4 %, WIAE RFC2617 A5 SCHY A2 ARAE AT H(entity—body) K
FHRTF 52 X

[0210]  H(entity-body) =MD5(" " ) =" d41d8cd98f00b20469800998ecf8427e"
[0211]  HAANGE I S B 22 T AR, A S SR SR ARNIE, AR WA P 2 AR
AT AN D8 5 A A BH DR 2ot A 25T B PR SO 22 SR A0, 5 K 2 TR A i AN i 5 A% S A 1
Fiitf
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401 Unauthorized (Proxy-Authenticate )
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-« il
SIP Request SIP Request
( Authorization) (Proxy-Authorization)
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UAC UAC
P UAS oy ( Proxy
F1 Request q F1 Request >
F2 401 F2 407
« (Wi¥-Authenticate) ¢ (Proxy-Authenticate)
F3 Request F3 Request
‘ (Authorization) » (Proxy-Authorization) >
F4 200 F4 200
(S&Authenticate—lnfoi < (DH-Authenticate-Info) |
F5 Request > F5 Request >
F6 401 F6 407
< (WW-Authenticate) < (Proxy-Authenticate)
F7 Request F7 Request
(Authorization) > (Proxy-Authorization) >
F8 200 F8 200
(Di-Authenticate-Info) ¢ (DH-Authenticate-Info)
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