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Description
FIELD

[0001] Arrangements described herein relate generally to an information processing device, an information processing
method, and an information processing computer program product.

BACKGROUND

[0002] A resilience technology for, in the occurrence of an incident such as a disaster, attempting a quick recovery
from the influence and restoration to a normal state has attracted attention. In addition, the concept of the cyber resilience
technology that minimizes the influence in the occurrence of an incident such as cyberattack and attempts an early
recovery from the influence is spreading. One of the disclosed examples is a technique of selecting the security action
that produces the maximum effect with the minimum action.

[0003] In the conventional technique, however, the actions considering the resilience requirements of a target system
have not been selected and the optimum resilience design information in accordance with the target system has not
been provided.

BRIEF DESCRIPTION OF THE DRAWINGS
[0004]

Fig. 1 is a schematic diagram of an information processing device;

Fig. 2 is a schematic diagram of a data configuration of a cyber resilience catalog;
Fig. 3 is an explanatory diagram of resilience requirements;

Fig. 4 is a schematic diagram of system constraint information;

Fig. 5A is an explanatory diagram of calculating a resilience indicator;

Fig. 5B is an explanatory diagram of calculating the resilience indicator;

Fig. 6 is an explanatory diagram of calculating a first KPI absolute value;

Fig. 7 is an explanatory diagram of calculating a second KPI absolute value;

Fig. 8 is a schematic diagram of a data configuration of a score conversion table;
Fig. 9 is a flowchart expressing the procedure of information processing;

Fig. 10 is a schematic diagram of an information processing device;

Fig. 11 is an explanatory diagram of the resilience requirements;

Fig. 12 is a schematic diagram of system constraint information;

Fig. 13 is a flowchart expressing the procedure of information processing;

Fig. 14 is a schematic diagram of an information processing device;

Fig. 15 is a flowchart expressing the procedure of information processing; and
Fig. 16 is a hardware configuration diagram.

DETAILED DESCRIPTION

[0005] Itis an object of the arrangements herein to provide an information processing device, an information processing
method, and an information processing computer program product that can provide optimum resilience design information
in accordance with a target system.

[0006] Exemplary arrangements of an information processing device, an information processing method, and an
information processing computer program product will be explained below in detail with reference to the accompanying
drawings.

[0007] In the description in each of the following arrangements, parts denoted by the same reference sign have
substantially the same functions, and the overlapping parts are omitted from the description as appropriate.

First arrangement

[0008] Fig. 1is a schematic diagram of one example of an information processing device 10 according to this arrange-
ment.

[0009] Theinformation processingdevice 10 is a computer that selects resilience design information for a target system
40.

[0010] The target system 40 is an information system to which an action set to satisfy resilience is applied. The target
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system 40 includes one or a plurality of nodes, for example.

[0011] The resilience refers to the mechanism or capability to, in the occurrence of an incident such as various cyber-
attacks, minimize the influence of the incident and to enable a quick recovery from the influence and restoration to the
normal state.

[0012] The resilience design information and the action set are discussed below in detail.

[0013] The information processing device 10 includes a user interface (Ul) unit 12, a storage unit 14, and a processing
unit 20. The Ul unit 12, the storage unit 14, and the processing unit 20 are communicatively connected via a bus 16 or
the like.

[0014] The Ul unit 12 has a display function for displaying various types of information and an inputting function for
receiving operation instructions from a user. In this arrangement, the Ul unit 12 includes a display unit 12A and an input
unit 12B. The display unit 12A is a display that displays various types of information. The input unit 12B receives the
operation input by the user. The input unit 12B is, for example, a pointing device such as a mouse or a keyboard. The
Ul unit 12 may be a touch panel in which the display unit 12A and the input unit 12B are integrated.

[0015] The storage unit 14 stores various types of information. The storage unit 14 may be a storage device provided
outside the information processing device 10. For example, the storage unit 14 may be mounted on an external information
processing device connected to the information processing device 10 via a network or the like.

[0016] In this arrangement, the storage unit 14 stores therein a cyber resilience catalog 14A and a score conversion
table 14B in advance.

[0017] The cyber resilience catalog 14A is information that represents a plurality of actions that satisfy the resilience
against cyberattacks. The score conversion table 14B will be discussed below in detail.

[0018] Fig. 2 is a schematic diagram of one example of a data configuration of the cyber resilience catalog 14A.
[0019] The cyber resilience catalog 14A is information in which the actions, and resilience parameters and influence
parameters corresponding to the respective actions are associated with each other.

[0020] The actions are security actions to satisfy the resilience against the cyberattacks. A plurality of types of actions
are registered in advance in the cyber resilience catalog 14A.

[0021] The resilience parameter is a parameter that represents an improvement degree of resilience in a case where
the corresponding action in the cyber resilience catalog 14A is introduced in a system, such as the target system 40. In
the cyber resilience catalog 14A, values of the resilience parameters that represent the improvement degree of the
resilience for each of a plurality of resilience items are registered.

[0022] Theresilienceitems areitemsthatrepresenttheresilience inacase where the corresponding actionis introduced
in the system, such as the target system 40. Specifically, the resilience items include at least one-type item among items
related to the attack success rate against a system such as the target system 40, items related to operation functions
of a system such as the target system 40, and items related to a stop period of the target system 40 (for example, return
time).

[0023] Theitems related to the attack success rate are, for example, the reduction rate of the attack success rate, the
reduction rate of the stop possibility, and the like. One example of the items related to the operation functions is the
improvement rate of the function operation rate. One example of the items related to the stop period is the improvement
rate of the return time.

[0024] In this arrangement, it is assumed that the resilience items are the reduction rate of the attack success rate,
the improvement rate of the function operation rate, and the improvement rate of the return time. Note that the resilience
items are not limited to these items.

[0025] Theinfluence parameteris a parameter that represents an influence degree, other than the resilience, occurring
to the system, such as the target system 40 in a case where the action is introduced in the system. In the cyber resilience
catalog 14A, the values of the influence parameters that represent the influence degree of each of a plurality of influence
items in a case where the corresponding action is introduced in the system are registered. The influence item shall
coincide with a constraint item to be described below.

[0026] Referring back to Fig. 1, the explanation is continued.

[0027] Next, the processing unit 20 is described. The processing unit 20 causes the information processing device 10
to execute information processing. The processing unit 20 includes a first acquisition unit 20A, a second acquisition unit
20B, a calculation unit 20C, a selection unit 20D, and an output control unit 20E.

[0028] The first acquisition unit 20A, the second acquisition unit 20B, the calculation unit 20C, the selection unit 20D,
and the output control unit 20E are realized by, for example, one or a plurality of processors. For example, each of the
above units may be realized by having a processor such as a central processing unit (CPU) execute a computer program,
i.e., by software. Each of the above units may be realized by a processor such as a dedicated IC, i.e., hardware. Each
of the above units may be realized using software and hardware in combination. When the processors are used, each
processor may realize one of the units or two or more of the units. In another example, at least one of the above units
may be provided in an external information processing device connected to the information processing device 10 via a
network.
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[0029] The first acquisition unit 20A acquires resilience requirements for the target system 40.

[0030] The resilience requirements represent requirements that are required for the target system 40 as the resilience.
[0031] In other words, the resilience requirements represent the level of the resilience required for the target system
40. For example, the resilience requirements represent the level of the resilience that a user requires for the target
system 40.

[0032] The first acquisition unit 20A acquires from the Ul unit 12, the resilience requirements for the target system 40
that are input by the user’s operation instruction of the Ul unit 12, for example. The first acquisition unit 20A may acquire
the resilience requirements for the target system 40 from an external information processing device connected to the
information processing device 10 via a network or the like. The first acquisition unit 20A may acquire the resilience
requirements for the target system 40, which are stored in the storage unit 14 in advance, by reading the resilience
requirements from the storage unit 14.

[0033] Fig. 3 is an explanatory diagram of one example of the resilience requirements.

[0034] The resilience requirements are represented, for example, by target conditions to be satisfied by a key per-
formance indicator (KPI).

[0035] KPI is a quantitative indicator used to measure the achievement of a target. In this arrangement, a smaller
value of KPI means a higher evaluation value.

[0036] The target condition to be satisfied by KPI is expressed, for example, by a conditional expression using KPI.
Fig. 3 expresses "KPI_rel < 0.3" as an example of a conditional expression for the resilience requirements.

[0037] KPI_rel represents the KPI relative value. The KPI relative value is the ratio of the KPI absolute value after the
introduction of the resilience action to the KPI absolute value before the introduction of the resilience action. The KPI
absolute values represent the respective KPIs before and after the introduction of the resilience action.

[0038] In other words, in the example described in this arrangement, the first acquisition unit 20A acquires the condi-
tional expression of the KPI relative value as the resilience requirements.

[0039] The first acquisition unit 20A may acquire the conditional expression for the KPI absolute value, which is the
KPI after the introduction of the resilience action, as the resilience requirements.

[0040] The target condition to be satisfied by the KPI may be expressed in words representing a target level. For
example, the target condition to be satisfied by KPl may be words that represent the target levels of KPI, such as "high",
"medium", and "low". In this case, the correspondence between the range of the values expressing KPI and the words
expressing the levels such as "high", "medium", and "low" may be defined in advance and the words expressing the
levels corresponding to the values expressing the KPI inputin the Ul unit 12 may be used as the resilience requirements.
For example, if KPI < 0.1, the level is "high", if 0.1 < KPI < 0.3, the level is "medium", and if 0.3 < KPI, the level is "low".
The conversion rules are thus determined in advance. Then, the first acquisition unit 20A may acquire the word repre-
senting the level corresponding to the value acquired from the Ul unit 12 (for example, level "medium", etc.) as the
resilience requirements.

[0041] Inthe example described in this arrangement, the first acquisition unit 20A acquires the conditional expression
(see Fig. 3) expressing the resilience requirements, as the resilience requirements.

[0042] Referring back to Fig. 1, the explanation is continued.

[0043] The second acquisition unit 20B acquires system constraint information for the target system 40.

[0044] The system constraint information is information expressing the constraint requirement level required for each
constraint item for the target system 40. For example, the system constraint information expresses the constraint re-
quirement level that the user requires for the target system 40.

[0045] The constraint item is an item expressing a constraint other than the resilience for the target system 40. In the
example described in this arrangement, the constraint item and the influence item coincide. As described above, in the
example of this arrangement, the influence items are installation cost, running cost, and system load. For this reason,
this arrangement describes one example in which the constraintitems are installation cost, running cost, and system load.
[0046] The second acquisition unit 20B acquires from the Ul unit 12, the system constraint information for the target
system 40 that is input by the user’s operation instruction of the Ul unit 12, for example. The second acquisition unit 20B
may acquire the system constraint information for the target system 40 from an external information processing device
connected to the information processing device 10 via a network or the like. The second acquisition unit 20B may acquire
the system constraint information for the target system 40, which is stored in the storage unit 14 in advance, by reading
the system constraint information from the storage unit 14.

[0047] Fig. 4 is a schematic diagram of one example of the system constraint information.

[0048] The second acquisition unit 20B acquires information representing the constraint requirement level required
for each of these constraint items, for example, "requirement: high", "requirement: medium", or "requirement: low". Fig.
4 expresses a scene in which the second acquisition unit 20B acquires the system constraint information representing
"requirement: high" for the installation cost, "requirement: medium" for the running cost, and "requirement: high" for the
system load.

[0049] Referring back to Fig. 1, the explanation is continued.
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[0050] For each of the action sets including one action or the combination of the actions and being different from each
other for the resilience, the calculation unit 20C calculates the resilience indicator of the target system 40 to which the
action set is applied.

[0051] First, the calculation unit 20C generates a plurality of action sets for which at least one of the types and the
number of actions included is different, by using the actions registered in the cyber resilience catalog 14A.

[0052] Specifically, the calculation unit 20C selects one or more actions from the actions registered in the cyber
resilience catalog 14A to generate the action sets. The calculation unit 20C may generate the action sets of all combi-
nations that satisfy the condition that at least one of the type and the number of actions included is different. The
calculation unit 20C may generate a predetermined number of action sets among the action sets of all combinations
that satisfy the condition.

[0053] Then, for each of the generated action sets, the calculation unit 20C calculates a resilience indicator for the
target system 40 to which the action set is applied.

[0054] The resilience indicator is an evaluation value of the resilience when the action set is applied to the target
system 40. The resilience indicator and the above resilience requirements are expressed by the same indicator. For this
reason, in the example described in this arrangement, the resilience indicator is expressed by KPI. In detail, in the
example described in this arrangement, the KPI relative value that represents the ratio of KPI after the introduction of
the resilience action to KPI before the introduction of the resilience action is used as the resilience indicator. The KPI
absolute value, which is KPI after the introduction of the resilience action, may be used as the resilience indicator.
[0055] The calculation unit 20C calculates a resilience indicator for each action set, based on the resilience parameter
that represents an improvement degree of each of the resilience items in a case where the action represented by the
action set is introduced in the target system 40.

[0056] A calculation method for the resilience indicator by the calculation unit 20C is described in detail.

[0057] Fig. 5A and Fig. 5B are explanatory diagrams of one example of calculating the resilience indicator for each
action set by the calculation unit 20C. The calculation unit 20C calculates a resilience indicator for each action set by
performing the following calculation for each of the created action sets.

[0058] In detail, the calculation unit 20C calculates the first KPI absolute value and the second KPI absolute value.
The first KPI absolute value and the second KPI absolute value are examples of the KPI absolute value. The first KPI
absolute value is the KPI absolute value before the introduction of the action included in the action set into the target
system 40. The second KPI absolute value is the KPI absolute value after the introduction of the action included in the
action set into the target system 40.

[0059] Fig. 5A is an explanatory diagram of one example of calculating the first KPI absolute value.

[0060] In Fig. 5A, the vertical axis represents the function operation rate and the horizontal axis represents time.
[0061] The function operation rate is expressed as a value of 0 through 1, both inclusive. The function operation rate
"1" represents the state in which all functions included in the target system 40 are in operation. The function operation
rate "0" represents the state in which all functions included in the target system 40 are not in operation, i.e., all functions
are stopped. Thus, if 30% of the functions in the target system 40 is in operation, the function operation rate represents
"0.3".

[0062] In Fig. 5A, a line diagram 30 represents the transition of the function operation rate of the target system 40
before the introduction of the action included in the action set in a case where an incident occurs at time x.

[0063] In Fig. 5A, XB represents the return time. In detail, XB represents the time (period) required for the function
operation rate to return to "1.0" in a case where an incident occurs at time x. YB represents the function stop rate
determined from the function operation rate and is expressed by the following expression (1).

YB = 1 - function operation rate Expression (1)

[0064] A region with the area represented by XB X YB is referred to as a resilience area 30A. The resilience area 30A
represents the integrated value of the function operation rate when it takes the time XB after an incident occurs and
before the function operation rate returns to "1.0". It can be said that as this resilience area 30A is smaller, the influence
of the incident on the target system 40 is smaller.

[0065] Then, the calculation unit 20C calculates the first KPI absolute value of the action included in the action set
using the following expression (2).

First KPI absolute value KPI abs = XB x YB x ZB

Expression (2)

[0066] ZB represents the attack occurrence rate against the target system 40 before the introduction of the action
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included in the action set.

[0067] For example, itis assumed that XB is "10" and the function operation rate is "0.3". In this case, the calculation
unit 20C calculates, as the resilience area 30A, "0.7" calculated by XB X YB =10 X (1 - 0.3). Additionally, it is assumed
that ZA is "1". In this case, the calculation unit 20C calculates "0.7" calculated by XB X YB X ZB =10 X (1-0.3) X 1
as the first KPI absolute value.

[0068] Fig. 5B is an explanatory diagram of one example of calculating the second KPI absolute value.

[0069] In Fig. 5B, the vertical axis represents function operation rate and the horizontal axis represents time. In
[0070] Fig. 5B, a line diagram 32 represents the transition of the function operation rate of the target system 40 after
the introduction of the action included in the action set in a case where an incident occurs at time x.

[0071] In Fig. 5B, XA represents the return time. In detail, XA represents the time (period) required for the function
operation rate to return to "1.0" after an incident occurs at time x. YA represents the function stop rate determined from
the function operation rate. ZA represents the attack occurrence rate against the target system 40 after the introduction
of the action included in the action set. In detail, XA, YA, and ZA are represented by the following expressions (3A)
through (3C).

XA = XB x (1 - improvement rate of total return time)

Expression (3A)

YA = YB x (1 - improvement rate of total function
operation rate) Expression (3B)
ZA = ZB x (1 - reduction rate of total attack success
rate) Expression (3C)

[0072] The improvement rate of the total return time represents the improvement rate of the return time after the action
in the action set is introduced in the target system 40.

[0073] The calculation unit 20C reads the value of the resilience parameter corresponding to the resilience item
"improvement rate of return time" shown in the cyber resilience catalog 14A for each of one or all actions included in
the action set. The calculation unit 20C then specifies the value of the resilience parameter that represents the highest
improvement rate among the values of the resilience parameters of the resilience item "improvement rate of return time"
read for each of one or all actions included in the action set. That is, the calculation unit 20C specifies the value of the
resilience parameter with the largest value among the values of the resilience parameters of the resilience item "im-
provement rate of return time" read for each of one or all actions included in the action set.

[0074] Then, the calculation unit 20C specifies the specified value of the resilience parameter as the value of the
resilience item "improvement rate of return time" in the action set. Then, the calculation unit 20C may calculate the return
time XA using the above expression (3A).

[0075] For example, it is assumed that the only action included in the action set as a process target is "firewall". The
resilience item "improvement rate of return time" corresponding to "firewall" shown in the cyber resilience catalog 14A
(see Fig. 2) is "0%". Additionally, it is assumed that XB = 1. In this case, the calculation unit 20C calculates "1", which
is the calculation result of XA = 1 X 1, as the return time XA according to the above expression (3A).

[0076] In another example, itis assumed that the actions included in the action set as the process target are "firewall"
and "fallback". The resilience items "improvement rate of return time" corresponding to "firewall" and "fallback" shown
in the cyber resilience catalog 14A (see Fig. 2) are both "0%". Additionally, it is assumed that XB = 1. In this case, the
calculation unit 20C calculates "1", which is the calculation result of XA = 1 X 1, as the return time XA according to the
above expression (3A).

[0077] The improvement rate of the total function operation rate represents the improvement rate of the function
operation rate after the action in the action set is introduced in the target system 40.

[0078] The calculation unit 20C reads the value of the resilience parameter of the resilience item "improvement rate
of function operation rate" shown in the cyber resilience catalog 14A for each of one or all actions included in the action
set. Then, the calculation unit 20C specifies the value of the resilience parameter that represents the highest improvement
rate among the values of the resilience parameters of the resilience item "improvement rate of function operation rate"
read for each of one or all actions included in the action set. That is, the calculation unit 20C specifies the value of the
resilience parameter with the largest value among the values of the resilience parameters of the resilience item "im-
provement rate of function operation rate" read for each of one or all actions included in the action set.

[0079] Then, the calculation unit 20C specifies the specified value of the resilience parameter as the value of the
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resilience item "improvement rate of function operation rate" in the action set. Then, the calculation unit 20C may calculate
the function stop rate YA using the above expression (3B).

[0080] For example, itis assumed that the only action included in the action set as the process target is "firewall". The
resilience item "improvement rate of function operation rate" corresponding to "firewall" shown in the cyber resilience
catalog 14A (see Fig. 2) is "0%". Additionally, it is assumed that YB = 1. In this case, the calculation unit 20C calculates
"1", which is the calculation result of YA = 1 X 1, as the function stop rate YA according to the above expression (3B).
[0081] In another example, it is assumed that the actions included in the action set as the process target are "firewall"
and "fallback”. The resilience items "improvement rate of function operation rate" corresponding to "firewall" and "fallback"
shown in the cyber resilience catalog 14A (see Fig. 2) are "0%" and "50%", respectively. In this case, the calculation
unit 20C specifies the higher improvement rate, i.e., the larger value "50%", as the "improvement rate of total function
operation rate" for the action set. Additionally, it is assumed that XB = 1. In this case, the calculation unit 20C calculates
"0.5", which is the calculation result of XA =1 X (1 - 0.5), as the function stop rate YA according to the above expression
(3A).

[0082] The reduction rate of the total attack success rate represents the improvement rate of the attack success rate
after the action included in the action set is introduced in the target system 40.

[0083] The calculation unit 20C reads the value of the resilience parameter of the resilience item "reduction rate of
attack success rate" shown in the cyber resilience catalog 14A for each of one or all actions included in the action set.
The calculation unit 20C specifies the value of the resilience parameter that represents the highest reduction rate among
the values of the resilience parameters of the resilience item "reduction rate of attack success rate" read for each of one
or all actions included in the action set. That is, the calculation unit 20C specifies the value of the resilience parameter
with the largest value among the values of the resilience parameters of the resilience item "reduction rate of attack
success rate" read for each of one or all actions included in the action set.

[0084] Then, the calculation unit 20C specifies the specified value of the resilience parameter as the value of the
resilience item "reduction rate of attack success rate" in the action set. Then, the calculation unit 20C can calculate the
attack occurrence rate ZA using the above expression (3C).

[0085] Forexample, itis assumed that the only action included in the action set as the process target is "firewall". The
resilience item "reduction rate of attack success rate" corresponding to "firewall" shown in the cyber resilience catalog
14A (see Fig. 2) is "50%". Additionally, it is assumed that ZB = 1. In this case, the calculation unit 20C calculates "0.5",
whichis the calculation resultof ZA =1 X (1 - 0.5), as the attack occurrence rate ZA according to the above expression (3C).
[0086] In another example, itis assumed that the actions included in the action set as the process target are "firewall"
and "anti-virus". The resilience items "reduction rate of attack success rate" corresponding to "firewall" and "anti-virus"
shown in the cyber resilience catalog 14A (see Fig. 2) are "50%" and "30%", respectively. In this case, the calculation
unit 20C specifies the higher reduction rate, i.e., the larger value "50%", as the "reduction rate of the total attack success
rate" for that action set. Additionally, it is assumed that ZB = 1. In this case, the calculation unit 20C calculates "0.5",
which is the calculation result of ZA =1 X (1 - 0.5), as the attack occurrence rate ZA according to the above expression
(3C).

[0087] As described above, in this arrangement, description is made of the example in which when the action set
includes more than one action, the calculation unit 20C specifies the value of the resilience parameter expressing the
highest improvement rate or the highest reduction rate among the values of the resilience parameters read for each of
the actions. In other words, description is made of the case in which when the action set includes more than one action,
the calculation unit 20C specifies the largest value of the resilience parameter among the values of the resilience
parameters read for each of the actions.

[0088] However, when the action set includes more than one action, the calculation unit 20C may specify the value
of the parameter obtained by adjusting such that the largest value among the values of the resilience parameters read
for each of the actions becomes larger in accordance with the type of the resilience item.

[0089] Specifically, for example, it is assumed that the action set as the process target includes the actions "firewall"
and "anti-virus". In addition, it is assumed that the attack success rate ZA in the resilience item "reduction rate of attack
success rate" is calculated.

[0090] In this case, the resilience items "reduction rate of attack success rate" corresponding to "firewall" and "anti-
virus" shown in the cyber resilience catalog 14A (see Fig. 2) are "50%" and "30%", respectively. Here, as more actions
are introduced, the reduction rate of the attack success rate may be improved more compared to the case where one
action is introduced. In view of this, the calculation unit 20C may specify, as "reduction rate of total attack success rate"
in the action set, the multiplying result obtained by multiplying the larger value "500" by a correction value of the value
larger than 1 according to the combination of the actions. This correction value may be set in advance for each of the
included resilience items for each of the action sets for which the combination of the included actions is different.
[0091] Then, the calculation unit 20C calculates the second KPI absolute value by the following expression (4).
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Second KPI absolute value KPI abs = XA x YA x ZA

Expression (4)

[0092] A region with the area represented by XA X YA is referred to as a resilience area 32A. The resilience area 32A
represents the integrated value of the function operation rate when it takes the time XA after an incident occurs and
before the function operation rate returns to "1.0". It can be said that as this resilience area 32A is smaller, the influence
of the incident on the target system 40 is smaller.

[0093] Then, the calculation unit 20C calculates the KPI relative value, which represents the ratio of the second KPI
absolute value to the first KPI absolute value (second KPI absolute value/first KPI absolute value), as the resilience
indicator. That is to say, the calculation unit 20C calculates, as the resilience indicator, the values obtained using:
integrated values (resilience area 30A, resilience area 32A) resulting from integrating, within the return times (XB, XA),
the function stop rates (YB, YA) obtained from the function operation rate; and the attack success rates (ZB, ZA).
[0094] In detail, the calculation unit 20C calculates the KPI relative value representing the resilience indicator using
the following expression (5).

KPI relative value KPI rel = (XA x YA x ZA)/ (XB x YB x
ZB) Expression (5)

[0095] Fig. 6 is an explanatory diagram of one example of the calculation results by the calculation unit 20C.

[0096] The calculation unit 20C calculates the resilience indicator using the resilience parameter shown in the cyber
resilience catalog 14A for each of the action sets, thereby being able to calculate the resilience indicator in Fig. 6 for
each action set.

[0097] Fig. 6 expresses the case in which the KPI relative value KPI_rel for each action set that the calculation unit
20C has calculated based on XB = YB =ZB = 1 in accordance with the calculation method described above, is obtained
as the resilience indicator. In the column of the resilience parameter in Fig. 6, the largest value in the cyber resilience
catalog 14A in Fig. 2 among the resilience parameters corresponding to the actions in the corresponding action set is
expressed for each resilience item as the value used in the calculation.

[0098] In the example in Fig. 6, the value of the KPI relative value (KPI_rel), which is the resilience indicator of the
action set including only "duplication”, is the smallest, and the value of the KPI relative value (KPI_rel), which is the
resilience indicator of the action set including "firewall" and "fallback", is the next smallest value. As described above,
in this arrangement, a smaller value of KPI means a higher evaluation value. Therefore, the example in Fig. 6 indicates
the evaluation value of the resilience indicator of the action setincluding only "duplication" is the highest and the evaluation
value of the resilience indicator of the action set including "firewall" and "fallback" is the second highest.

[0099] Fig. 5B shows an example where the resilience area 32A is calculated as the area of a rectangular region
represented by XA X YA. However, the resilience area 32A is not limited to the area of the rectangular region.

[0100] Fig. 7 is an explanatory diagram of one example of calculating the second KPI absolute value. As illustrated
in Fig. 7, there may be a gradual recovery or loss of the function operation rate.

[0101] InFig. 7, the vertical axis represents the function operation rate and the horizontal axis represents time. In Fig.
7, a line diagram 34 along a resilience area 34A represents the transition of the function operation rate of the target
system 40 after the introduction of the action included in the action set in a case where an incident occurs at time x.
[0102] In Fig. 7, XA represents the return time. In detail, XA represents the time (period) required for the function
operation rate to return to "1.0" after an incident occurs at time x. YA(t) represents the function operation rate. ZA
represents the attack occurrence rate against the target system 40 after the introduction of the action included in the
action set. In this case, YA(t) is expressed by the following expression (6), and the second KPI absolute value after the
introduction of the action included in the action set into the target system 40 is expressed by the following expression
(7). The KPI relative value representing the resilience indicator is expressed by the following expression (8).

JYA(t) Expression (6)

KPI abs JYA(t) x ZA Expression (7)

KPI rel SJYA(t) x ZA x ZA/ (XB x YB x ZB)

Expression (8)



10

15

20

25

30

35

40

45

50

55

EP 4 404 507 A1

[0103] In expressions (6) through (8), t represents time. Additionally, t is a value of x through x + XA, both inclusive.
Moreover, x represents the incident occurrence time.

[0104] The calculation method for the resilience indicator by the calculation unit 20C is not limited to the above methods.
For example, a quality-of-service (QoS) index may be used as the vertical axis in Fig. 5A, Fig. 5B, and Fig. 7, instead
of the function operation rate. Instead of the resilience area calculated from the function operation rate and time, the
calculation unit 20C may use the amount of damage at the incident occurrence time and the like.

[0105] In this arrangement, the calculation unit 20C further calculates a constraint sufficiency score.

[0106] The constraint sufficiency score is a score that represents the sufficiency degree of the action set about the
constraint represented by the system constraint information acquired by the second acquisition unit 20B.

[0107] First, for each action set, the calculation unit 20C calculates the score representing the sufficiency degree of
the constraint requirements for each constraint item in accordance with the influence parameter and a constraint re-
quirement level for each constraint item represented by the system constraint information acquired by the second
acquisition unit 20B.

[0108] First, the calculation unit 20C calculates the score using the score conversion table 14B.

[0109] Fig. 8 is a schematic diagram of one example of a data configuration of the score conversion table 14B.
[0110] The score conversion table 14B is information that represents the score corresponding to the influence degree
represented by the influence parameter and the constraint requirement level. In the score conversion table 14B, the
scores representing the values that are larger when the influence degree is larger and that are larger when the constraint
requirement level is higher are registered in advance.

[0111] For each constraint item represented by the system constraint information acquired by the second acquisition
unit 20B, the calculation unit 20C specifies from the score conversion table 14B the scores corresponding to the constraint
requirement level of the constraint item and each influence degree of the influence item represented by the influence
parameter shown in the cyber resilience catalog 14A. The calculation unit 20C specifies the specified score as the score
representing the sufficiency degree of the constraint requirements for each constraint item.

[0112] Forexample, itis assumed that the only action included in the action set is "firewall". Additionally, it is assumed
that the second acquisition unit 20B acquires the system constraint information expressed in Fig. 4.

[0113] In this case, the calculation unit 20C specifies, from the score conversion table 14B, the cost "0" corresponding
to the constraint requirement level "requirement: high" for the constraint item "initial cost" included in the system constraint
information acquired by the second acquisition unit 20B, and the influence degree "low" in the same influence item "initial
cost" as the constraint item corresponding to the action "firewall" in the cyber resilience catalog 14A. The calculation
unit 20C then calculates this specified cost "0" as the score of the constraint item "initial cost" corresponding to the action
set.

[0114] Note thatin a case where the action set includes more than one action, the calculation unit 20C may calculate
the score using the largest influence degree among the influence degrees of the influence items to be calculated corre-
sponding to the respective actions in the cyber resilience catalog 14A.

[0115] For example, it is assumed that the action set includes "firewall" and "fallback". Additionally, it is assumed that
the second acquisition unit 20B acquires the system constraint information expressed in Fig. 4.

[0116] In this case, the calculation unit 20C specifies the influence degree "medium" among the influence degree "low"
ofthe influence item "initial cost" corresponding to the action "firewall" and the influence degree "medium" of the influence
item "initial cost" corresponding to the action "fallback" in the cyber resilience catalog 14A. In this case, the calculation
unit 20C specifies, from the score conversion table 14B, the cost "0.6" corresponding to the influence degree "medium"
and the constraint requirement level "requirement: high" for the same constraint item "initial cost" as the influence item
included in the system constraint information acquired by the second acquisition unit 20B. The calculation unit 20C then
calculates this specified cost "0.6" as the score of the constraint item "initial cost" corresponding to the action set.
[0117] The calculation unit20C calculates the scores representing the sufficiency degree of the constraintrequirements
for each constraint item in the similar way for other constraint items "running cost" and "system load".

[0118] Then, using the score calculated for each constraint item, the calculation unit 20C calculates the constraint
sufficiency score representing the sufficiency degree of the constraint represented by the system constraint information
for each action set.

[0119] For example, the calculation unit 20C calculates the sum of the scores calculated for each of the constraint
items for each of the action sets as the constraint sufficiency score for the corresponding action set.

[0120] Specifically, it is assumed that the score of the constraint item "initial cost" for a certain action set is "0.6", the
score of the constraint item "running cost" is "0.3", and the score of the constraint item "system load" is "0". In this case,
the calculation unit 20C calculates the sum of these scores, "0.9", as the constraint sufficiency score for the action set.
[0121] Fig. 6 further expresses the scores and the constraint sufficiency scores calculated by the calculation unit 20C.
Fig. 6 also expresses the scores of the respective influence items used to calculate the constraint sufficiency scores.
[0122] As expressed in Fig. 6, the calculation unit 20C performs the above calculations to calculate the score for each
influence item (i.e., constraint item) for each of the action sets, and calculate the constraint sufficiency score represented
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by the sum of these scores. In this arrangement, a smaller value of the constraint sufficiency score means the higher
constraint sufficiency.

[0123] Referring back to Fig. 1, the explanation is continued.

[0124] Based on the resilience indicator (KPI relative value) calculated for each of the action sets, the selection unit
20D selects the action set satisfying the resilience requirements acquired by the first acquisition unit 20A among the
action sets as the optimum resilience design information for the target system 40.

[0125] Description is made with reference to Fig. 6. For example, it is assumed that the calculation unit 20C calculates
the resilience indicator (KPI relative value) and the constraint sufficiency score in Fig. 6 for each action set for a certain
target system 40.

[0126] The selection unit 20D specifies, among the generated action sets, the action set for which the KPI relative
value corresponding to the resilience indicator satisfies the resilience requirements acquired by the first acquisition unit
20A.

[0127] For example, it is assumed that in the resilience requirements acquired by the first acquisition unit 20A, the
KPI relative value is less than 0.3, as expressed in Fig. 3. In this case, the selection unit 20D specifies among the action
sets in Fig. 6, the action set including only "duplication" with a KPI relative value, corresponding to the resilience indicator,
of less than 0.3 and the action set including "firewall" and "fallback" as the action sets that satisfy the resilience require-
ments.

[0128] The selection unit 20D then selects the specified action set satisfying the resilience requirements as the optimum
resilience design information for the target system 40.

[0129] The selection unit 20D may further select the action set for which the resilience indicator satisfies the resilience
requirements acquired by the first acquisition unit 20A and the constraint sufficiency score satisfies a predetermined
condition, as the resilience design information.

[0130] The predetermined condition may be determined in advance. For example, the predetermined condition is N
number of action sets in the order of the high-to-low constraint sufficiency degree represented by the constraint sufficiency
score. N is an integer of 1 or more. N may be changed as needed according to the user’s operation instruction of the
Ul unit 12.

[0131] As described above, in this arrangement, a smaller value of the constraint sufficiency score means that the
constraint is satisfied more. Therefore, in this arrangement, the selection unit 20D selects N number of action sets in
the order of low-to-high constraint satisfaction scores, for example.

[0132] Specifically, for example, it is assumed that the selection unit 20D specifies the action set including only the
action "duplication” for which the KPI relative value is less than 0.3 and the action set including the action "firewall" and
the action "fallback" among the action sets in Fig. 6. The constraint sufficiency score of the action set including only the
action "duplication” is "1.3", and the constraint sufficiency score of the action set including the action "firewall" and the
action "fallback" is "0.9".

[0133] In this case, the selection unit 20D selects N number of action sets in the order of low-to-high constraint
sufficiency scores. When N is "1", the selection unit 20D selects the action set including the action "firewall" and the
action "fallback" as the optimum resilience design information for the target system 40. When N is "2", the selection unit
20D selects the action set including the action "firewall" and the action "fallback" and the action set including only the
action "duplication" as the optimum resilience design information for the target system 40. In this case, the selection unit
20D may assign an overall rank to the selected action set. The overall rank is given in the order of the high-to-low
constraint sufficiency degree represented by the constraint sufficiency score.

[0134] Referring back to Fig. 1, the explanation is continued.

[0135] The output control unit 20E outputs the resilience information selected by the selection unit 20D. The output
control unit 20E may output the resilience information selected by the selection unit 20D, and at least one of the resilience
requirements acquired by the first acquisition unit 20A and the system constraint condition acquired by the second
acquisition unit 20B. The output control unit 20E may further sort and output the resilience information selected by the
selection unit 20D in the order of high-to-low constraint sufficiency degree represented by the constraint sufficiency
score. The output control unit 20E may also output the resilience design information selected by the selection unit 20D
with the above overall rank assigned to the resilience setting information.

[0136] For example, the output control unit 20E outputs the resilience information selected by the selection unit 20D
to the Ul unit 12. The output control unit 20E may also output the selected resilience information, and at least one of the
resilience requirements, the system constraint condition, and the overall rank to the Ul unit 12, as described above. By
viewing the Ul unit 12, a user can check the resilience design information, which is the optimum action set for the target
system 40.

[0137] For example, the output control unit 20E may output the resilience information selected by the selection unit
20D to an external information processing device via a network or the like. The output control unit 20E may also store
the resilience information selected by the selection unit 20D in the storage unit 14. In this case, the output control unit
20E may output the selected resilience information and at least one of the resilience requirements, the system constraint
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condition, and the overall rank to an external information processing device or store these in the storage unit 14.
[0138] Next, one example of the procedure of the information processing to be executed by the information processing
device 10 in this arrangement will be described.

[0139] Fig. 9is a flowchart expressing one example of the procedure of the information processing to be executed by
the information processing device 10 in this arrangement.

[0140] The first acquisition unit 20A acquires the resilience requirements for the target system 40 (step S100). For
example, the user inputs the desired resilience requirements by operating the Ul unit 12. The first acquisition unit 20A
acquires the resilience requirements input by the user from the Ul unit 12.

[0141] The second acquisition unit 20B acquires system constraint information for the target system 40 (step S102).
For example, the user inputs the desired system constraintinformation by operating the Ul unit 12. The second acquisition
unit 20B acquires the system constraint information input by the user from the Ul unit 12.

[0142] The calculation unit 20C, by using the actions registered in the cyber resilience catalog 14A, generates the
action sets for which at least one of the number and the type of actions included is different (step S104).

[0143] The calculation unit 20C and the selection unit 20D then repeat steps S106 through S116 for each of the action
sets generated at step S104.

[0144] In detail, the calculation unit 20C calculates the resilience parameter that represents the improvement degree
of each of the resilience items in a case where the action included in the action set as the process target is introduced
in the target system 40 (step S106). The calculation unit 20C reads the value of the resilience parameter for each of the
resilience items shown in the cyber resilience catalog 14A for each of one or all actions included in the action set. Then,
the calculation unit 20C calculates the value of the resilience parameter that represents the highest improvement rate
in each resilience item among the values of the resilience parameters read for each resilience item, as the resilience
parameter for each resilience item.

[0145] Then, the calculation unit 20C calculates the resilience indicator using the value of the resilience parameter for
each of the resilience items calculated at step S106 (step S108). As described above, for example, the calculation unit
20C calculates the KPI relative value as the resilience indicator.

[0146] Next, for the action set as the process target, the calculation unit 20C calculates the score representing the
sufficiency degree of the constraint requirements for each constraint item in accordance with the influence parameter
and the constraint requirement level for each constrain item represented by the system constraint information acquired
at step S102 (step S110).

[0147] Then, using the score calculated for each constraint item at step S110, the calculation unit 20C calculates the
constraint sufficiency score that represents the sufficiency degree of the constraint represented by the system constraint
information for the action set as the process target (step S112).

[0148] Next, the selection unit 20D determines whether the resilience indicator calculated at step S108 satisfies the
resilience requirements acquired at step S100 (step S114). If it is determined that the resilience requirements are not
satisfied (No at step S114), the process for this action set is terminated. Ifit is determined that the resilience requirements
are satisfied (Yes at step S114), the process advances to step S116.

[0149] At step S116, the selection unit 20D stores the action set as the process target determined to be Yes at step
S114 in the storage unit 14 as the action set for rank calculation (step S116).

[0150] Since the calculation unit 20C and the selection unit 20D perform the process at step S106 to step S116 for
each of the action sets generated at step S104, the action set for the resilience indicator satisfying the resilience re-
quirements is stored in the storage unit 14 as the action set for the rank calculation. At this time, the selection unit 20D
may associate the action set with at least one of the resilience requirements used for calculating the action set, the
system constrain information, the resilience indicator, the constrain sufficiency score, and the overall rank assigned in
the order of high-to-low constraint sufficiency degree represented by the constraint sufficiency score and store these in
the storage unit 14.

[0151] When the calculation unit 20C and the selection unit 20D perform the process at step S106 to step S116 for
each of the action sets generated at step S104, the action set satisfying the resilience requirements acquired at step
S100 is selected as the optimum resilience design information for the target system 40.

[0152] The output control unit 20E sorts the action sets for rank calculation stored at step S116 in the order of low-to-
high constraint sufficiency scores (step S118).

[0153] The output control unit 20E then outputs the action sets sorted at step S118 as the optimum resilience design
information for the target system 40 (step S120). This routine is then terminated.

[0154] As described above, the information processing device 10 in this arrangement includes the first acquisition unit
20A, the calculation unit 20C, and the selection unit 20D. The first acquisition unit 20A acquires resilience requirements
for the target system 40. For each of the action sets including one action or the combination of the actions and being
different from each other for the resilience, the calculation unit 20C calculates the resilience indicator of the target system
40 to which the action set is applied. Based on the resilience indicator calculated for each of the action sets, the selection
unit 20D selects the action set satisfying the resilience requirements among the action sets, as the resilience design
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information.

[0155] In this manner, the information processing device 10 according to this arrangement selects the action set for
which the resilience indicator of each of the action sets satisfies the resilience requirements among the action sets
including one action or the combination of the actions and being different from each other for the resilience, as the
optimum resilience design information for the target system 40.

[0156] Therefore, by acquiring the resilience requirements required for the target system 40, the information processing
device 10 can select the optimum resilience design information satisfying the resilience requirements.

[0157] Therefore, the information processing device 10 according to this arrangement can provide the optimum resil-
ience design information for the target system 40.

[0158] Based on the constraints of the target system 40, the information processing device 10 according to this
arrangement can also provide the resilience design information suitable for the target system 40.

[0159] By acquiring the resilience requirements required for the target system 40, the information processing device
10 according to this arrangement selects the optimum resilience design information satisfying the resilience requirements.
[0160] Thus, by inputting the desired resilience requirements required for the target system 40, the user can receive
the optimum resilience design information satisfying those resilience requirements. In other words, even users who are
not familiar with system design or do not have expertise in resilience canreceive the optimum resilience design information
satisfying the resilience requirements by inputting the desired resilience requirements. The information processing device
10 according to this arrangement can also provide the information that can facilitate the design of resilient systems to
designers and others who are not familiar with system design or who do not have expertise in resilience.

Second arrangement

[0161] This arrangement describes a mode in which nodes in the target system 40 are classified into a plurality of
groups, and the resilience design information is selected for each group using the resilience indicator calculated for each
of the classified groups.

[0162] Fig. 10 is a schematic diagram illustrating one example of an information processing device 10B according to
this arrangement.

[0163] The information processing device 10B includes the Ul unit 12, the storage unit 14, and a processing unit 21.
[0164] Theinformation processing device 10B is similar to the information processing device 10 according to the above
arrangement, except that the information processing device 10B includes the processing unit 21 instead of the processing
unit 20.

[0165] The processing unit 21 includes a first acquisition unit 21A, a second acquisition unit 21B, a calculation unit
21C, a selection unit 21D, an output control unit 21E, a third acquisition unit 21F, and a classification unit 21G. The
processing unit 21 includes the first acquisition unit 21A, the second acquisition unit 21B, the calculation unit 21C, the
selection unit 21D, and the output control unit 21E instead of the first acquisition unit 20A, the second acquisition unit
20B, the calculation unit 20C, the selection unit 20D, and the output control unit 20E in the processing unit 20. The
processing unit 21 further includes the third acquisition unit 21F and the classification unit 21G. The processing unit 21
is similar to the processing unit 20 except for these points.

[0166] The third acquisition unit 21F acquires system configuration information.

[0167] The system configuration information is information concerning the nodes included in the target system 40 and
the flow of data among the nodes. For example, the system configuration information includes information representing
the functional configuration of each of the nodes in the target system 40, the number of nodes included, the flow of data
between the nodes, etc.

[0168] The third acquisition unit 21F acquires from the Ul unit 12, the system configuration information that is input
by the user’s operation instructions of the Ul unit 12. The third acquisition unit 21F may also acquire the system config-
uration information of the target system 40 from an external information processing device connected to the information
processing device 10B through a network or the like. The third acquisition unit 21F may alternatively acquire the system
configuration information by reading the system configuration information stored in the storage unit 14 in advance from
the storage unit 14.

[0169] The first acquisition unit 21A acquires the resilience requirements for the target system 40 similarly to the first
acquisition unit 20A in the above arrangement. However, the first acquisition unit 21A acquires the resilience requirements
for each of the nodes in the target system 40.

[0170] Fig. 11is an explanatory diagram illustrating one example of the resilience requirements for each node acquired
by the first acquisition unit 21A. Similarly to the above arrangement, Fig. 11 illustrates the mode in which the resilience
requirements are represented by the KPI relative values. Fig. 11 also illustrates the mode in which the first acquisition
unit 21A acquires the conditional expression of the KPI relative value for each node as the resilience requirements.
[0171] Referring back to Fig. 10, the explanation is continued.

[0172] Based on the resilience requirements for each of the nodes included in the target system 40 acquired by the
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first acquisition unit 21A, the classification unit 21G classifies the nodes included in the target system 40 into a plurality
of groups with the similar resilience requirements.

[0173] For example, the classification unit 21G forms a group of those whose KPI target values represented by the
conditional expression of the KPI relative value corresponding to the resilience requirements acquired by the first ac-
quisition unit 21A are close. For example, it is assumed that the resilience requirements in Fig. 11 are acquired by the
first acquisition unit 21A. In this case, the KPI target values of the combination of a node 1 and a node 3, and the
combination of a node 2 and a node 4 are close. Thus, for example, the classification unit 21G classifies the node 1 to
the node 4, which constitute the target system 40, into two groups: a group including the node 1 and the node 3, and a
group including the node 2 and the node 4.

[0174] The classification unit 21G may alternatively classify the nodes included in the target system 40 into the groups
such that data transfer between the nodes that belong to the same group decreases, in consideration of the data flow
represented by the system configuration information. This process allows the classification unit 21G to classify the nodes
included in the target system 40 into the groups so as to minimize the attack surface.

[0175] Referring back to Fig. 10, the explanation is continued.

[0176] The second acquisition unit 21B acquires the system constraint information for the target system 40 similarly
to the second acquisition unit 20B. However, the second acquisition unit 21B acquires the system constraint information
for each group classified by the classification unit 21G.

[0177] The second acquisition unit 21B acquires from the Ul unit 12, for example, the system constraint information
for each of the groups of the target system 40, which is input by the user’s operation instructions of the Ul unit 12. The
second acquisition unit 21B may acquire the system constraint information for each of the groups of the target system
40 from an external information processing device connected to the information processing device 10 through a network
or the like. The second acquisition unit 21B may acquire the system constraint information for each of the groups in the
target system 40, which is stored in the storage unit 14 in advance, by reading the system constraint information from
the storage unit 14.

[0178] Fig. 12 is a schematic diagram illustrating one example of the system constraint information to be acquired by
the second acquisition unit 21B.

[0179] As illustrated in Fig. 12, the second acquisition unit 21B acquires, as the system constraint information, the
information representing the constraint requirement level required for each constraint item for each of the groups to
which the nodes included in the target system 40 are classified.

[0180] Referring back to Fig. 10, the explanation is continued.

[0181] Similarly to the calculation unit 20C in the above arrangement, the calculation unit 21C calculates the resilience
indicator of the target system 40 to which the action set is applied, for each of the action sets. However, in this arrangement,
the calculation unit 21C calculates the resilience indicator for each of the action sets for each of the groups classified
by the classification unit 21G.

[0182] The calculation unit 21C may calculate the resilience indicator similarly to the calculation unit 20C in the above
arrangement except that the resilience indicator is calculated for each of the groups to which the nodes included in the
target system 40 are classified, instead of the whole target system 40.

[0183] Inamannersimilar to the selection unit 20D in the above arrangement, the selection unit 21D selects the action
set satisfying the resilience requirements acquired by the first acquisition unit 20A among the action sets, as the resilience
design information, based on the resilience indicator (KPI relative value) calculated for each of the action sets. However,
for each group of the target system 40, the selection unit 21D selects the optimum resilience design information for that
group.

[0184] The selection unit 21D may select the resilience design information similarly to the selection unit 20D in the
above arrangement except that the action set satisfying the resilience requirements selected for each of the groups to
which the nodes included in the target system 40 are classified is selected as the optimum resilience selection information
for that group instead of the whole target system 40. The selection unit 21D may use the strictest (the highest evaluation
value) resilience requirements among the resilience requirements of the nodes included in the group as the process
target, as the resilience requirements used to determine whether the resilience requirements are satisfied. The selection
unit 21D may perform this determination using the resilience requirements with the lowest evaluation value among the
resilience requirements of the nodes included in the group as the process target.

[0185] The output control unit 21E outputs the resilience information selected by the selection unit 21D similarly to the
output control unit 20E. However, the output control unit 21E outputs the resilience information for each group of the
target system 40 selected by the selection unit 21D.

[0186] Similarly to the output control unit 20E, the output control unit21E may output the resilience information selected
by the selection unit 21D, and at least one of the resilience requirements acquired by the first acquisition unit 21A and
the system constraint condition acquired by the second acquisition unit 21B. The output control unit 21E may further
sortand output the resilience information selected by the selection unit 21D in the order of high-to-low constraint sufficiency
degree represented by the constraint sufficiency score. The output control unit 21E may associate the resilience design
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information selected by the selection unit 21D with the above overall rank assigned to the resilience setting information
and output the information.

[0187] Next, one example of the procedure of the information processing to be executed by the information processing
device 10B in this arrangement is described.

[0188] Fig. 13 is a flowchart expressing one example of the procedure of the information processing to be executed
by the information processing device 10B in this arrangement.

[0189] The third acquisition unit 21F acquires system configuration information (step S200). For example, the user
inputs the desired system configuration information by operating the Ul unit 12. The third acquisition unit 21F acquires
the system configuration information input by the user from the Ul unit 12.

[0190] The first acquisition unit 21A acquires the resilience requirements for each node included in the target system
40 (step S202). For example, the user inputs the desired resilience requirements by operating the Ul unit 12. The first
acquisition unit 21A acquires the resilience requirements for each node that are input by the user, from the Ul unit 12.
[0191] The classification unit 21G classifies the nodes included in the target system 40 into the groups, based on the
resilience requirements for each of the nodes included in the target system 40 acquired at step S202 (step S204).
[0192] Then, the second acquisition unit 21B acquires the system constraint information for each group classified at
step S204 (step S206). For example, the user inputs the desired system constraint information for each group by operating
the Ul unit 12. The second acquisition unit 21B acquires the system constraint information for each group input by the
user from the Ul unit 12.

[0193] Then, the processing unit 21 executes steps S208 to S222 for each of the groups classified at step S204.
[0194] For the group as the process target, the calculation unit 21C generates the action sets for which at least one
of the number and the type of actions included is different, by using the actions registered in the cyber resilience catalog
14A (step S208).

[0195] Then, the calculation unit 21C and the selection unit 21D perform steps S210 to S222 for each of the action
sets generated at step S208.

[0196] In detail, the calculation unit 21C calculates the resilience parameter that represents the improvement degree
of each of the resilience items in a case where the action included in the action set as the process target is introduced
in the target system 40 (step S210).

[0197] Then, the calculation unit 21C calculates the resilience indicator for the action set as the process target in the
group as the process target using the value of each resilience parameter of the resilience item calculated at step S210
(step S212). As described above, for example, the calculation unit 21C calculates the KPI relative value as the resilience
indicator.

[0198] Next, for the action set as the process target, the calculation unit 21C calculates the score representing the
sufficiency degree of the constraint requirements for each constraint item in accordance with the influence parameter
and the constraint requirement level for each constraint item represented by the system constraint information for the
group as the process target acquired at step S206 (step S214) .

[0199] Then, using the score calculated for each constraint item at step S214, the calculation unit 21C calculates the
constraint sufficiency score that represents the sufficiency degree of the constraint represented by the system constraint
information for the action set as the process target (step S216) .

[0200] Next, the selection unit 21D determines whether the resilience indicator calculated at step S212 satisfies the
strictest requirements among the resilience requirements acquired at step S202 for each of the nodes that belong to the
group as the process target (step S218). If it is determined that the resilience requirements are not satisfied (No at step
S218), the process for this action set is terminated. If it is determined that the resilience requirements are satisfied (Yes
at step S218), the process advances to step S220.

[0201] At step S220, the selection unit 21D stores the action set as the process target determined to be Yes at step
S218, in the storage unit 14 as the action set for rank calculation (step S220) .

[0202] When the processing unit 21 performs the process at step S210 to step S220 for each of the action sets
generated at step S208, the action set of the resilience indicator satisfying the resilience requirements is stored in the
storage unit 14 as the action set for the rank calculation. At this time, the selection unit 21D may associate at least one
of the resilience requirements used in the calculation of the action set, the system constraint information, the resilience
indicator, the constraint sufficiency score, and the overall rank assigned in the order of high-to-low constraint sufficiency
degree represented by the constraint sufficiency score with the action set and store the information in the storage unit 14.
[0203] When the processing unit 21 performs the process at step S210 to step S220 for each of the action sets
generated at step S208, the action set satisfying the resilience requirements acquired at step S202 is selected as the
optimum resilience design information for the target system 40.

[0204] The output control unit 21E sorts the action sets for rank calculation stored at step S220 in the order of low-to-
high constraint sufficiency scores (step S222).

[0205] When the processing unit 21 performs the process at step S208 to step S222 for each group classified at step
S204, for each of the groups to which the nodes included in the target system 40 are classified, the action set satisfying
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the resilience requirements of each group is selected as the optimum resilience design information for the group.
[0206] The output control unit 21E then outputs the action sets sorted by group at step S222 as the optimum resilience
design information for each of the groups to which the nodes in the target system 40 are classified (step S224). This
routine is then terminated.

[0207] As described above, the third acquisition unit 21F of the information processing device 10B in this arrangement
acquires the system configuration information concerning the nodes included in the target system 40 and the flow of
data between the nodes. The classification unit 21G classifies the nodes included in the target system 40 into the groups
with the similar resilience requirements, based on the resilience requirements for each of the nodes included in the target
system 40 acquired by the first acquisition unit 21A. The calculation unit 21C calculates resilience indicator for each of
the action sets for each of the groups. The selection unit 21D selects as the resilience design information of each of the
groups, the action set satisfying the resilience requirements among the action sets on the basis of the resilience indicator
calculated for each of the action sets, for each of the groups.

[0208] Therefore, the information processing device 10B according to this arrangement can appropriately classify the
target system 40 with mixed resilience requirements into the groups, and provide the resilience design information for
each group.

[0209] Therefore, in addition to the effects of the above arrangement, the information processing device 10B according
to this arrangement can provide the optimum resilience design information for each of the groups to which the nodes
included in the target system 40 are classified.

Third arrangement

[0210] This arrangement describes a mode of additionally generating and providing a code to be used in the imple-
mentation of the resilience design information in the target system 40.

[0211] Fig. 14 is a schematic diagram of one example of an information processing device 10C according to this
arrangement.

[0212] The information processing device 10C includes the Ul unit 12, a storage unit 15, and a processing unit 23.
The information processing device 10C is similar to the information processing device 10 according to the above ar-
rangement except that the information processing device 10C includes the storage unit 15 and the processing unit 23
instead of the storage unit 14 and the processing unit 20.

[0213] The storage unit 15 stores the cyber resilience catalog 14A, the score conversion table 14B, and a software
component group 14C therein. The storage unit 15 is similar to the storage unit 14 in the above arrangement, except
that the storage unit 15 additionally stores the software component group 14C therein.

[0214] The software component group 14C is a group of software components used in implementing the action into
the target system 40. In the software component group 14C, a group of software components used in implementing
each of the actions registered in the cyber resilience catalog 14A into the target system 40 is registered in advance.
[0215] The processing unit 23 includes the first acquisition unit 20A, the second acquisition unit 20B, the calculation
unit 20C, the selection unit 20D, an output control unit 23E, and a code generation unit 23H. The processing unit 23 is
similar to the processing unit 20 in the above arrangement except that the processing unit 23 additionally includes the
code generation unit 23H.

[0216] The code generation unit 23H generates a code to be used for the implementation of the resilience design
information in the target system 40, based on the resilience design information selected by the selection unit 20D.
[0217] The code may be the code used in the software and for the implementation of the resilience design information
in the target system 40. The code is, for example, Infrastructure as Code (lIaC), manifest, source code, etc.

[0218] The code generation unit 23H selects the software component, from the software component group 14C, that
corresponds to the action included in the action set represented by the resilience design information selected by the
selection unit 20D. The code generation unit 23H then generates the laC that automates the integration of the selected
software component into the target system 40 as the code. The code generation unit 23H generates the 1aC for each
action set selected by the selection unit 20D.

[0219] The output control unit 23E outputs the resilience information selected by the selection unit 20D similarly to the
output control unit 20E in the above arrangement. The output control unit 23E may output the resilience information
selected by the selection unit 20D, and at least one of the resilience requirements acquired by the first acquisition unit
20A and the system constraint condition acquired by the second acquisition unit 20B. The output control unit 23E may
further sort the resilience information selected by the selection unit 20D in the order of high-to-low constraint sufficiency
degree represented by the constraint sufficiency score and output the information. The output control unit 23E may
associate the resilience design information selected by the selection unit 20D with the above overall rank assigned to
the resilience setting information and output the information.

[0220] The output control unit 23E further outputs the laC generated by the code generation unit 23H for each action
set represented by the resilience design information selected by the selection unit 20D.
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[0221] Next, one example of the procedure of the information processing to be executed by the information processing
device 10C in this arrangement is described.

[0222] Fig. 15 is a flowchart expressing one example of the procedure of the information processing to be executed
by the information processing device 10C in this arrangement.

[0223] The processing unit 23 of the information processing device 10C performs the process at steps S300 to S318
similarly to the processing unit 20 in the above arrangement. Steps S300 to S318 correspond to steps S100 to S118 in
Fig. 9.

[0224] The code generation unit 23H of the information processing device 10C generates a code to be used for the
implementation of the resilience design information in the target system 40, based on the resilience design information
stored as the action set for rank calculation at step S316 (step S320). For example, the code generation unit 23H
generates a code to be used for the implementation of the resilience design information in the target system 40 by
generating the laC for each action set represented by the resilience design information.

[0225] The output control unit 23E outputs the action sets sorted at step S318 as the optimum resilience design
information for the target system 40, and outputs the IaC generated at step S320 (step S322). This routine is then
terminated.

[0226] As described above, in the information processing device 10C in this arrangement, the code generation unit
23H generates the code to be used in the implementation of the resilience design information in the target system 40,
based on the resilience design information.

[0227] Therefore, in addition to the effects of the above arrangement, the information processing device 10C in this
arrangement can facilitate the implementation of the optimum resilience design information for the target system 40,
into the target system 40.

[0228] Next, one example of a hardware configuration of the information processing device 10, the information process-
ing device 10B, and the information processing device 10C of the above arrangements will be described.

[0229] Fig. 16 is a hardware configuration diagram of one example of the information processing device 10, the
information processing device 10B, and the information processing device 10C of the above arrangements.

[0230] The information processing device 10, the information processing device 10B, and the information processing
device 10C in the above arrangements include a control device such as a central processing unit (CPU) 90B, a storage
device such as a read only memory (ROM) 90C, a random access memory (RAM) 90D, and a hard disk drive (HDD)
90E, an I/F unit 90A corresponding to the interface with various devices, and a bus 90F to connect these units, and has
a hardware configuration using a normal computer.

[0231] Inthe information processing device 10, the information processing device 10B, and the information processing
device 10C in the above arrangements, the CPU 90B reads out computer programs from the ROM 90C onto the RAM
90D and executes the computer programs, such that the respective units are achieved on a computer.

[0232] The computer programs for executing each of the above processes to be executed by the information processing
device 10, the information processing device 10B, and the information processing device 10C in the above arrangements
may be stored in the HDD 90E. The computer programs for executing each of the above processes to be executed by
the information processing device 10, the information processing device 10B, and the information processing device
10C in the above arrangements may be provided by being incorporated in advance in the ROM 90C.

[0233] The computer programs for executing each of the above processes to be executed by the information processing
device 10, the information processing device 10B, and the information processing device 10C in the above arrangements
may be stored in a computer-readable storage medium such as a CD-ROM, a CD-R, a memory card, a digital versatile
disc (DVD), or a flexible disk (FD) as files in an installable or executable format and provided as a computer program
product. The computer programs for executing each of the above processes to be executed by the information processing
device 10, the information processing device 10B, and the information processing device 10C in the above arrangements
may be provided by being stored on a computer connected to a network such as the Internet and downloaded through
the network. The computer programs for executing each of the above processes to be executed by the information
processing device 10, the information processing device 10B, and the information processing device 10C in the above
arrangements may alternatively be provided or distributed through a network such as the Internet.

[0234] While certain arrangements have been described, these arrangements have been presented by way of example
only, and are not intended to limit the scope of the claims. Indeed, the apparatuses described herein may be embodied
in a variety of other forms; furthermore various omissions, substitutions and changes in the form of the apparatuses
described herein may be made.

[0235] Example 1. According to an arrangement, An information processing device (10, 10B, 10C) includes a first
acquisition unit (20A, 21A), a calculation unit (20C, 21C), and a selection unit (21D, 21D). The first acquisition unit (20A,
21A) acquires a resilience requirement for a target system. The calculation unit (20C, 21C) calculates, for each of a
plurality of action sets including one action or a combination of a plurality of actions and being different from each other
for resilience, a resilience indicator of the target system to which an action set is applied. The selection unit (21D, 21D)
selects, as resilience design information, the action set satisfying the resilience requirement among the action sets,
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based on the resilience indicator calculated for each of the action sets.

[0236] Example 2. In the information processing device (10, 10B, 10C) according to example 1, the calculation unit
(20C, 21C) calculates the resilience indicator for each action set, based on a resilience parameter representing an
improvement degree of each of a plurality of resilience items in a case where the action represented by the action set
is introduced in the target system.

[0237] Example 3. In the information processing device (10, 10B, 10C) according to example 2, the resilience items
include at least one-type item among an item related to an attack success rate for the target system, an item related to
an operation function of the target system, and an item related to a stop period of the target system.

[0238] Example 4. In the information processing device (10, 10B, 10C) according to example 3, the resilience items
include an improvement rate of a function operation rate that is the item related to the operation function, an improvement
rate of a return time that is the item related to the stop period, and an improvement rate of the attack success rate that
is the item related to the attack success rate. The calculation unit (20C, 21C) calculates, as the resilience indicator, a
value obtained by using an integrated value obtained by integrating, within the return time, a function stop rate obtained
from the function operation rate, and the attack success rate.

[0239] Example 5. The information processing device (10, 10B, 10C) according to example 1 furtherincludes a second
acquisition unit (20B, 21B) that acquires system constraint information representing a constraint requirement level re-
quired for each constraint item for the target system. The calculation unit (20C, 21C) calculates, for each action set, a
score representing a sufficiency degree of a constraint requirement for each constraint item in accordance with an
influence parameter representing an influence degree, other than the resilience, occurring to the target system in a case
where the action is introduced in the target system, and the acquired constraint requirement level for each constraint
item. Additionally, the calculation unit (20C, 21C) calculates a constraint sufficiency score representing a sufficiency
degree of a constraint represented by the system constraintinformation for each action set using the score. The selection
unit (21D, 21D) selects the action set for which the resilience indicator satisfies the resilience requirement and the
constraint sufficiency score satisfies a predetermined condition, as the resilience design information.

[0240] Example 6. The information processing device (10, 10B, 10C) according to example 1 further includes an output
control unit (20E, 21E, 23E) that outputs the resilience design information.

[0241] Example 7. The information processing device (10, 10B, 10C) according to example 1 further includes a third
acquisition unit (21F) that acquires system configuration information concerning a plurality of nodes included in the target
system and a flow of data between the nodes; and a classification unit (21G) that classifies the nodes included in the
target system into a plurality of groups with a similar resilience requirement, based on the resilience requirement for
each of the nodes included in the target system acquired by the first acquisition unit (20A, 21A. The calculation unit
(20C, 21C) calculates the resilience indicator of each of the action sets for each of the groups. The selection unit (21D,
21D)selects, as the resilience design information of each of the groups, the action set satisfying the resilience requirement
among the action sets, based on the resilience indicator calculated for each of the action sets, for each of the groups.

[0242] Example 8. In the information processing device (10, 10B, 10C) according to example 7, the classification unit
(21G) classifies the nodes included in the target system into the groups such that an attack surface is minimized, based
on the system configuration information.

[0243] Example 9. The information processing device (10, 10B, 10C) according to example 1 further includes a code
generation unit (23H) that generates a code used for implementing the resilience design information in the target system,
based on the resilience design information.

[0244] Example 10. According to an arrangement, an information processing method is implemented by a computer,
and includes acquiring a resilience requirement for a target system; calculating, for each of a plurality of action sets
including one action or a combination of a plurality of actions and being different from each other for resilience, a resilience
indicator of the target system to which an action set is applied; and selecting, as resilience design information, the action
set satisfying the resilience requirement among the action sets, based on the resilience indicator calculated for each of
the action sets.

[0245] Example 11. According to an arrangement, aninformation processing program producthas a computerreadable
medium including programmed instructions. When executed by a computer, the instructions cause the computer to
execute acquiring a resilience requirement for a target system; calculating, for each of a plurality of action sets including
one action or a combination of a plurality of actions and being different from each other for resilience, a resilience indicator
of the target system to which an action set is applied; and selecting, as resilience design information, the action set
satisfying the resilience requirement among the action sets, based on the resilience indicator calculated for each of the
action sets.

Claims

1. Aninformation processing device (10, 10B, 10C) comprising:
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a first acquisition unit (20A, 21A) that acquires a resilience requirement for a target system;

a calculation unit (20C, 21C) that calculates, for each of a plurality of action sets including one action or a
combination of a plurality of actions and being different from each other for resilience, a resilience indicator of
the target system to which an action set is applied; and

a selection unit (21D, 21D) that selects, as resilience design information, the action set satisfying the resilience
requirement among the action sets, based on the resilience indicator calculated for each of the action sets.

2. The information processing device (10, 10B, 10C) according to claim 1, wherein the calculation unit (20C, 21C)
calculates the resilience indicator for each action set, based on a resilience parameter representing an improvement
degree of each of a plurality of resilience items in a case where the action represented by the action set is introduced
in the target system.

3. Theinformation processing device (10, 10B, 10C) according to claim 2, wherein the resilience items include at least
one-type item among an item related to an attack success rate for the target system, an item related to an operation
function of the target system, and an item related to a stop period of the target system.

4. The information processing device (10, 10B, 10C) according to claim 3, wherein

the resilience items include an improvement rate of a function operation rate that is the item related to the
operation function, an improvement rate of a return time that is the item related to the stop period, and an
improvement rate of the attack success rate that is the item related to the attack success rate, and

the calculation unit (20C, 21C) calculates, as the resilience indicator, a value obtained by using: an integrated
value obtained by integrating, within the return time, a function stop rate obtained from the function operation
rate; and the attack success rate.

5. Theinformation processing device (10, 10B, 10C) according to claim 1, further comprising a second acquisition unit
(20B, 21B) that acquires system constraint information representing a constraint requirement level required for each
constraint item for the target system, wherein

the calculation unit (20C, 21C)

calculates, for each action set, a score representing a sufficiency degree of a constraint requirement for
each constraint item in accordance with an influence parameter representing an influence degree, other
than the resilience, occurring to the target system in a case where the action is introduced in the target
system, and the acquired constraint requirement level for each constraint item,

calculates a constraint sufficiency score representing a sufficiency degree of a constraint represented by
the system constraint information for each action set using the score, and

the selection unit (21D, 21D) selects the action set for which the resilience indicator satisfies the resilience
requirement and the constraint sufficiency score satisfies a predetermined condition, as the resilience design
information.

6. The information processing device (10, 10B, 10C) according to claim 1, further comprising an output control unit
(20E, 21E, 23E) that outputs the resilience design information.

7. The information processing device (10, 10B, 10C) according to claim 1, further comprising:

a third acquisition unit (21F) that acquires system configuration information concerning a plurality of nodes
included in the target system and a flow of data between the nodes; and

a classification unit (21G) that classifies the nodes included in the target system into a plurality of groups with
a similar resilience requirement, based on the resilience requirement for each of the nodes included in the target
system acquired by the first acquisition unit (20A, 21A), wherein

the calculation unit (20C, 21C) calculates the resilience indicator of each of the action sets for each of the
groups, and

the selection unit (21D, 21D) selects, as the resilience design information of each of the groups, the action set
satisfying the resilience requirement among the action sets, based on the resilience indicator calculated for
each of the action sets, for each of the groups.
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The information processing device (10, 10B, 10C) according to claim 7, wherein the classification unit (21G) classifies
the nodes included in the target system into the groups such that an attack surface is minimized, based on the
system configuration information.

The information processing device (10, 10B, 10C) according to claim 1, further comprising a code generation unit
(23H) that generates a code used for implementing the resilience design information in the target system, based

on the resilience design information.

An information processing method implemented by a computer, the method comprising:

acquiring a resilience requirement for a target system;

calculating, for each of a plurality of action sets including one action or a combination of a plurality of actions
and being different from each other for resilience, a resilience indicator of the target system to which an action
set is applied; and

selecting, as resilience design information, the action set satisfying the resilience requirement among the action
sets, based on the resilience indicator calculated for each of the action sets.

11. Aninformation processing program product having a computer readable medium including programmed instructions,

wherein the instructions, when executed by a computer, cause the computer to execute:

acquiring a resilience requirement for a target system;

calculating, for each of a plurality of action sets including one action or a combination of a plurality of actions
and being different from each other for resilience, a resilience indicator of the target system to which an action
set is applied; and

selecting, as resilience design information, the action set satisfying the resilience requirement among the action
sets, based on the resilience indicator calculated for each of the action sets.
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