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(57) Abstract: The invention is a method of managing an object which is represented by a first instance of a class. The first instance
is stored in a secure element comprising an initial operating system. The method comprises a step of updating the initial operating
system to generate an updated operating system, a step of creating a metadata uniquely associated with the object, said metadata be -
ing permanently stored in the secure element and comprising a value of a parameter of said class which has been used to create said
first instance. The method comprises a step of re-instantiating the object by generating an updated instance of the class in the up-
dated operating system by using said value to set said parameter of the class, said updated instance representing the object. The re-
instantiating step is automatically triggered by the step of updating the initial operating system.
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METHOD FOR MANAGING OBJECTS IN A SECURE ELEMENT

(Field of the invention)

The present invention relates to methods of managing
objects in a secure element. It relates particularly to
methods of managing objects which are represented by
instance of class in a secure element when the operating

system of the secure element is updated.

(Background of the invention)

Secure elements are small devices comprising a
memory, a microprocessor and an operating system for
computing treatments. Such secure elements may comprise
a plurality of memories of different types, like non-
volatile memory and volatile memory. They are called
“secure” because they are able to control the access to
the data they contain and to authorize or not the use of
data by other machines. The secure elements may also
provide computation services based on cryptographic
components. In general, secure elements have limited
computing resources and limited memory resources and they
are intended to be connected to a host machine which
provides them with electric power. Secure elements may
be removable or fixed to a host machine. For example,
smart cards are a kind of secure elements.

A secure element may contain applications and their
associated applicative data which encompass user data,
file systems and secret key. Such an application may be
developed as a package or a set of packages which is

stored into the secure element. One or several instances
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of the application are then created as needed. Each
instance owns, handles and store its own instance data.

Secure elements may be accessed by a remote server
via a wireless channel or through a wired network, like
Internet for instance. For example, secure elements which
are intended to be used in Telecom domain or Machine-To-
Machine (M2M) domain are able to manage an OTA (Over-The-
Air) channel. These secure elements may also be accessed
through the HyperText Transfer Protocol, usually called
HTTP or HTTPS for the secure mode. Thus, a distant server
can remotely manage the content of a secure element like
an UICC (Universal Integrated Circuit Card) through a
dedicated communication session using a specific
protocol. For example, the server may use the RAM (Remote
Applet Management) mechanism as defined by GlobalPlatform
® v 2.2 standard - Amendment B “RAM over HTTP” or the
OMA-DM (Open Mobile Alliance - Device Management)
protocol as defined by OMA-TS-DM V1.2.1 standard.

According to JavaCardm™ specifications, a package
may be loaded in a secure element through a CAP file. The
package generally comprises several classes. When an
application is installed from the package, an instance
of a class is created. This instance corresponds to an
object.

JavaCardm objects are not created each time a
JavaCardm QS or a JavaCard™ applet is started. They are
created once (for example when a JavaCard™ applet 1is
installed, personalized, etc.) and then become
persistent, except if deleted, for the rest of the life
of the JavaCardm™ OS or the JavaCardm™ applet. A remote

server can send a new version or an upgrade of the
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operating system of the secure element. In this case, the
existing objects (e.g. existing instances of class) must
be re-instantiated when the operating system has been
updated. In other words, new 1nstances of «class
corresponding to the old ones must be instantiated in the
new operating system context in order to re-create the
previously existing objects. This instantiation is
carried out from the packages stored in the secure
element. It is to be noted that old class instances are
no more used or even deleted and their content is lost
in the new operating system context.

The re-instantiation of object from a package may
require time and a large part of the available computing
resources of the secure element. This problem 1is
exacerbated when a large number of objects (i.e. class
instances) must be re-created 1in a secure element.
Moreover, the remote server may have no access to the
relevant package if this package has been installed by
another entity like a third party.

There is a need for allowing to maintain existing
objects in a functional state when the operating system

of a secure element is updated.

(Summary of the Invention)

An object of the invention is to solve the above
mentioned technical problem.

The object of the present invention is a method for
managing an object which 1s represented by a first
instance of a class. This first instance is stored in a

secure element comprising an initial operating system.
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The method comprises a step of updating the initial
operating system to generate an updated operating system.
The method comprises the step of creating a metadata
unigquely associated with the object, said metadata being
permanently stored in the secure element and comprising
a value of a parameter of said class which has been used
to create said first instance. The method comprises the
step of re-instantiating the object by generating an
updated instance of the class in the updated operating
system by using the value to set the parameter of the
class, the updated instance representing the object. The
re-instantiating step is automatically triggered by the
step of updating the initial operating system.

Advantageously, the first instance may comprise a
set of data which are dependent on the initial operating
system. During the re-instantiating step said set of data
may be deleted from the secure element and a new set of
data which are dependent on the updated operating system
may be created and allocated to the updated instance.

Advantageously, the first instance may comprise a
group of data which are independent of the initial
operating system and the data of the group may be kept
unchanged and allocated to the updated instance.

Another object of the invention is a secure element
comprising an initial operating system and an object
which is represented by a first instance of a class. The
secure element comprises an upgrading agent adapted to
generate an updated operating system by updating the
initial operating system. The secure element comprises a
keeper agent adapted to create a metadata unigquely

associated with the object and comprising a value of a
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parameter of the class which has been used to create said
first instance. The keeper agent is adapted to
permanently store the metadata in the secure element. The
secure element comprises an instantiating agent adapted
to re-instantiate the object by creating a second
instance of the class in the updated operating system by
using said value to set said parameter of the class. The
upgrading agent is adapted to trigger the re-
instantiating step at the end of the updating of the
initial operating system.

Advantageously, the first instance may comprise a
set of data which are dependent on the initial operating
system. The instantiating agent may be adapted to delete
the set of data from the secure element and to create a
new set of data and to generate the updated instance
during the re-instantiating step.

Advantageously, the first instance may comprise a
group of data which are independent of the initial
operating system and the instantiating agent may be
adapted to allocate the data of said group to the updated

instance while keeping said data of said group unchanged.

Advantageously, the keeper agent may be adapted to
create and permanently store the metadata in a format

different from that of the first instance.

(Brief description of the drawings)
Other characteristics and advantages of the
present invention will emerge more clearly from a reading

of the following description of a number of preferred
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embodiments of the invention with reference to the
corresponding accompanying drawings in which:

- Figure 1 shows an exemplary flow diagram of
objects managing in a secure element according to the
invention, and

- Figure 2 shows a diagram of a secure element
according to an example of the invention,

- Figure 3 shows an example of an application
instance with an initial operating system according to
the invention and

- Figure 4 shows an example of an application
instance with an upgraded operating system according to

the invention.

(Detailed description of the preferred embodiments)

The invention may apply to any types of secure
element intended to embed class instances and an
operating system which may be upgraded when deployed on
the field. Such secure elements may be coupled to a host
machine like a smartphone, a smart watch, a vehicle, a
meter, a slot machine, a TV or a computer.

In the present description, a package is a container
as defined by object-oriented programming languages. In
particular, the invention applies to objects as defined
in Java™ and JavaCard™ languages.

Figure 1 shows an example of a flow diagram for
managing an object when the operating system of a secure
element is upgraded according to the invention.

A secure element 20 is supposed to have been issued

with an original operating system 30. For example, this
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original operating system 30 may comprise an object-
oriented wvirtual machine and high level Application
programming Interfaces (APIs). For instance, the virtual
machine (VM) may be compliant with JavaCard™
specifications version 2.2 or upper.

At step S1, a first instance 11 of a class is created
in the secure element 10. This first class instance
represents an object 10.

At step 32, a metadata 40 is generated and
permanently stored in the secure element 20.

The class instance 11 is assumed to comprise two
parts (i.e. two sets of data): a first part whose content
is independent from the current operating system and a
second part whose content is dependent of the current
operating system. Preferably, the metadata 40 1is
dynamically generated when the very first class instance
is created. For example, the class constructor (i.e. the
subroutine which is called to create an object) may be
designed to generate and store the metadata 40 in addition
to the creation of the class instance 11.

The metadata 40 contains a value of at least one
parameter used to initialize the first class instance 11.
In particular, the metadata 40 will be used to set the
second part of the class instance to be initialized after
the updating of the operating system of the secure element
20.

Let’s consider a Cipher object, metadata associated
may be embedded in a Cipher metadata object as follows:

Cipher metadata {

byte algorithm;
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boolean shared access;
byte encryption mode;

Key metadata key;

Key metadata {

}
Here is an example of structure of a Cipher object:
Cipher {
Cipher metadata metada;
Key key;
byte[] data; // volatile data to cipher
byte[] icv; // volatile initial vector
}
Key A

Key metadata metadata;

The content of the metadata 40 is required to create
the second part of a new class instance when the operating
system has been updated.

The metadata 40 is permanently stored in the secure
element 20. For instance, the metadata 40 may be stored
in a non-volatile memory of the secure element 20. In the
present description, “permanently stored” means that the
metadata is kept in the secure element 20 for a long time.
For example, these metadata is kept until the object 10

1s removed from the secure element 20.
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The metadata may be stored in a customized format
which is different from the format of the class instance
SO as to minimize its footprint or to ease its parsing.

Although steps S1 and S2 have been described as two
distinct steps they may be considered as a single step.

At step S3, an upgrade is applied to the original
operating system 30 to generate a new (i.e. updated)
operating system 31.

In a first example, the step S3 is carried out via
a bootloader agent which is designed to administrate the
current operating system of the secure element 20. In
this case, the updated Operating system 31 is fully sent
to the secure element 20.

In this case, the bootloader i1s activated so that
the behavior of the secure element 20 does not rely on
the original operating system 30. Then the new operating
system 31 is downloaded in the secure element 20 via the
bootloader. Then an activation command is sent to the
secure element to switch from bootloader mode to the new
operating system 31 mode and a further reset (i.e.
hardware reboot) is applied to the secure element so that
the secure element takes the new operating system 31 into
account by starting the new operating system 31. In this
example, the step S3 of updating the initial operating
system 30 consists of the combination of execution of
both the activation command and the reset.

In a second example, the step S3 may be carried out
by downloading a bulk of data aiming at slightly modify
the initial operating system (like a corrective patch or
a new feature). In this case, the new/updated feature is

active as soon as installed in the secure element (e.g.
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without requiring a reset). In this example, the step 33
of updating the initial operating system 30 consists of
the installation of the new/updated feature.

It is to be noted that in all cases, the re-
instantiation operation is performed when the updated
operating system 31 is active on the secure element 20.

The end of the step S3 triggers the step 5S4 where a
new instantiation (also named re-instantiation) operation
of the object 10 is started in context of the updated
operating system 31. This re-instantiation operation is
carried out using the stored metadata 40.

In other words, the re-instantiation step 1is
automatically triggered by the end of the step S3 and is
carried out using data permanently stored in the secure
element 20. Preferably, the re-instantiation step is
executed as soon as the step S3 is finished (i.e. directly
executed). Alternatively, other intermediate operations
may occur between the end of the step S3 and the re-
instantiation step.

Preferably, the metadata 40 which 1is permanently
stored according to the invention, remains unchanged
after the re-instantiation step so that a further re-
instantiation step can be performed again after another
operating system update.

Preferably, the re-instantiation operation of step
S4 is carried out as follows.

First, the secure element 20 checks consistency
(i.e. compatibility) of the metadata 40 with the updated
operating system 31. This checking aims at controlling
that the second part (i.e. the part whose content is

dependent of the operating system) of the object 10 will
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be set with a value which is compliant with the features
of the updated operating system 31.

In case of error, the re-instantiation operation may
abort. Alternatively the re-instantiation operation may
continue and existing objects which are not compatible
with the new operating system 31 are removed or lost. In
case of successful consistency checking, the secure
element 20 create an instance 12 of the object 10 (i.e.
a class instance) and initializes the content of the
second part of the instance 12 by using the metadata 40.

It is to be noted that the object re-instantiation
process 1is applied to all objects previously installed
in the secure element provided that these objects are
compatible with the updated operating system.

Figure 2 shows an example a diagram of a secure
element according to an example of the invention.

In this example, the secure element 20 is a smart
card comprising a communication interface (not shown)
configured to exchange data with the outside according
to ISO-7816 standards.

Both the original operating system 30 and the
updated operating system 31 comprise a JavaCard™ wvirtual
machine VM.

The secure element 20 comprises an initial operating
system 30 and an object which 1is represented by an
instance 11 of a class. The secure element 20 comprises
an upgrading agent 70 which is configured to generate an
updated operating system 31 (shown in dotted line) by
updating the initial operating system 30. The upgrading
agent 70 is able to get a bulk of data coming from a

distant machine and to update the original operating
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system 30 using the received data. For instance, the
received bulk may comprise a patch for an existing
function, an upgrade for a new feature or even a full
operating system.

The secure element 20 comprises a keeper agent 90
adapted to <create a metadata 40 that is uniquely
associated with the object and comprising a value of a
parameter of the class which has been used to create the
instance 11. The keeper agent 90 is configured to
permanently store the generated metadata 40 in the secure
element 20.

For example, the following items characterize the
Cipher class of JavaCard'™ API:

- The used cipher algorithm,

- The multiple applet instances access,

- The used key,

- The mode (encrypt or decrypt).

All of the above-listed items are used for generating
the metadata associated with a JavaCard™ object
instantiated from the Cipher class.

Thus when an object is instantiated from the Cipher
class, the created object contains a first part which is
independent of the operating system and a second part
which is operating system-dependent.

The second part includes element whose value is set
according to the items used for generating the metadata.

The secure element 20 also comprises an
instantiating agent 80 which 1is configured to re-
instantiate an object by creating a new instance (like

instance 12 shown in dotted line) of the class when the
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updated operating system 31 has been activated (or
generated). The instantiating agent 80 creates the new
class instance by using the metadata associated with the
object. In particular, the instantiating agent 80 wuses
at least one value included in the metadata 40 to set a
parameter of the <c¢lass. The wupgrading agent 70 1is
configured to trigger the re-instantiating step at the
end of the updating of the initial operating system 30.

Preferably, the upgrading agent 70 is configured to
automatically delete the previous class instances when
new class instances are <created during the re-
instantiation step.

The keeper agent 90 may be configured to store
metadata in a customized format different from the format
used by class instance so as to minimize the footprint
or to ease parsing of the metadata. Alternatively, the
keeper agent 90 may be configured to store metadata in a
format that is identical to the format used by class
instance.

Figure 3 shows an example of an application instance
with an initial operating system according to the
invention.

At this stage, the initial operating system is still
activated and an application instance (Applet instance)
has been created in the secure element 20. In the example
of Figure 3, the application instance comprises two
application objects 10 and 15.

The instance 11 of the object 10 includes a first
part 93 (also named Applet data) and a second part 91
(also named 0OS data). Content of the first part 93 is

independent from the current operating system. Content of
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the second part 91 is dependent of the current operating
system. A metadata 40 has been created and uniquely
associated with the second part 91.

The instance of the object 15 includes only a part
95 whose content is dependent of the current operating
system. A metadata 45 has been created and uniquely
associated with the part 95 (i.e. associated with the
object 15 only).

Figure 4 shows an example of an application instance
in the context of an upgraded operating system according
to the invention.

At this stage, the initial operating system has been
updated so that the current operating system is now the
upgraded operating system. The application instance
(Applet instance) has been kept under an updated form
further to the re-instantiating operation in the secure
element.

The class instance 11 of the object 10 has been
replaced by a new class instance 12 which includes the
first part 93 (remaining unchanged) and a new second part
92 whose content has been initialized using the metadata
40. The metadata 40 remains unchanged and is uniquely
linked to the new second part 92. In other words, the
metadata 40 remains linked to the object 10.

It is to be noted that the content of the first part
93 (also named group of data) is kept unchanged and is
allocated to the updated class instance.

The class instance of the object 15 has been replaced
by a new class instance (instance of the same class) which
includes a single part 96 whose content has been

initialized wusing the metadata 45. The metadata 45
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remains unchanged and is still associated with the object
15.

The invention allows to keep active and functional
applications based on objects embedded in a secure
element when the operating system is updated. The
invention avoids having to save data objects outside the
secure element and to perform a complete cycle of
application installation and application
personalization.

Thanks to the invention it is possible to easily and
smoothly manage the migration of existing objects when
the operating system 1s updated, by automatically
maintaining alive the objects already created in the
secure element. Thus the wupdating operation of the
operating system can be performed in a transparent way
for the user who keeps a full continuity of service since
the application instance (based on created objects)
remain functional.

It is to be noted that metadata may be kept unchanged
over successive evolutions of the operating system. The
metadata may also be updated. In this case, the secure
element 20 (e.g. the upgrading agent 70) should be
configured to manage and ensure backwards compatibility.

The invention 1is not limited to the described
embodiments or examples. In particular, the secure
element may comprise several application instances whose
objects are automatically re-instantiated as soon as the
operating system is updated.

It is to be noted that the invention applies to any

object represented by a class instance.
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CLAIMS

1. A method for managing an object (10) which is
represented by a first instance (11) of a class, said
first instance (11) being stored in a secure element (20)
comprising an initial operating system (30), the method
comprising a step of updating the initial operating
system (30) to generate an updated operating system (31),

characterized in that the method comprises the step
of creating a metadata (40) uniquely associated with the
object (10), said metadata (40) being permanently stored
in the secure element (20) and comprising a value of at
least one parameter of said class which has been used to
create said first instance (11),

in that the method comprises the step of re-
instantiating said object (10) by generating a second
instance (12) of the class in the updated operating system
(31) by using said wvalue to set said at least one
parameter of the class, sald second instance (12)
representing the object (10) and

in that said re-instantiating step is automatically
triggered by the step of updating the initial operating
system (30).

2. A method according to claim 1, wherein said first
instance (11) comprises a set (91, 95) of data which are
dependent on the initial operating system (30), wherein
during the re-instantiating step said set (91, 95) of
data is deleted from the secure element (20) and a new

set (92, 96) of data which are dependent on the updated
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operating system (31) is created and allocated to the

second instance (12).

3. A method according to claim 2, wherein said first
instance (11) comprises a group (93) of data which are
independent of the initial operating system (30) and
wherein the data of the group (93) are kept unchanged and

allocated to the second instance (12).

4. A secure element (20) comprising an initial
operating system (30) and an object (10) which 1is
represented by a first instance (11) of a class,

characterized in that said secure element (SE)
comprises an upgrading agent (70) adapted to generate an
updated operating system (31) by updating the initial
operating system (30),

in that said secure element (SE) comprises a keeper
agent (90) adapted to create a metadata (40) uniquely
associated with the object (10) and comprising a value
of at least one parameter of the class which has been
used to create said first instance (11), said keeper agent
(90) being adapted to permanently store the metadata (40)
in the secure element (20),

in that said secure element (20) comprises an
instantiating agent (80) adapted to re-instantiate the
object (10) by creating a second instance (12) of the
class in the updated operating system (31) by using said
value to set said at least one parameter of the class,

and in that said upgrading agent (70) is adapted to
trigger the re-instantiating step at the end of the
updating of the initial operating system (30).
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5. A secure element (20) according to claim 4 wherein
said first instance (11) comprises a set (91, 95) of data
which are dependent on the initial operating system (30)
and wherein the instantiating agent (80) is adapted to
delete said set (91, 95) of data from the secure element
(20), to create a new set (92, 96) of data and to generate
the second instance (12) during the re-instantiating

step.

6. A secure element (20) according to claim 5 wherein
said first instance (11) comprises a group (93) of data
which are independent of the initial operating system
(30) and wherein the instantiating agent (80) is adapted
to allocate the data of said group (93) to the second
instance (12) while keeping said data of said group (93)

unchanged.

7. A secure element (20) according to claim 4 wherein
the keeper agent (90) is adapted to create and permanently
store the metadata (40) in a format different from that

of the first instance (11).
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