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POST Zauthrequest.php HTTP/1.1
Host: www.server.com
Content-Type: Application/XML
Content-Length: 667
<?XML version = “ 1.0" encoding = “ UTF-8" ?>
<auth_request>
<timestamp>2020-12-31 23:59:59</timestamp>
0 <user_accounts_detai ls>
0 <user_account_credentials>

0 O <password>abcl23</password>

0 O //0PTIONAL <cookie>cookielD</cookie>

O O //0PTIONAL <digital _cert_link>ww.mydigitalcertificate.com/ JohnDoeDaDoeDo
e@gmai l .com/mycertifcate.dc</digital_cert_link>
O O O //0PTIONAL <digital_certificate> DATA </digital_certificate>
0 O </user_account_credentials>

O
O
O
0 O O <user_name>ID_user_1</user_name>
O
O
O

0 </user_accounts_details>

0 <client_details> //i10S Client with App and Webkit

0 0O0//it should be noted that although several client details

O O O //sections are provided to show example variants of client

0 O O //sources, further messages will include only on to save

0 OO0 //space

O O <client_I1P>10.0.0.123</client_IP>

0 O <user_agent_string>Mozillas/5.0 (iPhone; CPU iPhone 0S 7_1 1 like Mac 0S X) A
ppleWebKit/537.51.2 (KHTML, like Gecko) Version/7.0 Mobile/11D201 Safari/9537.53
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</user_agent_string>

0 <client_product_type>iPhone6,1</client_product_type>
<client_serial _number>DNXXX1X1XXXX</client_serial_number>
<client_UDID>3XXXXXXXXXXXXXXXXXXXXXXXXD</client_UDID>
<client_0S>i0S</client_0S>
<client_0OS_version>7.1.1</client_0S_version>

<app_installed_flag>true</app_installed_flag>
<app_hame>MSM.app</app_name>

<app_version>1.0 </app_version>
<app_webkit_name>Mobile Safari</client_webkit_name>

O
O
O
O
O <client_app_type>app with webkit</client_app_type>
O
O
O
O
O <client_version>537.51.2</client_version>

Ooooooooooodg

</client_details>

O <client_details> //i0S Client with Webbrowser

0 0O <client_IP>10.0.0.123</client_IP>

0 O <user_agent_string>Mozillas5.0 (iPhone; CPU iPhone 0S 7_1 1 like Mac 0S X) A
ppleWebKit/537.51.2 (KHTML, like Gecko) Version/7.0 Mobile/11D201 Safari/9537.53
</user_agent_string>

0 <client_product_type>iPhone6,1</client_product_type>

O <client_serial_number>DNXXX1X1XXXX</client_serial_number>

O <client_UDID>3XXXXXXXXXXXXXXXXXXXXXXXXD</client_UDID>

0 <client_0S>i0S</client_0S>

O <client_0S version>7.1.1</client_0S version>

O <client_app_type>web browser</client_app_type>

O <client_name>Mobile Safari</client_name>
0 <client_version>9537.53</client_version>

O o0 oooogogo

</client_details>

O <client_details> //Android Client with Webbrowser

0 0O <client_IP>10.0.0.123</client_IP>

0 O <user_agent_string>Mozilla/5.0 (Linux; U; Android 4.0.4; en-us; Nexus S Buil
d/IMM76D) AppleWebKit/534.30 (KHTML, like Gecko) Version/4.0 Mobile Safari/534.3
O</user_agent_string>

O <client_product_type>Nexus S</client_product_type>
<client_serial_number>YXXXXXXXXZ</client_serial_number>
<client_UDID>FXXXXXXXXX=XXXX=XXXX=XXXX=XXXXXXXXXXXXX</client_UDID>
<client_0S>Android</client_0S>

<client_0OS_version>4.0.4</client_0S_version>

<client_app_type>web browser</client_app_type>

<client_name>Mobile Safari</client_name>
<client_version>534_.30</client_version>

</client_details>

0 <client_details> //Mac Desktop with Webbrowser

0 O <client_IP>10.0.0.123</client_IP>

0 O <user_agent_string>Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_9 3) AppleWebKi
t/537.75.14 (KHTML, like Gecko) Version/7.0.3 Safari/537.75.14</user_agent_strin
g>

O O <client_product_type>MacPro5,1</client_product_type>

O O <client_serial_number>YXXXXXXXXZ</client_serial_number>

0 O <client_UDID>FXXXXXXXXX=XXXX=XXXX=XXXX=XXXXXXXXXXXXX</client_UDID>

O O <client_0S>Mac 0S X</client_0S>

oo oooogoo
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O O <client_0S_version>10.9.3</client_0S_version>

0 O <client_app_type>web browser</client_app_type>

O O <client_name>Mobile Safari</client_name>

O O <client_version>537.75.14</client_version>

0 </client_details>

0 <message>

0 O <message_identifier>ID_message_ 10</message_identifier>

0 O <team_identifier>ID_team_1</team_identifier>

0 O <channel_identifier>1D_channel_1</channel_identifier>

0 O <contents>That is an interesting invention. | have attached a copy our paten
t policy.</contents>

0 O <attachments>patent_policy.pdf</attachments>

0 </message>

</auth_request>

goooooobobobob b oo uoooooobobbobbooboo
oooo0ooOoODO0O000U0O0ooOoOoOoO0DDODO0DO00DU0DO0DO0OoDOoDoODoOoODoODDODOoOOoDOoDOg
0o0oooooooboib oo oooooDooDoDoDbobooobooan
gooooooboobb bt ooooooooooboboboobood
oo0oo0oDoDDODO0OO000O0O00ooQooOo0O0DDODO0D00DU0DO0o0OooDoODoOooDoODDOoDOoOOoDOoOg
oooooDoODO0OO000oU0oO0ooooOOoO0ODDODDODO0DO00DU0DO0O0DOoDOoDoODOooDoODDODOOoDOoDOg
goooooooobb oo ooooooobooobobboobod
goooooobobobob bbb uoooooobobobbbboboo
oooo0ooDoOOO0O0o0oUOoOoooooOoO0DODDODO0DO00DU0OO0O0oOoDUoDoODoOoODoODDODOoOoOoOg
goooooooobb bbb o000 ooooooooao

POST /storage_message.php HTTP/1.1

Host: www.server.com

Content-Type: Application/XML

Content-Length: 667

<?XML version = “ 1.0" encoding = “ UTF-8" ?>

<storage_message>

O <message_identifier>1D_message_l0</message_identifier>

0 <team_identifier>1D_team_l1</team_identifier>

0 <channel_identifier>ID_channel_1</channel_identifier>

0 <sending_user_identifier>1D_user_l</sending_user_identifier>

0 <topics>

0 O <topic>inventions</topic>

0 O <topic>patents</topic>

0 O <topic>policies</topic>

0 </topics>

0 <responses>

O O <response>liked by I1D_user_2</response>

0 O <response>starred by I1D_user_3</response>

0 </responses>

0 <contents>That is an interesting invention. | have attached a copy our patent

policy.</contents>

0 <attachments>patent_policy.pdf</attachments>

0 <conversation_primitive>

O O conversation includes messages: ID_message 8, ID _message 9, ID_message 10,
0O O ID_message_11, 1D _message_ 12

0 </conversation_primitive>
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