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ASSURING GENUINENESS OF DATA
STORED ON A STORAGE DEVICE

CROSS-REFERENCES TO RELATED
APPLICATIONS

The present application is a continuation of U.S. patent
application Ser. No. 11/635,249, filed Dec. 5, 2006 (now U.S.
Pat. No. 7,555,618), which is a continuation of U.S. patent
application Ser. No. 11/327,540, filed Jan. 5, 2006 (now U.S.
Pat. No. 7,162,593), which is a continuation of U.S. patent
application Ser. No. 10/814,706 filed Mar. 30, 2004 (now
U.S. Pat. No. 7,130,971), the disclosures of all of which are
incorporated entirely herein by reference for all purposes.
This application further incorporates by reference for all pur-
poses the entire contents of U.S. patent application Ser. No.
10/807,857, filed Mar. 23, 2004, (now U.S. Pat. No. 7,065,
679).

BACKGROUND OF THE INVENTION

The invention relates generally to the field of storage
devices, and more particularly to techniques to assure the
genuineness of data stored on storage devices.

An important aspect of today’s business environment is
compliance with new and evolving regulations for retention
of information, specifically, the processes by which records
are created, stored, accessed, managed, and retained over
periods of time. Whether they are emails, patient records, or
financial transactions, businesses are instituting policies, pro-
cedures, and systems to protect and prevent unauthorized
access or destruction of these volumes of information. The
need to archive critical business and operational content for
prescribed retention periods, which can range from several
years to forever, is defined under a number of compliance
regulations set forth by governments or industries. These
regulations have forced companies to quickly re-evaluate and
transform their methods for data retention and storage man-
agement.

For example, in recent times, United States governmental
regulations have increasingly mandated the preservation of
records. United States government regulations on data pro-
tection now apply to health care, financial services, corporate
accountability, life sciences, and the federal government. In
the financial services industry, Rule 17a-4 of Securities
Exchange Act of 1934, as amended, requires members of a
national securities exchange, brokers, and dealer to retain
certain records, such as account ledgers, itemized daily
records of purchases and sales of securities, brokerage order
instructions, customer notices, and other documents. Under
this rule, members, brokers, and dealers are permitted to store
such records in an electronic storage media if the preserved
records are exclusively in a non-rewriteable, non-erasable
format.

In addition, organizations and businesses can have their
own document retention policies. These policies sometimes
require retention of documents for long periods of time. The
National Association of Securities Dealers (“NASD”), a self-
regulatory organization relating to financial services, has
such rules. For example, NASD Rule 3110 requires each ofits
members to preserve certain books, accounts, records, memo-
randa, and correspondence.

Preserved records can take many forms, including letters,
patient records, memoranda, ledgers, spreadsheets, email
messages, voice mails, instant messages. Accordingly, the
volume of preserved records can be vast, requiring high trans-
action speeds and large capacities to process. In addition,
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preserved records may exist in many disparate electronic
formats, such as PDF files, HTML documents, word process-
ing documents, text files, rich text files, EXCEL™ spread-
sheets, MPEG files, AVI files, or MP3 files.

A number of conventional methods currently use upper
level software, or application software, to preserve data in a
non-rewriteable, non-erasable format. For example, upper
level software, such as electronic mail archiving software, can
be tailored to prevent deletion of data. However, upper level
software programs implementing write protection are gener-
ally perceived to be unreliable, vulnerable to security flaws,
and easily bypassed at the storage medium level. Moreover,
upper level software implementations can prove to be costly
since such implementations will need to process many dis-
parate forms of data originating from many sources.

In another conventional method, write once read many
(WORM) storage devices are used to preserve data in a non-
rewriteable, non-erasable format. However, it is difficult to
prove that the contents of a WORM storage device remain
preserved and unaltered over a specified period of time. For
example, a user can keep business activities record in a
rewriteable device, alter the contents as needed, and store the
data into the WORM storage device prior to an audit. That is,
even ifthe data is stored in the WORM storage device, itis not
evident that the original data remains unaltered.

As can be appreciated, conventional techniques lack pre-
cautions necessary to instill confidence in the stored data by
auditors, regulatory compliance officers, or inspectors. There
is a need for improvements in storage devices, especially for
techniques to archive data and increase the trustworthiness of
such data.

BRIEF SUMMARY OF THE INVENTION

Embodiments of the present invention provide techniques
to assure genuineness of data stored on a storage device. The
storage device includes a storage controller that conducts 1/0
operations and management operations. A description of
management operations and corresponding timestamps are
recorded to an operation log stored in a memory. The memory
additionally stores an attribute for each storage volume of the
storage device. Write access to each of the storage volumes is
dependent on the attribute.

According to an embodiment of the present invention, the
storage system includes an interface to a host computer and a
storage controller having a central processing unit that con-
ducts an [/O operation and management operation. A descrip-
tion of management operation and corresponding timestamp
are recorded to an operation log stored in a memory. The
memory additionally stores an attribute for each storage vol-
ume of the storage system. Write access to each of the storage
volumes is dependent on the attribute. Storage volumes are
defined by at least one hard disk drive.

According to an alternative embodiment of the present
invention, a storage system includes a first memory and sec-
ond memory. The second memory stores an operation log to
record a description of a management operation and a corre-
sponding timestamp. A central processing unit extracts an
instruction from the first memory and executes the instruc-
tion. A clock circuit provides time information that is used to
generate the timestamp. Logical volumes of the storage sys-
tem are stored on at least one hard disk drive. The system
maintains an attribute for each of the logical volumes, and
write access to each of the logical volumes is dependent on
the attribute.

According to yet another alternative embodiment of the
present invention, a method for assuring genuineness of data
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stored on a storage subsystem having a storage controller and
a plurality of storage disks is provided. The method includes
maintaining a first log and second log. Management opera-
tions of the storage subsystem and corresponding timestamps
are recorded to the first log. Management operations of a
logical volume and corresponding timestamps are recorded to
the second log based on a write protect attribute and write
protect period. Write access to the logical volume is pre-
cluded depending on the write protect attribute and write
protect period. The first log, second log, or combination the
first and second log can be outputted.

According to an embodiment of the present invention, a
computer program product stored on a computer-readable
storage medium for assuring genuineness of data maintained
on a storage subsystem is provided. The computer program
product includes code for maintaining a first log and second
log; code for recording management operations of the storage
subsystem and corresponding timestamps to the first log;
code for identifying a write protect attribute and write protect
period for a logical volume; code for recording management
operations of the logical volume and corresponding times-
tamps to the second log depending on the write protect
attribute and write protect period; code for denying write
access to the logical volume to a host based on the write
protect attribute and write protect period of the logical vol-
ume; and code for providing information from the first log,
second log, or a combination of the first and second log to a
console.

Other objects, features, and advantages of the present
invention will become apparent upon consideration of the
following detailed description and the accompanying draw-
ings, in which like reference designations represent like fea-
tures throughout the figures.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 illustrates a simplified system diagram of an exem-
plary primary storage system incorporating an embodiment
of the present invention.

FIG. 2 shows a simplified functional block diagram of a
storage system according to an embodiment of the present
invention.

FIG. 3 shows an operation log area according to an embodi-
ment of the present invention.

FIG. 4 shows a volume operation log according to an
embodiment of the present invention.

FIG. 5 shows a system operation log according to an
embodiment of the present invention.

FIG. 6 is aflowchart that illustrates aspects of an exemplary
procedure to log operations using the invention.

FIG. 7 shows a system operation log according to an
embodiment of the present invention.

FIG. 81s aflowchart that illustrates aspects of an exemplary
procedure to detect sequential read operations using the
invention.

DETAILED DESCRIPTION OF THE INVENTION

In the following description, specific details are set forth in
order to merely illustrate the invention. However, it will be
apparent that the invention may be practiced with certain
modifications to the embodiments illustrated below.

FIG. 1 illustrates a simplified system diagram of an exem-
plary primary storage system 1 incorporating an embodiment
of the present invention. Primary storage system 1 is con-
nected to a host computer 2, and a plurality of consoles 3.
Primary storage system 1 may be connected to secondary
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storage system 4. Host computer 2 issues 1/O request, such as
read and write instructions, to primary storage system 1. The
system configuration of primary storage system 1 can be
accessed or changed by authorized users (e.g., systems
administrator, auditor, compliance officer, inspector, or other
like user) at consoles 3. Secondary storage system 4 can be
used to copy or migrate data stored on primary storage system
1. For example, data stored in the logical volumes on primary
storage system 1 can be migrated to logical volumes in the
secondary storage system 4 if primary storage system 1 is to
be replaced. In alternative embodiments, a plurality of host
computers may be connected to primary storage system 1.

Storage system 1 (or storage subsystem) includes a disk
controller 10 (or storage controller) and a plurality of disks
11. Disk controller 10 controls the operations of disks 11 to
enable the communication of data to and from disks 11 to host
computer 2. For example, disk controller 10 formats data to
be written to disks 11 and verifies data read from disks 11.
Disks 11 are one or more hard disk drives in the present
embodiment. In other embodiments, disks 11 may be any
suitable storage medium including floppy disks, CD-ROMs,
CD-R/Ws, DVDs, magneto-optical disks, combinations
thereof, and the like. Storage system 1 may include 1, 10, 100,
1,000, or more hard disk drives. In implementations of the
present invention for a single personal computer, storage
system will generally include fewer than 10 hard disk drives.
However, for large entities, such as a leading financial man-
agement company, the number of hard disk drives can exceed
1,000. Each of disks 11 is installed in a shelf in storage system
1. Storage system 1 tracks the installed shelf location of each
disk using identification information. The identification
information can be a numerical identifier starting from zero,
which is called HDD ID in the present embodiment. Further-
more, each disk has a unique serial number which can be
tracked by storage system 1.

Disk controller 10 includes host interfaces 101 and 102,
disk interface 106, and management interface 107 to interface
with host computer 2, secondary storage system 4, disks 11,
and consoles 3. Host interface 101 provides a link between
host computer 2 and disk controller 10. It receives the read
instructions, write instructions, and other I/O requests issued
by host computer 2. Host interface 102 can be used to connect
secondary storage system 4 to disk controller 10 for data
migration. Alternatively, host interface 102 can be used to
connect an additional host computer 2 to storage system 1.
Disks 11 are connected to disk controller 10 through disk
interface 106. Management interface 107 provides the inter-
face to consoles 3.

In addition, disk controller 10 includes a central processing
unit (CPU) 103, a memory 104, a non-volatile random access
memory (NVRAM) 105, and a clock circuit 108. CPU 103
extracts instructions from memory 104 and executes them to
run storage system 1. NVRAM 105 stores the operation log
area 154 for storage system 1. NVRAM 105 may include one
or more static random access memory (SRAM) devices con-
nected to a constant power source, electrically erasable pro-
grammable read-only memory (EEPROM) devices, flash
memory devices that save the contents of NVRAM 105 when
power is turned off, or a combination thereof. Clock circuit
108 provides the timestamps (present date and time) used by
the primary storage system 1.

As an embodiment of the present invention, to ensure the
integrity of an operation log area 154 stored in NVRAM 105,
consoles 3 or host computer 2 do not have direct access to
NVRAM 105 or, alternatively, consoles 3 or host computer 2
do not have direct write access to NVRAM 105. CPU 103
enables write access to NVRAM 105 to store additional event
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to the operation log area 154. As a further alternative, CPU
103 can be restricted from rewriting over memory locations in
NVRAM 105 used to store operation log area 154. CPU 103
can implement this restriction by maintaining one or more
pointers to identify used or free memory locations in
NVRAM 105. These access restrictions protect the operation
log area 154 from tampering by any user (e.g., system admin-
istrators and compliance officers). Also, as a further alterna-
tive, operation log area 154 may be stored in a specific region
of disks 11 where host computer 2 or consoles 3 cannot
directly access.

For similar reasons, access can also be restricted to clock
circuit 108 to prevent inaccurate timestamps from being
recorded to operation log area 154. Techniques for providing
clock management and adjustment in connection with con-
tent retention in a storage system are described in U.S. appli-
cation Ser. No. 10/807,857 filed on Mar. 23, 2004.

Consoles 3 may be connected directly to storage system 1
or through a communication network 12. While in one
embodiment, communication network 12 is a wide area net-
work (WAN), in other embodiments, communication net-
work 12 may be any suitable communication network includ-
ing a local area network (LAN), the Internet, a wireless
network, a intranet, a private network, a public network, a
switched network, combinations thereof, and the like. Com-
munication network 12 may include hardwire links, optical
links, satellite or other wireless communications links, wave
propagation links, or any other mechanisms for communica-
tion of information. Various communication protocols (such
as TCP/IP, HTTP protocols, extensible markup language
(XML), wireless application protocol (WAP), vendor-spe-
cific protocols, customized protocols, and others) may be
used to facilitate communication between console 3 and stor-
age system 1 via communication network 12. Communica-
tion network 12 can provide greater flexibility in managing
and monitoring storage system 1. For example, a compliance
officer at a corporate headquarters in New York City, N.Y. can
remotely manage and monitor a storage system 1 located in a
branch office in San Jose, Calif.

As yet another embodiment of the present invention, a
plurality of host computers can be connected to storage sys-
tem 1 through a communication network. This communica-
tion network can be similar to the communication network 12
used by consoles 3. Alternatively, it may be the same com-
munication network. This feature would facilitate improved
remote access to storage system 1. For example, storage
system 1 may be located at a company’s headquarters, while
company’s employees requiring access to stored information
may be located at a branch office. The company’s employees
requiring access can do so remotely via a communication
network.

FIG. 2 shows a simplified functional block diagram of the
disk controller 10 according to an embodiment of the present
invention. Disk controller 10 includes one or more of the
following functions: storage manager 151, /O processing
program 152, clock management program 153, environmen-
tal monitor 155, and volume management program 156. Stor-
age manager 151, I/O processing program 152, clock man-
agement program 153, and volume management program 156
are the programs executed in CPU 103, and reside in memory
104.

1/O processing program 152 processes /O requests from
host computer 2 and accesses disks 11. One or more logical
volumes (or storage volumes) from disks 11 are created by
1/O processing program 152. In the present embodiment, each
logical volume has its own unique volume identifier called a
logical volume ID (VOL ID) so that I/O processing program
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152 can distinguish between logical volumes. As an embodi-
ment of the present invention, VOL ID can be equal to the
logical unit number (LUN) which is a unique identifier used
on a small computer system interface (SCSI), although any
unique identifier can be used as VOL ID. Host computer 2 can
issue I/O requests to gain access (e.g., read and, if not write
protected, write access) to these logical volumes by specify-
ing the LUN. I/O requests for a logical volume are converted
by /O processing program 152 to access the appropriate
disk(s) of disks 11.

Volume management program 156 performs one or more
of following functions:

1. Manage logical volume attributes. Each logical volume
of storage system 1 has a volume attribute, which can be
either “normal,” “offline,” or “write protected.”” The normal
attribute indicates that the logical volume can accept both
read and write operation from host computer 2. The offline
attribute indicates that the logical volume cannot be read or
written from host computer 2. A logical volume can be des-
ignated as offline by an authorized user via consoles 3. The
authorized user may elect to do so to prevent all access to a
logical volume. Also, storage system 1 may automatically
designate a logical volume as offline if a failure occurs (e.g.,
failure of a hard disk drive underlying the logical volume).
The write protected attribute indicates that the volume is write
protected and cannot be written from host computer 2. The
volume is write protected for a specified “retention period.”
After the attribute of the logical volume is changed to write
protected, host computer 2 cannot write data to the logical
volume, nor can anyone change the write protected attribute
during the retention period. Once the retention period expires,
users can change the attribute to normal, so that host computer
2 can write data to the logical volume. As an embodiment of
the present invention, the retention period must be specified
by a user when the write protected attribute is first set. Alter-
natively, the retention period can be set automatically to a
default period. In addition, after the retention period has been
set, as an alternative embodiment, an authorized user may
increase the duration of the retention period, but not shorten
it.

2. Create copy of a logical volume. Volume management
program 156 includes functions to a copy data stored in a
primary logical volume to a secondary logical volume within
storage system 1. The secondary logical volume can be cre-
ated for data restores, application testing and development,
data mining, data warehousing, or nondisruptive backup, or
as part of one’s maintenance procedures. The copy logical
volume function can be implemented by Hitachi ShadowIm-
age Software, a product of Hitachi Data Systems Corpora-
tion. Details relating to Hitachi ShadowImage Software are
disclosed in its data sheet, found at ht-tp://www.hds.com/pdf/
shadowimage_datasheet_ 393 02.pdf, the entire disclosure
of' which is incorporated by reference to this patent.

3. Migrate a logical volume. Volume management program
156 includes functions to migrate the contents of a logical
volume to secondary storage system 4, or to migrate the
contents of a volume in the secondary storage system 4 to a
logical volume in the storage system 1. Generally, the con-
tents of logical volumes of the storage system are migrated to
other storage locations prior to performing maintenance or
replacing the storage system.

Storage manager 151 performs one or more of the follow-
ing functions:

1. Process storage management operations. In response to
requests from console 3, storage manager 151 controls the
operations of the storage system. For example, a user can
operate console 3 to change the configuration of the storage



US 7,917,708 B2

7

system 1, such as to create a logical volume, add a disk drive,
copy a logical volume, or migrate a logical volume.

2. Collect state information. Storage manager 151 collects
state information of the components of the storage system 1
using environmental monitor 155. For example, if one of
disks 11 fails, environmental monitor 155 may detect the
failure, identify the failed disk, and notify storage manager
151. As another example, if one or more disks of disks 11 are
removed from the storage system 1, environmental monitor
155 may detect the removal and report relevant event infor-
mation (e.g., HDD ID, unique serial number for disk, time,
date, or other information) to the storage manager 151. Stor-
age manager 151 stores this event information to the opera-
tion log area 154.

3. Collect volume management information. Storage man-
ager 151 records event information relating to certain con-
figuration changes of the logical volumes. The event infor-
mation is stored in the operation log area 154 and can include,
without limitation: date and time information, user identity,
HDD ID, unique serial number for disk, nature of the con-
figuration change. For example, if an authorized user on
consoles 3 makes a request to copy a logical volume to
another logical volume, storage manager 151 records the
request to operation log area 154.

4. Report log information. Authorized users on console 3,
such as system administrators, compliance officers, inspec-
tors, can request and retrieve system and volume information
stored in operation log area 154. Storage manager 151 can
output the complete content of operation log area 154, or a
portion thereof, to a console 3. The outputted information can
be filtered and sorted prior to being displayed on console 3.
For example, an authorized user can specify the logical vol-
ume ID of the log information to be retrieved, and storage
manager 151 can output the log information relating to the
specified volume. In alternative embodiments, outputted log
information can be sorted or filtered by any data contained in
operation log area 154 (e.g., time, date, HDD ID, write protect
period, event, and others).

Clock management program 153 manages the time (i.e.,
current date and time) for storage system 1 and provides this
time information to storage manager 151. When state or man-
agement information is stored to the operation log area 154,
storage manager 151 also stores corresponding time informa-
tion (i.e., a timestamp).

FIG. 3 shows an operation log area 154 according to an
embodiment of the present invention. In this embodiment, the
operation log area 154 includes two categories information,
system operations and logical volume operations. Informa-
tion relating to certain system operations and associated
timestamps are saved to system operation log 200, while
information relating to certain logical volume operations (in-
cluding logical volume states, such as removal of an under-
lying HDD device) and associated timestamps are saved to a
volume operation log 300.

In addition, each logical volume in storage system 1 has an
associated volume operation log 300. Therefore, if there are N
logical volumes in storage system 1, then N volume operation
logs 300 exist. For example, in FIG. 3, operation log area 154
includes volume operation log 300-1, 300-2, . . ., and 300-N
for the N logical volumes, and information relating to volume
operations for a logical volume k is stored in the volume
operation log 300-%, where 1=k=N. Storage manager 151
stores volume operation information with associated times-
tamps to volume operation log 300 corresponding to the
logical volume.

FIG. 4 shows an example of the volume operation log 300
according to an embodiment of the present invention. Time
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301 indicates the time a volume operation is requested or,
alternatively, executed by storage system 1. For state change
events of the logical volume, time 301 indicates the time of
occurrence. Time 301 is a timestamp for the volume operation
or event. Operation 302 is a brief description of the volume
operation or state.

As volume operation log 300 is intended to provide a
historical record of a logical volume to support its authentic-
ity, volume operations and volume state information facili-
tating verification of the data should be saved in volume
operation log 300. In an embodiment of the present invention,
the storage manager 151 can store one or more of the follow-
ing conditions in the appropriate volume operation log 300:

1. Any instruction, request, or command to set the write
protection a logical volume (such as a change to a write
protect attribute). The description of the operation includes
the user specified retention period. However, in alternative
embodiments, where the retention period is predefined, the
retention period need not be recorded to the volume operation
log 300.

2. Any instruction, request, or command to create a copy of
the logical volume if the logical volume is write protected.
The description of the operation stored in the volume opera-
tion log 300 can contain information indicating that the logi-
cal volume is a primary volume of a copy pair, and informa-
tion identifying the paired, secondary volume, such as VOL
ID. Also, a description of the operation can be stored in the
volume operation log 300 associated with the secondary vol-
ume indicating that this logical volume is paired to the write
protected volume.

3. Removal of one or more hard disk chives underlying a
write protected logical volume. The description stored in
volume operation log 300 can include information to identify
the hard disk drive, such as HDD ID and HDD serial number.
If the logical volume contains redundant information like
redundant arrays of inexpensive disks (RAID) information,
storage system 1 may replace the removed disk drives into
spare disk drives when the environment monitor detects that
one or more disk drives is removed. In this case, storage
manager 1 records the information of the spare disk drives. In
an alternative embodiment, removal of one or more hard disk
drives underlying a logical volume, regardless of write pro-
tected status, can be logged in volume operation log 300.

4. Any event (including any instruction, request, or com-
mand) resulting in the change the attribute of the logical
volume from write protected to offline.

5. Any instruction, request, or command to migrate from a
logical volume of a secondary storage system 4 to a non-write
protected logical volume in storage system 1. The description
of the instruction, request, or command is recorded in the
volume operation log 300 for the logical volume of storage
system 1. In addition, ifthe secondary storage system 4 has its
own volume operation log, the volume operation log infor-
mation of the logical volume in the secondary storage system
4 is recorded to the volume operation log 300 for the logical
volume of storage system 1. As an alternative embodiment,
the instruction, request, or command to migrate is not
recorded in volume operation log 300, since the logical vol-
ume is not write protected. This alternative reduces the
memory used to implement logical volume logs for a storage
system, but sacrifices traceability of the data of the logical
volume of storage system 1 to its source.

Information detailing hardware state or configuration is
stored in system operation log 200 whenever an event results
in a change to the state or configuration of the storage system
1 is changed. FIG. 5 shows an example of the system opera-
tion log 200 according to an embodiment of the invention.
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Time 201, a timestamp, indicates the time a state or configu-
ration change occurs. Operation 202 is a brief description of
the state or configuration change at the indicated time. In an
embodiment of the present invention, the storage manager
151 can store one or more of the following conditions in the
system operation log 200.

1. Installation of an additional disk drive in storage system
1. Information to be stored in system operation log 200 can
include time of installation, serial number of disk drive, and
location of installed disk drive.

2. Replacement of a failed disk drive with a spare disk
drive. Information to be stored in system operation log 200
can include time of replacement, serial number of spare disk
drive, and location of spare disk drive.

3. Removal of disk drive from storage system 1. Informa-
tion to be stored in system operation log 200 can include time
of removal, serial number of disk drive, and previous location
of removed disk drive.

4. Creation of a logical volume. Information to be stored in
system operation log 200 can include logical volume ID
(VOL 1ID), HDD IDs, time of creation, and user requesting
creation of logical volume.

Information recorded in the operation log area 154, includ-
ing system operation log 200 and volume logical log 300, can
be used to show that write protected volumes in storage sys-
tem 1 have been not tampered and that these logical volumes
remain in a write protected state. That is, storage system 1
records information relating to events which may provide an
opportunity to alter the contents of the a write protected
volume. Without the techniques disclosed herein, a user can
circumvent safeguards to protect data found in conventional
systems. For example, a user can create a copy of a logical
volume to a secondary volume, alter the contents of the sec-
ondary volume, and then change the attribute of the secondary
volume to a write protected state. As another example, a user
familiar with the logical-to-physical mapping of the disks can
remove hard disk drives from a conventional storage system,
alter the contents of the hard disk drives in another device
(considering the logical-to-physical mapping of the data),
and re-install the hard disk drives into the original locations in
the conventional storage system.

In the present embodiments, storage system 1 records sus-
ceptible operations or state changes, and operation log area
154 can be used to show no such operations or state changes
occurred. Alternatively, operation log area 154 can be used by
authorized users (such as auditors, compliance officers,
inspectors, or system administrators) to investigate the cir-
cumstances surrounding any such susceptible operations or
state changes. For example, an auditor can use the informa-
tion stored in operation log area 154 to identify the user
requesting a logical volume copy and then make an inquiry as
to the identified user’s use and purpose with the copied logical
volume.

FIG. 6 is aflowchart that illustrates aspects of an exemplary
procedure to log operations using the invention. In step 1201,
storage manager 151 checks whether a management opera-
tion or state change information should be recorded to opera-
tion log area 154. That is, storage manager 151 verifies that
the management operation or state change information is an
event or operation required to be logged in either the system
operation log 200 or the volume operation log 300. If not, the
management operation or state change information is not
recorded. Otherwise, in step 1202, storage manager 151 next
determines if the management operation or state change
information is related to the specific volume. If related to the
specific volume, storage manager 151 stores the description
of information with the current time (e.g., a timestamp) to
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volume operation log 300. If the management operation or
state change information is not related to specific volume,
storage manager 151 stores the description of information
with a timestamp to system operation log 200. In an alterna-
tive embodiment, management operations, state change
information, or a combination of management operations and
state change information relating to logical volumes that are
not write protected can record to volume operation log 300.

In addition to recording management information and
timestamps to operation log area 154, the storage system 1
can also record certain I/O instructions from host computer 2
as [/O operation information 157. In one embodiment, 110
operation information 157 includes information useful in
determining occurrences of long, sequential read accesses of
data. I/O operation information can be stored in NVRAM
105.

FIG. 7 illustrates an exemplary embodiment of I/O opera-
tion information 157 according to the present invention. I/O
operation information 157 is shown to be a table having N
rows (for N logical volumes) and 6 columns. Each row con-
tains sequential read information for a logical volume desig-
nated by VOL ID 401. Start time 402 indicates the time and
date when a sequential read operation first occurred. Start
LBA 403 is the first logical block address (LBA) where the
data was read by the first sequential read command. Last time
404 indicates the time and date when the latest sequential read
request was received, and last LBA 405 is the last LBA of'the
logical volume in which the data was read by the latest
sequential read request. Flag 406 is information that is used
by 1/0 processing program 152 to determine if a sequential
read access should be processed or rejected.

FIG. 8is aflowchart that illustrates aspects of an exemplary
procedure to detect sequential read operations using the
invention. This process is applied to logical volumes whose
attribute is in a write protected state. However, in alternative
embodiments, the process can also be applied to logical vol-
umes not in a write protected state at the expense of increased
memory usage.

In step 1301, when a read command is received by storage
system 1 for a logical volume that is in the write protected
state, [/O processing program 152 searches /O operation
information 157 for last LBA 405 ofthe logical volume. Next,
in step 1302, I/O processing program 152 compares the last
LBA 405 and the LBA information specified in the read
command. If the LBA information specified in the read com-
mand is the next address of the last LBA 405, then 1/0 pro-
cessing program 152 calculates a data length using start LBA
403 and the L BA information specified in the read command.

The calculated data length is compared to a predetermined
value, or a “first threshold.” The first threshold can be a value
fixed in storage subsystem 1 (e.g., set at factory prior to
delivery to end user). Alternatively, the first threshold may be
avariable specified by an authorized user, such as an auditor,
compliance officer, inspector, or system administrator, on
console 3. By using start LBA 403 to calculate data length in
step 1302, a read command that is divided and executed in
multiple segments can be recognized as a sequential read
command. Therefore, attempts to copy data in multiple
stages, each below the first threshold, can be captured by 1/0
processing program 152 as a sequential read command.

If the data length does not exceed the first threshold, I/O
processing program 152 determines that a sequential read is
not being requested. Storage manager 151 deletes the read
operation from an I/O address information in step 1308 and
the requested read command is executed. If, on the other



US 7,917,708 B2

11

hand, the data length exceeds the first threshold, then I/O
processing program 152 determines the read command is a
sequential read command.

In the event the first threshold is exceed, then /O process-
ing program 152, in step 1303, determines if the data length
exceeds a second predetermined value, or a “second thresh-
0ld.” The second threshold is equal to or larger than the first
threshold value. It can also be a value fixed in the storage
subsystem. Otherwise, the second threshold can be specified
by an authorized user. If the data length exceeds the second
threshold, information about the read command is passed to
the storage manager 151 and the system proceeds to step
1304. If not, storage manager 151 in step 1307 updates 1/O
operation information 157 to reflect execution of the
requested read command.

Storage manager 151, as shown in step 1304, records infor-
mation relating to the read command to volume operation log
300. Storage manager 151 also updates the /O operation
information 157. The information recorded to the volume
operation log 300 can include one or more of the following
items: start time 402, start LBA 403, and data length.

As depicted in step 1305, storage manager 151 examines a
reject flag 406 for the logical volume to determine whether
the requested read operation is to be rejected or executed.
Reject flag 406 can be set by an authorized user (for example,
a system administrator, compliance officers, auditor, or
inspector) via console 3. If reject flag 406 is identified as
being in a reject state or “ON,” storage manager 151 instructs
1/0 processing program 152 to reject the read operation and
the requested read operation is rejected in step 1306. If the
reject flag 406 is identified as not being in the reject state or
“OFF,” storage manager 151 instructs the /O processing
program 152 to execute the requested read instruction. In an
alternative embodiment, a single reject flag 460 can be
applied to all logical volumes in a storage system 1 in lieu a
reject flag for each logical volume.

As shown above, I/O operation information 157 can be
used to detect copying of whole contents of a write protected
volume to another volume. This information could be used by
an authorized user to trace the flow of preserved data to
unprotected systems. Copy preserved data to an unprotected
systems may be a concern of auditors, inspector, compliance
officers, and the like. This situation could indicate that pre-
served data is being altered in an unprotected system to be
later presented as genuine. For example, a corporation’s com-
pliance officer, by confirming the current use and status of
each copy made, can confirm altered copies of data do not
exist or at least are not being provided to a regulatory entity.
Furthermore, as illustrated in step 1306, storage system 1 can
prohibit operations copying whole logical volumes all
together.

In the present embodiment, since a single host computer 2
is connected to the storage system 1, the process compares the
LBA in the latest read command with the LBA read by the
previous read command in step 1302. In alternative embodi-
ments with two or more host computers 2 connected to the
storage system 1, I/O processing program 152 detects the host
computer 2 that issues the read command and compares the
last LBA information associated with the detected host com-
puter 2 for the logical volume. Hence, 1/O operation informa-
tion 157 can also include information such as volume identi-
fication 401, start time 402, start LBA 403, last time 404, and
last LBA 405 for each host computer 2.
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Although storage system 1 is described as being a storage
device capable of receiving block access commands over a
SCSl or FibreChannel, the techniques described in this patent
are also applicable to other types of storage devices, such as
network attached storage (NAS) devices. For example, in a
NAS device, to prevent host computers from copying the
entire contents of a volume or file system, the storage system
can be made to detect copy operations in which the all of the
file or directory information is copied from a write protected
volume or file system.

This description of the invention has been presented for the
purposes of illustration and description. It is not intended to
be exhaustive or to limit the invention to the precise form
described, and many modifications and variations are pos-
sible in light of the teaching above. The embodiments were
chosen and described in order to best explain the principles of
the invention and its practical applications. This description
will enable others skilled in the art to best utilize and practice
the invention in various embodiments and with various modi-
fications as are suited to a particular use. The scope of the
invention is defined by the following claims.

What is claimed is:

1. A storage system comprising:

a controller including a first interface, a second interface

and a memory; and

a plurality of storage devices including a first storing area

and a second storing area,

wherein said memory stores retention information associ-

ated with said first storing area;

wherein said first interface receives 1/O requests from a

host computer, and

said second interface receives operation instructions from a

management terminal,

wherein in response to I/O instructions received from said

first interface, write data received from the first interface
are stored to said first storing area based on said stored
retention information,

wherein said controller stores logs of operation associated

with said /O instructions in said second storing area
separated from said first storing area,

wherein said controller restricts /O write operations

received from said first interface to be conducted to said
second storing area.

2. The storage system according to claim 1,

wherein the retention information includes a retention

period which is specified by a user.

3. The storage system according to claim 2,

wherein the retention period may be increased by said user,

but may not be shortened.

4. The storage system according to claim 1,

wherein said controller is able to change a write protect

attribute of the storing area based on said operation
instructions received from said second interface.

5. The storage system according to claim 4,

wherein said second storing area includes pair information

of the storing area and events resulting in change of
attribute of the storing area.

6. The storage system according to claim 1, wherein the
memory is a non-volatile random access memory.

7. The storage system according to claim 4,

wherein said second storing area includes migration

requests and information of spare disk drives.
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