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[Fig. 1] a system and method which accurately detect

whether or not an arbitrary application program

Colo|u H B A a4 g Colo| HAA = 1 inclu(.les malicious code by applﬁng a hegr.istic
/ technique. A system for detecting malicious
¥ code according to the present invention in-
J FEEElo|{HEE 2 cludes a kernel driver searcher that selects a
1 T search target driver, a kernel driver converter
that checks API functions used by the search

HeEetolHaM T 13 target driver, a kernel driver analyzer that ana-

i lyzes whether or not a suspected malicious code

MBS A | s API is included in .the API functlo.n§ used by

the search target driver, and a malicious code

v analyzer that disassembles the suspected mali-

Sstx s - 15 cious code API used by the search target driver

and a parameter value to analyze whether or not

the suspected malicious code API is a malicious

code APL
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