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ABSTRACT 

The present invention relates to, among other things, the use 
of digital object fingerprints to account for digital objects. 
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DATA OBJECT IDENTIFICATION, TRACKING, 
FILTERING AND MONITORING USING DATA 
OBJECT FINGERPRINTS IN A REPOSITORY 

CLAIM OF PRIORITY 

0001. This application is a continuation of U.S. patent 
application Ser. No. 1 1/106,469 entitled “DataObject Iden 
tification, Tracking, Filtering and Monitoring Using Data 
Object Fingerprints' by Randy B. Beiter, et al., filed Apr. 15, 
2005, which claims the benefit of U.S. Provisional Patent 
Application No. 60/629.298 filed Nov. 19, 2004, which appli 
cations are incorporated herein by reference. 

BACKGROUND OF THE INVENTION 

0002 1. Field of the Invention 
0003. The present invention relates to systems and meth 
ods for identifying digital objects. More specifically, the 
invention relates to systems and methods that use digital 
object fingerprints to identify digital objects. Such systems 
and methods can be used to track, monitor and filter identified 
digital objects. 

0004 2. Discussion of the Background 
0005 There exists a need to identify, track, monitor and 

filter digital objects. As used herein, the term “digital object’ 
refers to any message (i.e., any set of data). For example, any 
file stored on a computers hard drive is a digital object. 
Similarly, the entire set of data stored on the hard drive can be 
considered a digital object. As another example, a set of bits 
(i.e., one or more bits) stored in a record or field of a database 
can be considered a digital object. 
0006. One example of an environment where it is impor 
tant to identify digital objects is a high-security computing 
environment. In a high-security computing environment, 
only “trusted digital objects should be stored on a secured 
computer (an example of an un-trusted digital object is a file 
that includes code implementing a virus). In order to deter 
mine whether a digital object is trusted, one must first identify 
the digital object and then, based on the identification, deter 
mine whether the digital object is trusted. 
0007 Accordingly, there is a need for systems and meth 
ods that can identify, track, monitor and/or filter digital 
objects. 

SUMMARY OF THE INVENTION 

0008. In one aspect, the present invention provides a sys 
tem and method for tracking digital objects using fingerprints 
corresponding to the digital objects. 

0009. In one embodiment, the method includes obtaining 
a first fingerprint corresponding to a first digital object, 
wherein the first fingerprint is a function of the content of the 
first digital object; storing the first fingerprint; receiving from 
a client system a message including a second fingerprint 
corresponding to a second digital object and an identifier 
identifying the client system and/or a user of the client sys 
tem; determining whether the second fingerprint is identical 
to the first fingerprint; determining whether the received iden 
tifier is stored in a database and associated with an identifier 
identifying the first digital object or an asset comprising the 
first digital object if it is determined that the second finger 
print is identical to the first fingerprint; and storing the iden 
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tifier in the database such that the stored identifier is associ 
ated with an identifier identifying the first digital object or the 
aSSet. 

0010. In another aspect, the present invention provides an 
apparatus having computerusable media with computer read 
able instructions embodied in the media. In one embodiment, 
the computer readable instructions include: a first set of 
instructions for storing a first fingerprint corresponding to a 
first digital object, wherein the first fingerprint is a function of 
the content of the first digital object; a second set of instruc 
tions for receiving from a client system a message including 
a second fingerprint corresponding to a second digital object 
and an identifier identifying the client system and/or a user of 
the client system; a third set of instructions for determining 
whether the second fingerprint is identical to the first finger 
print; a fourth set of instructions for determining whether the 
received identifier is stored in a database and associated with 
an identifier identifying the first digital object if the fourth set 
of instructions determines that the second fingerprint is iden 
tical to the first fingerprint; and a fifth set of instructions for 
storing the identifier in the database such that the stored 
identifier is associated with an identifier identifying the first 
digital object if the fifth set of instructions determines that the 
received identifier is not stored in the database and associated 
with an identifier identifying the first digital object. 
0011. In another aspect the present invention provides a 
method for monitoring files used by a programmer in connec 
tion with the development of a software component, wherein 
the files used by the programmer include a first set of files. 
0012. In one embodiment, the method includes, for each 

file included in the first set of files, obtaining a fingerprint 
corresponding to the file, thereby obtaining a first set of 
fingerprints; defining a second set of files, wherein each file 
included in the second set of files is a file that should be 
included in the first set of files; for each file included in the 
second set of files, obtaining a fingerprint corresponding to 
the file, thereby obtaining a second set offingerprints; storing 
the second set offingerprints; and determining whether each 
file included in the second set of files is also included in the 
first set of files, wherein the determining step comprises 
determining whether each fingerprint included in the second 
set of fingerprints is identical to a fingerprint included in the 
first set offingerprints, wherein each obtained fingerprint is a 
function of the content of the file corresponding to the finger 
print. 

0013 In another embodiment, the method includes defin 
ing a second set of files, wherein each file included in the 
second set of files is a file that should not be included in the 
first set of files; for each file included in the second set offiles, 
obtaining a fingerprint corresponding to the file, thereby 
obtaining a set offingerprints; storing the set offingerprints; 
and determining whether at least one of the files included in 
the second set of files is also included in the first set of files, 
wherein the determining step includes: obtaining a fingerprint 
corresponding to a file included in the first set of files and 
determining whether the fingerprint corresponding to the file 
included in the first set of files is identical to a fingerprint 
corresponding to a file included in the second set of files, 
wherein each obtained fingerprint is a function of the content 
of the file corresponding to the fingerprint. 

0014. The above and other aspects, features and advan 
tages of the present invention, as well as the structure and 
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operation of preferred embodiments of the present invention, 
are described in detail below with reference to the accompa 
nying drawings. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0.015 The accompanying drawings, which are incorpo 
rated herein and form part of the specification, help illustrate 
various embodiments of the present invention and, together 
with the description, further serve to explain the principles of 
the invention and to enable a person skilled in the pertinentart 
to make and use embodiments of the invention. In the draw 
ings, like reference numbers indicate identical or functionally 
similar elements. 

0016 FIG. 1 illustrates a system according to one embodi 
ment. 

0017 FIG. 2 is a flow chart illustrating a process according 
to one embodiment. 

0018 FIG. 3A illustrates an accounting database accord 
ing to a first embodiment. 
0.019 FIG. 3B illustrates an accounting database accord 
ing to a second embodiment. 
0020 FIG. 4 is a flow chart illustrating a process according 
to one embodiment. 

0021 FIG.5 is a flow chart illustrating a process according 
to another embodiment. 

0022 FIG. 6 illustrates a system according to another 
embodiment. 

0023 FIGS. 7A-C are flow charts illustrating processes 
according to various embodiments of the invention. 
0024 FIG. 8 illustrates a data-object filtering system 
according to an embodiment. 
0.025 FIG.9A is a flow chart illustrating a process accord 
ing to an aspect of the invention. 
0026 FIG.9B is a flow chart illustrating a process accord 
ing to an aspect of the invention. 
0027 FIG. 10A is a flow chart illustrating a process 
according to an aspect of the invention. 
0028 FIG. 10B is a flow chart illustrating a process 
according to an aspect of the invention. 
0029 FIG. 11 illustrates a data-object filtering system 
according to another embodiment. 
0030 FIG. 12A is a flow chart illustrating a process 
according to an aspect of the invention. 
0031 FIG. 12B is a flow chart illustrating a process 
according to an aspect of the invention. 

DETAILED DESCRIPTION 

0032 FIG. 1 illustrates a system 100 according to one 
embodiment of the invention. System 100 includes at least 
one server system 102 and at least one client system 104. 
Although not shown, system 100 preferably includes more 
than one client system 104 and may include more than one 
server system 102. 
0033 Server system 102 includes at least one processor 
112 for executing software, at least one storage device 114 for 
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storing a collection of digital objects 116 (a.k.a., digital object 
repository 116 or file repository 116), and at least one storage 
device 118 that is used to store the software that is being 
executed by processor 112. Storage device 114 preferably 
includes a disk drive and storage device 118 preferably 
includes random access memory. Server system 102 also 
includes data-object tracking server software 120. 
0034. As also shown in FIG. 1, server system 102 may 
include a database system 190, which may include one or 
more databases. For example, in the embodiment shown, 
database 190 includes a fingerprint database 192 and an 
accounting database 191. And although database 191 is 
shown as being separate and distinct from database 192, it is 
contemplated that a single database can implement databases 
191 and 192. As used herein, the term “database' includes any 
collection of data. Accordingly, a simple text file may be 
considered a database. 

0035 Client system 104 includes at least one processor 
132 for executing software, at least one storage device 134 for 
storing digital objects 136a-x, and at least one storage device 
138 that is used to store the software that is being executed by 
processor 132. Storage device 134 preferably includes a disk 
drive and storage device 138 preferably includes random 
access memory. Client system 104 also includes data-object 
tracking client software 140. 
0.036 Referring now to FIG. 2, FIG. 2 is a flow chart 
illustrating a process 200 performed by server system 102. 
Process 200 may be implemented by data-object tracking 
server software 120. 

0037 Process 200 may begin in step 202, wherein server 
system 102 uses an algorithm to generate a digital object 
identifier (a.k.a., “fingerprint”) for each digital object 
included in digital object repository 116. In an embodiment, 
for each digital object included in repository 116, server 
system 102 uses the content of the digital object to generate 
the identifier. For example, server system 102 may use the 
content of the digital object as input to a hashing algorithm to 
create a hash value for the digital object, which hash value is 
used as the fingerprint. For example, server system 102 may 
use the MD5 algorithm to create a fingerprint for a digital 
object. However, the invention is not limited to any particular 
algorithm for generating a fingerprint. 
0038. In step 204, server system 102 stores each generated 
fingerprint. For example, the fingerprints may be stored in 
fingerprint database 192 of database system 190. 
0039. In step 206, server system 102 receives from a client 
system 104 a request message requesting system 102 to trans 
mit to the client system 104 at least one of the digital objects 
from the digital object repository 116. Accordingly, the 
request message preferably includes a digital object identifier 
identifying the at least one digital object. For example, if the 
digital object is a file, the digital object identifier may be or 
include the filename of the file. A network 110 may facilitate 
the transmission of the request message from client 104 to 
Server 102. 

0040. The request message may further include a client 
system identifier (e.g., an Internet Protocol (IP) or Media 
Access Layer (MAC) address associated with the client sys 
tem 104 or other information that can be used to identify the 
client system 104) and/or a user identifier that can be used to 
identify the user of client system 104 (e.g., user 101's user 
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name or other information that can be used to identify user 
101). Additionally, the request may include contextual infor 
mation. Contextual information may include an application 
identifier that identifies an application, a workspace identifier 
that identifies a workspace and/or a project identifier that 
identifies a project. 
0041. In step 208, if the request message includes a client 
and/or user identifier (hereafter “CUID), then system 104 
may store the CUID in accounting database 191 such that the 
CUID is associated with each requested digital object. In this 
way, server system 102 can maintain information regarding 
the digital objects requested by any client/user. Additionally, 
the database may be structured so that, for any given digital 
object, the server system 102 can easily determine each cli 
ent/user that has requested the given digital object or each 
client on which the given digital object is or was stored. 
0.042 Further, for each digital object in the repository, 
server system 102 may keep a record of the number of clients 
on which the digital object is stored. For example, server 
system 102 may store in accounting database 191 a value 
representing the number of clients on which a particular digi 
tal object is stored, and, when server system 102 receives a 
new request for the particular digital object, server system 
102 increments the value. 

0043 Referring now to FIG. 3A, FIG. 3A illustrates 
accounting database 191 according to some embodiments of 
the invention. Database 191 may include a table 302 (or other 
data structure) that associates CUIDs with digital object iden 
tifiers (e.g., digital object fingerprints and/or other digital 
object identifiers). In the example shown, CUID-1 is associ 
ated with digital object identifiers DOID-1, DOID-3 and 
DOID-5. Accordingly, accounting database 191 indicates that 
the client/user associated with CUID-1 has previously down 
loaded or otherwise acquired the digital objects identified by 
digital object identifiers DOID-1, DOID-3, and DOID-5. 
Database 191 (or other database within system 190) may also 
include a table 304 (or other data structure) that can be used to 
keep track of the number of times each digital object in the 
repository 116 has been requested by a client/user and/or, for 
each digital object, the number of clients on which the digital 
object is stored. Although not shown, contextual information 
as well as the CUID information may also be stored in the 
database. 

0044 FIG. 3B illustrates an alternative structure of data 
base 191. As shown in FIG. 3B, database 191 may include 
linked lists 352a-N, 354a-N (or other data structures) for 
associating CUIDs with DOIDs instead of table 302. 
0045 Referring back to FIG. 2, in step 210, server system 
102 transmits the requested digital object(s) to client system 
104. 

0046 Referring now to FIG. 4, FIG. 4 is a flow chart 
illustrating a process 400, according to one embodiment, 
implemented partly by data-object tracking client Software 
140 and partly by data-object tracking server software 120. 
0047 Process 400 may begin in step 402, where client 
system 104 retrieves a file from storage system 134 and gen 
erates a fingerprint for the file using the same algorithm that 
server system 102 uses in step 202 of process 200 to generate 
the digital object fingerprints. 
0.048. In step 404, client 104 transmits to server 102 infor 
mation, which information includes the fingerprint generated 
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in step 402 and which information may include a CUID that 
identifies the client system 104 and/or a user of client system 
104. Steps 402 and 404 may be repeated for each file stored in 
storage system 134 or for each file stored in one or more 
predefined folders of a file system. In step 404, contextual 
information may also be transmitted to server 102. 
0049. In step 406, server system 102 receives the informa 
tion transmitted in step 404 (i.e., the CUID and fingerprint 
and contextual information, if any). 
0050. In step 408, server system 102 determines whether 
the received fingerprint is identical to the fingerprint of a 
digital object in the repository 116. As discussed above with 
reference to process 200, server system 102, for each digital 
object in the repository 116, may store the digital objects 
fingerprint in the fingerprint database 192. Thus, in some 
embodiments, to determine whether the received fingerprint 
is identical to a fingerprint of a digital object in the repository 
116, server system 102 need only search fingerprint database 
192 for an identical fingerprint. 
0051. If, in step 408, server system 102 determines that the 
received fingerprint is identical to a fingerprint of a digital 
object in repository 116, process 400 may proceed to step 
420, otherwise process may proceed to step 410. 
0.052 In step 410, server system 102 determines whether 
the file retrieved in step 402 is nearly identical to a digital 
object included in repository 116. In one embodiment, server 
system 102 determines this by determining whether the 
received fingerprint is Substantially similar to the fingerprint 
of a digital object in repository 116. 
0053. In this embodiment, the algorithm used by the client 
104 and server 102 to generate fingerprints is, preferably, an 
algorithm that produces a first fingerprint for a first digital 
object and a second fingerprint for a second digital object 
Such that if the first and second digital objects are nearly 
identical, then the first fingerprint will likewise be nearly 
identical to the second fingerprint. One Such fingerprint gen 
erating system is described in U.S. Patent Publication No. 
2005.0022004, which published on Jan. 27, 2005 (the con 
tents of which are incorporated herein by this reference). 
0054 If, in step 410, server system 102 determines that the 

file retrieved in step 402 is nearly identical to a digital object 
included in repository 116, then process 400 may proceed to 
step 420. 
0.055 Instep 420, server system 102 determines whetherit 
has a record indicating that the client/user has possession of 
the digital object in repository 116 that is identical or nearly 
identical to the file identified by the fingerprint received in 
step 406. If server system 102 does not have such information, 
then process 400 may proceed to step 422. 

0056. In some embodiments, to make the above determi 
nation, server system 102 searches accounting database 191 
to determine whether the accounting database includes infor 
mation associating the CUID received in step 406 with a 
DOID that identifies the digital object in repository 116 that is 
identical or nearly identical to the file identified by the fin 
gerprint received in step 406. For example, in some embodi 
ments, server system 102 may search table 302 for a record 
that associates the CUID with the DOID. 

0057. In step 422, server system 102 may update account 
ing database 191 so that the CUID and the DOID are associ 
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ated with each other. For example, in the embodiments where 
accounting database 191 includes table 302, server system 
102 may add a record to table 302, wherein a first field of the 
record stores the received CUID and a second field of the 
record stores the DOID that identifies the digital object in 
repository 116 that is identical or nearly identical to the file 
identified by the fingerprint received in step 406. 
0.058. In step 424, server system 102 may access table 304 
of accounting database 191 to increment the value associated 
with the DOID. 

0059 Process 400 may be performed periodically (i.e., 
from time to time). That is, for example, in Some embodi 
ments, data-object tracking server Software 120 may continu 
ously wait for data from any instance of data-object tracking 
client software 140, and each instance of data-object tracking 
client software 140 may periodically perform steps 402-404. 
For example, data-object tracking client software 140 may be 
configured to perform steps 402-404 hourly, daily, weekly or 
according to some other schedule. 
0060 One advantage of the system described above is that, 
for each client system 104 that can communicate with server 
system 102, server system 102 can determine whether the 
client system 104 has stored therein one or more digital 
objects that are in repository 116, regardless of whether the 
client system 104 received the digital object from repository 
116 or from another source. Thus, for example, if a user of a 
first client system 104 downloads to the first client system 104 
a file from repository 116 and then makes a copy of the file 
and transfers the copy to a user of a second client system 104. 
the server system 102 will, in some embodiments, eventually 
determine that the second client system 104 has a copy of the 
file because the second client system 104, in some embodi 
ments, periodically transmits to server system 102 the finger 
print of each file stored in client system 104 (or each file 
stored in one or more predefined folders). 
0061 Referring now to FIG. 5, FIG. 5 is a flow chart 
illustrating a process 500 according to an embodiment of the 
invention. 

0062 Process 500 may begin in step 502, where client 
system 104 retrieves a set offiles from storage system 134 and 
generates a fingerprint for each of the files using the same 
algorithm that server system 102 uses in step 202 of process 
200 to generate the digital object fingerprints. 

0063. In step 504, client 104 transmits to server 102 infor 
mation, which information includes the fingerprints gener 
ated in step 502 and which information may include a CUID 
that identifies the client system 104 and/or a user of client 
system 104. In step 504, contextual information may also be 
transmitted to server 102. 

0064. In step 506, server system 102 receives the informa 
tion transmitted in step 504 (i.e., the CUID and fingerprint 
and contextual information, if any). 
0065. In step 508, server system 102 compares the 
received fingerprints to the stored fingerprints to determine 
the assets, if any, that are stored in the storage system 134. In 
a preferred embodiment, an asset is considered to be stored in 
the storage system 134 if at least X of the digital objects that 
make up the asset are stored in the storage system, where X 
can be any whole number greater than or equal to 1. For 
example if Asset A consists of digital objects DO1, DO2, 

May 15, 2008 

DO3, DO4 and DO5, and digital objects DO1 and DO3 are 
stored in storage system 134, then, in a preferred embodiment 
where X is greater than or equal to two, Asset A is considered 
to be stored in storage system 134. 

0.066. In step 510, if server system 102 determines that one 
or more assets are stored in the storage system, server system 
102 examines the accounting database 191 to see if it has a 
record associating the asset with the client system and/or user 
(e.g., the CUID). If there is no record, then server system 102 
may update the accounting database 191 so that the database 
will store information that indicates that the client system/ 
user has possession of the asset (step 512). For example, the 
CUID and an asset identifier may be stored in a record of the 
database or the CUID may be stored in a record and associ 
ated with an identifier identifying the asset. 
0067 Referring now to FIG. 6, FIG. 6 illustrates a system 
600 according to another embodiment of the invention. Sys 
tem 600 is similar to system 100 except that, in system 600, 
client system 104 includes a software development system 
602 which is used by software developers (a.k.a., program 
mers) to create other software. Software development system 
602 may include a conventional build tool (e.g., the Apache 
Ant build tool) and/or a conventional integrated development 
environment (IDE) (e.g., the Eclipse or the Microsoft(R.Visual 
Studio(R) IDE). Additionally, data-object tracking software 
604, or one component 605 thereof, is/are incorporated or 
linked with software development system 602. For example, 
in one embodiment, software 604 (or component thereof) is a 
plug-in for the Apache Ant build tool, and in another embodi 
ment is a plug-in for the Eclipse IDE. In some embodiments, 
software 604 includes a component 606 that is installed and 
runs on server system 102. 

0068 Referring now to FIG. 7A, FIG. 7A is a flow chart 
illustrating a process 790 that may, in part, be implemented by 
data-object tracking software 604. 

0069 Process 790 may begin in step 702, where an admin 
istrator defines a first set of files that should be used when 
creating a particular software component. The first set of files 
may include one or more files. For example, the administrator 
may create or input a list of file identifiers such that each file 
identifier identifies a file that should be used when creating 
the particular Software component. 

0070. In step 704, a fingerprint is obtained for each file 
included in the first set of files. For example, for each file 
included in the first set of files, the file may be retrieved from 
a storage device and the content of the file used to create a 
fingerprint for the file. As discussed above, a hashing algo 
rithm may be employed to create the fingerprint. 

0071. In step 706, the fingerprints obtained in step 704 are 
stored in one or more databases. For example, the fingerprints 
corresponding to the files included in the set (i.e., the finger 
prints generated in step 704) may be stored in a first text file 
or a first table of a relational database. 

0072 In step 708, a programmer specifies a set of one or 
more files that the programmer intends to use in conjunction 
with software development system 602 to create the particu 
lar software component. In some embodiments, the location 
and/or name of each file that is specified by the programmer 
is stored in one or more configuration files or the like that are 
used by software development system 602. 
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0073. In step 710, data-object tracking software 604 
selects a file included in the set of files specified by the 
programmer. In step 711, software 605 obtains a fingerprint 
corresponding to the selected file. For example, data-object 
tracking software 604 may retrieve the file from a storage 
device and use the content of the file to create a fingerprint 
corresponding to the file. Preferably, the algorithm used to 
create the fingerprint is the same algorithm that was used in 
step 704 to create fingerprints. 

0074. In step 712, software 604 determines whether the 
fingerprint obtained in step 711“matches” a fingerprint 
obtained in step 704 (as used herein, a first fingerprint 
“matches a second fingerprint if the first fingerprint is iden 
tical or nearly identical to the second fingerprint). In embodi 
ments where the fingerprints generated in step 704 are stored 
in a particular database, data-object tracking Software 604 
may make the determination by searching the database for a 
fingerprint that matches the fingerprint obtained in step 711. 
Component 605 may search the database itself if the database 
is accessible to the software 605, otherwise it may request 
component 606 to search the database by transmitting a 
search request to component 606. 

0075 If the fingerprint obtained in step 711 does not 
match any fingerprint generated in step 704, then process 790 
may proceed to step 725, otherwise process 790 may proceed 
to step 722. 

0.076 If step 722 is reached, then the fingerprint obtained 
in step 711 matches a particular fingerprint generated in step 
704. In step 722, software 604 may store information that 
indicates that the file corresponding to the particular finger 
print is included in the set of files specified by the program 
mer. For example, software 604 may set to a predetermined 
value a variable (e.g., a flag variable that may have one of two 
states: TRUE or FALSE) associated with the certain finger 
print or the file corresponding thereto. 

0077. In step 725, software 604 determines whether all of 
the files included in the set of files specified by the program 
mer have been selected. If so, process 790 proceeds to step 
730, otherwise process 790 proceeds to step 727. In step 727, 
software 604 selects another file included in the set of files 
specified by the programmer. After step 727, process 790 
returns to step 711. 

0078. In step 730, software 604 determines whether a file 
included in the first set of files defined by the administrator is 
not included in the set of files specified by the programmer. 
That is, software 604 determines whether the programmer is 
not using a file that the programmer should be using. 

0079. In embodiments where each file included in the first 
set of files is associated with a variable having a predeter 
mined value if, and only if, the file is included in the set offiles 
specified by the programmer, software 604 may determine 
those files that are included in the first set, but not included in 
the set specified by the programmer, by determining those 
files from the first set that are not associated with a variable 
having the predetermined value. if software 604 determines 
that the programmer is not using a file that the programmer 
should be using, the software 604 may send a notification to 
the administrator (or Some other person or group of people) 
(step 732). The notification may include an electronic mail 
message or other message. The notification may include an 
identifier identifying the programmer. 
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0080 Referring now to FIG. 7B, FIG. 7B is a flow chart 
illustrating a process 791 that may, in part, be implemented by 
data-object tracking software 604. 

0081 Process 791 may begin in step 703, where an admin 
istrator defines a set of one or more files, wherein each file 
included in the set is a file that should not be used when 
creating a particular Software component. 

0082 In step 705, a fingerprint is obtained for each file 
included in the set of files. For example, for each file included 
in the set offiles, the file is retrieved from a storage device and 
the content of the file is used to create a fingerprint for the file. 
As discussed above, a hashing algorithm may be employed to 
create the fingerprint. 

0083. In step 706, the fingerprints obtained in step 705 are 
stored in one or more databases. In step 708, a programmer 
specifies a set of one or more files that the programmer 
intends to use in conjunction with software development sys 
tem 602 to create the particular software component. In some 
embodiments, the location and/or name of each file that is 
specified by the programmer is stored in one or more con 
figuration type files that are used by software development 
system 602. 

0084. In step 710, data-object tracking software 604 
selects a file included in the set of files specified by the 
programmer. In step 711, software 605 obtains a fingerprint 
corresponding to the selected file. For example, data-object 
tracking software 604 may retrieve the file from a storage 
device and use the content of the file to create a fingerprint 
corresponding to the file. Preferably, the algorithm used to 
create the fingerprint is the same algorithm that was used in 
step 705 to create fingerprints. 

0085. In step 714, data-object tracking software 604 deter 
mines whether the fingerprint obtained in step 711 matches a 
fingerprint obtained in step 705. In embodiments where the 
fingerprints generated in step 705 are stored in a particular 
database, data-object tracking software 604 may make the 
determination by searching the database for a fingerprint that 
matches the fingerprint obtained in step 711. Component 605 
may search the database itself if the database is accessible to 
the software 605, otherwise it may request component 606 to 
search the database by transmitting a search request to com 
ponent 606. 

0086. If the fingerprint obtained in step 711 matches a 
fingerprint obtained in step 705, then data-object tracking 
software 604 may issue an alert notifying the administrator 
(or Some other person or a group of people) that the program 
mer may be using a file that the programmer should not be 
using (step 716). For example, in step 716, software 604 may 
send an electronic mail message to the administrator inform 
ing the administrator that a programmer who is creating the 
Software component may be using a file that the programmer 
should not be using. If the fingerprint obtained in step 711 
does not match a fingerprint obtained in step 705, then the 
process may proceed to step 725. 

0087. In step 725, software 604 determines whether all of 
the files included in the set of files specified by the program 
merhave been selected. If so, process 791 may end, otherwise 
process 791 proceeds to step 727. In step 727, software 604 
selects another file included in the set of files specified by the 
programmer. After step 727, process 700 returns to step 711. 
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0088 Referring now to FIG. 7C, FIG. 7C is a flow chart 
illustrating a process 792 that may, in part, be implemented by 
data-object tracking software 604. 
0089 Process 792 may begin in step 708, where a pro 
grammer specifies a set of one or more files that the program 
merintends to use in conjunction with Software development 
system 602 to create a particular Software component. 
0090. In step 710, data-object tracking software 604 
selects a file included in the set of files specified by the 
programmer. In step 711, software 605 obtains a fingerprint 
corresponding to the selected file. For example, data-object 
tracking software 604 may retrieve the file from a storage 
device and use the content of the file to create a fingerprint 
corresponding to the file. 

0091. In step 718, if an identifier that identifies the file 
corresponding to the fingerprint obtained in step 711 is not 
already stored in a certain database and associated with a 
counter, then software 604 stores in the certain database an 
identifier (e.g., a fingerprint or other file identifier) that iden 
tifies the file corresponding to the fingerprint obtained in step 
711, associates a counter with the identifier, and initializes the 
counter, otherwise, software 604 increments by one the 
counter associated with the identifier. In this way, software 
604 can maintaina record of the number of programmers who 
are using the file corresponding to the fingerprint obtained in 
step 711. 

0092. In step 719, software 604 determines whether the 
counter has met or exceeded a predetermined value. If so, 
software 604 may send a notification to the administrator 
(step 720). Preferably, the notification includes a file identi 
fier identifying the file corresponding to the fingerprint 
obtained in step 711. The administrator may consider adding 
the identified file to a set of files that the administrator may 
recommend to other programmers. 

0093. In step 725, software 604 determines whether all of 
the files included in the set of files specified by the program 
mer have been selected. If so, process 792 may end or be 
repeated for another programmer, otherwise process 792 pro 
ceeds to step 727. In step 727, software 604 selects another 
file included in the set of files specified by the programmer. 
After step 727, process 791 returns to step 711. 

0094. Referring now to FIG. 8, FIG. 8 illustrates a com 
puter 800 according to an embodiment of the invention. Com 
puter 800 includes a storage device 802 for storing files, a 
processor 804 for executing software, an operating system 
805, and data-object filtering software 806, which may be an 
application that runs on top of the operating system or which 
may be a component of the operating system. 

0.095 Computer 800 is a secured computer. That is, only 
trusted files are allowed to be stored in the file system of 
computer 800. Data object filtering software 806 functions to 
determine whether a file stored on the file system is trusted or 
not, and takes the appropriate action. 
0096. Thus, in some embodiments, software 806 has 
access to a set of fingerprints, each of which fingerprint cor 
responds to a trusted file. The set offingerprints may be stored 
in a database stored on storage device 802 or stored remotely 
from computer 800. Accordingly, software 806 can be con 
figured so that whenever a new file is sought to be added to the 
file system of computer 800, software 806, prior to the new 
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file being added to the file system or immediately after it is 
added to the file system, generates a fingerprint correspond 
ing to the file (step 902, see FIG.9A) and then searches the set 
of fingerprints to determine whether the set of fingerprints 
includes a fingerprint that matches the generated fingerprint 
(step 904). If so, then the new file is a trusted file (step 906). 
If there is no match, then the file is not trusted and will not be 
allowed to be stored in the file system and/or is removed if it 
is stored in the file system (908). 
0097 FIG. 9B shows a variant of the process shown in 
FIG.9A. The processes are similar, with one difference being 
that each fingerprint in the set offingerprints corresponds to 
an un-trusted file, rather than a trusted file. 

0098. In another aspect, software 806 can be configured so 
that it allows only trusted programs to be run on computer 
800. For example, in some embodiments, software 806 is 
configured so that any file can reside on storage device 802. 
but only certain trusted files stored on storage device 802 can 
be loaded into memory and executed by processor 804 or an 
interpreter. 

0099. In this embodiment, software 806 receives an indi 
cation that a user of computer 800 wants to execute a file (step 
1002, see FIG. 10A). In response to receiving the indication, 
software 806 obtains a fingerprint corresponding to the file 
(step 1004). Next, software 806 compares the obtained fin 
gerprint to a set offingerprints, wherein each fingerprint in the 
set corresponds to a trusted executable file (step 1006). Next 
software 806 determines whether the obtained fingerprint is 
identical to a fingerprint included in the set (step 1008). If it is 
identical, software 806 allows the user to run the file (step 
1010), otherwise software 806 does not allow the user to run 
the file and may display a message to the user informing the 
user that the file that the user wants to run is not a trusted file 
(step 1012). 

0.100 FIG. 10B shows a variant of the process shown in 
FIG. 10A. The processes are similar, with one difference 
being that each fingerprint in the set of fingerprints corre 
sponds to an un-trusted file, rather than a trusted file. 
0101 Referring now to FIG. 11, FIG. 11 illustrates a fire 
wall system 1100 that functions as a firewall for at least one 
computer 1110 connected to system 1100. Computer 1110 
may be connected to system 1100 directly or indirectly 
though a network 1112. 
0102 Firewall system 1100 ensures that only trusted files 
may be transmitted to computer 1110. Firewall system 1100 
includes data-object filtering software 1106, which may bean 
application that runs on a computer 1108 of system 1100. 
Data-object filtering software 1106 functions to determine 
whether a file 1150 transmitted from a computer 1190 to 
computer 1110 is a trusted file. Software 1106 functions as a 
proxy for computer 1110 and has access to a set of finger 
prints 1130, each of which fingerprint corresponds to a trusted 
file. In some embodiments, when a user of computer 1190 
wants to transmit a copy of the file 1150 to computer 1110, the 
user must transmit the copy to computer 1108 (step 1202, see 
FIG. 12A). After the file is placed on a storage device of 
computer 1108, software 1106 generates a fingerprint corre 
sponding to the file (step 1204) and searches the set of fin 
gerprints 1130 to determine whether the set of fingerprints 
includes a fingerprint that matches the generated fingerprint 
(step 1206). If so, then the file is a trusted file and software 
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1106 allows the file to be transmitted from computer 1108 to 
computer 110 (step 1208). If there is no match, then the file is 
not trusted and will be deleted from computer 1108 (step 
1210). 
0103 FIG. 12B shows a variant of the process shown in 
FIG. 12A. The processes are similar, with one difference 
being that each fingerprint in the set of fingerprints corre 
sponds to an un-trusted file, rather than a trusted file. 
0104. It will be readily apparent that the various processes 
and algorithms described herein may be implemented by, 
e.g., appropriately programmed general purpose computers 
and computing devices. Typically a processor (e.g., a micro 
processor) will receive instructions from a memory or like 
device, and execute those instructions, thereby performing a 
process defined by those instructions. Further, programs that 
implement Such methods and algorithms may be stored and 
transmitted using a variety of known media. 
0105 While various embodiments/variations of the 
present invention have been described above, it should be 
understood that they have been presented by way of example 
only, and not limitation. Thus, the breadth and scope of the 
present invention should not be limited by any of the above 
described exemplary embodiments, but should be defined 
only in accordance with the following claims and their 
equivalents. 
010.6 Additionally, while the processes described above 
and illustrated in the drawings are shown as a sequence of 
steps, this was done solely for the sake of illustration. Accord 
ingly, it is contemplated that some steps may be added and 
other steps omitted, and the order of the steps may be re 
arranged. In other words, any sequence or order of steps that 
may be described does not necessarily indicate a requirement 
that the steps be performed in that order. The steps of pro 
cesses described herein may be performed in any order prac 
tical. Further, some steps may be performed simultaneously. 

1. A system, comprising: 
a repository on a server, wherein the repository stores one 

or more digital objects, wherein each digital object in the 
repository is associated with a unique digital object 
identifier, wherein the unique digital object identifier is 
stored in a database, and wherein a hashing algorithm is 
used to determine whether a second digital object is a 
copy of a first digital object associated with a first unique 
digital object identifier; and 

a plug-in to an integrated development environment on a 
client, wherein the plug-in includes data object tracking 
Software to communicate digital object identification 
information to the repository on the server. 

2. The system of claim 1, wherein the database indicates 
when the client has acquired a copy of the digital object 
identified by the digital object identifier. 

3. The system of claim 1, wherein the database keeps track 
of the number of times each digital object in the repository has 
been requested by the client. 

4. The system of claim 1, wherein contextual information is 
stored in the database. 

5. The system of claim 1, wherein the digital object iden 
tifier identifies software files. 

6. The system of claim 1, wherein one or more clients 
periodically communicate data-object tracking information 
to the server. 
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7. The system of claim 6, wherein the server tracks which 
clients store copies of digital objects in the repository regard 
less of whether the copies of digital objects were downloaded 
from the repository. 

8. A method, comprising: 
storing a digital object in a repository on a server, wherein 

the repository stores one or more digital objects; 
associating a unique digital object identifier with the digital 

object stored in the repository on the server, wherein the 
unique digital object identifier is stored in a database, 
and wherein a hashing algorithm is used to determine 
whether a second digital object is a copy of a first digital 
object associated with a first unique digital object iden 
tifier; and 

communicating digital object identification information to 
the repository on the server from a plug-in to an inte 
grated development environment on a client, wherein 
the plug-in includes data object tracking Software. 

9. The method of claim 8, wherein the database indicates 
when the client has acquired a copy of the digital object 
identified by the digital object identifier. 

10. The method of claim 8, wherein the database keeps 
track of the number of times each digital object in the reposi 
tory has been requested by the client. 

11. The method of claim8, wherein contextual information 
is also stored in the database 

12. The method of claim 8, wherein the digital object 
identifier identifies software files. 

13. The method of claim 8, wherein one or more clients 
periodically communicate data-object tracking information 
to the server. 

14. The method of claim 13, wherein the server tracks 
which clients store copies of digital objects in the repository 
regardless of whether the objects were downloaded from the 
repository. 

15. A computer readable storage medium, storing instruc 
tions executable by a processor, the instructions comprising: 

storing a digital object in a repository on a server, wherein 
the repository stores one or more digital objects; 

associating a unique digital object identifier with the digital 
object stored in the repository on the server, wherein the 
unique digital object identifier is stored in a database, 
and wherein a hashing algorithm is used to determine 
whether a second digital object is a copy of a first digital 
object associated with a first unique digital object iden 
tifier; and 

communicating digital object identification information to 
the repository on the server from a plug-in to an inte 
grated development environment on a client, wherein 
the plug-in includes data object tracking Software. 

16. The computer readable storage medium of claim 15, 
wherein the database indicates when the client has acquired a 
copy of the digital object identified by the digital object 
identifier. 

17. The computer readable storage medium of claim 15, 
wherein the database keeps track of the number of times each 
digital object in the repository has been requested by the 
client. 

18. The computer readable storage medium of claim 15, 
wherein contextual information is also stored in the database 
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19. The computer readable storage medium of claim 15, 21. The computer readable storage medium of claim 20, 
wherein the digital object identifier identifies software files. wherein the server tracks which clients store copies of digital 

objects in the repository regardless of whether the objects 20. Th t dable st di f claim 15 e computer readable Storage med1um of claim 1, were downloaded from the repository. 
wherein one or more clients periodically communicate data 
object tracking information to the server. :k :k :k :k :k 


