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(57) ABSTRACT 

Systems and methods that handle transport protocol segments 
(TPSes) are provided. In one embodiment, a system may 
include, for example, a receiver that may receive an incoming 
TPS. The incoming TPS may include, for example, an aligned 
upper layer protocol (ULP) header and a complete ULP data 
unit (ULPDU). The receiver may directly place the complete 
ULPDU into a host memory. 
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SYSTEMAND METHOD FOR HANDLING 
TRANSPORT PROTOCOL SEGMENTS 

CROSS-REFERENCE TO RELATED 
APPLICATIONS 

0001. This application makes reference to, claims priority 
to and claims benefit from U.S. Provisional Patent Applica 
tion Serial No. 60/437.887, entitled “Header Alignment and 
Complete PDU” and filed on Jan. 2, 2003; and U.S. Provi 
sional Patent Application Serial No. 60/456,322, entitled 
“System and Method for Handling Transport Protocol Seg 
ments' and filed on Mar. 20, 2003. 

INCORPORATION BY REFERENCE 

0002 The above-referenced United States patent applica 
tions are hereby incorporated herein by reference in their 
entirety. 

FEDERALLY SPONSORED RESEARCHOR 
DEVELOPMENT 

0003) Not Applicable 

MICROFICHEACOPYRIGHT REFERENCE 

0004) Not Applicable 

BACKGROUND OF THE INVENTION 

0005 FIG. 1 shows a conventional byte stream in accor 
dance with a transmission control protocol (TCP). Three seg 
ments (i.e., TCP Seg. X-1, TCP Seg. X and TCP Seg. X--1) of 
the byte stream are illustrated. There is no guaranteed rela 
tionship between an upper layer protocol data unit (ULPDU) 
and TCP segments boundaries. As a result, a ULPDU may 
start or end in the middle of the TCP Segment. For example, 
two ULPDUs (e.g., ULPDUY and ULPDU Y+1) are each 
carried by two TCP segments. AULPDU may also be carried 
by more than two TCP segments. 
0006. In conventional systems, by carrying each ULPDU 
over two or more TCP segments, a network interface card 
(NIC) of a receiver may have to perform excessive computa 
tions and operations that can hamper NIC performance in 
very high speed networks such as, for example, networks with 
bandwidths exceeding one gigabit per second (Gbps). The 
receiver may have difficulty in determining the beginning of 
each ULPDU in, for example, a seemingly endless TCP byte 
stream. In addition, the receiver may need to process the IP 
datagram as well as TCP segments, to determine the upper 
layer protocol (ULP) boundaries and to perform ULP CRC 
before the ULPDU header placement information can be 
trusted. Determining the beginning of each ULPDU and trust 
ing the ULPDU header placement information are but a few 
of the obstacles in developing, for example, a NIC in which 
the NIC, with minimum buffering or no buffering, may 
directly place the ULPDU data into a designated host buffer 
location. 

0007 Another obstacle to developing, for example, a NIC 
that can place ULPDUs into host memory may be the buffer 
memory requirements of the NIC. Since the ULPDU cannot 
be placed until the entire ULPDU has been buffered and 
respective control information analyzed, buffers are needed 
to accommodate, for example, out-of-order TCP segments 
that may disrupt the flow of ULPDUs. A TCP receiver may 
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allocate buffers based upon, for example, a bandwidth-delay 
product. Thus, the buffer memory size may scale linearly with 
network speed. For example, an approximately tenfold 
increase in network speed may necessitate an approximately 
tenfold increase in buffer memory. This causes the total cost 
of a NIC for high speed network to increase to a level that 
makes it impractical for wide deployment. In addition, the 
memory may be managed on a per connection basis. Each 
receiver connection may require its own buffers since each 
ULPDU may be carried by a plurality of TCP segments. Such 
buffering requirements can only be accentuated as network 
speeds and the number of connections increase. 
0008 Further limitations and disadvantages of conven 
tional and traditional approaches will become apparent to one 
of ordinary skill in the art through comparison of Such sys 
tems with Some aspects of the present invention as set forth in 
the remainder of the present application with reference to the 
drawings. 

BRIEF SUMMARY OF THE INVENTION 

0009 Aspects of the present invention may be found in, 
for example, Systems and methods that handle transport pro 
tocol segments (TPSes). In one embodiment, the present 
invention may provide a system that includes, for example, a 
receiver that may receive an incoming TPS. The incoming 
TPS may include, for example, an aligned upper layer proto 
col (ULP) header and a complete ULP data unit (ULPDU). 
The receiver may directly place the complete ULPDU into a 
host memory. 

0010. In another embodiment, the present invention may 
provide a system that handles TPSes. The system may 
include, for example, a sender that sends a TPS. The sent TPS 
may include, for example, an aligned ULP header and one or 
more complete ULPDUs. 

0011. In another embodiment, the present invention may 
provide a method that handles TPSes. The method may 
include, for example, one or more of the following: aligning 
an FPDU header in a known position in a TPS with respect to 
a TPS header; and placing a complete FPDU in the TPS. 

0012. In yet another embodiment, the present invention 
may provide a method that handles TPSes. The method may 
include, for example, receiving an incoming TPS. The TPS 
may include, for example, a complete FPDU and an FPDU 
header in a known position with respect to a TPS header. 

0013 In yet another embodiment, the present invention 
may provide a system that handles TPSes. The system may 
include, for example, a receiver including a direct memory 
access (DMA) engine. The receiver may receive an incoming 
TPS that includes an aligned ULP header and a complete 
ULPDU. The receiver may program the DMA engine once to 
place the complete ULPDU into a host memory. 

0014. In another embodiment, the present invention may 
provide a method that handles TPSes. The method may 
include one or more of the following: receiving an incoming 
TPS, the TPS comprising a complete FPDU and an FPDU 
header in a known position with respect to a TPS header; 
performing layer 2 (L2) processing on the incoming TPS: 
performing layer 3 (L3) processing on the incoming TPS: 
performing layer 4 (L4) processing on the incoming TPS, and 
performing ULP processing on the incoming TPS. The L2 
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processing, the L3 processing, the L4 processing and the ULP 
processing of the incoming TPS may be performed in any 
order. 

0.015 These and other features and advantages of the 
present invention may be appreciated from a review of the 
following detailed description of the present invention, along 
with the accompanying figures in which like reference 
numerals refer to like parts throughout. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0016 FIG. 1 shows an upper layer protocol data unit 
(ULPDU) carried by a plurality of transmission control pro 
tocol (TCP) segments. 
0017 FIG. 2 shows an embodiment of a system that 
handles framing protocol data units (FPDUs) carried by TCP 
segments according to the present invention. 
0018 FIG. 3 shows an embodiment of a system that 
handles TCP frames in a flow-through manner according to 
the present invention. 
0.019 FIG. 4 shows another embodiment of a system that 
handles TCP frames in a flow-through manner according to 
the present invention. 
0020 FIG.5 shows an embodiment of an FPDU carried by 
a respective TCP segment according to the present invention. 
0021 FIGS. 6A-B show an embodiment of a method that 
processes FPDU according to the present invention. 
0022 FIG. 7 shows an embodiment of a network interface 
card (NIC) according to the present invention. 
0023 FIG. 8 shows an embodiment of a NIC according to 
the present invention. 

DETAILED DESCRIPTION OF THE INVENTION 

0024. If an upper layer protocol data unit (ULPDU) is not 
aligned within a transport segment, then the ULPDU may be 
carried by two or more transport protocol segments (e.g., two 
or more transmission control protocol (TCP) segments) and a 
receiver may perform layer 2 (L2) processing on incoming 
frames. If an Internet protocol (IP) datagram is not an IP 
fragment, then the L2 frame may include a complete IP data 
gram and layer 3 (L3) processing may be performed on the IP 
datagram. If an IP fragment is present in the L2 frame, then IP 
fragments may be reassembled in a local buffer before con 
tinuing with the processing. Some protocols (e.g., IPSecurity 
(IPsec)) may include, for example, a header between an L3 
header and an L4 header (or between other headers) and may 
be dealt with as is known in the art; however, such consider 
ations will not be discussed further herein to simplify the 
discussion. Subsequently, layer 4 (L4) processing may com 
mence including, for example, TCP processing and perform 
ing header/checksum checks. The L4 segment (e.g., a TCP 
segment, a stream control transmission protocol (SCTP) seg 
ment or other transport layer segment) may be classified, for 
example, to determine a “flow”. For TCP/IP traffic this may 
be done using a 5-tuple including, for example, IP source 
information, IP destination information, TCP source port 
information, TCP destination port information and protocol 
information). State information for L3/L4 and any upper 
layer protocol (ULP) may then be obtained for the flow such 
as for a TCP connection. If the receiver has kept state for the 
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upper layer protocol (ULP), then the boundaries of the 
ULPDU message may be determined. Based on the ULPDU 
boundaries and ULP header information, the payload bound 
aries along with the requested action (e.g., determining pay 
load placement information) may be ascertained. 
0025 If a TCP segment is not received in order (e.g., the 
TCP segment is an out-of-order TCP segment) and if a 
ULPDU is not aligned within the TCP segment, then the 
receiver may buffer the data until a complete ULPDU is 
received. In most cases, it may be difficult to determine the 
ULPDU boundaries inside out-of-order TCP segments. The 
receiver may not be able to immediately calculate a ULP 
cyclical redundancy checking (CRC) (herein ULP CRC or 
CRC), if used, or may not be able to immediately place the 
ULP payload in a host buffer. The receiver may take action, 
for example, after the transport layer segment has been 
received in order, fully reassembled and tested for transport 
layer integrity and the ULPDU boundaries have been found. 
The receiver may buffer out-of-order transport protocol seg 
ments or may drop them. Once a complete ULPDU has been 
received, a process similar to receiving in-order TCP seg 
ments may be implemented. 
0026. If a TCP segment is received in order (or re-ordered 
by the receiver) and ifa ULPDU is not aligned within the TCP 
segment, then receiver-managed ULP state information may 
be used to calculate where, in TCP segment X, for example, 
the previous ULPDU (e.g., ULPDUY) ends. This operation 
may include, for example, the step of Subtracting the number 
of bytes of ULPDUY in TCP segment X-1 from the ULPDU 
Y length field stored by the receiver as part of the ULP state. 
Based on this calculation, the receiver may calculate the 
number of remaining bytes in TCP segment X that are part of 
ULPDUY. If the ULP (e.g., an Internet small computer sys 
tem interface (iSCSI) protocol, an iSCSI extensions for 
remote direct memory access (RDMA) (iSER) protocol or 
other RDMA-over-TCP protocols) employs a data integrity 
mechanism Such as, for example, CRC, then the receiver may 
calculate the CRC and may check the calculated CRC against 
the CRC value received. The ULP may have respective CRCs 
for the ULPDU header and for the data or a single CRC to 
cover both the ULP header and data. If steering/placement 
information is included within the ULPDU header and if the 
ULPDU header has separate CRCs, then data placement may 
commence once the CRCs are confirmed to be error free. If a 
single CRC is employed for the whole ULPDU, then CRC 
across the ULPDU may be computed and checked before 
placement may begin. 
0027. Two embodiments for employing CRC on the 
receiver are discussed although the present invention may 
include other embodiments for employing CRC (e.g., con 
ventional CRC). FIG. 7 shows an embodiment of an offload 
network interface card (NIC) operation for ULP with CRC. 
The NIC may be, for example, a non-flow-through NIC. In a 
first method, the CRC may be performed before or as the data 
is stored in the local buffer. The partial ULPDUCRC results, 
if applicable, may also be stored in the local buffer or else 
where such as, for example, in a context memory, a host 
memory or on-chip. In a second method, the CRC may be 
performed as data is moved from local buffer to host buffer. 
For the first method and the second method, the CRC may be 
performed by one or more of the blocks illustrated in FIG. 7. 
0028. An embodiment of the processing of the ULPDU 
CRC for reception of a transport protocol segment (e.g., TCP 
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segment X) with an unaligned ULPDU is described. If the 
first method is used and if the ULPDU is not entirely carried 
by the transport protocol segment (e.g., TCP segment X), then 
a partial CRC may have been computed when TCP segment 
X-1 was received. The stored partial CRC for ULPDU Y. 
which is a result, for example, of the bytes included in TCP 
segment X-1, may be fetched and loaded into a CRC circuit 
that is adapted to continue the CRC calculation starting from 
the partial CRC, instead of starting from a CRC initialization 
constant. The receiver may determine the number of bytes 
within TCP segment X that belong to ULPDUY. The remain 
ing bytes of ULPDUY inside TCP segment X may be moved 
through the CRC machine using the services of a direct 
memory access (DMA) device, for example. If TCP segment 
X is received out of order, then the boundaries of ULPDUY 
may be difficult to determine and therefore, in some cases, the 
CRC circuit might not be notified as to a start point or a stop 
point within TCP Segment X. In such a case, once TCP 
Segment X is in order, the NIC may determine the boundaries 
of ULPDUY. The NIC may re-read the payload from the local 
memory to the CRC circuit to perform this task. The CRC 
calculation for ULPDUY may be checked. If there are no 
CRC errors, then placement may be allowed. The receiver 
may then re-arm the DMA and the CRC mechanisms to 
calculate the partial CRC for ULPDUY+1 and to store it. 
0029. If the second method is used, then data may be 
placed in the host buffer in parallel with performing CRC. 
Data may be initially stored in the local memory buffer. Once 
the ULPDU boundaries are determined, the receiver may add 
state to keep track of the end of ULPDUY which may also 
mark the beginning of ULPDU Y+1. For the ULPDUY 
header, the CRC may be checked when TCP segment X-1 is 
received or when the whole ULPDU is assembled, for 
example, when TCP segment X is received. If the header CRC 
is error free, then the steering information contained therein 
may be trusted. The ULPDUY data bytes may then be placed 
in the host buffer. If the ULP uses just a single CRC for both 
the header and the data, then the CRC of the whole ULPDU is 
calculated before any placement may begin. Checking for 
errors in the CRC for the placement information included 
within the header before placement commences may safe 
guard against, for example, data being placed in the wrong 
host buffer location. For the first method and the second 
method, if a CRC erroris detected, then the ULP may recover 
by itself. 
0030. With regard to moving the data to the host buffer, in 
Some examples (e.g., with unaligned ULPDUs), the two por 
tions of the ULP payload for ULPDUY may be located in at 
least two separate local buffers as they were received in at 
least two separate frames. With regard to the first portion of 
the ULPDU, the local buffer for the first portion of ULPDUY 
(e.g., the portion of ULPDUY in TCP segment X-1) may be 
located and the DMA device may be programmed (e.g., 
CopyData(local buffer of first portion of ULPDU Y. host 
buffer address, length)). The host buffer address for the sec 
ond portion of ULPDUY (e.g., the portion of ULPDUY in 
TCP segment X) may be computed and the DMA device may 
be programmed (e.g., CopyData (local buffer of second por 
tion of ULPDU Y. host buffer address for second portion, 
length)). 

0031. With respect to moving, for example, ULPDUY+1 
to the hostbuffer, the receiver may continue with reception of 
TCP segment X, as it manages the first portion of ULPDU 
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Y+1, which was in TCP segment X. The TCP sequence for the 
beginning of ULPDU Y+1 may be calculated and the byte 
offset into the segment may be derived therefrom. The DMA 
device may be programmed to move available data of 
ULPDUY+1 in TCP segment X through the CRC machine, if 
the first method is used. The partial CRC results may be stored 
for ULPDUY+1. The local buffer address of the first portion 
of ULPDU Y+1 (e.g., the portion of ULPDU Y+1 in TCP 
segment X) may be stored. If the ULP has a separate CRC for 
the header and if the header has been fully received and has 
been found to be error free, then the first ULP payload portion 
of ULPDU Y+1 may be stored in the host buffer. This may 
assume that TCP processing has been completed with no 
errors and that the TCP segment X is in order. If the ULP uses 
a single CRC to cover both the header and the data, then any 
placement in the host buffer or any other action with respect 
to ULPDUY+1 might be delayed until ULPDUY+1 has been 
received in its entirety. 

0032) If the ULPDU is aligned (e.g., marker aligned, offset 
aligned or using other alignment arrangements) with respect 
to the transport protocol segment, then the operation of the 
NIC illustrated in FIG. 7 further simplifies. Since the ULPDU 
is aligned within the transport protocol segment, the bound 
aries of the ULPDU may be easily discernable with little or no 
calculation. Since a complete ULPDU is present in each 
transport protocol segment, the receiver need not store partial 
portions of the ULPDU or store partial CRC calculations. 
Thus, whether using the first method or the second method, 
the CRC machine might only be used once. In fact, after 
Successfully checking the CRC, the receiver might only pro 
gram the DMA once to place the ULPDU into, for example, 
the host memory. Furthermore, since a complete ULPDU is 
present in the transport protocol segment, the ULPDU may 
include enough information to program the DMA regardless 
of whether the transport protocol segment is in order or out of 
order. However, if the checking of the ULP CRC reveals an 
error, then data may need buffering as this may be an indica 
tion of for example, unaligned ULPDUs or transport errors. 
The processing of unaligned ULPDUs in a non-flow-through 
NIC has already been described. 

0033 FIG. 8 shows an embodiment of a flow-through 
offload NIC operation for ULP with CRC according to the 
present invention. The CRC machine may be in one or more 
of the blocks illustrated in FIG. 8. 

0034). With respect to FIG. 8, if the ULPDU is unaligned, 
then, for in-order TCP segments, the flow-through NIC oper 
ates similarly to the non-flow-through NIC. For out-of-order 
TCP segments, the flow-through NIC may buffer the out-of 
order TCP segments, for example, in the buffer of the TOE/ 
ULP block, drop the out-of-order TCP segments or pass the 
out-of-order TCP segments to a host software agent for pro 
cessing along with the partial information it has accumulated 
such as, for example, a partial ULPDUY, a partial CRC, etc. 
When the transport order is restored or based on other criteria, 
the host software may pass back to the NIC the parameters of 
the ULP such as, for example, startboundaries, apartial CRC, 
placement information obtained from its header, etc. The 
flow-through NIC may then commence processing of the 
ULPDUS. 

0035) If the ULPDU is aligned with the transport protocol 
segment, then the operation of the flow-through NIC illus 
trated in FIG. 8 further simplifies. The flow-through NIC may 
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perform the ULP boundary calculation, the CRC checking 
and the DMA configuration once for an aligned ULPDU 
instead of multiple times for an unaligned ULPDU. The com 
putation of the ULPDU boundaries may be further simplified 
since the ULPDU boundaries are aligned within the transport 
protocol segment. Alignment may also simplify the handling 
(e.g., computing ULP boundaries, checking CRC and placing 
in a host buffer) of out-of-order transport protocol segments 
carrying the aligned ULPDUs. 
0.036 FIG. 8 shows an embodiment of a flow-through 
offload NIC operation for ULP with CRC according to the 
present invention. According to some embodiments of the 
present invention, the boundaries of the ULPDUs may be 
defined (e.g., easily determined with respect to) the bound 
aries of the transport protocol segments. The ULPDU bound 
aries may be determined for each in-order or out-of-order 
transport protocol segment. According to various embodi 
ments of the present invention, the CRC may be performed on 
the whole ULPDU or the whole transport protocol segment 
payload. Partial CRC results and the storing of partial CRC 
results may thus be avoided. 
0037. In other embodiments of the present invention, the 
flow-through NIC may place, on the fly, the payload of every 
transport protocol segment in the host memory, instead of 
storing the data in a local memory and then forwarding the 
data to the host memory. In some embodiments according to 
the present invention, data may be placed in the host memory 
after ULP CRC or ULP CRCs are calculated and checked, 
thereby guaranteeing that ULP steering/placement informa 
tion and the data are intact. 

0038 FIG. 2 shows an embodiment of a system that 
handles ULPDUs such as, for example, framing protocol data 
units (FPDUs) carried by transport protocol segments such 
as, for example, TCP segments according to the present 
invention. A sender system 10 (e.g., a client) may be coupled 
to a receiver system 30 (e.g., a server) via a network 20 such 
as, for example, the Internet. One or more TCP connections 
may be set up between the sender system 10 and the receiver 
system 30. 

0.039 FIG. 3 shows an embodiment of a system that 
handles TCP frames in a flow-through manner according to 
the present invention. The system may be part of for example, 
the sender system 10 and/or the receiver system 30. The 
system may include, for example, a central processing unit 
(CPU) 40, a memory controller 50, a host memory 60, a host 
interface 70, network subsystem 80 and an Ethernet 90. The 
network subsystem 80 may be, for example, a NIC. The 
network subsystem 80 may include, for example, a TCP 
enabled Ethernet Controller (TEEC) or a TCP offload engine 
(TOE). The network subsystem 80 may include, for example, 
a DMA engine and a CRC machine. The DMA engine and the 
CRC machine may be part of, for example, the TEEC or the 
TOE. The host interface 70 may be, for example, a peripheral 
component interconnect (PCI) or another type of bus. The 
memory controller 50 may be coupled to the CPU 40, to the 
host memory 60 and to the host interface 70. The host inter 
face 70 may be coupled to the network subsystem 80. 
0040 FIG. 4 shows another embodiment of a system that 
handles TCP frames in a flow-through manner according to 
the present invention. The system may include, for example, 
the CPU 40, the host memory 60 and a chip set 100. The chip 
set 100 may include, for example, the network subsystem 80. 
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The chip set 100 may be coupled to the CPU 40, to the host 
memory 60 and to the Ethernet 90. The network subsystem 80 
of the chip set 100 may be coupled to the Ethernet 90. The 
network subsystem 80 may include, for example, the TEEC 
or the TOE which may be coupled to the Ethernet 90. The 
network subsystem 80 or the chip set 100 may include, for 
example, a DMA engine and a CRC machine. The DMA 
engine and the CRC machine may be part of, for example, the 
TEEC or the TOE. A dedicated memory may be part of and/or 
coupled to the chip set 100 and may provide buffers for 
context or data. 

0041 Although illustrated, for example, as a CPU and an 
Ethernet, the present invention need not be so limited to such 
exemplary examples and may employ, for example, any type 
of processor and any type of data link layer or physical media, 
respectively. Accordingly, although illustrated as coupled to 
the Ethernet 90, the network subsystem 80 may be adapted for 
any type of data link layer or physical media. Furthermore, 
the present invention also contemplates different degrees of 
integration and separation between the components illus 
trated in or described with respect to FIGS. 3 and 4. 
0042. In operation according to one embodiment of the 
present invention, the sender 10 may create TCP segments 
that include, for example, one or more complete FPDUs. The 
particular length of the FPDUs and the TCP segments may be 
subject to ULP or network constraints and considerations. In 
one embodiment, the sender 10 may be an MPA-aware-TCP 
sender that encapsulates at least one complete FPDU in each 
TCP segment. An FPDU may be a unit of data created by a 
ULP using a marker-based ULPDU aligned (MPA) framing 
protocol. Examples of MPA framing protocols may be found 
in, for example, U.S. patent application Ser. No. 10/230,643, 
entitled “System and Method for Identifying Upper Layer 
Protocol Message Boundaries' and filed on Aug. 29, 2002. 
The above-referenced U.S. patent application is hereby incor 
porated herein by reference in its entirety. Other examples of 
the MPA framing protocols may be found, for example, in 
conventional MPA framing protocols. An FPDU according to 
a particular MPA framing protocol may include, for example, 
an MPA length, an MPA payload, an MPA CRC and, option 
ally, one or more markers as appropriate. 
0043. The TCP segments may be transmitted to the 
receiver system 30 via, for example, the network 20. The 
network subsystem 80 may receive the TCP segments via, for 
example, the Ethernet 90. The network subsystem 80 may 
receive the TCP segments in order or out of order and may 
process the TCP segments in a flow-through manner. The 
network subsystem 80 may determine the boundaries of each 
FPDU and locate the control information and data informa 
tion corresponding to each FPDU. The network subsystem 80 
may then process the respective control information in order 
to place the data information directly inside the host memory 
60. The network subsystem 80 may employ, for example, a 
TEEC or a TOE adapted to facilitate the placement of the data 
contained in the TCP segment into, for example, a temporary 
buffer, a ULP buffer or an application buffer residing in the 
host memory 60. For directly placing the data into the host 
memory 60, the network subsystem 80 may include, for 
example, a DMA engine. The network subsystem 80 may 
place the ULP data at a particular memory location, for 
example, in a ULP buffer residing in the host memory 60. 
Accordingly, whether the TCP segment is in order or out of 
order, the network subsystem 80 may copy the data, for 
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example, from the Ethernet 90 to, for example, a determined 
buffer location of the ULP buffer residing in the host memory 
60. 

0044 FIG.5 shows an embodiment of an FPDU carried by 
a respective TCP segment according to the present invention. 
The present invention also contemplates that each TCP seg 
ment may carry more than one FPDU. In some embodiments, 
the present invention may provide that a TCP segment may 
carry one or more complete FPDUs. In some embodiments, 
the FPDU may follow immediately after the TCP header. In 
other embodiments, the FPDU may follow the TCP header 
after a preset number of bytes. In yet another embodiment, the 
FPDU may follow the TCP header after a particular number 
of bytes. The particular number of bytes may be indicated by 
a field in a known location in the TCP segment or in the TCP 
byte stream. 

004.5 FIGS. 6A-B show an embodiment of a method that 
processes FPDU according to the present invention. In step 
120, the network subsystem 80 performs L2 processing on an 
incoming frame from, for example, the network 20. ASSum 
ing that the IP datagram is not an IP fragment (i.e., the L2 
frame contains one complete IP datagram), in step 130, the 
network Subsystem may perform L3 processing on the IP 
datagram. If an IP fragment is present in the L2 frame, then IP 
fragments must first be reassembled in a local buffer before 
processing may continue. In step 140, the network Subsystem 
80 may perform L4 processing including, for example, TCP 
processing, header checks and checksum checks. In query 
150, the network subsystem 80 may check for header align 
ment. In one embodiment, header alignment may be deter 
mined by analyzing the marker in the TCP segment according 
to, for example, an MPA framing protocol. 

0046) If the header is not aligned, then, in step 160, net 
work subsystem 80 or other components of the receiver 30 
may perform a processing method for unaligned FPDUs. In 
one embodiment, the process may be similar to the method 
that processes unaligned ULPDUs with some differences. For 
example, under a particular MPA framing protocol, informa 
tion included in, for example, an MPA length field and one or 
more MPA markers may be used to locate a particular MPA 
header and to determine FPDU boundaries. The MPA header 
(or a ULP header it carries) may include, for example, infor 
mation relating to a particular memory location (e.g., a 
memory address) in the host memory 60 in which data of the 
FPDU may be placed. In some embodiments according to the 
present invention, if MPA is not used and if the ULPDU is not 
aligned, then the NIC may perform additional operations as 
discussed above with respect to non-aligned ULPDUs 

0047. If the header is aligned, then, in step 170, the bound 
aries of the FPDU including, for example, the location of the 
FPDU header and the FPDU payload may be determined. The 
FPDU length information may be obtained from, for 
example, the FPDU header. Step 170 may be performed 
whether the TCP segment is an in-order TCP segment or an 
out-of-order TCP segment. In step 180, a DMA engine may 
be programmed to move the FPDU data through a CRC 
machine. In step 190, the CRC calculation for the FPDU may 
be checked for errors. If the CRC check reveals an error, then, 
in step 210, the FPDU may be locally dropped or the ULP 
may initiate recovery. If the CRC check does not reveal an 
error, then, in step 220, the DMA engine may be programmed 
to copy data (e.g., CopyData(TCP segment number, host 

Jul. 8, 2010 

buffer address, length)) to, for example, a particular memory 
location in a temporary buffer, an ULP buffer or an applica 
tion buffer residing in the host buffer 60. 
0048. In other embodiments according to the present 
invention, Some of these steps can be performed Substantially 
in parallel or in a different order. For example, if the ULPDU 
is aligned within a transport protocol segment, then the head 
ers of the various processing layers (e.g., L2, L3, etc.) and the 
CRC may be easily located. The header information may be 
analyzed, at least in part, in parallel or in a different order. 
Thus, NIC architectures that include multiple processing lay 
ers may benefit Substantially in configuration and in operation 
when the incoming transport protocol segments include 
aligned ULPDUs. 
0049. In various embodiments according to the present 
invention, the arrangements in FIGS. 2-4 may accommodate 
flow-through NIC architectures or non-flow-through NIC 
architectures. In some embodiments according to the present 
invention, FIGS. 2-4 may accommodate aligned ULPDUs 
(e.g., aligned MPA FPDUs or other aligned protocol data 
units) or unaligned ULPDUs (e.g., unaligned MPAFPDUs or 
other unaligned protocol data units). In some embodiments 
according to the present invention, FIGS. 2-4 may accommo 
date in-order transport protocol segments or out-of-order 
transport protocols segments. 

0050. With respect to some embodiments according to the 
present invention, the above-described processing of aligned 
ULPDUs, unaligned ULPDUs, in-order transport protocol 
segments or out-of-order transport segments by a flow 
through NIC architecture may be applied in part or in whole 
to a non-flow-through NIC. Furthermore, the above-de 
scribed processing of aligned ULPDUs, unaligned ULPDUs, 
in-order transport protocol segments or out-of-order transport 
segments by a non-flow-through NIC architecture may be 
applied in part or in whole to a flow-through NIC. 

0051. With respect to some embodiments according to the 
present invention, the processing of incoming frames from 
the network as set forth herein does not have to be accom 
plished in the order set forth herein. The present invention 
also contemplates processing incoming frames using a dif 
ferent order of processing steps. Moreover, the present inven 
tion also contemplates that some of the processing steps may 
be accomplished in parallel or in series. 

0052 One or more embodiments according to the present 
invention may benefit from one or more advantages as set 
forth below. 

0053 Substantial receiver optimizations may be achieved 
by implementing header alignment and carrying complete 
FPDUs. The optimizations allow for using substantially 
fewer buffers on the receiver system 30 (e.g., fewer buffers on 
a NIC of the network subsystem 80 or fewer buffers on a 
chipset 100 of the network subsystem 80) and fewer compu 
tations per FPDU. The optimizations may allow for the build 
ing of a flow-through receiver system30 (e.g., a flow-through 
NIC of the network subsystem 80) that may enable TCP 
based solutions to scale to 10 Gbps and beyond. The optimi 
Zations may find use, for example, in hardware implementa 
tions of receiver systems 30 that process, in an expedited 
manner, multiple protocol layerS Such as, for example, L2 
(e.g., Ethernet), TCP/IP and ULP (e.g., MPA/DDP) on top of 
TCP. The optimizations provide even greater efficiencies as 
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the network speed increases, thereby accentuating the perfor 
mance of a hardware-based receiver system. 

0054) The alignment of one or more FPDUs in a TCP 
segment may provide greater flexibility with respect to the 
classification of an incoming TCP segment. For example, 
when the FPDUs are not aligned, the receiver system 30 may 
have to classify incoming traffic before it can calculate the 
FPDU CRC. However, if the FPDUs are aligned, then the 
operations order may be left to the discretion of the imple 
menter. 

0055. The alignment of one or more FPDUs in a TCP 
segment may substantially simplify the receiver algorithm. 
For example, there may be no need or a reduced need to 
locally buffer portions of FPDUs or to access state informa 
tion to determine FPDU boundaries. There may be no need or 
a reduced need to access state information before a CRC 
calculation commences, thereby reducing internal latencies. 
There may be no need or a reduced need to have separate 
DMA accesses through the CRC machine or to have separate 
DMA activity for moving data to a buffer in the host memory 
60. 

0056. The alignment of one or more FPDUs in a TCP 
segment may provide efficiencies in processing in-order TCP 
segments and out-of-order TCP segments. For example, the 
receiver system 30 may use Substantially the same mecha 
nisms in either case. One of the few differences may occur, for 
example, in the accounting of the in-order TCP segments and 
the out-of-order TCP segments which may be handled sepa 
rately. Header alignment and a guarantee that an integer num 
ber of complete FPDU in each TCP segment may result in the 
receiver system 30 performing direct data placement of out 
of-order TCP segments with no need or a reduced need for 
buffering. 

0057 The reduced need for buffering may make hardware 
implementations feasible in the form of a NIC of the network 
subsystem 80 in which buffering may be supported by on 
board memory. In fact, the reduced need of buffering may 
make hardware implementations feasible in the form of a 
single integrated chip in which buffering may be supported by 
on-chip memory. 

0058. The alignment of one or more FPDUs in a TCP 
segment may provide for receive buffers whose size does not 
scale with the number of connections. An aligned FPDU 
approach may be expected to scale more gracefully (i.e., less 
than linearly) as network speed increases. Furthermore, if the 
system interface of a network controller offers ample band 
width compared with the network bandwidth, then the 
aligned FPDU approach may allow buffer size to be substan 
tially indifferent to network speed. 

0059 While the present invention has been described with 
reference to certain embodiments, it will be understood by 
those skilled in the art that various changes may be made and 
equivalents may be substituted without departing from the 
Scope of the present invention. In addition, many modifica 
tions may be made to adapt a particular situation or material 
to the teachings of the present invention without departing 
from its scope. Therefore, it is intended that the present inven 
tion not be limited to the particular embodiments disclosed, 
but that the present invention will include all embodiments 
falling within the scope of the appended claims. 
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What is claimed is: 
1. A system for handling transport protocol segments 

(TPSes), comprising: 
a receiver that receives an incoming TPS, the incoming 
TPS comprising an aligned upper layer protocol (ULP) 
header and a complete ULP data unit (ULPDU), 

wherein the receiver directly places the complete ULPDU 
into a host memory. 

2. The system according to claim 1, 
wherein the receiver comprises a network Subsystem and 

the host memory, 
wherein the network subsystem receives the incoming TPS 

and directly places data of the complete ULPDU into the 
host memory. 

3. The system according to claim 1, wherein the network 
subsystem comprises a network interface card (NIC) or a 
network controller. 

4. The system according to claim 1, wherein the ULPDU 
comprises a framing protocol data unit (FPDU). 

5. The system according to claim 4, wherein the FPDU 
comprises a data unit created by a ULP using a marker-based 
ULPDU aligned (MPA) framing protocol. 

6. The system according to claim 1, wherein the aligned 
ULP header comprises an aligned FPDU header. 

7. The system according to claim 6, wherein the aligned 
ULP header comprises the aligned FPDU header disposed 
adjacently to a TPS header of the TPS. 

8. The system according to claim 1, wherein the aligned 
ULP header is disposed a preset length away from a TPS 
header of the TPS. 

9. The system according to claim 1, wherein the aligned 
ULP header is disposed a particular length away from the TPS 
header, the particular length being related to information in a 
field in the TPS. 

10. The system according to claim 9, wherein the field 
comprises a marker field. 

11. The system according to claim 1, wherein the receiver 
is a flow-through receiver. 

12. The system according to claim 1, wherein the TPS 
comprises a transmission control protocol (TCP) segment. 

13. The system according to claim 12, wherein the TCP 
segment is part of a TCP byte stream. 

14. The system according to claim 1, 
wherein the receiver comprises a buffer, and 
wherein the size of the buffer does not scale approximately 

linearly with a network speed or a network bandwidth. 
15. The system according to claim 1, 
wherein the receiver comprises a buffer, and 
wherein the size of the buffer does not scale with the 

number of connections. 
16. The system according to claim 1, wherein the incoming 

TPS comprises information that is used to place the complete 
ULPDU in the host memory. 

17. The system according to claim 1, wherein the receiver 
does not store partial cyclical redundancy check (CRC) val 
CS. 

18. The system according to claim 1, wherein the incoming 
TPS comprises an out-of-order incoming TPS. 

19. The system according to claim 1, wherein the receiver 
does not store only a portion of the complete ULPDU. 
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20. A system for handling TPSes, comprising: 
a sender that sends a TPS, the sent TPS comprising an 

aligned ULP header and one or more complete ULP 
DUS. 

21. A method for handling TPSes, comprising: 
aligning an FPDU headerina known position in a TPS with 

respect to a TPS header; and 
placing a complete FPDU in the TPS. 
22. A method for handling TPSes, comprising: 
receiving an incoming TPS, the TPS comprising a com 

plete FPDU and an FPDU header in a known position 
with respect to a TPS header. 

23. The method according to claim 22, wherein the FPDU 
header is adjacent to the TPS header. 

24. The method according to claim 22, further comprising: 
performing layer 2 (L2) processing, layer 3 (L3) process 

ing and layer 4 (L4) processing on the incoming TPS via 
a network Subsystem. 

25. The method according to claim 24, further comprising: 
obtaining FPDU length information from the FPDU 

header. 
26. The method according to claim 25, further comprising: 
programming a direct memory access (DMA) engine to 

copy data of the FPDU from the network subsystem to a 
host memory. 

27. The method according to claim 26, further comprising: 
programming the DMA engine to move FPDU through a 

cyclical redundancy checking (CRC) machine. 
28. The method according to claim 22, wherein the TPS 

comprises a plurality of complete FPDUs. 
29. The method according to claim 24, further comprising: 
performing ULP processing on the incoming TPS via the 

network Subsystem, 
wherein the L2 processing, the L3 processing, the L4 pro 

cessing and the ULP processing can occur in parallel or 
in any order. 

30. The method according to claim 29, 
wherein the L2 processing, the L3 processing, the L4 pro 

cessing and the ULP processing do not occur in the listed 
order in a receiver. 

31. The method according to claim 29, 
wherein the ULP processing, the L4 processing, the L3 

processing and the L2 processing do no occur in the 
listed order in a transmitter. 

32. A system for handling transport protocol segments 
(TPSes), comprising: 

a receiver comprising a direct memory access (DMA) 
engine, 

wherein the receiver receives an incoming TPS, the incom 
ing TPS comprising an aligned upper layer protocol 
(ULP) header and a complete ULP data unit (ULPDU), 

wherein the receiver programs the DMA engine once to 
place the complete ULPDU into a host memory. 
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33. The system according to claim 32, 
wherein the receiver comprises a cyclical redundancy 

check (CRC) machine, and 
wherein the receiver uses the CRC machine once per 
ULPDU. 

34. The system according to claim 33, 
wherein the receiver comprises a non-flow-through net 
work interface card (NIC), and 

wherein the DMA engine and the CRC machine are part of 
the non-flow-through NIC. 

35. The system according to claim 34, wherein the non 
flow-through NIC comprises a local memory. 

36. The system according to claim 35, wherein the non 
flow-through NIC performs a CRC calculation before or as 
the complete ULPDU is stored in the local memory. 

37. The system according to claim 35, wherein the non 
flow-through NIC performs a CRC calculation after the com 
plete ULPDU is stored in the local memory. 

38. The system according to claim 35, wherein the non 
flow-through NIC performs a CRC calculation during a pro 
cess by which the complete ULPDU is sent from the local 
memory to a host memory. 

39. The system according to claim 35, wherein the com 
plete ULPDU comprises a marker-aligned protocol data unit. 

40. The system according to claim 33, 
wherein the receiver comprises a flow-through NIC, and 
wherein the DMA engine and the CRC machine are part of 

the flow-through NIC. 
41. The system according to claim 40, wherein the flow 

through NIC comprises a buffer. 
42. The system according to claim 41, wherein the non 

flow-through NIC performs a CRC calculation before or as 
the complete ULPDU is stored in the buffer. 

43. The system according to claim 41, wherein the CRC 
calculation is a ULP CRC calculation. 

44. The system according to claim 40, wherein the com 
plete ULPDU comprises a marker-aligned protocol data unit. 

45. A method for handling TPSes, comprising: 
(a) receiving an incoming TPS, the TPS comprising a com 

plete FPDU and an FPDU header in a known position 
with respect to a TPS header 

(b) performing layer 2 (L2) processing on the incoming 
TPS: 

(c) performing layer 3 (L3) processing on the incoming 
TPS: 

(d) performing layer 4 (L4) processing on the incoming 
TPS; and 

(e) performing ULP processing on the incoming TPS, 
wherein the performing of (b), (c), (d) and (e) occurs in 
any order. 

46. The method according to claim 45, wherein at least two 
of the performing of (b), (c), (d) and (e) occurs concurrently. 

c c c c c 


