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A method using a fingerprint image as a cipher

for optical encrypting and decrypting information M W

which is presented in the form of an analogous

infonmtion

s W 3_|imege input

signal. The method includes recording a Fourier
hologram, the complex amplitude of the spatial grating

of the hologram being a Fourier transform of the
information image divided by a Fourier transform of
the fingerprint image. To prepare the hologram, a

used. The parameters of the Fourier transforms are

chosen such that the optical spatial frequencies of
the information image and the cipher lie in the same
physical range. In another embodiment, the intensity
distribution of the Fourier spectrum of the fingerprint
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full-complex spatial light modulator (SLM) may be :
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|
image is captured. The cipher image is obtained by :

illuminating a phase-only SLM which is addressed bermem—em e me ===

with a function derived from this intensity distribution.
The hologram may be amplitude or phase; thin,
thick or volume; transparent or refiective; prepared
optically or computer-generated. The hologram is
attached to a substrate, such as a personal card. To
decrypt the information, an individual places the same
fingerprint that has been used as the cipher onto an
input device, and the hologram is illuminated by an
optical beam modulated with characteristics of the
fingerprint image.
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HOLOGRAPHIC METHOD FOR ENCRYPTING AND DECRYPTING
INFORMATION USING A FINGERPRINT

Background of the invention

1. Field of the invention

This invention relates to optical methods of encryption and decryption of information.

2. Description of the Related Art

The secure storage of information which could be private or confidential
on plastic cards, such as smart or optical, on documents or in various databases
necessitates the use of some form of encryption techniques. The information mzv be
private, such as medical or financial, or strictly confidential with limited access.

Such a cryptographic system requires a secure and, at the same time,
available encryption key. Fingerprints, which are unique for each person, might serve as
universal means for this purpose. Success achieved in the past several years in optical
processing of fingerprint images allows consideration of optical methods of encryption
and decryption of graphic information with fingerprints. The main advantage of optical
methods is that they produce an instant decryption. unlike digital methods. The
information to be encrypted could be text, a graphic image (for example, a signature or
a monogram), or a particular optical signal which in turn is used for further processing.

Ideas regarding optical encryption of information have been previously
presented in the prior art. They are based on the following reasoning.

An optical beam carrying the information to be encrypted interferes with
another beam modulated by some optical pattern (for example, by a fingerprint image)
playing the role of a cipher signal. The interference pattern from the two beams is
recorded on a hologram. T- “ecrypt the information. a beam carrying the same of .:al
pattern is directed onto . w0logram, and the output produces a reconstructed
information image which is free of distortions caused by the optical pattern.

Despite the apparent simplicity of this idea, serious difficulties are evident
under closer examination. In fact. either high losses of information in the

encryption/decryption process occur. or the extent of protection of the recorded
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information is not sufficient. To illustrate this. let us consider recording a Fourier -
hologram (which is usually appropriate due to its translation invariance) by two beams
with complex amplitudes s(r) exp(ik;R) and f(r) exp(ik,R), where s(r) and f(r) are
the functions related to the information and the optical pattern. respectively; r is a vector
in 2D spatial domain; k; and k, are the wave vectors of the optical carrier waves; R is

a 3D vector. We will consider thin and thick or volume holograms separately.

1. Thin holograms.

With S(q) and F(q) representing the Fourier transforms of s(r) and f(r),
respectively (and q being a two dimensional vector in the Fourier domain), the Fourier
transform of the two beams becomes S(q)exp(ik,R) and F(q)exp(ik,R). In the Fourier .

domain. when these two beams interfere. they form an intensity pattern. I, as follows:

I= | S(qexp(ik,R) + F(q)exp(ik,R) | 2
= | S@ |+ | F@ | * + S@F (@)explitk,-k,)R] + S"(@)F(qlexp[-i(k,k,)R]

LI ]

where means complex conjugation.

If a holographic recording medium for an amplitude-type hologram is
positioned to record the interference pattern, the response function, T, of the hologram
is simply the transmittance of the hologram, and the transmittance is proportional to the
intensity pattern, i.e., T o I. In the spatial domain, the functions s(r) and f(r) vary
slowly as compared with the carrier waves exp(ik, ,R). Therefore. these slowly varying
terms are neglected in the Fourier domain. so that: _

T o S(qF (qgexpliki-k)R] + S'(Q)F(q)expl-ik,-k,)R] (1)
It is obvious that the information represented by S(q) is indeed encrypted with the
Fourier transform F(q), such that F(q) has acted as a cipher signal. If we try to decrypt
the information by illuminating the hologram with the same cipher signal wave F(q)
exp(ik,R), we obtain the following output after an inverse Fourier transformation:
Sl = [ S(q) |F(q)] 2e" dg 2)
Note that the reconstructed image s,,(r) does not correspond to the pre-recorded one,
s(r), because of the presence of |F(q)| * in Eq. 2. This function. |F(q)| > is the
intensity of the spectrum of the optical pattern f(r) in the Fourier domain. It is known

that in the case of random or semi-random patterns f(r) (like a fingerprint image) the
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function | F(q)| 2 displays a speckle-structure, i.e. varies quite strongly versus g. This
means that after “decryption” the output image will still be distorted, so the losses of
information will be very high. It is possible to obtain an almost undistorted image §,(r)
if tt  :tual spatial frequencies of S(q) and F(q) are very different. For example, if the
spatizl frequencies of S(q) are much smaller than those of F(q), we obtain from Eg. 2
saul) & s(r) |F(O)]* (3)
However, we would obtain substantially the same result by illuminating the hologram
with a wave  f,(r) exp(ik,R), where the function f,(r) is not necessarily the same as
the optical pattern f(r) ; 1.e.,

Saul@) & s(r) F'(0) F,(0) @)
Thus, in case of a large difference between actual spatial frequencies related to the
information and to the cipher, the hologram is not sufficiently protected from an

unauthorized readout.

2. Thick or volume holograms.
The functions s(r) and f(r) after modulation on a carrier wave can be
exp:  -d into a series of partial plane waves:

s(r) exp(ik,R) = L;s exp(iQR), f(r)exp(ik,R) = L, f exp(iQR)

In hologram recording. a change An of the refractive index of the storage
medium contains all cross products of the partial waves:
An o I;s fexp[i(Q - Q)R] + cu &)
(where “ c.c. “ means the complex cor. :ate).

The main feature of thick and volume holograms is that the Bragg
condition is obeyed. This means that in readout the difference of two vectors Q,, Q,
corresponding to the reconstructed and to the reference wave. respectively, has to be
equal to one of the grating vectors of the pre-recorded hologram. It is clear that under
these circumstances the illumination of the hologram with just an arbitrary plane wave
exp(iQ,R) from the set of them belonging to the optical pattern spectrum will reconstruct
the information image, provided intermodulate noise is neglected:

s,dD)expik,R) o I s f, exp(iQR) = f, s(r) exp(ik,R) (6)
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Furthermore, an arbitrary plane wave from the information spectrum will correspondingly
reconstruct the optical pattern. Thus, the security of information recorded by
conventional holographic methods is compromised in case of thick or volume holograms.
There is also a method of phase conjugation which may be used for
encrypting and decrypting the information. If the optical pattern is a phase-only function,
fir) = exp(ip(r)), (N
and we place both the optical pattern f(r) and the information s(r) onto one beam
proportional to exp(ik,R), the second beam being a plane wave proportional to exp(ik,R),
the response function, T, of the recorded hologram of any type (i.e. thin, thick or
volume) will be:
T(r) o s(r)e *®exp(ikk; - k)R) + c.c.
(here T(r) is not necessarily equivalent to transmittance). [lluminating the hologram by
a wave modulated with the same optical pattern from Eq.7, we will reconstruct the
encrypted image, s, & s(r). The disadvantage of this method is that it requires strict
spatial alignment of the optical pattern during encryption and decryption. Where
fingerprint images are used as an optical pattern, this condition could not be obeyed in

real time.

Summary of the invention
We have found that the drawbacks of the known prior art may be

overcome by a new holographic method of using fingerprints to encrypt and decrypt
information.

The method for encrypting an information image comprises the following
steps: obtaining a fingerprint image signal; obtaining a cipher signal based on a Fourier
transform of said fingerprint image signal; obtaining a transformed information image
signal to be encrypted; at least one of said cipher signal and said transformed information
signal chosen so that a frequency content of said transformed information signal overlaps
with a frequency content of said cipher signal; recording a hologram based on said cipher
signal and said transformed information image signal such that a complex amplitude of
a spatial grating of said hologram comprises a spatial complex conjugate of said
transformed information image signal divided by a spatial complex conjugate of said

cipher signal.
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The method of decryption comprises the steps of: obtaining a coherent

optical beam modulated with a fir.,zerprint image; obtaining a cipher signal based on a .
Fourier transform of said fingerprint image signal such that a spatial frequency content
of said cipher signal overlaps with a spatial frequency content of a transformed
information signal; illuminating a pre-recorded hologram with said cipher signal, said
pre-recorded ‘hologram having a complex amplitude of a spatial grating comprising a
spatial complex conjugate of said transformed information image signal divided by a
spatial complex conjugate of said cipher signal: obtaining an optical inverse transform
of a beam diffracted from said hologram: and registering an intensity distribution from

said diffracted beam.

Brief description of the drawings

In the figures which disclose example embodiments of the invention:
FIG. 1, 2, and 3 are schematic illustrations of embodiments of the holographic encrypting
device, and
FIG. 4a, 4b and 5 are schematic illustrations of eribodiments of the holographic

decrypting device.

Description of the preferred embodiments
Referring to FIG. 1, a holographic encrypting device of the present

invention comprises a fingerprint input device 10 having a digital output 32 to processor
34, an information image input device 36, and device 40 for preparing a hologram. In
a preferred embodiment, the fingerprint input device 10 comprises a source of coherent
or incoherent light 12 which directs a light beam 13 through expander lens 14,
collimating lens 16, attenuator 18. and polarizer 20 to input prism 22. Meeting conditions
of total internal reflection at the surface 24 of the prism, the light is reflected and then
it is collected by a projection lens 28 (or by optical system consisting of a set of lenses)
and focused onto videc camera 30 (such as a CCD camera) which outputs to analog-to-
digital converter 31. The hologram can be prepared by several methods: it may be

computer-generated or made optically by means of two-beam interference.
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In a preferred embodiment (FIG. 1), the device 40 for preparing a hologram comprises
a source of coherent light 50. expander lens 52. collimating lens 54, beam splitter 56,
mirrors 58 and 60, SLM 62. lens 64. and support 65 supporting recording medium 66.

It should be noted that SLM 62 is a full-complex spatial light modulator,

that is, it allows independent control of both the amplitude and the phase of the laser
beam. One of the methods of creating such a device was disclosed in U.S. Pat. No.
5,148.157 to Florence, the disclosure of which is incorporated herein by reference.
To encrypt the information from information input device 36 with a fingerprint optical
pattern. a person places his/her finger 26 onto the prism surface 24. This causes a
frustration of total internal reflection on the surface 24, so that the reflected beam is
modulated with the fingerprint image. The polarizer 20 is set to obtain the light polarized
in the plane of incidence. as the extent of frustration of total internal reflection is higher
for this polarization state. This will increase the contrast of said fingerprint image. The
information image input device 36 having a digital output 35 may be of any type, such
as a light detector array with A/D converter, or just a computer-generated sequence of
codes.

Let us define s(r) as a 2D function (r is a vector in 2D spatial domain) '
representing the information image to be encrypted, and f(r) as a 2D function
representing the fingerprint image; S(q), F(q) are their Fourier transforms. respectively,
where q is a vector in 2D Fourier domain. Processor 34 calculates the Fourier transforms
of s(r) and f(r). After obtaining the Fourier transform F(q), the processor removes from
the spectrum some undesirable spatial frequencies (such as dc) which do not contain any
useful information. The processor then divides S(q) by F(q) for values of q where
| F(q) | = F, (F, > 0) and obtains (after complex conjugation) the function
Alg) = S(@/F(g, for |F@| = F, ®)
Thus, F(q) acts as a cipher signal. To avoid singularities resulting from values of q
where | F(q)] is close to 0. A(q) is defined as:

Alg = S(@e'™™/F,, for |F(@| < F, )
A hologram is recorded by means of device 40, the function A(q) being a complex

amplitude of the holographic grating.
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Preparing the hologram comprises several steps. The processor 34 performs the inverse
Fourier transform of the function A(q) as defined by Eqgs. 8 and 9 to obtain a 2D
complex function a(r) :

a(r) = FT "' (A(g) (10)
The SLM 62 is then addressed with said function a(r) and is illuminated by coherent light
beam 59 from the source 50. The lens 64 optically performs a spatial Fourier transform
of the image at the plane of SLM 62 into the plane of recording medium 66 thereby
forming an object beam 59a at medium 66. The reference beam 61, which does not carry
‘ny useful information, interferes with object beam 59a on the medium 66, so that a
hologram is recorded which has A(q) as a complex amplitude of the spatial grating. After .
developing (if necessary) the hologram is attached to a storage means. It may be a
personal card, a document, etc. If the hologram is reflective. this attachment can be
nondestructively performed to an existing card or a document.

It should be noted that the hologram may be of any type, such as thin,
thick or volume; amplitude or phase; transparent or reflective. The latter may be
produced either by an interference of two counterpropagating light beams meeting the
Bragg condition (is not shown in drawings, see U.S. Pat. No. 4,876,725 to Tomko) or
by recording a thin hologram on a medium with variable relief (such as a thermoplastic
medium).

In another embodiment (FIG. 1), the SLM 62 is addressed with the
amplitude function A(q), the lens 64 is now an imaging lens; preferably. the distance
between SLM 62 and the lens 64 and the distance between the lens 64 and the recording
medium 66 are equal to double focal length of said lens 64. |

In yet another embodiment (FIG. 2). a holographic encrypting device of
the present invention comprises a fingerprint input device 10 which is the same as in
FIG. 1, a processor 34, an information image input device 38 and device 42 for
preparing a hologram.

The device 42. in distinction from the device 40 presented in FIG. 1,
comprises a second SLM 80 (which is not necessarily full-complex) and a second Fourier
lens 82 in the beam 61. Further. the holographic recording medium 66 is a thin

hologram. The SLM 80 is directly addressed with the function s(r) from the
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information input 38. The processor 34, being input with the optical pattern f(r) from
input device 10, derives the function 'd(r) = FT /(D(q)), where D(q) is in turn
D = C/F( for |F@]| = F, ,

Diq = Ce'™Ff@/F  for |F(q| < F, (11
( C is a constant).

Full-complex SLM 62 is addressed with d(r).

The function s(r) modulates beam 61 from source 50 to form a modulated beam 61b of
the form s(r)exp(ik,R). Similarly, the function d(r) modulates beam 59 from source 50
to form a modulated beam 59b of the form d(r)exp(ik,R). The lenses 64 and 82 optically
perform spatial Fourier transforms of the modulated beams at the plane of recording
medium 66.

Because the hologram formed on holographic medium is a thin hologram,
the response function, T, of the hologram will simply be its transmittance (in case of
amplitude holograms). And therefore, in line with Eq.1:

T « S(@D'(qexplitk;-k)R] + S'(@D(qexplikykpR]

These two terms mean that during reconstruction there will be at least two diffracted
beams propagating in different directions from the hologram. Considering the grating
component exp[i(k,-k,)R] and substituting for D(q), the complex amplitude recorded on
the holographic grating for the grating component exp{i(k,-k,)R] is:

A(q) = CS'(@)/F'(@), for |[F@| = F, (12)
The holographic recording medium 66 records a thin hologram because thick or volume
holograms would not provide sufficient protection from an unauthorized readout for this
embodiment of the invention -- the considerations in this regard were discussed
previously in the section headed "Description of the Related Art".

In yet another embodiment (FIG. 3). a hologram generator 140 realizes
one of the methods of obtaining computer-generated holograms (see, for example,
R.J.Collier, C.B.Burckhardt. and L.H.Lin, Optical Holography. New York: Academic
Press. 1971). The processor 34 derives the function A(q) according to Eqs. 8,9 and
addresses the device 140 directly with this function. The device 140 prepares a thin
hologram 166, the function A(q) being a complex amplitude of the spatial grating of the
hologram. A response function (e.g. transmittance) of the hologram 166 has the form

T o A(Qe ™ + A(ge™, (13)
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where the X axis is directed in the plane of the hologram along the grating vector, Ak.
The absolute value and direction of the vector Ak are chosen such as to simulate an
interference of two beams with wave vectors k, and k,, so that Ak =k, - k, (see
Eq.1). The value Ak is determined by the resolution of recording medium and by the
resolution of decrypting device (FIGs. 4a. 4b). If the device 140 is capable of generating
a full-complex optical filter, the complex transmittance of the hologram may be simply
A’(q), so Eq. 13 will contain only one term at Ak = 0. In this case we will have an
optical filter rather than a hologram, but the term “computer-generated holograms” is |
often used for computer-generated filters, too.

In all embodiments. the actual optical spatial frequencies related to Fourier
transforms of the fingerprint image and of the information image have to be in the same
range. In other words. Fourier transforms F(q) and S(q) should overlap each other in the
frequency domain; otherwise, the information stored on the hologram would not be
sufficiently protected. It is known that the actual range of spatial frequencies of
fingerprint images is up to about 4 lines/mm, because higher frequencies contain only a
small fraction of fingerprint-related information. The resolution of the SLM also limits
the aperture of the information image to be encrypted. Estimates show that, using a
liquid crystal display as the SLM, it is quite possible to encrypt one half page of a text.
To enhance the amount of encrypted information. various techniques may be used, such
as preparing a mosaic hologram (by sequentially inputting portions of the information
signal to the encryption device and shifting the holographic recording medium in a step-
wise fashion for each input portion) or by sequentially rotating a volume hologram by an
angle exceeding the Bragg selectivity of the hologram (this technique has been
successfully used with photorefractive media).

Referring to FIG. 4a, a holographic decrypting device comprises a
fingerprint input device 100, a pre-recorded hologram 120 placed on a storage means
122, lenses 118 and 126 performing Fourier transform, a mask 140 placed in front of
said hologram to eliminate undesirable spatial frequencies in the Fourier spectrum of the
fingerprint, and an information output device 130. In a preferred embodiment, the
fingerprint input device 100 comprises a source of coherent light 102. expander lens 104,
collimating lens 106, attenuator 108, polarizer 110. and an input prism 112. If the

hologram 120 is thick or volume. the wavelength of the source 102 has to coincide with
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the wavelength of the source 50 (of FIGs. 1 and 2) which was used in encrypting, and
the angle of incidence of beam 117 on the hologram 120 has to be equal to the angle of
incidence of the beam 59 (of FIGs. 1 and 2) on the holographic recording medium 66 (of
FIGs. 1 and 2).

To decrypt the information stored on the hologram. a person places a

finger 116 onto the prism surface 114. This causes a frustration of the total internal
reflection on the surface 114, so reflected beam 117 is modulated with the fingerprint
image. Passing through the Fourier lens 118 and the mask 140, the beam 117 impinges
on the hologram 120 and is diffracted from it. An output beam 125 is observed in the
direction corresponding to the direction of reference beam 61 (of FIGs. 1 and 2) used
during encryption. The said directions will coincide if the conditions of hologram
recording and readout (i.e. wavelength and angle of incidence) are the same, although
in case of a thin hologram this is not necessary. The output beam 125 passes through the
Fourier transform lens 126, and the reconstructed image is registered in the focal plane
of lens 126 by an output device 130, such as a vidicon or CCD camera.
If the fingerprint image f(r) in decryption is the same as it has been in encryption, the
complex amplitude of the incident beam 117 in the back focal plane of lens 118 equals
F(q). Thus, the cipher signal wave F(q)exp(ik,R) impinges on the hologram so that
behind the hologram we have:

S = F(qlexp(ik,R) x T

Therefore, we have
Se = F(q)exp(ik,R) x {S(q)/F(q) x expli(k,-k,)R] + S'(q)/F'(q)
x exp[-i(k,-k,)R]}
o S(g)exp(ik,R) + S'(q)/F(q) x F(q)exp[(2k, k)R] (14)

With a judicious choice of F,, the effect on S, by the components of the recorded F(q)
where | F(q) | < F, do not significantly effect this proportionality. Eq. 14 means there
are at least two diffracted beams propagating in different directions. The output device
130 is positioned so as to receive the first order of diffraction, S(q)exp(ik,R), which is

transformed to reconstructed information image s(r) in the back focal plane of the lens

126.
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In another embodiment (FIG. 4b). a reflective hologram 120’ is used. It
may be either a volume hologram recorded by two counterpropagating beams or a thin
reflective hologram. The diffracted beam 125’ is then reflected by the hologram in the
direction opposite to that caused by the transmissive hologram, and the reconstructed
image s(r) is observed in the focal plane of Fourier lens 126'.

In yet another embodiment of the invention (FIG. 2), an intensity
distribution, | F(q) | 2. of the Fourier spectrum of a fingerprint image is obtained. This
may be done either digitally by the processor 34 or optically by the lens 28, if the CCD
camera 30 is moved to the back focal plane of the lens 28. At the next step the processor
derives an addressing signal, ¢(q), from the intensity distribution:

0@ = O(| F@]|?), (15)
where O is an operator. In the simplest case the addressing signal and the intensity
distribution are just proportional to each other:

0@ = of F@|*. (16)
where « is a constant. If the dynamic range of the CCD camera 30 is not large enough .
and or the intensity distribution | F(q)| ? does not contain sufficient amount of the
energy at some frequencies to overlap the information signal s(r), the operator O
performs an additional randomization of the intensity distribution. For example, ¢(q) can
be obtained with a random number generator seeded with | F(q)| 2, so that the
addressing signal ¢(q) will be randomly distributed vs. q and will completely overlap the
Fourier transform of the information signal s(r) to be encrypted. The operator O may
also process the function [ F(q) l > to enhance its consistency. for example. by mapping
the initial distribution | F(q)| * with a saturation function.

In this embodiment, the SLM 62 is a phase-only SLM, so that it is
addressed with the function ¢(q) which modulates the phase of the first recording beam
59 to obtain a modulated beam 59b of the form exp(ip(q))exp(ik,R). Thus, the cipher
signal is e(ip(q)) in this embodiment. This modulated beam 59b passes through an
imaging lens 64 so that the beam 59b retains its same form at the plane of the
holographic recording medium. The second SLM 80 is addressed with the information
signal s(r) to form a modulated beam 61b of the form s(r)exp(ik,R). The SLM 80 may
be amplitude-only, phase-only, or full-complex depending on the type of information

signal. The beam 61b passes through a Fourier transform lens 82 so that. in the plane
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of the holographic recording medium. the beam is of the form S( q)exp(ik,R). The beams
59b and 61b interfere on a recording medium 66 which records a thin hologram having
a response function, T. as follows:
T o exp(ip(q))S*(q)exp(i(kq-k,)R) + exp(-ip(q))S(q)exp(i(k,-k,)R)
Thus, an amplitude of the holographic grating is:
B(q) = exp(iv(q))S*(q)
= §*(q)/{exp(ix(q))}*

which, it will be noted, is of the same form as in previous embodiments (with exp(ie(q))
taking the place of F(q)). Instead of two-beam interference. it is possible to have the
hologram recorded by one of the methods of preparing computer-generated holograms.

Referring to FIG. 5. a holographic decrypting device of this embodiment
comprises a fingerprint input device 200, a processor 234, a pre-recorded hologram 320
placed on a storage means 322. a source of light 302, an expander lens 304, a
collimating lens 306, a phase-only SLM 310, an imaging lens 318, a Fourier transform
lens 326, and an information output device 330. The fingerprint input device 200
comprises a source of coherent light 12, an expander lens 14, a collimating lens 16, an
attenuator 18, a polariser 20. an input prism 22, a Fourier transform lens 228, a mask
240 to suppress undesirable spatial frequencies in the Fourier spectrum of the fingerprint,
a CCD camera 230 placed in the focal plane of lens 228, and an A/D converter 231. The
lens 228 performs optically the Fourier transform of the fingerprint image. and the CCD
camera 230 captures the intensity distribution. | F(q) | 2. of the Fourier spectrum. The
processor 234 performs the transformation of this intensity distribution according to Eq.
15 to obtain ¢(q) with the operator O being the same as was used during encryption.
SLM 310 is then addressed with the function ¢(q). The beam 308 of light emitted from
light source 302, after passing through the SLM 310, is of the form exp(ie(q))exp(ik,R).
The modulated beam 308 then passes through the imaging lens 318 and impinges on the
hologram 320. Behind the hologram, the beam will be of the form exp(ip(q))exp(ik,R)T
which, by substituting for T. is proportional to:

exp(2ie(q))S*(q)exp(i(Zky-k,)R) + S(q)exp(ik,R)
The second term is the first-order diffracted beam. Fourier transform lens 326 is
positioned so that this first order diffracted beam passes through it. The output device

330 is positioned at the inverse transform plane of lens 326 so as to register the
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reconstructed image. The relative positions of the SLM 310. the lens 318 and the
hologram 320 should coincide with the corresponding positions of the SLM 62. the lens
64, and the recording medium 66. respectively. in the encrypting device (FIG. 2) of this
embodiment.

If the fingerprint using in decryption is the same as was used during
encryption, the SLM 310 is addressed with the same function ¢(q) as the SLM 62 was
addressed. In this case the conditions of phase conjugation are satisfied. so that the
information image s(r) is reconstructed in the output. Otherwise (i.e. if the fingerprint
in decryption is different), one will obtain a noisy pattern in the output.

It will be appreciated by those skilled in the art that in both embodiments
of the invention described in figure 2 (where a thin hologram is recorded), Fourier
transform lens 82 could be replaced with a Fresnel transform lens provided the Fourier
lens of the decrypting device -- namely, lens 126 (of figure 4a). lens 126’ (of figure 4b)
or lens 326 of figure 5 -- is also replaced with a Fresnel lens.

Thus, the method of the present invention. unlike the prior art, allows
decryption of the information without any losses and distortions (in the ideal case). As
the offset parameter F, in Eqs. 9 and 11 gets smaller or parameter « in Eq. 16 gets
larger. the quality of image reconstruction obtained will improve and the security of the
encryption will be enhanced.

Because the spatial frequencies of F(q) and S(q) are in the same range,
the encrypted information is highly protected from an unauthorized readout. Indeed. an
attempt to decrypt the information without a proper fingerprint will lead to the
appearance at the output device 130 a noisy pattern which relates neither to the
information image nor to the fingerprint.

In embodiments based on the scheme of FIG. 1. thick or volume
holograms may be used. Unlike the prior art. both the information to be encrypted and
the cipher are placed into the same beam 59. and the second beam 61 is a plane wave.
This means that each partial plane wave from the set related to the information encrypted
in the beam 59 will interfere (and record a partial grating) only with the said piane wave
61. If one attempted to decrypt the information by illuminating the hologram with an
arbitrary partial wave from said set (as it could be done in the prior art), he/she would

obtain only a plane wave which does not carry any information.
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The present invention also overcomes the drawbacks of the phase
conjugation method. Performing the Fourier transform of the input fingerprint image
yields the necessary invariance to the translation of the image. For example, a shift of
the fingerprint image f(r) — f(r + r,) in the decrypting device ( FIG. 4a or 4b) will
lead only to a corresponding shift of the output image s(r) — s(r + r,’) and will not
significantly affect the quality of image reconstruction. Also. the decrypting device (FIG.
4a or 4b) does not require an SLM and is thus very simple and inexpensive.

In the encrypting device utilising ¢(q). a shift of the fingerprint image on
the prism surface 24 does not change the intensity distribution of a Fourier spectrum at
all (if we neglect the finite aperture of the input image). Processing the input intensity
distribution with the operator O (Eq. 15) to a certain extent overcomes both the poor
consistency of input fingerprint images and the low energy content at some frequencies

in Fourier spectra of the fingerprint images.
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WHAT IS CLAIMED IS:

1. A holographic method for encrypting an information image, comprising the
folléwing steps:

- obtaining a fingerprint image signal;

- obtaining a cipher signal based on a Fourier transform of said fingerprint image signal;
- obtaining a transformed information image signal to be encrypted,;

- at least one of saic cipher signal and said transformed information signal chosen so that
a spatial frequency content of said transformed information signal overlaps with a spatial
frequency content of said cipher signal;

- recording a hologram based on said cipher signal and said transformed information
image signal such that a complex amplitude of a spatial grating of said hologram
comprises a spatial complex conjugate of said transformed information image signal

divided by a spatial complex conjugate of said cipher signal.

2. The method of claim 1 wherein said cipher signal is obtained by taking a Fourier

transform of said fingerprint image signal.

3. The method of claim 2 wherein said transformed information signal is obtained

by taking a Fourier transform of an information signal.

4. The method of claim 2 wherein said hologram is a thin hologram and wherein said
transformed information signal is obtained by taking a Fresnel transform of an

information signal.

5. The method of claim 1 wherein said step of obtaining a cipher signal based on a
Fourier transform of said fingerprint image signal comprises obtaining a digital
fingerprint image signal and deriving a Fourier transform of said fingerprint image signal

from said digital fingerprint image signal.

6. The method of claim 3 wherein said hologram recording step comprises the steps

of:
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- determining a complex conjugate of said Fourier transformed information image signal;
- determining a complex conjugate of said Fourier transformed fingerprint image signal;
and

- dividing said complex conjugate of said Fourier transformed information image signal
by a function of said complex conjugate of said Fourier transformed fingerprint image

signal to obtain an addressing signal.

7. The method of claim 6 wherein said hologram recording step further comprises
the steps of:

- addressing an SLM with said addressing signal:

- illuminating said SLM with coherent light to produce an object beam; and

- recording a hologram by means of interference of said object beam with a reference

beam which is coherent with said object beam.

8. The method of claim 6 wherein said hologram recording step further comprises
the steps of:
- determining an inverse Fourier transform of said addressing signal to obtain an inverse

transformed addressing signal:

addressing an SLM with said inverse transformed addressing signal;

illuminating said SLM with coherent light to produce an object beam;

obtaining an optical Fourier transtorm of said object beam: and

recording a hologram by means of interference of said object beam with a reference

beam which is coherent with said object beam.

9. The method of claim 3 wherein said step of obtaining a Fourier transformed
information image signal comprises the steps of:

- addressing a second SLM with an information image signal:

- illuminating said second SLM with a source of coherent light to produce a second
recording beam which is coherent with said first recording beam; and

- optically Fourier transforming said second recording beam,

and wherein said hologram recording step further comprises the steps of:

- determining a complex conjugate of said Fourier transformed fingerprint image signal;
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- dividing a constant by a function of said complex conjugate of said Fourier transformed
fingerprint image signal to obtain a first addressing signal:

- deriving an inverse Fourier transform of said first addressing signal;

- addressing a first SLM with said inverse Fourier transform of said first addressing
signal;

- illuminating said first SLM with a source of coherent light to produce a first recording
beam;

- optically F. . rier transforming said first recording beam: and

- interfering said Fourier transformed first recording beam with said Fourier transformed

second recording beam.

10.  The method of claim 6 wherein said step of dividing comprises determining
whether an absolute value of a frequency component of said Fourier transformed
fingerprint image signal exceeds a pre-determined offset and, if so. dividing by said
Fourier transformed fingerprint image signal at said frequency component and. if not,
dividing by a function of said offset and said frequency component at said frequency

component.

11.  The method of claim 6 wherein said hologram recording step further comprises
the steps of:

- addressing a hologram generator with said addressing signal;

- recording a computer-generated hologram. said addressing signal being a complex

amplitude of the spatial grating of said hologram.

12.  The method of claim 1 wherein said cipher signal is obtained by:
- obtaining a function based on an intensity distribution of a Fourier transform of said
fingerprint image; and

- obtaining a complex exponential function of said intensity distribution based function.

13.  The method of claim 12 wherein said step of obtaining a function based on an

intensity distribution of a Fourier spectrum of said fingerprint image comprises
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performing an optical Fourier transform of said fingerprint image and capturing the

intensity distribution of said Fourier transform.

14.  The method of claim 12 wherein said step of obtaining a function based on an
intensity distribution of a Fourier spectrum of said fingerprint image comprises obtaining
said intensity distribution and seeding a random number generator with said intensity

distribution to generate a randomized distribution.

15.  The method of claim 12 wherein said step of obtaining a transformed information
image signal to be encrypted and said hologram recording step comprise the steps of:

- addressing a first phase-only SLM with said cipher signal;

- illuminating said first SLM with a source of coherent light to produce a first recording
beam;

- addressing a second SLM with an information image signal;

- illuminating said second SLM with a source of coherent light to produce a second
recording beam which is coherent with said first recording beam;

- passing said second recording beam through a Fourier transform lens to obtain a
transformed second recording beam; and

- recording a hologram by means of interference of said first recording beam with said

transformed second recording beam.

16. A holographic method for decrypting information comprising the steps of:

- obtaining a coherent optical beam modulated with a fingerprint image;

- obtaining a cipher signal based on a Fourier transform of said fingerprint image signal
such that a spatial frequency content of said cipher signal overlaps with a spatial
frequency content of a transformed information signal;

- illuminating a pre-recorded hologram with said cipher signal, said pre-recorded
hologram having a complex amplitude of a spatial grating comprising a spatial complex
conjugate of said transformed information image signal divided by a spatial complex
conjugate of said cipher signal;

- obtaining an optical inverse transform of a beam diffracted from said hologram; and

- registering an intensity distribution from said diffracted beam.
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17.  The method of claim 16 wherein the step of obtaining said cipher signal comprises

obtaining a beam carrying an optical Fourier transform of said fingerprint image.

18.  The method of claim 17 wherein said step of obtaining an optical inverse
transform of a beam diffracted from said hologram comprises obtaining an inverse

Fourier transform of a beam diffracted from said hologram.

19.  The method of claim 17 wherein said hologram is a thin hologram and said step
of obtaining an optical inverse transform of a beam diffracted from said hologram
comprises obtaining an inverse Fresnel transform of a beam diffracted from said

hologram.

20.  The method of claim 16 wherein said cipher signal is obtained by:
- obtaining a function based on an intensity distribution of a Fourier transform of said
fingerprint image; and

- obtaining a complex exponential function of said intensity distribution.
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